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Preface

The business process management discipline enables organizations to be more
efficient, effective, and capable of change while managing time and costs. In this
discipline, processes are viewed as strategic assets of an organization that must
be understood, managed, and improved to deliver added value products and
services to process consumers. In a typical organization, there are IT Systems in
place to solve specific functional areas. However, at the human level, the work is
not well-controlled and there is poor end-to-end visibility into the entire process
that spans humans and systems.

IBM® Business Process Manager (BPM) provides a platform that helps process
participants gain enterprise-wide visibility of business processes so that
improvements can be made by those who know these processes best. IBM BPM
encourages collaboration and supports strong governance of process change. It
provides a common software platform for process improvement and IBM BPM
lifecycle governance, offering the power and robustness that is required for
mission-critical enterprise solutions while combining the simplicity that is
required for business engagement through collaboration. Built-in analytics and
search capabilities help improve and optimize business processes now and in
the future. IBM BPM includes tooling and run time for process design, execution,
monitoring, and optimization.

This IBM Redbooks® publication provides an introduction to designing and
building IBM Business Process Manager V8.5 environments. The target
audience for this book includes IT architects, IT specialists, and consultants who
are seeking to understand and implement IBM BPM environments.

This book introduces the changes and new features in IBM Business Process
Manager V8.5 and provides an overview of the basic topology and components.
Detailed and step-by-step instructions to prepare, build, and verify your
environment, including proxy server configuration, also are described.

The book also provides an overview of a consolidated migration approach that
was introduced in V8.5. It describes tools and utilities that are available for
migrating from the previous version of the product to V8.5. Two step-by-step
migration scenarios are described to help you better understand the detailed
migration activities that are required for IBM BPM Standard and Advanced.

© Copyright IBM Corp. 2014. All rights reserved. iX



Authors

This book was produced by a team of specialists from around the world working
at the International Technical Support Organization, Austin Center.

Uday Pillai is a senior managing consultant with IBM Software Services for
WebSphere®. He has spent all of his seven years at IBM working with the
WebSphere product family. His areas of expertise include designing IBM BPM
system architectures and topologies for cloud and non-cloud environments. He
holds a bachelor’s degree in science from Mahatma Gandhi University, India.

Nirmal Patil is a senior managing consultant with IBM Software Services for
WebSphere. His role includes regularly advising and assisting customers with all
aspects of their IBM BPM implementations, including expanding their adoption of
IBM BPM, and he has led several successful IBM BPM engagements for large
clients. He holds a master’'s degree in computer science from Texas A&M
University, College Station, Texas.

Sergiy Tsymbal is an IBM BPM technical consultant who has worked for
Lombardi (now IBM) since 2006. Today, he is primarily focused on migrations
(IBM Lombardi Teamworks® 6.x to IBM BPM8), IBM BPM system architecture
design and implementation, solution and infrastructure reviews, and performance
tuning and troubleshooting. He holds a master's degree in applied mathematics
from National Technical University KhPI, Kharkiv, Ukraine.

Special thanks to the following individuals for contributions to this project:

» Content contribution: Lei Wang, Business Process Management
Development, IBM China

» Infrastructure support: Jared Spencer, ISSW Enablement Support, IBM US

Thanks to the following people for their contributions to this project:

» Yun Diao, Business Process Management Development, IBM China

» Lan Lan Cheng, Business Process Management Development, IBM China
» Piotr Przybylski, Business Process Management Development, IBM US

» Srikanth Bhattiprolu, Business Process Management Development, IBM US

» Trevor Pearson, WebSphere On-Demand Consulting, Global Practice Leader,
IBM US

» Shashi Mara, IBM BPM Support, IBM US
» WeiHua Duan, IBM BPM Configuration Development, IBM US
» Jeff Brent, IBM BPM Technical Product Manager, IBM US

X Business Process Management Deployment Guide Using IBM Business Process Manager V8.5



» Marc Smith, Program Director, IBM BPM, IBM US

» Chidanandan Theyancheri, Program Manager, IBM BPM Development, IBM
us

» Srikanth Bhattiprolu, IBM BPM Development, IBM US
» Axel Buecker, IBM Redbooks Project Leader, IBM US
» Shawn Tooley,IBM ITSO Technical Writer, IBM US

Now you can become a published author, too!

Here is an opportunity to spotlight your skills, grow your career, and become a
published author—all at the same time! Join an ITSO residency project and help
write a book in your area of expertise, while honing your experience using
leading-edge technologies. Your efforts will help to increase product acceptance
and customer satisfaction, as you expand your network of technical contacts and
relationships. Residencies run from two to six weeks in length, and you can
participate either in person or as a remote resident working from your home
base.

Find out more about the residency program, browse the residency index, and
apply online at this website:

http://www.ibm.com/redbooks/residencies.html

Comments welcome

Your comments are important to us!

We want our books to be as helpful as possible. Send us your comments about

this book or other IBM Redbooks publications in one of the following ways:

» Use the online Contact us review Redbooks form found at:
http://www.ibm.com/redbooks

» Send your comments in an email to:
redbooks@us.ibm.com

» Mail your comments to:

IBM Corporation, International Technical Support Organization
Dept. HYTD Mail Station P099

2455 South Road

Poughkeepsie, NY 12601-5400

Preface  Xi


http://www.ibm.com/redbooks
http://www.ibm.com/redbooks/residencies.html
http://www.redbooks.ibm.com/contacts.html
http://www.ibm.com/redbooks/residencies.html

Stay connected to IBM Redbooks

Xii

Find us on Facebook:
http://www.facebook.com/IBMRedbooks

Follow us on Twitter:
http://twitter.com/ibmredbooks

Look for us on LinkedIn:
http://www.Tinkedin.com/groups?home=8&gid=2130806

Explore new Redbooks publications, residencies, and workshops with the
IBM Redbooks weekly newsletter:

https://www.redbooks.ibm.com/Redbooks.nsf/subscribe?0penForm
Stay current on recent Redbooks publications with RSS Feeds:

http://www.redbooks.ibm.com/rss.html

Business Process Management Deployment Guide Using IBM Business Process Manager V8.5


http://www.facebook.com/IBMRedbooks
http://twitter.com/ibmredbooks

http://www.linkedin.com/groups?home=&gid=2130806
https://www.redbooks.ibm.com/Redbooks.nsf/subscribe?OpenForm

http://www.redbooks.ibm.com/rss.html

Overview of IBM Business
Process Manager V8.5

This chapter provides a general overview of IBM Business Process Manager
(BPM) product and includes the following topics:

» Understanding business process management
» Lifecycle of a business process
» IBM Business Process Manager

© Copyright IBM Corp. 2014. All rights reserved.



1.1 Understanding business process management

The business process management discipline enables organizations to be more
efficient, effective, and capable of change while managing time and costs. In this
discipline, processes are viewed as strategic assets of an organization that must
be understood, managed, and improved to deliver added value products and
services to process consumers.

In a typical organization, there are IT Systems in place to solve specific functional
areas. However, at the human level, the work is not well-controlled and there is
poor end-to-end visibility into the entire process that spans humans and systems,
as shown in Figure 1-1.

» Finance
- & Ops
- Invoice

[ Executive
#4 Reconciliation
Management
Teams

—_—a gy
Customer Q\ PN Account
Service & % {

Admini

IBM Business
Process Manager

Figure 1-1 How IBM BPM fits into the IT ecosystem

2

IBM BPM is a platform that helps process participants gain organization-wide
visibility of your business processes so that improvements can be made quickly
by those who know your processes best. This platform encourages collaboration
and supports strong governance of process change.
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IBM BPM provides a common software platform for process improvement and
business process management lifecycle governance, which offers the power and
robustness that is required for mission-critical enterprise solutions while
combining the simplicity that is required for business engagement through
collaboration. Built-in analytics and search capabilities help you improve and
optimize your business processes now and in the future. IBM BPM includes
tooling and run time for process design, execution, monitoring, and optimization.

1.2 Lifecycle of a business process

If a process is used, there are always actions that are related to it. Process
improvement activity is a continuous, ongoing activity even after a process is
deployed and in use.

The lifecycle of a business process consists of the following stages:

» Discover and define

This is the first stage of the process lifecycle where requirements are
identified and analyzed. Key process milestones are identified and process
metrics to be captured are defined.

» Design and implement

In this phase, the actual development of the business process occurs. This
includes any external system integrations.

» Execute and monitor

In this phase, the newly developed business process is distributed to the
environment where it is run and used by a business organization and
monitored by administrators.

» Measure and optimize

This phase concentrates on collecting process metrics and process
improvement activities that are related to the business process, such as,
optimizing and initiating updates to the process.

Figure 1-2 on page 4 shows these phases of a business process lifecycle.
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|

= 0
vl

P Process
\"/ Developer
Business .
Analyst Design and Implement
Discover and Define )
“ Integration
T Developer
Process
Owner

o ‘n

Repository

Administrator

Measure and Optimize Y

=
§ '

Business ‘\? “

Analyst Staff Managers

Figure 1-2 Lifecycle of a business process

1.3 IBM Business Process Manager

IBM BPM brings together a number of technologies and capabilities under a
single unified platform with which customers can build human-centric and
system-centric business processes. It enables organizations to implement
businesses process lifecycle and includes tooling and run time for process
design, execution, monitoring, and optimization.

A business process management environment mainly consists of a repository
environment to store and develop IBM BPM artifacts, authoring tools for process
developers to develop and test processes, one or more runtime environments to
deploy processes, and a set of administration and monitoring tools to administer
and monitor business processes.

Figure 1-3 on page 5 is a high-level overview of a basic IBM BPM environment,
the subsections of which are described in the following sections.
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Figure 1-3 Overview of IBM BPM

1.3.1 Product overview

This section provides an overview of the main elements of the IBM BPM product.

Process Center

The Process Center includes a repository for all process artifacts and provides
the tooling that is required to develop, deploy, and manage process applications.

The Process Center has a console web application with which uses can maintain
the repository, deploy process applications to Process Server environments, and
manage running instances of process applications in configured environments.
The Process Center also includes a Process Server (the playback server) and
Performance Data Warehouse, with which users who are working in the
authoring environments can run processes and store performance data for
testing and playback purposes.
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Authoring environments
IBM Business Process Manager uses the following authoring environments:

» IBM Process Designer

IBM Process Designer is a design time tool that is used to develop process
applications.

It is an Eclipse-based tool that is used by business process authors. IBM
Process Designer is available in all configurations of the product, and offers
the capability to model and implement business processes as process
applications. IBM Process Designer includes other tooling, that is, the
Process Inspector, and the Process Optimizer, for interacting with processes
that are running on the Process Center Server (playback server) or a
connected Process Server deployment target.

» IBM Integration Designer

IBM Integration Designer is a development environment for building
end-to-end SOA applications. It includes numerous pre-packaged integration
adapters to build complex automated processes.

IBM Integration Designer is available only in the advanced configurations of
the product. IBM Integration Designer is used to author complex integrations
and fully automated processes that support process applications that are
designed in the IBM Process Designer. By using IBM Integration Designer,
with a fully integrated testing environment that uses test cases and test suites,
IT developers can build reusable SOA services, orchestrate those services,
and access back-end systems.

Process Server

Process Server is an IBM BPM runtime environment that supports running a
range of business processes and integrations. By using Process Server, you can
run processes as you build them. Process Server runs processes and services
that authors build by using the Authoring Environments. Process Server handles
a process’ access to external applications, the Coaches (the user interfaces for
process participants), and the business logic. Every process component is
loaded and run in Process Server at run time.

An organization often has multiple Process Server environments such as test,
user acceptance test, and production. Each Process Server registers with the
Process Center and allows the Process Center to facilitate code deployment and
management of the runtime process server environments.

Business Process Management Deployment Guide Using IBM Business Process Manager V8.5



The Process Server also provides a number of tools, for example, the
ProcessAdmin Console, which enables the management of the Process Server
and deployed applications. A second tool is the Process Portal, which can be
used to give individual users access to run and manage the tasks of the business
processes. In addition, the Process Portal measures performance of business
processes, teams, and individuals. The Process Portal delivers an accurate
overview that covers all aspects of the governed running business processes.
This server environment also contains the Performance Data Warehouse
component that collects and aggregates process data from processes that are
running on the process servers. This data can be used to improve business
processes.

1.3.2 Product editions

IBM Business Process Manager is a unified platform that combines
human-centric and integration-centric capabilities into one product. Different
configurations of the product are available for different users, and satisfy different
needs in the organization. Product configurations can be combined for
collaborative authoring and network-deployed runtime environments.

This product is available in three different editions. Table 1-1 provides a high-level
overview of each edition.

Table 1-1 List of product editions

Advanced Edition Complete set of business process management

capabilities:

» Extended support for high-volume process
automation

» Built in SOA components for extensive
organization-wide service integration, orchestration

Standard Edition Configured for typical business process management

projects:

» For multi-project improvement programs, with high
business involvement

» Basic system integration support

» Rapid time-to-value and improved user productivity

Express Edition Configured for first business process management
project:

» Rapid time-to-value; improved user productivity
» Low entry price

» Easy installation and configuration
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Table 1-2 shows the capabilities and features that are available in each product
edition.

Table 1-2 IBM Business Process Manager capabilities by edition

Capability Advanced Standard | Express

WebSphere Lombardi Edition X X X

compatible execution

Process Designer (BPMN) X X X

Collaborative editing/immediate X X X

playback

Interactive process coach user X X X

interfaces

ODM-based process rules X X X

Process Portal X X X

Real-time monitoring and reporting | X X X

Performance analytics and optimizer | X X X

Performance Data Warehouse X X X

Process Center/shared asset X X X

repository

Unlimited process authors and X X 200 users/

users 3 authors

High availability: Clustering and X X » Four cores

unlimited cores production
» Two cores

development

» No cluster

WebSphere Process Server X

compatible execution

Integration Designer (BPEL/SOA) X

Transaction support X

Integration adapters X

Flexible Business Space user X X X

interface
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1.4 Conclusion

This chapter provided a brief overview of business process management and its
components and lifecycle. It also introduced the IBM BPM product.

The next chapter describes the new features that are available in IBM BPM V8.5.
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What is new in IBM Business
Process Manager version 8.5

IBM Business Process Manager V8.5 (BPM) has several new capabilities and
improvements over earlier versions. This chapter describes some of the major
features and includes the following topics:

Simplified installation and configuration
Changes in IBM BPM security

Changes in web services

New embedded content management

New social and actionable dashboards
New concept of team

Changes in IBM Blueworks Live integration
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2.1 Simplified installation and configuration

The V8.5 release of IBM BPM makes significant strides in simplifying the product
installation and configuration as compared to the previous IBM BPM 7.5 and IBM
BPM 8 versions of the product. The deployment patterns and clustering
topologies were simplified and consolidated and the number of steps that are
involved in installation and configuration were reduced.

The installation and configuration changes are described briefly in the following
sections and in greater detail in the other chapters of the book.

2.1.1 Installation changes

The typical installation of IBM BPM Standard and IBM BPM Advanced editions of
the product no longer uses a stand-alone profile. Instead, it uses only the
Network Deployment profile option. One of the key benefits of this change is that
it gives the customer a better starting point. An IBM BPM environment can now
be easily expanded for growth by adding nodes as needed.

The stand-alone profile is used only in the IBM BPM Express edition of the
product and in the IBM Integration Designer’s unit test environment (UTE).

Table 2-1 shows the profile types that are used with the installed editions of the
product.

Table 2-1 Profile types in use with different product editions

Installed product Profile type
Stand-alone Deployment Custom
manager managed node
IBM BPM Express Yes No No
IBM BPM Standard No Yes Yes
IBM BPM Advanced No Yes Yes
Integration Designer Yes Optional Optional
UTE
(IBM BPM Advanced)
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With IBM BPM Standard or Advanced editions, the typical installation option is
composed of a deployment manager node and a single managed node that
contains one cluster with one member in it. This configuration is also known as
SimpleND. This install option uses default values for the installation but allows for
specifying the installation path and database. This is often the choice for a
developer workstation installation.

2.1.2 Changes in profile types

The older versions supported a number of different application server profile
types that were based on product edition, function, and installation type. This
lead to complexity because of the high number of possible installation
combinations. It also required that if a customer decided to move from IBM BPM
Standard to IBM BPM Advanced, it requires deleting and re-creating the profiles.
IBM BPM 8.5 now provides the following three profile templates:

» BpmDmgr

Use for deployment manager profiles for IBM BPM Standard and IBM BPM
Advanced editions.

» BpmNode

Use for managed node profiles for IBM BPM Standard and IBM BPM
Advanced editions.

» BpmServer

Use for stand-alone profiles (for example, for IBM BPM Express Edition only).
Most of the configuration that was previously done during profile creation is now
done during the deployment environment (DE) setup. Therefore, the key benefits

of this is that installations can be reconfigured as needed without requiring a full
reinstallation (as was the case with earlier versions).

2.1.3 New deployment environment pattern types

IBM BPM 8.5 introduces the following three types of IBM BPM-specific
deployment environments:

» IBM BPM Standard (Process Center or Process Server)

This represents all the process applications and toolkits that are authored in
Process Designer, Process Portal, Process Administration, and Performance
Data Warehouse functions.

Chapter 2. What is new in IBM Business Process Manager version 8.5 13



» IBM BPM Advanced (Process Center or Process Server)

This represents all the IBM BPM Standard functionality and includes
Integration Designer, Service Component Architecture (SCA), Business
Process Choreographer, and BusinessSpace functions.

» IBM BPM Advanced Only (Process Server)

This represents all the functionality from WebSphere Process Server 7.0 such
as Integration Designer, Service Component Architecture (SCA), Business
Process Choreographer, BusinessSpace functions.

During the installation, the deployment environment wizard that guides the user
through the DE creation also has fewer steps as compared to IBM BPM 8.0.x
version.

While the IBM BPM 7.5 and IBM BPM 8 versions supported numerous cluster
patterns per deployment environment, IBM BPM 8.5 supports only the following
distinct cluster patterns or topologies:

» Single-cluster pattern (also known as simpleND)

In this case, all deployment environment functions and functional groups of
components that run on a single cluster.

» Three-cluster pattern

In this case, there are three clusters and the available functionality is split
among the clusters: Application, Remote Messaging, and Remote Support.
This is the recommended pattern for production use.

For more information about the deployment environment types and cluster
patterns, see Chapter 3, “Components, topologies, and deployment environment
patterns types” on page 35.

2.1.4 Scripted installation by using IBM BPMConfig tool

IBM BPM 8.5 introduces a new command-line and properties file-driven tool that
is called BPMConfig. It can be used to perform the following tasks in a single
command:

» Create profiles
» Create database scripts and tables
» Create a deployment environment

BPMConfig replaces the DB Design Generator and ConfigNode tools from the
7.5.x and 8.0.x versions of the product. The tool is found in the following
directory:

<WAS_HOME>\bin\BPMConfig.bat (.sh)
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It takes as input a properties file and is run on all nodes with the same properties
file and syntax. For more information about the BPMConfig tool, see Chapter 5,
“Deploying an IBM Business Process Manager environment” on page 89.

2.2 Changes in IBM BPM security

This section describes the changes that were made to the system users and
security configuration aspects of V8.5.

2.2.1 Consolidation of users

Prior versions of IBM BPM required and used a number of default system users
that were set up by default. The IBM BPM V8.5 release consolidates the users
that are referenced within the product. Only the following default users are
defined in the system:

» Cell administrator

The primary WebSphere Application Server administrator. A user that
belongs to this role administers the cell and topology of the environment and
can assign other additional administrator users. This user does not administer
the IBM BPM components.

» Deployment environment administrator

The primary IBM BPM administrator. This corresponds to the tw_admin user
from previous versions of the product and has administrative access to the
IBM BPM environment.

This deployment environment administrator user alias replaces all the multiple
users from prior releases, such as, tw_admin, tw_user, tw_portal_admin,
tw_runtime_server, tw_webservice, and bpmAuthor.

A default installation of V8.5 also defines only two authentication aliases as
compared to approximately 33 aliases in IBM BPM V8. The authentication alias
for the cell administrator is CellAdminAlias and DEAdminAlias for the deployment
environment administrator. Figure 2-1 on page 16 shows how the DE Admin alias
is mapped to all of the roles in a default installation of Business Process Manager
V8.5.
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Deployment Environments > ADVPC > Business Integration Security

Use this page to secure your application server and your business integration applications. The table below lists the
authentication credentials that vou need to set to secure your business integration applications,

Authentication Alias

4
vl
Role & Alias
BRCUser Debdminilias j
BPMAUthor
BRMUser Debdminlias j
BPMebserviceUser
CEIDbUser Deldminaliaz j
Defdmin Deldminslias j
EmbeddedECMTechnicalUser DeAdmindlias U%-
EventiManagerUser Defdmindlias j
PerformanceDWUser
ProcessCenterlser Deldminslias j
ProcessServerUser
SCAUser Depdminslias j
Taotal 13

Figure 2-1 Deployment environment roles that are mapped to DeAdminAlias

In this release, the IBM BPM Process Administration console now brings back an
interface to manage users. It helps administer WebSphere internal file user
registry users. It also provides a way to easily set up or modify users for IBM
BPM application development and testing. It is also an easy way to change user’s
passwords and the WebSphere console, as shown in Figure 2-2 on page 17.
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| Process Admin Console Server Admin Process Inspector Installed Apps

Logged in as bpmadmin | Pr

User Management > Maintain User Settings
» IBM BPM Admin

¥ User Management Retrieve Profile

User Management [ Retrieve

Group Management

Internal IBM BPM User Details
Bulk User Attribute Assignment Internal IBM BPM Users

User Synchronization

User Name |
=

Full Name
» Monitoring

» Event Manager
» Admin Tools
» Saved Search Admin

|
Password [
Confirm Password |

Delete Add Update Clear

Figure 2-2 User administration from IBM BPM ProcessAdmin console

2.2.2 Security configuration properties

In older releases, IBM BPM server’s security configuration aspects were handled
mostly by using .xm1 configuration files, namely the 100Custom.xm] file. Many of
these properties can now be accessed and modified by using the wsadmin tool.

Note: These properties are no longer configurable by using the 991ocal . xm]
or 100custom.xm1 configuration files.

V8.5 introduces new configuration objects in the wsadmin tool, which categorizes
the properties that were previously in the .xm1 files. The configuration objects are
described in Table 2-2 on page 18.
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Table 2-2 New configuration objects in V8.5

Configuration object

Description

BPMAuthAliasRoleType

Defines all of the roles, such as, BPCUser, BPMAuthor,
and BPMUser, as shown in Figure 2-1 on page 16.

BPMActionPolicy

Defines all of the portal action policies and the roles that
can run those actions. For example,
ACTION_ABORT_INSTANCE defines which roles can
abort a process instance.

BPMServerSecurity

Defines properties about snapshot deployment by using
https and limiting user searches.

BPMServerSecurityUsers

Defines properties whose values are set to a user to
notify of Event Manager errors, task received from, and
task cancellation.

BPMServerSecurityGroups

Defines a few properties whose values are set to a group
to represent privileged actions. For example,
bpmAdminGroup defines the group with full
administrative access privileges.

BPMVirtualHostInfo

Defines properties for host name, port, and
transportProtocol to contain proxy-server information.
The BPMVirtualHostInfo object replaces the base-url
property that was used in the 99Tocal.xml configuration
file to specify the host name and port number of a proxy
server in earlier releases

BPMPerformanceDataWar Defines a property that is called viewUser that is used to

ehouse create a prefix for the views that Performance Data
Warehouse creates for tracking groups. It is used like a
schema name.

BPMConsoleSection Defines properties that correspond to the ProcessAdmin

console left menu items. The values are the roles that
access those menu items. For example,
the'console.user.management property value defines
which roles can access the User Management menu
item (see Figure 2-2 on page 17). The default value in
this case is the tw_admins role.

All of the properties for the configuration objects that are listed in Table 2-2 can
be modified by replacing the previous values, except for properties that are
contained in the BPMActionPolicy and BPMConsoleSection configuration
objects. For BPMActionPolicy, you do not modify existing values; instead, you
add and remove roles. For BPMConsoleSection, you do not modify existing
values; instead, you add and remove constraints.
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Note: For more information, see the IBM Business Process Manager V8.5
information center at this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/index.jsp?topic=%2
Fcom.ibm.wbpm.admin.doc%2Ftopics%2Fcsec_config properties.html

2.3 Changes in web services

The following new changes are includes in the web services capabilities in IBM
BPM:

» Web service server configuration

A new type of server configuration, which is named Web Service, was added
to the Process Designer’s process application settings. By using this setting,
the author can define web service endpoint connection details per
environment, as shown in Figure 2-3.

~ Server Details

Name: GetCustomerDetailWs
Type: |Web Service b
Description: Click Edit to add or edit text.

(Edit)

~ Server Locations

Environment Type: Default v'
WSDL URL: . l

- Development
Protected WSDL: Test

= Stage
Production

Figure 2-3 Servers tab allows defining web service servers per environment

An integration service can then reference this configuration when outbound
web service integrations are defined. Thus, web service endpoint connection
details can be defined once at a process application level and reused for
multiple web service operations. Any updates can be done in one place and
be referenced in multiple integration services immediately, as shown in
Figure 2-4 on page 20.
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o

get customer e
details U
Start End

Pruperties ¥alidation Errors Where Used

Step ~ Discovery
Implementation ; .

. Discovery Scheme: IFru:um process application setkings
Header

Data Mapping ~ Process Application Selection

Pre & Post

Web Service: IGetCustDmerDetailsWS

Figure 2-4 Referencing the web service server

» Policy sets and policy bindings

A policy set is a named, reusable collection of configuration parameters (such
as, policies). You can configure web service qualities of service, such as,
WS-Security and WS-Addressing, and is administered via administrative
console. IBM BPM web service integrations (inbound and outbound) can now
be associated a policyset and its binding. This allows for reuse among
multiple web service integrations and provides more options for securing web
services, as shown in Figure 2-5 on page 21 and Figure 2-6 on page 22.
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BPC Web Service
BPM DocumentStore Policy Set

BPM FileNet Web Services
BPMHTTPBasicAuthentication

BPM SSO Policy Set

BPM UNT Policy Set

BPM Web Service API Callback Policy Set
BPM Web Service API Policy Set

CMIS Web Service

Kerberas V5 HTTPS default

LTPA WSSecurity default L=
SSL WSTransaction

Username SecureConversation

Username WSSecurity default

~ Operations

EIE]

m

~ Security and Policy i, A E|
Policy Set: Select...| %
Policy Binding: Select...| X%

Figure 2-5 Using a policy set
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S [5] - sampleBPMWebService v x|

(Edit

~ Operations

BPC Web Service - Provider

BPM FileNet Web Services - Provider
BPM Web Service API Provider_BPM_DEV_Ag ive
CMIS Provider Binding

Provider sample

Provider sample V2

Saml Bearer Provider sample

Saml HoK Symmetric Provider sample

EIET

~ Security and Policy

Palicy Set: WSAddressing default < 1l d P (%

Policy Binding: Select... | 2

Figure 2-6 Using a policy binding

» Implicit SOAP headers

In IBM BPM 8.5, you can send and receive SOAP headers in SOAP request
and response messages for outbound and inbound integrations.

The System Data toolkit provides new business objects (SOAPHeaders and
SOAPHeader) as pre-supplied types that can be used in web service
integrations.

The Data Mapping step of an outbound web service integration provides a
new option to map service variables to SOAP request and response headers.

For web services that are exposed in IBM BPM, new JavaScript variables are
provided to specify and access SOAP headers from within JavaScript. SOAP
headers are automatically copied into tw.system.header.soap.request for
incoming web service calls, which can then be accessed with services. To
add SOAP headers to the response, you can append headers to the
tw.system.header.soap.response variable.
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Note: For more information, see the IBM Business Process Manager V8.5
information center:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/index.jsp?topic
=%2Fcom.ibm.wbpm.wle.editor.doc%2Ftopics%2Fcreating inbound soaph
eaders.html

These improved integration capabilities of the product can handle more use
cases where custom integrations were previously necessary for such
scenarios.

2.4 New embedded content management

Heritage Coaches had built-in support for document attachments that are stored
within a local IBM BPM database in proprietary form. When IBM BPM 8.0
introduced next generation Coach technology, that local document attachment
support was not brought forward. IBM BPM 8.5 addresses this gap and
introduces a new standards-compliant embedded store for documents.

IBM BPM 8.5 supports accessing process documents from any Enterprise
Content Management (repository that supports the Content Management
Interoperability (CMIS) standard, as shown in Figure 2-7.

IBM BPM
- FileNet CM

IBM CM8
Alfresco

SharePoint

Figure 2-7 Embedded Enterprise Content Management feature
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This new document management capability is consistent with the CMIS standard
as the internal repository is also accessed by using the same CMIS standard.
The heritage Coach and new generation Coach controls present an unchanged,
consistent view to the user regardless of whether the source repository is
external or internal. They can use the new IBM BPM document store option in
the Process Designer when they are using the internal document store.

2.5 New social and actionable dashboards

IBM BPM 8.5 introduces a new dashboard capability with which authors can
create customized operational dashboards to offer enhanced visibility for process
owners, team leaders, and process participants.

The ready-to-use scoreboards from the previous releases are replaced by using
the new, next-generation dashboard functionality that is built that uses a new
Dashboard toolkit that is based on Coach Views.

Process designers can easily customize the ready-to-use dashboards and create
custom dashboards.

Process Performance dashboard features
The Process Performance dashboard is displayed in the IBM BPM 8.5 Portal tab
and provides the following features:

» A single view across multiple processes that are marked as Expose
Performance Metrics, with a high-level breakdown of counts for Overdue, At
Risk, and On Track instances.

» Gantt-style aggregated measures of duration across time.

» An annotated diagram of the process displaying the activities with a count of
Overdue, At Risk, and On Track activities.

» Drill down for performance of a specific process instance.

» Activity of stream comments added to the timeline, which gives you insight
into what collaboration occurred for this process instance, as shown in
Figure 2-8 on page 25.
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Figure 2-8 New Process Performance dashboard

Team Performance dashboard features

The Team Performance dashboard is displayed in the IBM BPM 8.5 Portal in a
tab and provides the following features:

» A single at-a-glance view across teams.
An overview for the team and its work

>
» Manage work across a team.
>

Individual team member view, as shown in Figure 2-9 on page 26.
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Figure 2-9 New Team Performances Dashboard

Customized dashboards and the Dashboard toolkit

IBM BPM 8.5 ships with a readily available Dashboard toolkit on which the IBM
BPM 8.5 Portal dashboards, such as, the Process Performance and Team
Performance, are based. Often, there are requirements to customize the
included dashboards. This customization was tedious in earlier versions, but is
made easier in 8.5. The Process Portal application dashboards can be copied
into a new process application and then can be customized therein.

The Dashboard toolkit also contains several predefined Coach views that can be

used to build custom dashboards to provide process visibility to your users, as
shown in Figure 2-10 on page 27.
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Figure 2-10 Dashboard toolkit that contains reusable, predefined Coach views

2.6 New concept of team

IBM BPM 8.5 introduces a new concept of team. A team represents a set of
users in your organization and is used to assign tasks to sets of users. A team
also can define a Managers Team. This concept of team supersedes the
participant group concept from older versions. All participant groups become
teams during migration to 8.5. No special migration is necessary.

Team members can be set up as in earlier versions by using the Standard
Members options and choosing a set of users or groups, as shown in Figure 2-11

on page 28.
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Figure 2-11 View of team artifact

Team retrieval service

Teams can be composed of dynamically determined sets of users or groups. This
can be done by selecting the Specify Team Using Service option and
associating the team with an implementation service. This implementation
service is referred to as feam retrieval service.

This service is based on the team retrieval service template from the system data
toolkit and takes as minimum input the team name and returns as output a team
object. The implementation service should define the output team object that is
composed of dynamically determined members, as shown in Figure 2-12 on
page 29.
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Figure 2-12 Team retrieval service

Team filter service

In many situations, users want to dynamically assign the business process

activity to a subset of the full members of the lane-defined team that is based on
the runtime business context. This is achieved in IBM BPM 8.5 by using a team

filter service. A task can be assigned to a dynamically determine the subset of

the team, as shown in Figure 2-13 on page 30.
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Figure 2-13 Team filter service

A team filter service takes as input the lane-defined or activity-defined team and
returns as output a subset of the input team.

Caching options with team services

Team retrieval and team filter services can use the built-in caching feature. By
using the Overview tab of the service, the author can enable caching and define
a suitable interval for which the results of the service is cached, as shown in
Figure 2-14.

~ Service Result Cache

Enable caching of service results:
Keep the cached results for the following duration:

0 Days 12 Hours 0 Minutes 0 Seconds

Figure 2-14 Caching options with team service

A least recently used (LRU) algorithm is used for caching and thus any excessive
memory usage is avoided. The IBM BPM .xm1 configuration defines a
<service-result-cache-size> parameter that determines the number of results
that are to be cached.
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Note: Previous versions of IBM BPM provided an option to define dynamic
participant groups by using expression. This is deprecated in IBM BPM 8.5.
The lane assignments option to use Last User in Lane, Routing Policy, List of
Users, and Custom assign-to options also are deprecated.

2.7 Changes in IBM Blueworks Live integration

IBM Blueworks Live™" is a hosted process discovery tool that allows an
organization to discover, collaborate, share, and document processes. Older
versions of IBM BPM can subscribe and link to processes that are defined in
Blueworks Live. This integration was further enhanced in the 8.5 release in the
following ways:

» You now can view Blueworks Live processes in Blueworks Live when you are
subscribing to the processes from IBM BPM.

» You now can search and find specific spaces and processes when you are
subscribing to Blueworks Live processes, as shown in Figure 2-15.
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3 Data
P Performance
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i Files
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A Validation erors
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2 Subscribe to Bl i
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User: bob@example.com
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|| # Process Bxamples = &) Hirng - Onboarding "l Results "l Letter
[7] 4 Revised HR. Processes &1 Document Review
& Banking Capabilities [ ¥ View this Blueworks Live process in a web browser. I
[ 0]

Cancel

m

Figure 2-15 Subscribing to a Blueworks Live process

' For more information about IBM Blueworks Live, see this website: http://www.blueworkslive.com

Chapter 2. What is new in IBM Business Process Manager version 8.5 31



http://www.blueworkslive.com

» You now can check for updates or new versions of Blueworks Live processes
from IBM BPM, as shown in Figure 2-16.

Blueworks Live Subscription Leam more ‘
~ Common = Details
Name: Hiring - Onboarding (& Last Subscription Date: Mar 2, 2013 11:19:20 PM

Blueworks Live Account: ExampleCorp
Modified: bob (Mar 2, 2013 11:19:20 PM)

Documentation:

(Edit)

B A new version of the Blueworks Live process is available. To synchronize your BPD

! with the Bluewarks Live process, you must manually update your BPD.

Figure 2-16 Checking for a new version of a subscribed Blueworks Live process

» Some Blueworks Live values are now automatically imported into key
performance indicators (KPIs). Examples of these values include cost, work
time, wait time, and total time.

» Blueworks Live activity details that are not imported into another field are now
imported into the documentation field of the import object, including business
owners, experts, systems, suppliers, inputs, outputs, customers, risk, custom
fields, problems, and existing documentation, as shown in Figure 2-17 on
page 33.
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Figure 2-17 Open processes directly in BWL

2.8 Conclusion

This chapter provided an overview of the key new features in IBM Business

Process Manager V8.5.
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Components, topologies,
and deployment
environment patterns types

Before you plan an IBM Business Process Manager (BPM) installation, it is
necessary to understand the concepts and components in an IBM BPM
environment.

This chapter introduces the components and concepts of IBM BPM and
WebSphere Application Server and describes the topology and deployment
pattern types available in IBM BPM 8.5 release.

The chapter includes the following topics:

» Components and concepts
» Topologies in IBM BPM 8.5
» Deployment environment patterns in IBM BPM 8.5

© Copyright IBM Corp. 2014. All rights reserved.
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3.1 Components and concepts

An IBM BPM environment is built on top of WebSphere. This section briefly
describes the components and concepts of WebSphere Application Server and
then describes the components and concepts of an IBM BPM environment.

3.1.1 WebSphere Network Deployment setup

IBM Business Process Manager uses the structures, functions, and services that
are provided by WebSphere Application Server. Each Process Center
environment and each Process Server environment are built on an IBM
WebSphere Application Server cell.

This section introduces the concepts that are provided in a WebSphere Network
Deployment setup that are applicable to IBM BPM.

Application servers

The application server is the platform on which Java language-based
applications run. It provides services that can be used by business applications,
such as, database connectivity, threading, and workload management.

In a Network Deployment configuration, you can build a distributed server
configuration to enable central administration, workload management, and
failover. In this environment, you integrate one or more application servers into a
cell that is managed by a central administration instance, which is called a
deployment manager.

Profiles

WebSphere Application Server runtime environments are built by creating a set
of configuration files, called profiles, that represent a WebSphere Application
Server configuration. The following categories of WebSphere Application Server
files are available:

» Product files are a set of read-only static files or product binary files that are
shared by any instances of WebSphere Application Server.

» Configuration files (profiles) are a set of user-customizable data files. This
file set includes WebSphere configuration, installed applications, resource
adapters, properties, and log files.
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Nodes and node agents
A WebSphere node is a logical concept.

A node is an administrative grouping of application servers for configuration and
operational management within one operating system instance. You can create
multiple nodes inside one operating system instance, but a node cannot leave
the operating system boundaries.

With Network Deployment, you can configure a distributed server environment
that consists of multiple nodes that are managed from one central administration
server.

A node consists of a node agent, by which the node is controlled, and the
application servers that are created as members of that node.

In distributed server configurations, each node has a node agent that works with
the deployment manager to manage administration processes. A node agent is
created automatically when you add (federate) a stand-alone application server
node to a cell.

The WebSphere node agent is a server that enables the deployment manager to
remotely manage the node, its application servers, and their applications. A node
agent is implemented as a Java virtual machine (JVM).

Cells

A cell is a grouping of nodes into a single administrative domain. A cell
encompasses the entire management domain. In a Network Deployment
environment, a cell can consist of multiple nodes (and node groups). These
nodes and groups are all administered from a single point, the deployment
manager.

Deployment manager

The deployment manager is the central administration point of a cell that consists
of multiple nodes and node groups in a distributed server configuration. It is
similar to the configuration that is shown in Figure 3-1 on page 38. The
deployment manager communicates with the node agents of the cell that it is
administering to manage the applications servers within the node. The
deployment manager provides management capability for multiple federated
nodes and can manage nodes that span multiple systems and platforms. A node
can be managed by a single deployment manager, and the node must be
federated to the cell of that deployment manager.

Chapter 3. Components, topologies, and deployment environment patterns types 37



Deployment Manager

/ \ System A
[ N\

i \

Y N

Node Agent Node Agent
4 v
Server Server
Cluster i
Node Node
System B System C
Cell

Figure 3-1 WebSphere Cell and its components

The configuration and application files for all nodes in the cell are centralized into
the master repository. This centralized repository is managed by the deployment
manager and regularly synchronized with local copies that are held on each of
the nodes. If the deployment manager is not available in the cell, the node agents
and the application servers cannot synchronize configuration changes with the
master repository. This limitation continues until the connection with deployment
manager is reestablished.

3.1.2 IBM BPM environment

IBM BPM brings together a number of technologies and capabilities under a
single unified platform with which customers can build human-centric and
system-centric business processes.
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An IBM BPM environment is mainly consists of a repository environment to store
and develop IBM BPM artifacts, authoring tools for process developers to
develop and test processes, one or more runtime environments to deploy
processes, and a set of administration and monitoring tools to administer and
monitor business processes.

Figure 3-2 is a high-level illustration of an IBM BPM environment and its
subcomponents. These subcomponents are described next.

i Mobile iCoaches .Portal Business Space
E - -

Process Server
Core BPM | Advanced Integration

Deploy Measure

Governance / Visibility

Define Improve

P rocess C e nte r Network Multiple Process Centers

Process Designer /
Optimizer

Process Center
Console

Integration

= | Designer

Figure 3-2 IBM BPM deployment overview
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Process Center

The Process Center includes a repository for all process artifacts and provides
the tooling that is required to develop, deploy, and manage process applications.
These artifacts are assembled within process applications and toolkits, as shown

in Figure 3-3.

Process Center repository

Process Application A _
Snapshot 1.0 D
Process Application B
Snapshot 1.0 b

)

Process Application C

Track A .
_<Snap$hot 1.0 b
_<Sf1 apshot 1.0 D

) §

J

Figure 3-3 Relationship of process applications, snapshots, and tracks
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How the artifacts are organized and the terms and concepts that are associated
with them is described in Table 3-1.

Table 3-1 Organization of assets in a Process Center repository

Process application | Containers for the process models and supporting
implementations that IBM BPM analysts and developers create
in IBM Process Designer.

Toolkit A container for reusable assets. Process applications depend
on one or more toolkits. A toolkit can contain other toolkits.

Snapshot Records of the state of the items within a process application
or toolkit (on any track) at a specific point. A process application
or toolkit can have multiple snapshots that represent a version.
A snapshot can be created from the Process Center and is
deployed to a runtime process server.

Track A process application can have optional parallel flows for
development that uses tracks. You can determine whether
more tracks are necessary for each process application and, if
so, enable them at any time.

The Process Center also provides an administrative web console to maintain the
repository, deploy process applications to Process Server environments, and
manage running instances of process applications in configured environments.
The Process Center includes a Process Server (the playback server) and
Performance Data Warehouse, with which the user users who are working in the
authoring environments can processes and store performance data for testing
and playback purposes.

Process Server
Process Server provides a unified runtime environment that supports running

various business processes and integrations. Most organizations have multiple
runtime Process Servers for test, staging, and production environments.

The following types of runtime Process Servers are available:

» Online

An online runtime Process Server that is configured during an IBM BPM
installation is automatically discovered and displayed in the web-based
Process Center console.
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» Offline

An offline server is a runtime Process Server that is not connected to a
Process Center. Offline servers can still be used when snapshots of process
applications are installed. However, the method for installing process
application snapshots to an offline Process Server differs from the method for
installing process application snapshots to an online Process Server.

A Process Server also includes other components, such as, the Performance
Data Warehouse, business user interfaces, and administrative user interfaces,
which are described next.

Business Performance Data Warehouse

The Business Performance Data Warehouse is a server component within a
Process Center or Process Server environment. It collects and aggregates
process data from running processes. IBM BPM processes can be instrumented
for automatic or custom process data collection. This data can be used for
reporting and optimization purposes to monitor and improve your business
processes.

Business user interfaces

IBM BPM provides the following business user interfaces with which users can
use and manage their tasks:

» Process Portal

The Process Portal provides process participants with social capabilities and
visibility into process design, inline task completion, online-presence push
notifications, and interactive process diagrams to find experts and other
process participants. The Process Portal includes Coach-based dashboards
to enable process-specific views and a process instance stream that pulls
together existing and new alerts into a single, interactive list with
user-tagging.

» Business Space
Powered by WebSphere, Business Space is a browser-based graphical user
interface with which users can customize content. This interface provides a

common presentation layer for application users to manipulate the web
interfaces of IBM BPM applications.

» Mobile add-ons

IBM BPM provides add-ons that make it easier to get everyone involved in the
business process management lifecycle. Workers can create, run, and
manage processes that are built with IBM BPM by using their iPhone and
iPad.
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The IBM Business Process Manager mobile application for iPhone and iPad
enables task management for mobile workers on the go. It provides the
following features:

View and complete tasks from your mobile device.
Start new processes remotely.

Review file attachments for more context or approval.
Attach photos to an existing task.

Note: For more information about the IBM BPM for iPhone and iPad can be
found at this website:

https://www.blueworkslive.com/bpmmobile/

Authoring environments

IBM Business Process Manager offers the following authoring environments for
developing business process assets:

»

IBM Process Designer
IBM Process Designer is a design time tool to develop process applications.

It is an Eclipse-based tool that is used by business process authors. IBM
Process Designer is available in all configurations of the product and offers
the capability to model and implement business processes as process
applications. IBM Process Designer includes other tooling, such as, the
Process Inspector and the Process Optimizer, for interacting with processes
that are running on the Process Center Server (playback server) or a
connected Process Server deployment target. It also includes the Process
Optimizer perspective to help with simulations of scenarios and historical data
analysis.

IBM Integration Designer

The IBM Integration Designer is a development environment for building
end-to-end SOA applications. It includes numerous pre-packaged integration
adapters to build complex automated processes. It is available only in an IBM
BPM Advanced installation.

IBM Integration Designer is available only in the advanced configurations of
the product. IBM Integration Designer is used to author complex integrations
and fully automated processes that support process applications that are
designed in the IBM Process Designer. By using IBM Integration Designer
with a fully integrated testing environment that uses test cases and test suites,
IT developers can build reusable SOA services, orchestrate those services,
and access back-end systems.
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Administrative and monitoring tools

IBM Business Process Manager includes some useful administrative and
monitoring tools.

Process Center console

The Process Center console provides a convenient location for authors to create
and maintain high-level library items, such as, process applications and toolkits.
It helps provide a framework for IBM BPM analysts, developers, and application
administrators to manage process applications and provides a view of the
servers and deployed process applications. In addition, the Process Center
console provides tools for maintaining the repository, including setting up the
appropriate authorization for users and groups.

The Process Center console is accessed through a web browser at the following
URL:

http://host:port/ProcessCenter

Process Admin console

The Process Admin console is used to administer the Process Servers in your
environment, including the users and installed snapshots for each server. It also
provides tools to help you manage queues and caches.

The Process Admin Console includes the Process Inspector, a tool that is used
to view and manage process instances for process applications that are running
on a specific process server.

Access the Process Admin console through a web browser at the following URL:
http://host:port/ProcessAdmin)

Performance Admin console

The Performance Admin console includes tools for managing the Performance
Data Warehouses in your environment. You can use this tool to monitor and
reprocess errors and view statistics.

Access the Business Performance Admin console through a web browser at the
following URL:

http://host:port/PerformanceAdmin
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Business Process Choreographer

The Business Process Choreographer container is an enterprise workflow
engine that supports BPEL business processes and human tasks with
transactions. It is available only in an IBM BPM Advanced installation. The core
of the Business Process Choreographer container consists of the following
components:

» Business Flow Manager (BFM)

This component runs and manages business processes that are written in
Business Process Execution Language (BPEL).

» Human Task Manager (HTM)

This component manages human tasks. The Business Process
Choreographer Explorer can be used to dynamically change the behavior of
human tasks, such as, transferring ownership of a task or assigning an
expiration date at run time. The HTM also allows for programmatic control of
the human task flow. The Business Process Choreographer Explorer can be
accessed via a web browser at the following URL:

http://host:port/bpc

Business Rules Manager

The Business Rules Manager is a web-based tool that assists the business
analyst in browsing and modifying business rule values. Business rules are
designed and developed in IBM Integration Designer that are using if-then rule
sets and decision tables to implement their operations. The rule sets and
decision tables are set into templates. The templates control which aspects of a
business rule you can modify and by exactly how much. They define the structure
of if-then rules, condition cases, and actions for decision tables.

The Business Rules Manager does not address rules and decision tables that
are created in IBM Process Designer.

Other components of an IBM BPM environment

This section describes other components that are used in an operational IBM
BPM environment.

Service Integration Bus

A Service Integration Bus (SIB) supports communication and integration
between applications that use messages. A bus is a group of interconnected
servers and clusters that were added as members of the bus. Applications
connect to a bus at one of the messaging engines that is associated with its bus
members. All components in IBM BPM 8.5 use a single SIB per deployment
environment as compared to earlier version where there were multiple message
buses for individual components.
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Databases

IBM BPM requires at least three of the following databases during installation of
IBM BPM Standard or IBM BPM Advanced:

» Process Server (or IBM BPM) database (IBM BPM DB)

This database holds tables that pertain to all business process artifact
information and is used for Process Server and Process Center
environments.

» Performance Data Warehouse database

The Performance Data Warehouse tables support the Performance Data
Warehouse server component. It mainly contains data that is tracked in
processes automatically by the server and manually by authors. This data is
used for reporting and optimization.

» (Optional) Business Process Choreographer database (Business Process
Choreographer DB)

During installation, it is possible to optionally store Business Process
Choreographer related data in a separate database. Otherwise, this data
ends up in the Common database. This applies to the IBM BPM Advanced
edition of the product. It contains tables that are used by the Business Flow
Manager and the Human Task Manager, and contains all BPEL process
template and instance information.

» (Optional) Messaging database (MSG DB)
Each messaging engine requires a unique set of database tables.

There are multiple messaging engines in any IBM BPM environment. There
are messaging engines for use by the Process Server bus, the Performance
Data Warehouse bus, the Service Component Architecture (SCA) system and
application buses, the CEI bus, the Business Monitor bus, and the Business
Process Choreographer bus.

» Cell database (CELL DB)

This database contains tables that pertain to the Advanced Edition or earlier
WebSphere Process Server (such as AppScheduler, Mediations, and
Relationships). These applications and databases are cell scoped in nature
as it is applicable across multiple deployment environments.
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» Common database (CMN DB)

The Common database contains tables that pertain to the Event Sequencing
and Failed Event Manager (FEM) application components of IBM BPM
Advanced edition (or WebSphere Process Server). The Common database
contents can further vary depending on the installation type and choices that
are made during configuration. This database can also contain Business
Process Choreographer database tables, the Cell database tables, the
Business Space component tables, and Messaging tables.

Restriction: For an advanced-only configuration of IBM BPM Advanced,
only one database can be configured to have all component tables.

More information: For more information about databases that are used in
IBM BPM, see this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/index.jsp?topic=%2
Fcom.ibm.wbpm.imuc.doc%2Ftopics%2Fcpin_dbno.html

IBM BPM REST API

IBM Business Process Manager provides a rich set of application programming
interfaces (APIs) that are implemented by using Representational State Transfer
(REST) services. The APIs provide for access to business process data, human
tasks, and business object data. They can be used for various custom
applications, such as, user interfaces, portals, or mobile applications. The IBM
BPM software provides a ready-to-use testing mechanism for these API calls at
the following URL:

http://<host>:<port>/bpmrest-ui

More information: For more information about the IBM BPM REST APIs, see
this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/topic/com.ibm.wbpm
.bpc.doc/topics/cdev_restapis.html

IBM HTTP Server

The IBM HTTP Server (IHS) is a web server that is based on Apache HTTP
Server with IBM enhancements. The IHS plug-in provides (among other
functions) a load-balancing capability that can be closely integrated with the IBM
BPM cell topology.
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The HTTP server’s responsibility is to distribute load among cluster members.
IHS handles HTTP load from thousands of users and should be considered a key
component for high-volume scenarios.

Load balancer

A load balancer, also called an IP sprayer, enables horizontal scalability by
dispatching traffic among several identically configured servers. Depending on
the product that is used for load balancing, different protocols are supported.

The load balancer that is included in the WebSphere Edge Components provides
the following capabilities:

» Client-to-server affinity

» Easy integration

» Efficient use of equipment

» High availability

» Low processor usage

» Load balancing of a private network
» Scalability

Note: For more information about these features and the functions of Load
Balancer, see this website:

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/index.jsp?topic=%2Fco
m.ibm.websphere.edge.doc%2F1b%2Fcovr_features.html

3.2 Topologies in IBM BPM 8.5

This section describes the meaning of topology in an IBM BPM environment and
the available topology options in IBM BPM 8.5.

A topology is the physical layout of the deployment environment that is required
to meet the business needs for capacity, availability, and scalability. There are a
number of factors to consider in the design and implementation of the chosen
topology. For example, business and application requirements, resource
requirements and constraints, the intended purpose of the environment, and the
operating system on which you install and configure the product all play a role
when a topology is chosen and how to design and implement the topology. Each
of the supplied Deployment environment patterns addresses a specific set of
requirements. Most requirement sets can be met by using one of these patterns.
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As compared to the 8.0 version, IBM BPM simplifies the topology selection by
providing the following options that address the most typical scenarios, from a
proof-of-concept (POC) design to a fully functional production environment:

» Single Cluster

This clustering choice defines a single cluster that includes all component
applications. The single cluster topology is often used for a development,
testing, or proof of concept scenario.

» Three Cluster (or Application, Remote Messaging, and Remote Support)

This clustering choice defines three separate clusters for Remote Messaging,
Remote Support, and Application Target. The recommended topology for all
production environments is the three-cluster topology.

Deprecated cluster configurations: The two-cluster and four-cluster
options from earlier IBM BPM versions (7.5 and 8.0) are no longer
available in the deployment wizard in the 8.5 version.

After installation, the following high-level configuration approaches are available:
» The use of the new properties file-based BPMConfig utility.

In this case, the topology choice is made in the properties file. You can copy a
template properties file for the choice of selected product edition and
database from the BPM/samples/config/ directory under the IBM BPM
installation directory.

» The use of the ManageProfile and deployment environment wizard.

In this case, the topology choice is made while the deployment environment
wizard is used to create a deployment environment. The wizard presents a
selection to choose one of the topology options.

For more information about these approaches, see 5.4, “Configuring the IBM
BPM environment” on page 121.

3.2.1 Topology options

This section describes the two topologies or cluster patterns that were introduced
in 3.2, “Topologies in IBM BPM 8.5” on page 48.

Single-cluster topology

This topology is a single-cluster WebSphere cell environment where all IBM BPM
component applications are deployed in the same cluster. Figure 3-4 on page 50
shows a two-node environment that is running IBM BPM 8.5 Advanced Edition by
using the single-cluster topology.
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Figure 3-4 Components in a two-node, single-cluster environment

50

Three-cluster topology

The three-cluster topology defines three separate clusters, one each for
Application, Remote Messaging, and Remote Support. Figure 3-5 on page 51
shows a two-node environment that is running IBM BPM 8.5 Advanced Edition by
using the three-cluster topology.
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Figure 3-5 Components in a two-node, three-cluster environment

Comparison

Table 3-2 compares the advantages and disadvantages of a single cluster versus
a three cluster topology.

Table 3-2 Comparison of single-cluster and three-cluster topologies

to administer

Topology Single-cluster Three-cluster
Advantages » Excellent for test » Messaging load isolated
environments » Support load isolated
» Suitable when hardware » Application cluster can do
constraints exist more focused processing
» Minimum number of clusters

Disadvantages | »

v

Least granular scalability
Lack of isolation

Each server jvm process
doing all kinds of work, might
max out memory

More clusters implies the need
for more hardware and memory
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Factors to consider in Topology selection

Table 3-3 outlines some of the factors that are applicable in the selection of a
single-cluster versus a three-cluster topology.

Table 3-3 Topology selection factors

Factor Single-Cluster Three-Cluster
Number of clusters to One cluster for all Three clusters:
maintain components » One cluster for applications

» One cluster for the support
infrastructure and
applications

» One cluster for messaging

Hardware requirements | Can be implemented on | More hardware is required for

limited hardware distributed environments
Operational/ Relatively low Relatively high
Administrative effort
Scalability All components are Easy to scale.

scaled at the same rate | All functions are separated.
(more products, such as,
WebSphere Enterprise Service
Bus, can help scale messaging
and asynchronous processing
further)

3.3 Deployment environment patterns in IBM BPM 8.5

This section describes a deployment environment pattern and the available
pattern types in this 8.5 release of IBM BPM.

A deployment environment pattern specifies the constraints and requirements of
the components and resources that are involved in a deployment environment.
These IBM supplied patterns provide rules and guidelines of component
interaction that are characteristic of the most typical use cases. They are based
on well-known and tested configuration scenarios and offer a repeatable and
automated method of creating a deployment environment that best suit the most
typical IBM BPM application needs. The use of patterns helps you create a
deployment environment in the most straightforward, well-known, and tested way.
Each of the supplied deployment environment patterns addresses a specific set
of requirements. Most requirement sets can be met by using one of these
patterns.
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The following types of deployment environment patterns are available:

» |IBM BPM Standard Process Server

IBM BPM Standard Process Center

IBM BPM Advanced Process Server

IBM BPM Advanced Process Center

IBM BPM Advanced-only Process Server

vvyyy

These patterns are described next.

3.3.1 IBM BPM Standard Process Server and Process Center

This pattern represents all the process applications and toolkits that are authored
in Process Designer, Process Portal, Process Administration, and Performance
Data Warehouse functions. It does not include the IBM BPM Advanced
capabilities. It should be used to construct an IBM BPM Standard Process Server
or Process Center environment.

Figure 3-6 shows an IBM BPM Standard environment with multiple Process
Designer authoring environments, a single Process Center, and three runtime
environments.

Process
Designer

Process Center
Governance of Entire BPM Life Cycle

R

Process Process Process
Server Server Server

Figure 3-6 Conceptual diagram of an IBM BPM Standard deployment environment

Figure 3-7 on page 54 shows a sample topology of a two-node, three-cluster
topology that uses an IBM BPM Standard deployment pattern.
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Figure 3-7 Sample three-cluster topology that uses an IBM BPM Standard deployment environment pattern

3.3.2 IBM BPM Advanced Process Server and Process Center

This pattern includes the full feature set of IBM BPM. It also includes the Process
Designer, Process Portal, Business Space, Process Administration, and
Performance Data Warehouse functions from a Standard edition and Integration
Designer, SCA, and Business Process Choreographer, as shown in Figure 3-8
on page 55.

54 Business Process Management Deployment Guide Using IBM Business Process Manager V8.5



Process Integration
Designer Designer

Process Center
Governance of Entire BPM Life Cycle

Process Process Process
Server Server Server

Figure 3-8 Conceptual diagram of an IBM BPM Advanced deployment environment

Figure 3-9 on page 56 shows a sample two-node three-cluster topology that
uses an IBM BPM Advanced-Only Process Server deployment environment
pattern with the components in it.
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Figure 3-9 Sample three-cluster topology using an IBM BPM Advanced deployment environment pattern

3.3.3 IBM BPM Advanced-only Process Server

This represents all the functions from WebSphere Process Server 7.0, such as,
Integration Designer, SCA, Business Process Choreographer, and Business
Space functions. It also represents a progression of WebSphere Process Server.
This type of deployment environment does not have a Process Center
environment (see Figure 3-10 on page 57).
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Integration
Designer

Process
Server

Process
Server

Process
Server

Figure 3-10 An IBM BPM Advanced-only deployment environment

The artifacts that are created in IBM Integration Designer are not associated with

process applications and are not stored in a Process Center repository. The

artifacts are exported from IBM Integration Designer and installed directly to the
Process Server runtime environments. Because this scenario does not include

the IBM BPM repository of Process Center, it is expected that developers use

their own separate managed code repository system and lifecycle management

procedures.

Figure 3-11 on page 58 shows an example of a two-node, three-cluster
Advanced-only Process Server and the components within it.
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Figure 3-11 Sample three-cluster topology

3.4 Conclusion

After reading this chapter, you should have an understanding of the components
and topologies that are available for use in IBM BPM environments.
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Preparing your
infrastructure

This chapter describes the prerequisites and preparation that are needed for
building highly scalable IBM Business Process Manager (BPM) environments. It
guides you through various installation scenarios and topologies and describes
resource considerations regarding IT personnel, hardware, and software.
Security requirements and the steps administrators must perform before the
installation also are described.

The chapter includes the following topics:

Installation overview

Topology selection

Hardware and operating system configuration
Network and firewall requirements
Database preparation

User registry

Proxy server and load balancer
Web browser requirements
Software repository

Planning human resources
Known issues

VVYVYYVYYYVYVYVYYVYY
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4.1 Installation overview

The installation process installs the IBM Process Center or IBM Process Server
components that are based on your selection. Process Center provides a
repository for process assets, a runtime environment for testing and studying the
performance of processes, and a console for administering access to assets and
deploying processes to test, stage, or production environments. Process Server
is a runtime environment for process applications and a data warehouse for
collecting performance data from the applications. It includes administrator
consoles for managing and maintaining the runtime environments and data
warehouses. To use these server components, you must configure an
environment for them. Configuring environments for Process Server and Process
Center are two separate activities: you first configure an environment for one,
and then an environment for the other.

4.2 Topology selection

An IBM BPM topology is the physical layout of the deployment environment that
is required to meet business needs for capacity, availability, and scalability. In
addition, a deployment topology includes other supporting resources, such as, a
user registry (for security), one or more HTTP servers, load balancers, and
necessary firewalls. Carefully plan the production deployment topology and
considering the following factors:

Number of physical machines and hardware resources that are required
Number of clusters and cluster members that are required

Number of databases that are required

Authentication roles and security considerations

Firewall requirements

Web server and load balancer requirements

vVvyvyvyYyvyy

To make the topology design and implementation process easier, the IBM BPM
suite provides a set of deployment environment patterns that represent common
deployment topologies. However, a complete scripted installation can be done
with IBM BPM V8.5. The scripted installation offers a repeatable method that can
be automated for creating the deployment environment that lowers the barrier to
introduce them for better compliancy with customer requirements.
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The following topology patterns are supported through an IBM BPM installation
and configuration process:

»

Single cluster topology

The single cluster pattern is the most simple pattern. It defines one
application deployment cluster that includes the messaging infrastructure and
supporting applications.

Remote messaging and remote support topology

The remote messaging and remote support pattern defines one cluster for
application deployment, one cluster for the messaging infrastructure, and one
remote cluster for the supporting applications.

4.3 Hardware and operating system configuration

You might know which supported operating system on which you plan to install
the server components. Your options might be limited by the product
configuration you are installing and your project preferences and available
infrastructure. Furthermore, your operating system selection somewhat
constrains the options that are available for other choices you make during the
installation process.

This section describes the supported operating systems and fix levels that must
in place before IBM PBM is installed and configured.

4.3.1 Supported operating systems

The following operating systems are supported by IBM BPM v8.5:

>

»

IBM AIX® V6.1 TL4 and V7.1 (POWER®)

SUSE Linux Enterprise Server (SLES) 10 SP3 and SLES 11 SP1 (x86 and
IBM System z®)

Red Hat Enterprise Linux Server (RHEL) 5 update 6 and RHEL 6 (x86 and
System z)

Solaris 10 and 11 (SPARC32 and SPARC64)
Microsoft Windows Server 2008, Server 2008 R2, and Server 2012

Microsoft Windows Vista, Windows 7, and Windows 8 (for application design,
development, and testing, but not production)
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For more information about supported operating systems, see the following
websites:

» http://www.ibm.com/support/docview.wss?uid=swg27023005
» http://www.ibm.com/support/docview.wss?uid=swg27023007

4.3.2 IBM Process Designer requirements

The IBM Process Designer includes the following requirements:
» Supported operating systems for Process Designer:

— Windows Server 2008, Server 2008 R2, and Server 2012
— Windows Vista, Windows 7, and Windows 8

» Supported browsers for Process Designer:

Internet Explorer 9 and 10

Mozilla Firefox 10 (minimum)

Mozilla Firefox Extended Support Release 10 (minimum)
Google Chrome 20 (minimum)

For more information about Process Designer system requirements, see this
website:

http://www.ibm.com/support/docview.wss?uid=swg27023009

4.3.3 IBM Integration Designer requirements

The IBM Integration Designer includes the following requirements:
» Supported operating systems for Integration Designer:

— SLES 10 SP3 and SLES 11 SP1 (x86)

— RHEL 5 update 6 and RHEL 6 (x86)

— Windows Server 2008 and Server 2008 R2

— Windows Vista and Windows 7

— Database servers: IBM DB2® Express Edition V9.7 FP4 and V10.1

» Supported browsers for Integration Designer:

— Internet Explorer 9 and 10

— Mozilla Firefox 10 (minimum)

— Mozilla Firefox Extended Support Release 10 (minimum)
— Google Chrome 20 (minimum)
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For more information about Integration Designer system requirements, see this

website:

http://www.ibm.com/support/docview.wss?uid=swg27022441

4.3.4 Hypervisors that are supported by IBM BPM

Table 4-1 lists the hypervisors that are supported by IBM BPM version 8.5

Table 4-1 Hypervisors that are supported by IBM BPM

Hypervisor Version supported
IBM PR/SM™ Any version

IBM PowerVM® Hypervisor (LPAR, DPAR, Any version
Micro-Partition)

KVM in SUSE Linux Enterprise Server (SLES) 11

Red Hat KVM as delivered with Red Hat Enterprise 54,6.0

Linux (RHEL) and its RHEV equivalent

VMware ESXi 41,5.0,5.1

WPAR: Product Installed in System Workload Partition AlIX6.1, AIX7.1

IBM z/VM® 6.1,6.2

For more information about supported hypervisors for IBM BPM, see the

following websites:

» http://www.ibm.com/support/docview.wss?uid=swg27023005
» http://www.ibm.com/support/docview.wss?uid=swg27023007

4.3.5 64-bit versus 32-bit considerations

You can run IBM BPM applications by using 32-bit or 64-bit JVMs. However, we
suggest 64-bit mode for Process Server and Process Center because in 32-bit
mode, the maximum heap size is limited by the 4 GB address space size. In most
32-bit operating systems, the practical limit varies between 1.5 GB and 2.5 GB. In
contrast, although maximum heap size is limitless in 64-bit mode, standard Java

best practices still apply.
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The sum of the maximum heap sizes and native memory use of all the Java
processes that are running on a system should not exceed the physical memory
that is available on the system. This total also includes more memory that is
required for the operating system and other applications. Java processes include
threads, stacks, and Just-In-Time (JIT) compiled code. IBM BPM V8.5 servers
run most efficiently on a 64-bit JVM instance because of the larger amount of
memory that is accessible in this mode. The performance and memory footprint
of a 64-bit runtime server is about the same as the 32-bit version.

Consider the following factors when you determine the modes to run:

» 64-bit mode is an excellent choice for applications whose liveset approaches
or exceeds the 32-bit limits. Such applications either experience
OutOfMemoryExceptions or suffer excessive time in garbage collection (GC).
We consider anything greater than 10% of the time in GC as excessive.
These applications exhibit much better performance when they can run with
the larger heaps they need. However, sufficient physical memory on the
system must exist to back the Java heap size.

» 64-bit mode is also an excellent choice for applications that, though
well-behaved in 32-bit mode, can be algorithmically modified to perform better
with larger heaps. An example is an application that frequently persists data
to a data store to avoid maintaining a large in-memory cache, even if such a
cache greatly improves throughput. Recoding such an application to trade off
the more space that is available in 64-bit heaps for less run time yields better
performance.

» Moving to 64-bit can cause some degradation in throughput if a 32-bit
application fits well with a 1.5 GB to 2.5 GB heap and the application is not
expected to grow significantly. For these situations where the memory
limitation is not a significant factor, the use of 32-bit JVMs might be a better
choice than 64-bit.

Important: IBM recommends 64-bit mode for Process Server and Process
Center because in 32-bit mode, the maximum heap size is limited by the 4 GB
address space size.
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4.3.6 Recommended system resources

Table 4-2 lists the recommended minimum hardware resources for running IBM
BPM on various operating system platforms.

Table 4-2 Recommended minimum hardware resources for IBM BPM

Operating system | Memory Storage Bit architecture
AIX 8 GB 25 GB 64-bit
Linux 8 GB 25 GB 64-bit
Solaris 8 GB 25GB 64-bit
Windows 8 GB 25 GB 64-bit

For more information about hardware and software system requirements for IBM
BPM, see this website:

http://www.ibm.com/support/docview.wss?uid=swg27023005

4.3.7 Preparing your operating system

This section describes how to prepare your operating system environment for
installing IBM BPM.

Preparing AIX systems
Complete the following steps on your AIX systems before IBM BPM is installed:

1. Increase the maximum number of open files. The default setting often is not
enough. You can check your current maximum number of open files by using
the command ulimit -n

The following example shows the maximum number of open files being
increased to 8800, which is large enough for most systems. The ulimit
requirement is dynamically calculated at installation time and might need to
be larger based on the options you select.

Before you install, run the ulimit -n 8800 command.

Alternatively, complete the following steps to edit the resource limits file:

a. Open /etc/security/limits.

b. Edit or add the default section and include the following line:
nofiles = 8800

c. Save and close the file.
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d. Log off from the operating system and log in again.
2. Set the umask value to 022 by busing the umask 022 command.

3. Ensure that you have Mozilla Firefox that is installed at version 3.5.x.x or
higher.

4. Increase the number of processes that are configured in the AIX operating
system to avoid a connection reset error. You can increase the number of
processing by using a command or the AlX interface.

Run the following command:

chdev -1 sys0 -a maxuproc='256'
Using the AIX user interface instead: In the AIX interface, enter smitty,
then select System Environments — Change / Show Characteristics of

Operating System — Number of processes allowed per user (Num.).
Enter the applicable value.

5. Complete the Tuning AIX systems steps that are described at this website:
http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/topic/com.ibm.websphe
re.nd.multiplatform.doc/ae/tprf _tuneaix.html

For more information about preparing AIX operating systems, see this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/topic/com.ibm.wbpm.im
uc.ebpm.doc/topics/prep_bpm_os_aix.html

Preparing Linux systems
Complete the following steps on your Linux systems before IBM BPM is installed:

1. Increase the maximum number of open files. You can check your current
maximum number of open files by using the ulimit-n command.

The following example shows the maximum number of open files being
increased to 8800, which is large enough for most systems. The ulimit
requirement is dynamically calculated at installation time and might need to
be larger based on the options you select.

Complete the following steps:
a. Open /etc/security/limits.conf.

b. Locate the nofile parameter and increase the value. If a line that contains
the nofile parameter does not exist, add the lines that are shown in
Example 4-1 on page 67 to the file.
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Example 4-1 Editing the limits.conf file

- stack - max stack size (KB)

soft stack 32768

hard stack 32768

- nofile - max number of open files
soft nofile 65536

hard nofile 65536

- nproc - max number of processes
soft nproc 16384

hard nproc 16384

% FH Ok ok FH Ok ok F

Save and close the file, then log off and log in again.

2. Set the umask value to 022 by using the umask 022 command.

3. Install the following packages for your operating system:

— Red Hat Enterprise Linux 5: LibXp-1.0.0-8, rpm-build-4.4.2-37.el5
— On Red Hat Enterprise Linux 6: ksh-version.rpm Korn shell

Ensure that you have Mozilla Firefox that is installed at version 3.5.x.x or
higher.

On Red Hat Enterprise Linux 5 systems, disable SELinux, or set it to a
permissive mode.

6. Restart the computer.

7. Complete the Tuning Linux systems steps that are described at this website:

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/topic/com.ibm.websphe
re.nd.multiplatform.doc/ae/tprf_tunelinux.html

For more information about preparing Linux operating systems, see this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/topic/com.ibm.wbpm.im
uc.ebpm.doc/topics/prep_bpm_os_lin.html

Preparing Solaris systems

Complete the following steps on your Solaris systems before IBM BPM is
installed:

1.

Increase the maximum number of open files. The default setting often is not
enough. You can check your current maximum number of open files by using
the ulimit -n command.

The following example shows the maximum number of open files being
increased to 8800, which is large enough for most systems. The ulimit
requirement is dynamically calculated at installation time and might need to
be larger based on the options you select.
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Before you install, run the ulimit -Hn 8800 command.

Alternatively, you can complete the following steps to edit the resource limits
file:

a. Open /etc/system.
b. Add the following line to the end of the file:
set rlim_fd_max=8800
c. Save and close the file.
d. Log off from the operating system and log in again.
2. Set the umask value to 022 by using the umask 022 command.
3. Complete the Tuning Solaris systems steps that are described at this website:
http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/topic/com.ibm.websphe

re.nd.multiplatform.doc/ae/tprf_tunesolaris.html

For more information about preparing Solaris operating systems, see this
website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/topic/com.ibm.wbpm.im
uc.ebpm.doc/topics/prep_bpm os sol.html

Preparing Windows systems

Compilete the following steps on your Windows systems before IBM BPM is
installed:

1. Complete the steps in the Preparing Windows systems for installation topic in
the WebSphere Application Server Information Center, which is available at
this website:

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/topic/com.ibm.websphe
re.installation.nd.doc/ae/tins_winsetup.html

2. Complete the Tuning Windows systems steps that are described at this
website:

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/topic/com.ibm.websphe
re.nd.multiplatform.doc/ae/tprf_tunewindows.html

3. Ensure that all servers that are involved are set to the same time. Use the
same network time protocol for all servers on all cluster nodes, including
application, support, and database clusters. A time mismatch can cause
erratic behavior, including duplicate system tasks.
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4. If you are installing on Windows 2008 R2 and you plan to install DB2 Express
as part of the IBM BPM installation, ensure that you have compatible
Microsoft Visual C++ redistributable packages. See Errors when you are
running the db2start command in the DB2 information center.

5. If you are using a Czech locale, you must change the system settings to
prevent seeing corrupted characters in IBM Process Portal and IBM Process
Designer. Change the Windows settings by completing the following steps:

a. Click Regional and Language Options, and then open the Administrative
tab.

b. Inthe Language for non-Unicode programs section, click Change system
locale to open the locale list.

c. Select Czech from the list and click OK.

For more information about preparing Windows operating systems, see this
website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/topic/com.ibm.wbpm.im
uc.ebpm.doc/topics/prep_bpm _os win.html

4.3.8 Shared file system for transactional high availability

For transaction failover to work successfully, all application servers must access
the same high-availability (HA) file system for storing transaction logs. When a
server fails, one of its peer servers must take over the transaction logs from the
failed server to perform peer recovery. A shared Network File System can be
used as the highly available file server for the transaction logs because these file
system protocols provide the essential integrating file locking mechanism.

The high availability of the transaction service enables any server in a cluster to
recover the transactional work for any other server in the same cluster. Peer
recovery is provided within a server cluster. A peer server (another cluster
member) can process the recovery logs of a failed server while the peer
continues to manage its own transactional workload. You do not have to wait for
the failed server to restart, or start a new application server specifically to recover
the failed server.

In an HA environment, application servers must also access the compensation
logs. Ensure that the compensation log files are stored on a medium that is
accessible by all members of the cluster, and that each cluster member has a
unique log file location on this medium. All nodes must have read and write
access to the recovery logs.
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Transactional HA configuration is mandatory for production environments. For
more information, see the WebSphere Application Server Information Center,
which is available at this website:

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/topic/com.ibm.websphere.
nd.doc/ae/cjta_trans_ha.html

4.4 Network and firewall requirements

An IBM BPM installation can include various components that are spread across
many host servers. These components use the network to communicate
changing runtime request information and WebSphere internal administration
data. If your network is configured incorrectly, problems might arise during the
installation or when operating the environment. Verify that the network
components are working and are set up properly, including firewalls, host names
and IPs, DNS, latency time, and other components.

In IBM BPM V8.5, there are four major software components: Process Center
(PC), Process Server (PS), Process Designer (PD), and Integration Designer
(ID). Process Designer and Integration Designer are the tools that interact with
Process Server and during development, with the Process Center. You must
open a wide range of ports in the firewall for successful communication between
these components. You must open the following ports that are listed in Table 4-3
in a firewall for Process Center and Process Server environments.

Table 4-3 Ports that must be open on firewall

Server process Ports

BOOTSTRAP_ADDRESS
CSIV2_SSL_SERVERAUTH_LISTENER_ADDRESS
WC_DEFAULTHOST
WC_DEFAULTHOST_SECURE
SIB_ENDPOINT_ADDRESS
SIB_ENDPOINT_SECURE_ADDRESS
ORB_LISTENER_ADDRESS

AppTarget

YyVYyVYVYVYYVYY

v

SIB_ENDPOINT_ADDRESS
SIB_ENDPOINT_SECURE_ADDRESS
ORB_LISTENER_ADDRESS

Messaging

vy

SIB_ENDPOINT_ADDRESS
SIB_ENDPOINT_SECURE_ADDRESS
ORB_LISTENER_ADDRESS
WC_DEFAULTHOST
WC_DEFAULTHOST_SECURE

Support

vyvYyvVvyYYvyy
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Server process

Ports

Node Agent

ORB_LISTENER_ADDRESS

Deployment manager

SOAP_CONNECTOR_ADDRESS
ORB_LISTENER_ADDRESS
CSIV2_SSL_SERVERAUTH_LISTENER_ADDRESS
WC_ADMINHOST
WC_ADMINHOST_SECURE

vyvyVvYyYyvyy

You can also open a range of ports for communication between various
components. If you are using the default installation ports, the following port
ranges are recommended to be open on IBM BPM servers:

2810 - 2813
2830 - 2833
8880 - 8883
8900 - 8903
5000 - 5999
7200 - 7399
9000 - 9999

YyVVyVYyVYVYYVYY

4.5 Database preparation

Choosing a database depends on your operating system and on the features that
you use with IBM BPM. IBM BPM supports all major database systems and
packages JDBC drivers that are necessary for operating IBM BPM environments.

IBM BPM supports the following database systems:

vVVYyVYyVYVYVYYVYY

IBM DB2 Enterprise Server Edition V9.7 FP4 and V10.1

DB2 Express Edition V9.7 FP4 and V10.1

DB2 for IBM z/OS®, V9.1 and V10.1

DB2 for IBM pureScale® Feature V9.8 FP4 and V10.1

DB2 HADR Feature V9.7.0.4 and V10.1

Oracle Database 11g R1 and 11g R2 Enterprise and Standard Editions
Oracle Database RAC and Data Guard 11g R1 and 11g R2

Microsoft SQL Server Enterprise Edition 2008, 2008 R2, and 2012
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4.5.1 Planning your database configuration

To plan your database configuration, you must know which components of IBM
BPM you plan to use. In version 8.5, database requirements are categorized
under six different capabilities. Optionally, you can isolate the capabilities into
three or six different databases that are based on your requirements, as shown in
Table 4-4 on page 72.

Table 4-4 Database capabilities that are based on type of deployment

Database Sample Standard | Advanced | Advanced | Database capabilities
database Process Process -Only
name Centeror | Center or Process
Process Process Server or
Server Server Process
Center
ProcessServerDb | BPMDB v v v » Process Server
» EmbeddedECM
PerformanceDb PDWDB v v v Performance Data
Warehouse
CellOnlyDb CMNDB X v v » AppScheduler
» CommonDB
customization (BR &
Selectors)
» DirectDeploy
» EsblLoggerMediation
» Governancerepository
» WBI Mediation
» RelationshipService
SharedDb CMNDB v 4 v » Business Space
» Business Process
Choreographer
» Messaging Lock
Manager (Event
sequencing)
» Recovery (Failed Event
Manager)
BpcDB BPCDB X Optional Optional Business Process
Choreographer only
MessagingDB MSGDB Optional Optional Optional Messaging Only
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For this IBM Redbooks publication, the authors consolidated all database
capabilities into three different databases, as shown in Table 4-5.

Table 4-5 Consolidated database capabilities

YVYVYYVYVYVYYVYYVYY

Database Sample database Database capabilities
names
ProcessServerDb | BPMDB » Process Server
» EmbeddedECM
PerformanaceDb PDWDB Performance Data Warehouse
» CellOnlyDb CMNDB » AppScheduler
» SharedDb » CommonDB customization (BR &
» BpcDB Selectors)
» MessagingDb DirectDeploy
EsbLoggerMediation
Governancerepository
WBI Mediation

RelationshipService

Lock Manager (Event sequencing)
Recovery (Failed Event Manager)
Business Space

Business Process Choreographer
Messaging

4.5.2 Database considerations

This section describes some general considerations for the different databases.

IBM DB2

IBM DB2 databases must be created by using the UTF-8 character set. You must
use a 32 KB default page size for the Common, Process Server, and
Performance Data Warehouse databases.

If you use DB2 V10.1, a user temporary table space is required to run stored

procedures that are delivered with IBM BPM.

Oracle

Oracle must be installed by using the UTF-8 Universal character set (AL32UTF8)

instead of the default database character set (WE8ISO8859P1 - ISO 8859-1
West European). The use of this character set ensures that data that contains

native language characters can be saved to the database.
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Oracle manages the language and locale settings with the following database
parameters:

» NLS_LANGUAGE
» NLS_TERRITORY

To change the default language for the databases, change the NLS_LANGUAGE
parameter to a supported language for Oracle. Territory settings define the
defaults for data formatting, currency, and so on. Set the NLS_TERRITORY
parameter to change the Oracle instance.

Install the critical security patch updates as recommended by Oracle. IBM
WebSphere Application Server is shipped with an IBM Java SDK that is based on
the Oracle SDK. Oracle released critical patch updates (CPU) in October 2012
that contained security vulnerability fixes and the IBM Java SDK that WebSphere
Application Server ships is affected.

Microsoft SQL Server

Microsoft SQL Server databases that you create for Process Server and
Performance Data Warehouse are case-insensitive. The letters Cl in the
COLLATE attribute value specifies this. Ensure that this variable looks as it does
in the following example:

SQL_Latinl General CP1 CI AS (not SQL_Latinl General CP1 CS_AS)

To use SQL Server with IBM BPM, you must configure SQL Server for XA
transactions. SQL Server is not pre-configured for XA transactions. The XA
support is delivered as part of the Microsoft JDBC driver distribution and contains
a dynamic link library (sq1jdbc_xa.d11) and an installation script
(xa_install.sql). Because XA transactions are not enabled by default, you must
change the configuration in the Microsoft Windows Distributed Transaction
Coordinator (MSDTC). For more information about enabling XA support for SQL
Server, see the topic Understanding XA Transactions in the Microsoft SQL
Server online documentation.

For step-by-step instructions to enable XA transactions on Microsoft SQL server,
the IBM Business Process Manager Information Center, which is available at this
website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/topic/com.ibm.wbpm.im
uc.ebpm.doc/topics/db_xa_nd_sol_man.html
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4.5.3 Database privileges

Set database privileges to determine the authority that you must create or
access your data store tables for databases. When you create schemas with the
deployment environment or scripts, your user ID must have the authority to
create tables. When the tables are created, you must have the authority to select,
insert, update, and delete information in the tables.

Table 4-6, Table 4-7 on page 76, and Table 4-8 on page 78 describe the
database privileges that are needed to access the data stores for each database

type.
Table 4-6 Database privileges that are required for DB2 database user
Database Installation privileges Runtime privileges
SharedDb CREATE TABLE, CREATE SELECT, UPDATE, DELETE,
INDEX, ALTER TABLE, INSERT, CREATE VIEW,
INSERT, CREATE CREATE PROCEDURE,

SEQUENCE, CREATE VIEW, | USAGE ON SEQUENCE
CREATE FUNCTION,
CREATE PROCEDUTE

BpcDb CREATE TABLE, CREATE SELECT, UPDATE, DELETE,
INDEX, ALTER TABLE, INSERT

INSERT, CREATE
SEQUENCE, CREATE

VIEW,CREATE
FUNCTION,CREATE
PROCEDUTE
MessagingDb CREATE TABLE, CREATE SELECT, UPDATE, DELETE,
INDEX INSERT, DROP ANY TABLE

Messaging engines use the
TRUNCATE TABLE SQL
statement, which might require
the DROP ANY TABLE privilege.
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Database

Installation privileges

Runtime privileges

INDEX, ALTER TABLE,
INSERT, CREATE
SEQUENCE, CREATE
VIEW,CREATE
FUNCTION,CREATE
PROCEDUTE

Process ServerDb | CREATE TABLE, CREATE DELETE,INSERT,REFERENCE
INDEX, ALTER TABLE, S,SELECT,UPDATE
INSERT, CREATE
SEQUENCE, CREATE The runtime user must have
VIEW,CREATE FUNCTION, EXECUTE ON PROCEDURE
CREATE PROCEDUTE privileges on the six stored
procedures in the
Other required privileges on createProcedure_Advanced.sql
the created tables: script.
ALTER, DELETE, INDEX,
INSERT, REFERENCES,
SELECT, UPDATE
PerformanceDb CREATE TABLE, CREATE DELETE,INSERT,REFERENCE
INDEX, ALTER TABLE, S,SELECT,UPDATE,CREATE
INSERT, CREATE VIEW
SEQUENCE, CREATE
VIEW,CREATE To read the system metadata
FUNCTION,CREATE tables, SELECT permission is
PROCEDUTE required on syscat.tables,
syscat.views, sys-cat.columns,
syscat.tabconst, and
sysibm.sysdummyl.
CellOnlyDb CREATE TABLE, CREATE SELECT, UPDATE, DELETE,

INSERT

Table 4-7 Database

privileges that are required for Oracle database user

Database

Installation privileges

Runtime privileges

SharedDb

CREATE TABLE, CREATE
INDEX, ALTER TABLE,
INSERT, CREATE
SEQUENCE, CREATE
VIEW,CREATE FUNCTION,
CREATE PROCEDUTE

SELECT, UPDATE, DELETE,
INSERT, CREATE VIEW,
CREATE PROCEDURE,
USAGE ON SEQUENCE
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Database

Installation privileges

Runtime privileges

BpcDb CREATE TABLE, CREATE SELECT, UPDATE, DELETE,
INDEX, ALTER TABLE, INSERT
INSERT, CREATE
SEQUENCE, CREATE
VIEW,CREATE
FUNCTION,CREATE
PROCEDUTE
MessagingDb CREATE TABLE, CREATE SELECT, UPDATE, DELETE,
INDEX INSERT, DROP ANY TABLE
Messaging engines use the
TRUNCATE TABLE SQL
statement, which might require
the DROP ANY TABLE privilege.
Process ServerDb | CREATE TABLE, CREATE DELETE,INSERT,REFERENCE
INDEX, ALTER TABLE, S,SELECT,UPDATE
INSERT, CREATE
SEQUENCE, CREATE The runtime user must have
VIEW,CREATE FUNCTION, EXECUTE ON PROCEDURE
CREATE PROCEDUTE privileges on the six stored
procedures in the
Other required privileges on createProcedure_Advanced.sql
the created tables: script.
ALTER, DELETE, INDEX,
INSERT, REFERENCES,
SELECT, UPDATE
PerformanceDb CREATE TABLE, CREATE DELETE,INSERT,REFERENCE
INDEX, ALTER TABLE, S,SELECT,UPDATE,CREATE
INSERT, CREATE VIEW
SEQUENCE, CREATE
VIEW,CREATE PerformanceDb users also
FUNCTION,CREATE require GRANT EXECUTE ON
PROCEDUTE DBMS_LOCKS
CellOnlyDb CREATE TABLE, CREATE SELECT, UPDATE, DELETE,

INDEX, ALTER TABLE,
INSERT, CREATE
SEQUENCE, CREATE
VIEW,CREATE
FUNCTION,CREATE
PROCEDUTE

INSERT
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Table 4-8 Database privileges that are required for SQL Server database user

INDEX

Database Installation privileges Runtime privileges

SharedDb CREATE TABLE, CREATE | SELECT, UPDATE,
INDEX, ALTER TABLE, DELETE, INSERT,
INSERT, CREATE CREATE VIEW, CREATE
SEQUENCE, CREATE PROCEDURE, USAGE
VIEW,CREATE ON SEQUENCE
FUNCTION, CREATE
PROCEDUTE

BpcDb CREATE TABLE, CREATE | SELECT, UPDATE,
INDEX, ALTER TABLE, DELETE, INSERT
INSERT, CREATE
SEQUENCE, CREATE
VIEW,CREATE
FUNCTION,CREATE
PROCEDUTE

MessagingDb CREATE TABLE, CREATE | SELECT, UPDATE,

DELETE, INSERT, DROP
ANY TABLE

Messaging engines use
the TRUNCATE TABLE
SQL statement, which
might require the DROP
ANY TABLE privilege.

Process ServerDb

CREATE TABLE, CREATE
INDEX, ALTER TABLE,
INSERT, CREATE
SEQUENCE, CREATE
VIEW,CREATE
FUNCTION, CREATE
PROCEDUTE

Other required privileges
on the created tables:
ALTER, DELETE, INDEX,
INSERT, REFERENCES,
SELECT, UPDATE

DELETE,INSERT,REFER
ENCES,SELECT,UPDATE

The runtime user must
have EXECUTE ON
PROCEDURE privileges
on the six stored
procedures in the
createProcedure_Advance
d.sql script.
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INDEX, ALTER TABLE,
INSERT, CREATE
SEQUENCE, CREATE
VIEW,CREATE
FUNCTION,CREATE
PROCEDUTE

Database Installation privileges Runtime privileges

PerformanceDb CREATE TABLE, CREATE | DELETE,INSERT,REFER
INDEX, ALTER TABLE, ENCES,SELECT,UPDATE
INSERT, CREATE ,CREATE VIEW
SEQUENCE, CREATE
VIEW,CREATE PerformanceDb users also
FUNCTION,CREATE require GRANT EXECUTE
PROCEDUTE ON DBMS_LOCKS

CellOnlyDb CREATE TABLE, CREATE | SELECT, UPDATE,

DELETE, INSERT

Important: Performance Data Warehouse users must note the following

restrictions:

» The user cannot be assigned to the system administrator (SYSADMIN)

role.

» The user must be mapped to the master database with the SqlJDBCXA

user role.

For more information about database privileges, see the product information
center that is available at this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/topic/com.ibm.wbpm.im
uc.doc/topics/rpin_db privileges.htm

4.5.4 Sample database scripts

If you used the BPMConfig command to create the deployment environment, the
scripts were generated at the same time. If you used the deployment
environment wizard and cleared the Create Tables option, you must run the
BPMConfig command to generate the SQL scripts only. If the property
bpm.de.deferSchemaCreation is set to false, the scripts are run during
configuration of the deployment environment. These scripts are run when you
use the deployment environment wizard to create your environment.

It is recommended that you create databases before you configure your

deployment environment.

Chapter 4. Preparing your infrastructure

79


http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/topic/com.ibm.wbpm.imuc.doc/topics/rpln_db_privileges.htm

Sample scripts for creating databases on DB2
Sample database creation scripts are available at the following location:

BPM_HOME/BPM/dbscripts/DB2/Create
You can use the same scripts to create all IBM BPM databases.

Change the database name (@ DB_NAME @) and (@ DB_USER®@) according to
your standards and run the script as the instance owner on the database server,
as shown in Example 4-2.

Example 4-2 Sample database creation script

Db2 —tvf createDatabase.sql

- start script

-- create the database:

create database @DB_NAME@ automatic storage yes wusing codeset UTF-8
territory US pagesize 32768;

-- connect to the created database:

connect to @DB_NAMEG@;

-- The following grant is used for databases without enhanced security.
For more information, review the Info Center for Enhancing Security for
DB2.

grant dbadm on database to user @DB_USER@;

UPDATE DB CFG FOR @DB_NAME@ USING LOGFILSIZ 4096 DEFERRED;

UPDATE DB CFG FOR @DB_NAME@ USING LOGSECOND 64 DEFERRED;

connect reset;

- end script

Sample scripts are also available for other major relational databases in the
location, as shown in Example 4-3.

Example 4-3 Sample script location

BPM_HOME/BPM/dbscripts/DB2/Create

$ pwd

/opt/ibm/WebSphere/AppServer/BPM/dbscripts

$1s -la

total 0

drwxr-xr-x 6 bpmuser bpmadm 256 May 30 21:22 .
drwxr-xr-x 10 bpmuser bpmadm 256 May 30 21:29 ..
drwxr-xr-x 6 bpmuser bpmadm 256 May 30 21:27 DB2
drwxr-xr-x 6 bpmuser bpmadm 256 May 30 21:27 DB2z0S
drwxr-xr-x 6 bpmuser bpmadm 256 May 30 21:27 Oracle
drwxr-xr-x 6 bpmuser bpmadm 256 May 30 21:27 SQLServer
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Scripts for creating database objects

The deployment environment wizard or BPMConfig utility can generate scripts for
configuring database objects under BPM_HOME/<DMGR_PROFILE>/dbscripts. Itis
recommended to use scripts from this location to manually configure the

database objects that are shown in Table 4-9.

Table 4-9 Scripts for configuring database objects

Database name

Database script location

Script name

Process Server
Database

/opt/ibm/WebSphere/AppS
erver/profiles/BPMTestD
mgr01/dbscripts/BPM_TST
/DB2/BPMDB2

» createProcedure_Advanced.sql
» createSchema_Advanced.sql

Performance data

/opt/ibm/WebSphere/AppS

» createSchema_Advanced.sql

» MessagingDb

warehouse erver/profiles/BPMTestD

mgr01l/dbscripts/BPM_TST

/DB2/PDWDB2
» SharedDb /opt/ibm/WebSphere/AppS | » createSchema_Advanced.sql
» BpcDb erver/profiles/BPMTestD | » createSchema_Messaging.sql

mgr01/dbscripts/BPM_TST
/DB2/CMNDB2

CellOnlyDb

/opt/ibm/WebSphere/AppS
erver/profiles/BPMTestD
mgr01/dbscripts/convios
-1pCe1101/DB2/CMNDB2

» createSchema_sAdvanced.sql

Note: For this book, the authors used only three databases. SharedDb,
BpcDb, MessagingDb, and CellOnlyDb share the same database. You can
separate components into separate databases that are based on your

requirements.
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4.6 User registry

The user registry stores information that is used to authenticate users that are
using basic authentication. Your choice of user registry is an essential
consideration when you are planning your environment. You must configure
WebSphere Application Server to use the user registry in your environment.

The user registry stores information that is used to authenticate users who are
requesting access to IBM BPM. You can configure multiple user registry types
under federated repositories. Most production deployments use a Lightweight
Directory Access Protocol (LDAP) server. For small deployments that are
contained on a single server, you can use a file-based user registry.

You can select any of the following registries for your user account repository:

v

Federated Repositories
Local operating system
Stand-alone LDAP registry
Stand-alone custom registry

vYyy

WebSphere Application Server supports any LDAP directory server that supports
the LDAP V3 specification. For the LDAP servers that are not listed that support
the LDAP V3 specification, you must configure the LDAP server by using a
custom LDAP feature with an appropriate filter. You also must obtain the
appropriate filter information from your LDAP vendor.

IBM BPM and WebSphere Application Server support the following major LDAP
directory servers:

IBM Lotus® Domino® LDAP Server 7.0

IBM Tivoli® Directory Server

IBM Tivoli Directory Server for iSeries®

IBM z/OS Integrated Security Services

IBM z/OS.e Integrated Security Services

Microsoft Active Directory

Microsoft Active Directory Application Mode (ADAM)
Novell eDirectory

Sun Java System Directory Server

v

vVVyVYyVYVYVYYVvYYyY
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4.7 Simple Mail Transfer Protocol configuration

A Simple Mail Transfer Protocol (SMTP) server is required to send email
notifications from the Process Server runtime environment. After a new
installation, you must manually configure the SMTP server to enable mail
notifications.

Note: For fine-grained security, the supported user registries are federated
repositories (file-based), federated repositories (LDAP), and stand-alone
LDAP registries.

4.8 Proxy server and load balancer

In a network deployment environment, you can configure a routing server (such
as IBM HTTP Server, WebSphere Application Server proxy server, or other
similar servers) as a proxy server for workload balancing and failover purposes.
Instead of incoming HTTP requests going directly to an application server, they
go to the proxy server, which then distributes the requests across multiple
application servers that perform the work.

You do not have to use IBM HTTP Server for load balancing. Instead, you can
use any other type of routing server; for example, WebSphere Application Server
proxy server, any other web server, reverse proxy server, or network layer IP
sprayer.

IBM BPM and WebSphere Application Server support the following major proxy
servers:

Apache Server 2.2

IBM Domino 9.09.0

IBM HTTP Server

Lotus Domino

Microsoft Internet Information Services
Sun Java System Web Server

vVvyvyvyYyvyy

Note: For more information about supported proxy servers, see this website:
http://www.ibm.com/support/docview.wss?uid=swg27006921#8.5
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4.9 Web browser requirements

The Microsoft Internet Explorer Version 8.0 browser is deprecated in this release.
You can use this browser with the IBM BPM products. However, the use of the
Tab and Table Coach views, the new dashboards, and the associated Dashboard
Toolkit are not supported. For these functions, it is advised that you use one of
the other supported browser versions, including Microsoft Internet Explorer
versions 9 and 10.

Google Chrome is supported on Microsoft Windows, Red Hat Enterprise Linux,
SUSE Linux Enterprise Server, and Mac OS X operating systems.

Apple Safari on Apple iPad with iOS is supported for Process Portal and
Coaches only. Apple Safari on Mac OS X is supported for Process Portal and
Coaches only. As shown in Table 4-10, user interface components that are
implemented with Adobe Flash are not available on this platform.

Table 4-10 Supported Web browser versions

Web browser Versions

Microsoft Internet Explorer 10, 9.0, 8.0

Mozilla Firefox 3.6, ESR 10, 10.0, 11.0,
12.0, 13, 14, 15, 16, 17,
ESR 17.0, 20

Google Chrome 20, 21, 22, 23, 24, 25, 26

Apple Safari on iPad (for process portal and Coaches 5.0,5.1,6.0

only)

4.10 Software repository

Preparing a shared software repository of product binaries is essential when you
have multiple products and multiple environments to configure. The repository is
a directory that contains all the binary installation products and fixes. We created
this repository to organize the installation job. It helps the installation process by
making it easier to configure IBM Installation Manager during installations and
updates.
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For a successful IBM BPM deployment, you need a shared software repository
for the following software components:

» Business Process Manager v8.5
Mandatory fixes

Proxy server

Database

>
>
>
» User registry

4.10.1 Software binaries to download

eAssembly part numbers are required to download IBM Business Process
Manager Standard Version 8.5 files from the IBM Passport Advantage® website.
For more information about each operating system, including part number details
for WebSphere supplemental products, such as, IBM HTTP Server, see the
following websites:

» AIX:
http://www.ibm.com/support/docview.wss?uid=swg24034319
» Linux:
http://www.ibm.com/support/docview.wss?uid=swg24034318
» Solaris:
http://www.ibm.com/support/docview.wss?uid=swg24034317
» Windows:

http://www.ibm.com/support/docview.wss?uid=swg24034316

4.10.2 Required interim fixes for IBM BPM 8.5

This section describes the interim fixes, or APAR', that are required at the time of
this writing for the Version 8.5.0.0 products, as shown in Table 4-11 on page 86.
You can download the fixes from IBM Fix Central at this website:

http://www.ibm.com/support/docview.wss?uid=swg24035108

' An Authorized Program Analysis Report (APAR) is a formal report to IBM Development of a
problem that is caused by a suspected defect in a current release of an IBM program. If IBM
Development can confirm the existence of the defect, the APAR is updated with any known
workarounds. They also might indicate which future release, if any, of the IBM programs they intend
to target for a formal fix to the defect and whether a Program Temporary Fix (PTF) is planned. The
APAR is then published so that it is visible to supported customers.
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Table 4-11 Required fixes for IBM BPM v8.5

APAR number Abstract

JR46829 Process Center console displays incorrect server host name.

JR46828 IBM BPM URLs do not work with WebSEAL.

JR46851 Memory leak during advanced application installation, which
leads to OutOfMemory error.

4.11 Planning human resources

Prepare a list of your current IT personnel and subject matter experts who are
available during installation and configuration. Determine whether you have the
required expertise to install and maintain IBM BPM and manage your databases.
Make sure that the appropriate users have user IDs with the authorizations to
successfully install all products and files.

Table 4-12 lists the main installation tasks and the subject matter experts that are
needed during IBM BPM infrastructure setup.

Table 4-12 Subject matter experts that are needed during IBM BPM installation

Installation tasks IBM BPM/ | System | Database | Network | LDAP
(high level) WebSpher | Admin Admin Admin Admin

e

Applicatio

n Server

Admin
Preparation v v v v v
Install product and fixes v X X X X
Create profiles v X X X X
Generate DB scripts v X X X X
Run DB scripts X X v X X
Create deployment v X v X X
environment
Configuring the user v v X v v
registry and SMTP
server
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Installation tasks IBM BPM/ | System | Database | Network | LDAP

(high level) WebSpher | Admin Admin Admin Admin
e
Applicatio
n Server
Admin
Configuring proxy v v X v v

server / load balancer

Verification v v v v v

4.12 Known issues

The following issues are known with version 8.5 of the product:

>

IBM BPM V8.5 does not work with Java 7 that can be optionally installed with
WebSphere Application Server ND V8.5. For more information, see this
website:

http://www.ibm.com/support/docview.wss?uid=swg21639640

If a user’'s authentication credentials expire while Process Portal is used, the
SystemQut.log file on the server might contain the following message: “A
user authenticated as anonymous has attempted to access a session owned
by user” This message is only informational; it does not indicate that a
problem exists or that the server is under attack. No actions are required by
the user or by the administrator. For more information, see this website:

http://www-01.ibm.com/support/docview.wss?uid=swg21638887

If your source environment uses active and historical LTPA keys, after you
migrate to IBM BPM, running a Business Process Choreographer task
instance that uses historical keys causes an error. For more information, see
this website:

http://www-01.1ibm.com/support/docview.wss?uid=swg21638908

A collaboration session between two users in Process Portal stops when the
cluster member that hosts the session is shut down. For more information,
see this website:

http://www-01.1ibm.com/support/docview.wss?uid=swg21639441

When you try to manipulate a large set of process instances by using the web
Process Inspector in the Process Admin Console, you receive an error. For
more information, see this website:

http://www-01.ibm.com/support/docview.wss?uid=swg21637715
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» After IBM BPM is installed or after the BPMConfig command is run, shortcuts

(for example, for starting the Quick Start console or the product
documentation), do not show up in a non-English locale. For more
information, see this website:

http://www-01.1ibm.com/support/docview.wss?uid=swg21639567

You cannot perform a typical installation of IBM BPM or IBM Integration
Designer on Linux or UNIX based platforms because the path for IBM
Installation Manager contains spaces. For more information, see this website:

http://www-01.1ibm.com/support/docview.wss?uid=swg21639220

After the successful installation of IBM BPM on Microsoft Windows Server
2012 or Windows 8, when you click Start —» Programs — IBM — Business
Process Manager 8.5, the Quick Start shortcut is missing from the displayed
menu. Other user-specific shortcuts, such as, the profile shortcuts, might be
missing. For more information, see this website:

http://www-01.ibm.com/support/docview.wss?uid=swg21639358

4.13 Conclusion
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In this chapter, you learned about aspects of preparing your environment for an
installation of IBM Business Process Manager V8.5.
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Deploying an IBM Business
Process Manager
environment

This chapter provides a detailed step-by-step guide for building your IBM
Business Process Manager (BPM) environment. It takes you through the
required database setup process and describes the IBM BPM installation that
uses the user interface and command-line utilities.

Also described is how to create profiles by using the manageprofile
command-line utility, and how to configure the system by using the deployment
environment wizard. Finally, the new BPMConfig utility also is described.

This chapter includes the following topics:

Preparing for deployment

Creating and validating databases
Installing IBM BPM binaries
Configuring the IBM BPM environment
Installing IBM Process Designer

vVvyyvyyvyy

© Copyright IBM Corp. 2014. All rights reserved. 89



5.1 Preparing for deployment

In this release of IBM BPM, the installation procedure is greatly simplified in the
following ways:

» Reduced and consolidated databases and schemas.
» Consolidated Service Integration Bus configuration.
» Simplified profile creation without any database dependency.

» Reduced number of configuration steps in the deployment environment
wizard.

The IBM BPM product is available in the following configurations:

» Advanced
» Standard
» Express

In this Redbooks publication, we do not describe the installation of the Express
configuration of the product because the configuration always is straight-forward
and targeted for personal workstation installations for learning and prototype
development purposes.

Before IBM BPM is installed, ensure that all the prerequisites are met (for more
information, see Chapter 4, “Preparing your infrastructure” on page 59). We saw
many cases when a correctly installed product encountered various problems
because of officially documented prerequisites were not met.

There are always several official procedures and tools that can be used to install
the product, which makes challenging to identify the sequence of the steps you
must perform for the particular configuration and procedure that you selected.
IBM engineering and documentation teams introduced in IBM BPM 8.0 the new
documentation feature the IBM Business Process Manager Interactive
Installation and Configuration Guide, which guides you through the steps of
installing and configuring IBM BPM. The guide is available at this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/index.jsp?topic=/com.
ibm.wbpm.imuc.doc/topics/bpm roadmap form.jsp

However, even with the new interactive guide, there are still many installation
options and tools from which to choose.
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In this chapter, we describe the following installation options:
» Option 1

Option 1 is the most universal and straight-forward. The procedure should be
easy to apply to any type of installation (from notebook to multi-node
production cluster) and any operating system or database server.

» Option 2

This option uses the new tool that is called BPMConfig, which was introduced
in IBM BPM V8.5. It simplifies the installation and configuration of multiple
similar multi-node environments.

To stay universal, both installation options follow the Custom installation type and
use the command-line interface (CLI). For more information, see Choosing the
type of installation at this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/index.jsp?topic=/com.
ibm.wbpm.imuc.doc/topics/cpin_info_type.html

In those situations where it is possible to use the GUI interface, we outline this as
an option.

To stay simple, we configure only parameters that must be configured, with which
the product can use default values for the rest of parameters. We describe how to
customize other parameters if you have special requirements; for example, strict
naming conventions.

We use the Remote Messaging and Remote Support topology because it is the
recommended topology. The same procedures can be used with the second
officially supported by IBM BPM 8.5 topology, the single cluster. However, this
topology is most often used in memory-constrained environments and is not
recommended for production use.

We also assume that a 64-bit operating system is used. While still possible, it is
not recommended to install the product on a 32-bit operating system.

The installation procedures apply to Process Center and Process Server
installations, with some minor differences that we highlight where applicable.

From a database perspective, we prefer to minimize database administrator
(DBA) involvement during installation to the creation of the databases and
schemas only; the population of the tables is achieved by using the installation
tools and do not require manual intervention.
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At a high level, IBM BPM installation consists of the following logical steps:
1. Create and validate databases.
2. Install IBM BPM binaries:

a. Install core offerings.
b. Install fixes.

3. Configure the IBM BPM environment:
a. Create WebSphere Application Server profiles.
b. Create the IBM BPM deployment environment:
i. Initialize databases.
ii. Bootstrap databases.
Both of our installation options have the first two high-level steps in common.

In IBM BPM v8.5, not all logical steps require a command to be run. For example,
the BPMConfig utility (Option 2) performs all of the IBM BPM environment
configuration steps automatically. However, we believe it is important to
understand what is going on behind the scenes, especially if something goes
wrong and you need to troubleshoot.

We now review these individual logical steps, starting with the creating and
validating databases.

5.2 Creating and validating databases

92

IBM BPM is a database-dependent application. Therefore, it is extremely
important to have the databases created correctly and proper permissions
granted to the database users before you begin installation.

Because in most enterprise-level installations the databases must be created by
DBAs, it is important to communicate the following information to the DBA:

» Database considerations (for example, specific database type, vendor, and
such)

» Database privileges

For more information, see 4.5, “Database preparation” on page 71.
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Incorrectly created or configured databases often cause issues during or after
the installation. Before you start the installation, we recommend that the
databases that are created by the DBA be validated. Such validation can be
performed with an SQL client tool of your choice. Try to login by using each
database user ID to each database that was created and then try to create a
table and a view (Common and Performance Data Warehouse databases).

The idea is to verify that you have all of the required databases permissions
(which can vary by databases type) so that the installation routines from both
options can start and bootstrap the databases.

5.3 Installing IBM BPM binaries

This section describes how to install the IBM BPM product binaries. Complete
the following steps to prepare for the binary installation:

Valid for both options: The instructions that are outlined in this chapter are
common for both installation options.

1. Download the installation packages and extract them into single folders. In our
example scenario, the packages were downloaded to the following locations,
depending on the operating system you are using:

— Windows:
D:\IBM\bpminstall\bpmAdv.dvd.8500.windows.x86
— UNIX based:
/opt/IBM/bpminstall/bpmA11.dvd.8500.Linux.x86
2. Before you start the installation, make sure that you have write permission on
the folder where you are installing the product.

In the next part of the process, we verify whether we require any fixes during
installation. Then, we describe two installation options, one that uses the
command line and the other that uses the GUI.

Implication for a clustered environment: When a clustered environment is

configured on multiple machines, install the IBM BPM binaries on all machines
before the IBM BPM environment is configured (for more information, see 5.4,
“Configuring the IBM BPM environment” on page 121).
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5.3.1 Identifying required fixes

Before the installation is started, it is recommended to consult the official
documentation for the list of mandatory and recommended fixes (fix pack or
interim fixes).

The zero-day mandatory interim fixes for IBM BPM v8.5 are listed in following
technote:

http://www.ibm.com/support/docview.wss?uid=swg24035108

In general, it is a common practice to install the latest fix pack and recommended
interim fixes. However, not all interim fixes are listed as recommended. For more
information, see the IBM Support Fix Central at this website:

https://www.ibm.com/support/fixcentral/options

Select your version of the product and investigate whether you might be affected
by the problems that are addressed by the optional interim fixes that are
available. However, be careful you install optional fixes because some of them
have special prerequisites. Consider checking with IBM Support whether it is
safe and what is required to install a particular optional fix.

Download fixes that are identified and extract them into individual folders that are
named as the file name, but without the .zip extension. For example, assume
you downloaded the IBM BPM 8.5 mandatory fixes and extracted them into the
following directories:

» Windows:

D:\IBM\bpminstall\fixes\8.5.0.0-WS-BPM-IFJR46851
D:\IBM\bpminstall\fixes\8.5.0.0.WS-BPMPSPCPD-IFJR46828
D:\IBM\bpminstall\fixes\8.5.0.0.WS-BPMPSPCPD-IFJR46829

» UNIX based:

/opt/IBM/bpminstall/fixes/8.5.0.0
/opt/IBM/bpminstall/fixes/8.5.0.0
/opt/IBM/bpminstall/fixes/8.5.0.0

-WS-BPM-IFJR46851
.WS-BPMPSPCPD-IFJR46828
.WS-BPMPSPCPD-IFJR46829

Download fixes manually: The graphical Installation Manager can download
the fixes over the Internet from the IBM repository. However, it is
recommended to download the fixes manually and reuse them during
subsequent installations.
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Note: It is recommended to install the fixes before you configure your IBM
BPM environment (for more information, see 5.4, “Configuring the IBM BPM
environment” on page 121). Most fixes have special post-installation steps
that are not required if the fix is installed before the IBM BPM environment is
configured.

5.3.2 Command-line installation

To simplify and parameterize installation procedures when the command line is
used, we suggest you define and use operating system-level environment
variables. This approach works for all Windows and UNIX based (Linux, AlX, and
Solaris) operating systems. However, for UNIX based operating systems, we
recommend the use of the bash command-line interpreter, which should be
available in most modern UNIX based operating systems.

For the command-line installation, we follow these steps:

1. Set binary-scoped environment variables.
2. Installing IBM Installation Manager.

3. Installing core offerings.

4. Installation fixes.

Set binary-scoped environment variables

During the installation, we used the following environment variables (you should
change the variable values as needed) as placeholders and to simplify
command-line options:

» Windows:

set BPM_INST=D:\IBM\bpminstall\bpmAl1.dvd.8500.windows.x86
set BPM_FIX=D:\IBM\bpminstall\fixes

set IM_HOME=D:\IBM\IM

set BPM_HOME=D:\IBM\BPM\v8.5

» UNIX based:

export BPM_INST=/opt/IBM/bpminstall/bpmA11.dvd.8500.Linux.x86
export BPM_FIX=/opt/IBM/bpminstall/fixes

export IM HOME=/opt/IBM/IM

export BPM_HOME=/opt/IBM/BPM/v8.5
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Maximum Windows path length: Windows operating systems have a
maximum path length limitation of 256 characters, so it is important to set the
BPM_HOME path as short as possible. It is also recommended that IBM BPM
be installed on Windows on a non-system disk. For more information about
the path length limitation, see this website:

http://msdn.microsoft.com/en-us/library/windows/desktop/aa365247 (v=v
s.85) .aspx#maxpath

Important: When you are copying commands from this IBM Redbooks
publication, it is recommended that you paste the commands into a text editor
(for example, notepad or gedit) first, format accordingly, make sure that there
are no special non-latin1 symbols that are copied, and only after that should
you paste the command into the command window to run.

We assume that the installation is performed as a non-admin user
(recommended). Make sure that the user account, which is used to install the
product, has appropriate permissions for the folders that were specified.

For more information about the differences between admin and non-admin
installations, see this website:

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/topic/com.ibm.websphe
re.installation.base.doc/ae/cins_nonroot.html

Installing IBM Installation Manager
IBM BPM is installed by using the IBM Installation Manager, which is an
Eclipse-based product, so each installation package that is installed by
Installation Manager is an Eclipse repository.

To install Installation Manager for your respective platform, use the following
commands:

» Windows:

cd %BPM_INST%

IM\tools\imcl install com.ibm.cic.agent -accessRights nonAdmin
-acceptlLicense -installationDirectory %IM_HOME% -repositories
%BPM_INST%/IM/repository.config -showVerboseProgress -log
IMSilentInstall.log
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» UNIX based:

cd $BPM_INST

./IM/tools/imcl install com.ibm.cic.agent -accessRights nonAdmin
-acceptLicense -installationDirectory $IM HOME -repositories
$BPM_INST/IM/repository.config -showVerboseProgress -log
IMSilentIns-tall.log

On successful completion, you see a message similar to the one that is shown in
the following example:

Installed com.ibm.cic.agent_1.6.2000.20130301_2248 to the
/opt/ibm/WebSphere/InstallationManager/eclipse directory.

Installing core offerings
Install IBM BPM silently by using the Installation Manager command line (imc1)
installation command. Complete the following steps:

1.

Read and accept the license terms before you begin the installation. Adding
-acceptLicense to the command line means that you accept all licenses.

. Run the following command:

imcl install list_of_product_IDs -acceptLicense
-installationDirectory location -repositories repository
-showVerboseProgress -1og logName.log

You can use the same command for Windows and UNIX based installations. If
you are running Windows 7, Windows Vista, or Windows Server 2008, start
your command prompt by right-clicking and selecting Run as administrator.

The following command parameters are available:

— Tlist_of_product_IDs is a list of the IDs for the products and features that
you want to install. The syntax is product ID, feature, with multiple
products separated by spaces (see Table 5-1).

— Tocationis the path to the directory where you want to install the products.
We defined the location earlier by using the BPM_HOME environment
variable. IBM BPM supports the installation of the product into an existing
supported instance of WebSphere Application Server Network
Deployment; however, we do not describe the scenario here.

— repository is the path to the repository where you extracted the files,
which is one of the following directories:

$BPM_INST/repository/repos_64bit
$BPM_INST/repository/repos_32bit

As noted earlier, we suggest installing 64 bit, if possible.
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It is possible to specify more than one repository by separating the
repository locations with commas. For example, the latest fix pack or
mandatory interim fixes can be installed with the product. However, we
prefer to install them separately to simplify troubleshooting of installation
problems that might occur.

— TlogName is the name of the log file to record messages and results.

Table 5-1 describes the product ID, feature thatis available for Business
Process Manager.

Table 5-1 List of the product IDs and features

Product

Product ID Feature and Description

IBM BPM Advanced

com.ibm.bpm.ADV.v85 » AdvancedProcessCenter

» AdvancedProcessServer.NonProduction -
Test, staging, or development use

» AdvancedProcessServer.Production -
Production use

IBM BPM Standard

com.ibm.bpm.STD.v85 » StandardProcessCenter

» StandardProcessServer.NonProduction
Test, staging, or development use

» StandardProcessServer.Production -
Production use

WebSphere
Application Server
Network Deployment

com.ibm.websphere.ND.v85 | » core.feature: Required. WebSphere
Application Server core content

» ejbdeploy: Required. Pre-Enterprise
JavaBeans (EJB) 3.0 modules

» thinclient: Required. Stand-alone thin clients
and resource adapters

» embeddablecontainer: Embeddable EJB
container

» samples: Sample applications feature

» com.ibm.sdk.6_64bit: 64-bit SDK This
feature can be selected only on a 64-bit
system. You must specify either this feature
or com.ibm.sdk.6_32bit

» com.ibm.sdk.6_32bit: 32-bit software
development kit (SDK). You must specify
either this feature or com.ibm.sdk.6_64bit
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On successful completion, you see a message similar to the one that is
shown in Example 5-1.

Example 5-1 Sample output message after a successful installation

Validating eclipse configuration for IBM WebSphere Application
Server V8.5.

Installed com.ibm.websphere.ND.v85 8.5.2.20130321 2003 to the
/opt/ibm/WebSphere/AppServer directory.

Installed com.ibm.bpm.ADV.v85 8.5.0.20130404 0357 to the
/opt/ibm/WebSphere/AppServer directory.

3. Verify that the product and versions were installed by using the versionInfo
utility, as shown in the following examples:

— Windows:

cd %BPM_HOME%
bin\versionInfo.bat

— UNIX based:

cd $BPM_HOME
./bin/versionInfo.sh

Typical example installation commands

Example commands for some of the common configurations are shown in the
following examples.

Watch your environment: The command should be run in the same
command-line window where the environment variables where initialized.

How to enter the command: The actual command should be a single-line
command; therefore, you must edit the command in a text editor accordingly
before it is pasted into command-line window.

Example 5-2 on page 100 shows the installation command for a Standard
Process Center on Windows.
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Example 5-2 Windows: Standard Process Center

cd %IM_HOME%

eclipse\tools\imcl install com.ibm.bpm.STD.v85,StandardProcessCenter
com.ibm.websphere.ND.v85,core.feature,ejbdeploy,thinclient,embeddableco
ntainer,samples,com.ibm.sdk.6_64bit -acceptLicense
-installationDirectory %BPM_HOME% -sharedResourcesDirectory
%IM_HOME%/../IMShared -repositories

%BPM_INST%/repository/repos 64bit/repository.config
-showVerboseProgress -log bpm85silentinstall.log

Example 5-3 shows the installation command for an Advanced NonProduction
Process Server on Windows.

Example 5-3 Windows: Advanced NonProduction Process Server

cd %IM_HOME%

eclipse\tools\imcl install
com.ibm.bpm.ADV.v85,AdvancedProcessServer.NonProduction
com.ibm.websphere.ND.v85,core.feature,ejbdeploy,thinclient,embeddableco
ntainer,samples,com.ibm.sdk.6_64bit -acceptLicense
-installationDirectory %BPM_HOME% -sharedResourcesDirectory
%IM_HOME%/../IMShared -repositories

%BPM_INST%/repository/repos 64bit/repository.config
-showVerboseProgress -1og bpm85silentinstall.log

Example 5-4 shows the installation command for an Advanced Process Center
on UNIX.

Example 5-4 UNIX: Advanced Process Center

cd $IM_HOME

./eclipse/tools/imc1 install com.ibm.bpm.ADV.v85,AdvancedProcessCenter
com.ibm.websphere.ND.v85,core.feature,ejbdeploy,thinclient,embeddableco
ntainer,samples,com.ibm.sdk.6 64bit -acceptLicense
-installationDirectory $BPM _HOME -sharedResourcesDirectory
$IM_HOME/../IMShared -repositories
$BPM_INST/repository/repos_64bit/repository.config -showVerboseProgress
-log bpm85silentinstall.log
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Example 5-5 shows the installation command for an Advanced Production
Process Server on UNIX.

Example 5-5 UNIX: Advanced Production Process Server

cd $IM_HOME

./eclipse/tools/imc] install
com.ibm.bpm.ADV.v85,AdvancedProcessServer.Production
com.ibm.websphere.ND.v85,core.feature,ejbdeploy,thinclient,embeddableco
ntainer,samples,com.ibm.sdk.6 64bit -acceptLicense
-installationDirectory $BPM _HOME -sharedResourcesDirectory
$IM_HOME/../IMShared -repositories
$BPM_INST/repository/repository.config -showVerboseProgress -log
bpm85silentinstall.log

Example 5-6 on page 101 shows the installation command for a Standard
Production Process Server on UNIX.

Example 5-6 UNIX: Standard Production Process Server

cd $IM_HOME

./eclipse/tools/imc] install
com.ibm.bpm.STD.v85,StandardProcessServer.Production
com.ibm.websphere.ND.v85,core.feature,ejbdeploy,thinclient,embeddableco
ntainer,samples,com.ibm.sdk.6 64bit -acceptLicense
-installationDirectory $BPM _HOME -sharedResourcesDirectory
$IM_HOME/../IMShared -repositories
$BPM_INST/repository/repos_64bit/repository.config -showVerboseProgress
-log bpm85silentinstall.log

Installation fixes

For the following installation of fixes, we assume that you already identified,
downloaded, and extracted the required fixes (for more information, see 5.3.1,
“ldentifying required fixes” on page 94).

Installing a fix into an existing deployment: If you install the fixes into an
existing and fully configured IBM BPM 8.5 deployment, make sure that you
stop all clusters, node agents, and deployment managers. Back up the entire
BPM_HOME folder and all databases as a precaution.
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Complete the following steps:
1. Run the following command line (imc1) to install the fixes:

$IM_HOME/eclipse/tools/imcl install OFFERING_ID1 OFFERING_ID2
FIX_ID1 FIX ID2 -acceptlLicense -installationDirectory $BPM_HOME
-repositories

OFFERING_ID1 REPO DIR,OFFERING ID2 REPO DIR,FIX ID1 REPO DIR,FIX ID2
_REPO_DIR -showVerboseProgress -log fixinstall.log

Where OFFERING_IDs are the IDs from Table 5-1 on page 98.

FIX_IDs can be identified by inspecting the repository.xml file inside each
ifix .zip file where the IDs are specified similar to the following example:

<repositoryDigest>
<repository>
<fix id="FIX_ID1’>
<fix id="FIX_ID2’>
<repository>
<repositoryDigest>

The *REPO_DIRs are folders where repository.xml files of the individual fixes
are located.

More than one fix: There can be more than one fix in the repository. In this
case, the repository.xml file is under a combined subfolder that is inside
the fix folder.

For example, to install IBM BPM 8.5 mandatory fixes, the following commands
must be run. For more information, see “Set binary-scoped environment
variables” on page 95.

The Windows example is shown in Example 5-7.

Example 5-7 Sample imcl command to install mandatory fixes on Windows

cd %BPM_FIX%

%IM_HOME%\eclipse\tools\imcl install 8.5.0.0-WS-BPM-IFJR46851
8.5.0.0-WS-BPM-I1FJR46828 8.5.0.0-WS-BPMPCPD-1FPD46828
8.5.0.0-WS-BPM-IFJR46829 8.5.0.0-WS-BPMPCPD-IFPD46829 -acceptLicense
-installationDirectory %BPM_HOME% -repositories
8.5.0.0-WS-BPM-IFJR46851,8.5.0.0.WS-BPMPSPCPD-I1FJR46828\combined,8.5
.0.0.WS-BPMPSPCPD-1FJR46829\combined -showVerboseProgress -log
fixinstall.log
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The UNIX based example is shown in Example 5-8.

Example 5-8 Sample imcl command to install mandatory fixes on UNIX

cd $BPM_FIX

$IM_HOME/eclipse/tools/imc1 install 8.5.0.0-WS-BPM-IFJR46851
8.5.0.0-WS-BPM-1FJR46828 8.5.0.0-WS-BPMPCPD-1FPD46828
8.5.0.0-WS-BPM-1FJR46829 8.5.0.0-WS-BPMPCPD-IFPD46829 -acceptlLicense
-installationDirectory $BPM _HOME -repositories

8.5.0.0-WS-BPM-IFJR46851,8.5.0.0.WS-BPMPSPCPD-IFJR46828/combined,8.5

.0.0.WS-BPMPSPCPD-1FJR46829/combined -showVerboseProgress -log
fixinstall.log

2. Upon successful completion of the ifix installation, you should see a
message that is similar to the one that is shown in Example 5-9.

Example 5-9 Sample messages that are seen after successful installation of ifixes

Installed 8.5.
D:\IBM\BPM\v8.
Installed 8.5.0.0-WS-BPM-IFJR46828 8.5.0.20130612_1222 to the
D:\IBM\BPM\v8.5 directory.

0.0-WS-BPM-IFJR46851_8.5.0.20130613_0927 to the
5
0
5
Installed 8.5.0.0-WS-BPMPCPD-I1FPD46828 8.5.0.20130612_1228 to the
5
0
5
0
5

directory.

D:\IBM\BPM\v8.5 directory.

Installed 8.5.0.0-WS-BPM-IFJR46829 8.5.0.20130612_1231 to the
D:\IBM\BPM\v8.5 directory.

Installed 8.5.0.0-WS-BPMPCPD-I1FPD46829 8.5.0.20130612_1235 to the
D:\IBM\BPM\v8.5 directory.

3. Validate the installed fixes by running the following commands:
— Windows:

%BPM_HOME%\bin\versionInfo.bat —ifixes
%BPM_HOME%\bin\versionInfo.bat -fixpacks

— UNIX based:

$BPM_HOME/bin/versionInfo.sh —ifixes
$BPM_HOME/bin/versionInfo.sh -fixpacks

For more information about installing fix packs and interim fixes, see this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/index.jsp?topic=/com.
ibm.wbpm.imuc.doc/topics/updating.htm]
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5.3.3 Graphical user interface

104

The CLI can save time when the same commands must be run on multiple
machines. However, it is inconvenient when a single environment is installed,
especially on the systems that have a GUI available.

In this section, we use the GUI to describe the following tasks:

» Install core offerings
» Install fixes

Install core offerings

Browse to the folder where the IBM BPM installation binaries were extracted
(defined via BPM_INST environment variable) and run Taunchpad64.exe.

Security check on Windows: On Windows, when prompted with a security
warning (multiple warnings), clear the Always ask before opening this file
option and then click Run.
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Complete the following steps:

1. Select Custom installation, as shown in Figure 5-1.

@) 1BM Business Process Manager Advanced ¥8.5.0 Launchpad

IBM Business Process Manager Advanced V8.5.0

> Welcome
Typical installation
Custom installation

Release information

Exit

JSIE E3

Welcome to IBM Business Process Manager Advanced V8.5.0

The installer guides you through installing and configuring IEM BPM Advanced V8.5.0, helping you
select the type of installation that meets your needs.

For more information about the installation options, see "Installing IBM Business Process Manager
Advanced v8.5.0"

Typical installation

Choose the typical installation to use IBM BPM Advanced V8.5.0 for development, quality assurance,
or non-clustered staging.

Most settings in the typical installation use default values automatically, but you can select the
installation path and database.

Custom installation

Choose the custom installation for any of the following reasons:

If your deployment environment requires additional cluster nodes.

If your business requires complex deployment environment and database topologies.

If there is an existing WebSphere Application Server installation that you are installing and
configuring IBM BPM Advanced V8.5.0 on.

During a custom installation, you select the packages that you want Installation Manager to install,
and then you run BPMConfig tool to configure environment and databases.

Figure 5-1 Install types available
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2. Clear the Install as administrative user option and click Install to start IBM
Installation Manager, as shown in Figure 5-2.

) 18M Business Process Manager Advanced ¥8.5.0 Launchpad [_ O]

IBM Business Process Manager Advanced V8.5.0

Welcome
Typical installation Custom Installation

= Custom installation . . . . i
Specify whether you want to install as an administrative user, and then click Install.

Installation on existing
WebSphere Application

Server [ Install as administrative user (Help me decide
Release information When you install IBM BPM Advanced, the required WebSphere Application Server Network Deployment
Exit is included.

Click Install to start the installation of IBM Business Process Manager Advanced V8.5.0.
Install

Figure 5-2 Custom installation
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3. Ensure that all packages except DB2 Express are selected. Click Next, as
shown in Figure 5-3.

&l IBM Installation Manager [_ O] X]

Install Packages ,_:}'__
: 1
Select packages ta install: -F::_—?
-
Installation Packages | Skatus | Yendor
) 1BM® Installation Manager
[0, version 1.6.2 will be installed 1BM
@ IEM WebSphere Application Server Nebwork Deployment
Lﬁ_n Version §.5.0.2 Will be installed IBM
|[=} IBM(® Business Process Manager Advanced
E:‘j Version 8.5.0.0 'Will be installed 1BM
O 18M@® DE2 Express 64 bit
= m I 10,1,0.1 IEM
| | 2
O show all versions | Check For Other Yersions, Fixes, and Extensions |
Details

IBM® DB2 Express 64 bit 10.1.0.1
IBM DBZ Express is the ideal entry level data server which is suitable Far bransaction processing or complex quary workloads on servers with up

ko bwo processors, More info...
# Repository: CABPMINS~14BPM_AD~1repositoryirepos_&4bit LI

7 = Back I Mext > | | Insta| | | Cancel |

Figure 5-3 List of install packages
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4. Keep all recommended fixes selected and click Next, as shown in Figure 5-4.

&) 1BM Installation Manager [ O] I

Install Packages

Select the fixes to install,

:::9 -

Fixes | Recommended | Yendar

[[] 1BM websphere application Server Network Deployment 8.5.0.2 IEM

ﬂfﬁ 8.5.0.0-WS-WAS-IFPME7094 8.5.0.20130418_1028 v

fﬁ‘ 8.5.0.0-WS-WAS-IFPME 7748 8.5.0.20130424_1529 ¥

fﬁ‘ 8.5.0.2-WS-WAS-IFPM86055 8.5.2.20130417_1450 o

fﬁ‘ £.5.0.2-WS-WASProd-IFPM85990 8.5.2.20130425_1330 v

fﬁ‘ 8.5.0.2-WS-WASProd-IFPM87974 8.5.2.20130512_1528 ¥
[+ |z} IBM® Business Process Manager Advanced 3.5.0.0 IEM
1] | i

| Select Recommended | | Check for Other Fixes |

Shows recommended only

-

Details

IBM® Business Process Manager Advanced 8.5.0.0
The Pracess Cenker is the central hub For a BPM Program, providing the arganization and management of all artifacks, process applications and
reusable toolkits created during design and development, More info...

® Repository: CHBPMING~118PM_AD-~1repositoryirepos_e4bit
=l

7) < Back I Mext = I | Instll | | Cancel |

Figure 5-4 List of iFixes

5. Read the license agreements and then select the | accept the terms in the
license agreements option. Click Next.
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6. Set Installation Manager and Shared Resource installation directories
accordingly. Make sure that the user who is running the installation has
permissions to write to those directories. Select a common directory to install
all IBM products (for example, D: \IBM or /opt/IBM) and grant required
permissions before the installation is started. Click Next, as shown in

Figure 5-5.

& 1BM Installation Manager |_ (O] x|
Install Packages = M
Select a location for the shared resources directory and a location For Installation Manager. i _'_ )

Install Licenses | Location #  Features Summary =
When you install packages, files are stored in bwo locations:
1) The shared resources directory - resources thak can be shared by multiple packages.
l 2} The installation directary - any resources that are unique to the package that vou are installing.
Important: You can only select the shared resources directory the first time wou install a package with the IEM Installation Manager. For
best results select the drive with the most available space because it must have adequate space for the shared resources of future
packages.
Shared Resources Directary: IC:".IBM".IMShaVBd| Browse, .,
':0] Once installed, IBM Installation Manager will be used bo install, update, modify, manage and uninstall your packages,
Installation Manager Directary: I CAIBMIMieclipse Browse. .,
Disk Space Information
Volume  Awvailable Space
o 17.35 GB b
hd
@ < Back I Next = I | Iristall | | Cancel |

Figure 5-5 Location of install directories
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7. Setthe IBM BPM installation directory and click Next, as shown in Figure 5-6.

&l 16M Installation Manager [_ O] x|
Install Packages =L 3
A package group is a location that contains one or more packages. Some compatible packages can be installed into a common package group @
and will share a common user interface. Select an existing package group, or create a new one. =
—_—
Inskall Licenses | Location J  Features SUmmary
D Use the existing package group
@ Create anew package group
Package Group Mame I Installation Director I Architecture

------ %, IBM ‘WehSphere Application Server ¥8.5 CHAIBMIBPMYE.5

Package Group Mame: IBM WebSphere Application Server W5.5

Installation Directory: I C:\IBM BRI, 5|

Details Disk Space Information

Shared Resources Directory: CAIEMIMShared Volume  Awailable Space

(] 17.35 GE

2 < Back I Mext = || Install || Cancel

Figure 5-6 Install location for IBM BPM
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8. Expand Translations Supported by Only Some Packages and select the
needed languages. Click Next, as shown in Figure 5-7.

& 1BM Installation Manager

=]
Install Packages =
Select the translations to install, 1:__-__12;
Inskall Licenses Location | Features 2 Summnary
Translations Supported by All Packages
English
pR >
O Brazilian Portuguese O czech O French O German O Hungarian
O 1alian O 1zpanese O korean O palish O raomanian
O russian O simplified Chinese O =panish O Traditional Chinese
@ < Back I Mexk = | | Iristall | | Cancel
Figure 5-7 Language selection
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9. Expand IBM Business Process Manager and select the appropriate feature
(see Table 5-1 on page 98 for available features). Click Next, as shown in
Figure 5-8.

& IBM Installation Manager [_ (O] |

Install Packages

Select the Features ko install, R

——.
Install Licenses Location | Features 2 Summary ﬂ

Features

[[J 18Mwehsphere Application Server Metwark Deplayment 8.5.0.2

e IBM® Business Process Manager Advanced 8.5.0.0
Business Process Manager Advanced Process Center
Business Process Manager Advanced Process Server Production
Business Process Manager Advanced Process Server Mon-production

O show dependencies | Expand Al || Collapse all | | Restore Default
- Selected by Installation Manager because of dependencies

Details

IBM® Installation Manager 1.6.2

The IEM® Installation Manager is a tool that you can use to install and maintain your software packages.

=

@ = Back. I Mext = | | Inistall | | Cancel |

Figure 5-8 Feature selection
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10. Verify that all selections are correct and click Install, as shown in Figure 5-9.

& 1BM Installation Manager !IEI E I

Install Packages =T

-9

r
Reeview the summary information. é_?_ﬁ

—
Inskall Licenses Location Features | Summary ]

Target Location
Package Group Name: 1EM WebSphere Application Server Y8.5
Installation Directary: CAIBMYBPMY 8.5
Shared Resources Directory: A IEMiIMShared

Packages

Packages l:l

[ IEME Instalation Manager 1.6.2

1B WebSphere Application Server Metwork Deployment 8.5.0.2

9‘; IEM WebSphere Application Server Mebwork Deployment 8.5.0.2
fﬁ‘ 5.5, 0.0-W5-WaS-IFPME70594 8,5.0,20130415_10258

ﬁﬁ‘ 5.5, 0.0-W5-WAS-IFPME7 745 8,5.0,20130424_1529

LT_,“ﬁ 5.5.0.2-W5-WAS-IFPME0035 5.5.2, 20130417 _1450

ﬁ £.5.0.2-WS-WasSProd-IFPMES990 5.5.2. 20130425 _1330

lﬂf 8.5.0.2-WS-WasSProd-IFPME7974 8.5.2,20130512_1528

IBM® Business Process Manager Advanced 8.5.0.0

[ IBME Business Process Manager Advanced 8.5.0.0

E

Environment Disk Space Information
English Tokal Available Space
L 17,35 GB

Total Download Size: 2,37 GB
Total Installation Size: 5.24 GB

» Repository Information

@ = Back [exk = | | Install I | Cancel

Figure 5-9 Summary information
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11. Select None in the Which program do you want to start? section because we
do not use the Profile Management Tool in our installation procedures. Click
Finish (as shown in Figure 5-10) to finalize the installation of IBM BMP 8.5.

&) 1BM Installation Manager M=l E3
Install Packages = ]
===

“ The packages are installed, Wiew Log File

The Following packages were installed: Swhich program do wou want ko skark?

= e, IBM WebSphere Application Server 8.5 O Profile Management Tool to create a profile.
= f,j IEM WebSphere Application Server Metwark Deploym
ﬂi’i{n 5.5.0.0-WS-WAS-IFPME7094 §.5.0,20150415_11

Eﬂ;ﬂ 8.5.0.0-WS-WAS-IFPME7745 8.5.0,20130424 _1!

Li_,ﬂi;" 5.5.0.2-W3-WaS-IFPME60SS §.5.2,20130417 _1

fﬁ' 8.5.0.2-WS-wasProd-IFPMES990 5.5, 2, 201 3042

Ifi;n 8.5.0.2-WS-WwasProd-IFPMETI74 5.5.2, 2013051

L]:J IBM® Business Process Manager Advanced 8.5.0.0

Installation Manager was successfully installed into: CAIBMIM, edlipse

Mate: IF the packages support rollback, the temporary directary contains rollback files For installed packages. ¥ou can delete the files on
the Files For rollback preference page.

Figure 5-10 Binary install completion

Install fixes
We now assume that you already identified, downloaded, and extracted the
required fixes as described in 5.3.1, “Identifying required fixes” on page 94.

Fixing a configured system: If you want to install the fixes into an existing,
fully configured IBM BPM 8.5 system, make sure to stop all clusters, node
agents, and deployment managers. Back up the entire BPM_HOME folder and
all databases.
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Complete the following steps to install the fixes:

1. Start the graphical IBM Installation Manager and click File — Preferences —
Repositories.

2. Click Add Repository, browse to the folder that contains the fixes, and select
the repository.config file.

3. Repeat step 2 for each fix and click OK to close the preferences window, as
shown in Figure 5-11.

& 1BM Installation Manager

Fil=:  Help

IBM Installation Manager
& Preferences = E3

| type Filker bext Repositories T o

Repositoties
Appearance Repositories:

Files For Rallback Lacation | Connection | add Repository. . |
Help CIEMbpminstall|fixestE.5,0,0,WS-EPMPSPCPD-IF R 46828 combined!, .. g4
"I”tEf”Et CAIBMibprinstallifixests.5.0.0. WS-EPMPSPCPO-IF 46529, combined!. .. 4. Edit Repository... |
- Passport Advantage CAIBMibpminstallFixes\8.5.0,0-WS-BPM-IFIR46651 {repository config .

[ Updates Remove Repository |
Mowe Up |

[Move Down |
Clear Credentials |
Test Conmections |

Service repositories are remote locations where updates or extensions to packages (including the Installation Manager itself) are
skored,

¥ Search service repositories during installation and updates,

Restore Defaults | Apply |

Figure 5-11 Configuring repositories for fixes
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4. Click Update in the main window, as shown in Figure 5-12.

& 1BM Installation Manager
File Help

=] E3
IBM Installation Manager

Install

Install software packages.

Update

G| ek Discover and install updates and
- fixes to installed software packages,

Roll Back

Modify

{ f Change installed software packages
S

vy adding or removing Features and \"I ol Uninstall
functions,

=

Figure 5-12 IBM Installation Manager main window
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5. Confirm the installation folder and click Next, as shown in Figure 5-13.

& I1BM Installation Manager =]

Update Packages =
Select a package group to find updates For.

Package Group Mame I Director
- B 1BM WebSphere Application Server ¥8.5 CAIBMEBPMvE.5

O update al

Details Bt

16M WebSphere Application Server ¥8.5

* Shared Resources Directory: CAIBMIMShared
® Installation Directory: C:4IBMiBPMiWE.S

® Eclipse IDE: CHIEMIEPMIvE.S

® Translations: English

Installed Packages and Fixes

* IEM WebSphere Application Server Metwork Deployment 8.5.0.2
* 5,5.0.0-WI-WAS-IFPME7094 5.5.0,20130415_1028
* 5.5.0.0-WS-WAS-IFPME7745 5.5.0.20130424 _1529
® 5.5.0.2-WS-WAS-IFPMS60SS 5.5.2. 20130417 _1450 ﬂ

53] = Back I Mext = | | Update | | Cancel |

Figure 5-13 Confirm installation folder

6. When prompted for an IBM ID to access the IBM download site, click Cancel
twice because the fixes already were downloaded and added as repositories
to the Installation Manager.
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7. Make sure that all required fixes are selected and click Next, as shown in
Figure 5-14.

&l 16M Installation Manager

P[=] E3
Update Packages

Select the fixes bo install,

.
Fixes | Recommended | Yendar | Status
E|--- %, IBM WebSphere Application Server ¥&.5
SR [IE

= IBM® Business Process Manager Advanced §.5.0.0 (Installed)
fi;n 8.5.0.0-WS-BPM-IFIJR465823 8.5.0.20130612_1222
Eﬁ;ﬂ 8.5.0.0-WS-BPM-IFJR46529 8.5.0.20130612_1231
| ﬁi{n 8.5.0.0-WS-BPM-IFJR46851 8.5.0.20130613_0927

Enlf 8.5.0.0-WS-BPMPLPD-IFPD46828 8.5.0.20130612_122:
fi;n 8.5.0.0-WS-BPMPCPD-IFPD46829 8.5.0.20130612_123.

LR

1] | &
Shows recommended only

Select Recommended

< Back I Mext = || lUpdate || Cancel

Figure 5-14  Fixes selected
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8. Click Update, as shown in Figure 5-15.

A 1BM Installation Manager

Update Packages

Review the summary information,

S
Update Packages Updates Features Summary: 2]

Target Location

Package Group Mame: IEM WehSphere Application Server ¥a.5
Installation Directary: CAIBMIBPM S, S
Shared Resources Directory:  C:AIEM IMShared
Updates
Fix: I

=l @} IBM® Business Process Manager Advanced 8.5.0,0 {Installed)
m 5.5.0.0-W5-BPM-IFIR46525 5.5.0,20130612 _1222
m 5.5.0.0-WS-BPM-IFIR46529 §.5.0,20130612_1231
Eﬁ’ 5.5.0.0-WS5-BPM-IFIR46351 5.5 0,20130613_09:27
ﬂ’:ﬁ’ §.5.0.0-W3-BPMPCPD-IFPD40525 5.5.0. 20130612 _1225
TE §.5.0.0-WS-BPMPCPD-IFRPD46529 5.5.0,20130612_1235

Disk Space Information

Tatal Available Space
i 12,03 GB

Total Download Size: 433.0 KB
Total Installation Size: 1,45 MB

» Repository Information

P

@ < Back ek =

| I Update

Cancel

Figure 5-15 Update packages
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9. After the installation is finished, click Finish, as shown in Figure 5-16.

& 1BM Installation Manager H=] I
Update Packages PE’
NI

ﬂ The packages are updated. Yiew Log File

All the Following updates were installed:

Update | Installation Direckar
= %, IBM WebSphere Application Server ¥&.5 A IBMIBPM S S
=] L‘I:,} IBME Business Process Manager Advanced §.5.0.0 {In
ﬁjﬁ" 5.5.0.0-W3-BPM-IFIR456525 8.5.0.20130612_1222
E_,:ri';' 5.5.0.0-WS-BPM-IFIR46529 8,5.0,20130612_1231
G:Ti;n 5.5.0.0-W3-BPM-IFIR465851 8.5.0,20130613_0927
fﬁ' 5.5.0.0-WS-EPMPCPD-IFPD46825 5.5.0.20130612
ﬁfﬁ' 5.5.0.0-WS-BPMPCPD-IFPD46329 8.5.0,2013061 2,

Mote: If the packages support rollback, the temparary directary contains rollback files For
installed packages. You can delete the files on the Files for rollback preference page.

Figure 5-16 Installation completed

10.Validate the installed fixes by running the following commands:
— Windows:

%BPM_HOME%\bin\versionInfo.bat —ifixes
%BPM_HOME%\bin\versionInfo.bat -fixpacks

— UNIX based:

$BPM_HOME/bin/versionInfo.sh —ifixes
$BPM_HOME/bin/versionInfo.sh -fixpacks

If you are installing the fixes into an existing, fully configured IBM BPM 8.5, follow
the post-installation instructions that are specified in the ifix specific readme file
for each ifix. In case of a fixpack installation, follow the fixpack-specific upgrade
instructions (often available online), such as, for profile and cluster upgrade.
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For more information about installing fix packs and interim fixes, see this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/index.jsp?topic=/com.
ibm.wbpm.imuc.doc/topics/updating.htm]

5.4 Configuring the IBM BPM environment

The following options that are recommend when you are configuring the IBM
BPM 8.5 environment. In this section, we outline the pros and cons of each
option and the typical use cases:

» Option 1: Profiles and deployment environment wizard

— Pros:

Easy-to use graphical user interface of the wizard.
Small number of mandatory parameters to specify.

Convenient environment-specific, auto-generated defaults are provided
by the wizard.

Can test database connectivity.
Can export the configuration as BPMConfig properties file.

— Cons:

Manual steps are used to create and federate WebSphere Application
Server profiles.

Not scriptable.
Limited database configuration options.

— Typical use cases:

Quick installation of one or two IBM BPM 8.5 environments.

Generate sample properties file for a specific environment (even
without saving configuration), which can later be used to configure
multiple similar IBM BPM environment by using the BPMConfig utility.

» Option 2: BPMConfig
— Pros:

Combines WebSpere Application Server profile creation and
configuration of the IBM BPM environment.

Scriptable.

Targeted to become the default installation utility in future releases of
IBM BPM.
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— Cons:
¢ Complex structure of the properties file with over 25 options to specify.

* Impossible to use environment-specific, auto-generated defaults for
optional parameters (for example, names of cells, nodes and servers).

— Typical use cases:

* Scripted installations (provisioning) of multiple similar IBM BPM
environment.

¢ Advanced customization of installation parameters needed.

¢ Custom database configuration (for example, individual users to
access each DB).

e Migrating from earlier versions of IBM BPM.

In the next section, we describe the IBM BPM configuration process by using
these two options.

5.4.1 Option 1: Profiles and wizard

This option consists of the manual creation of WebSphere Application Server
profiles by using the manageprofiles command-line utility followed by the
configuration of the IBM BPM environment by using the deployment environment
wizard (part of the WebSphere Application Server administrative console).

We suggest that the wizard should start the databases (create database objects
and populate tables) so that databases exist and are validated (for more
information, see 5.2, “Creating and validating databases ” on page 92).

Creating WebSphere profiles

The following types of WebSphere Application Server profiles that must be
created.

» Deployment manager
» Managed Node

At least one single deployment manager profile and one Managed Node profile
must be created per IBM BPM environment.

The name of each profile must be unique in the scope of a particular WebSphere
Application Server installation (machine).
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Creating the deployment manager profile

Before we can create the profile, we must set a few environment variables by
completing the following steps:

1. Set profile-scoped environment variables.

Similar to the binary installation procedure (for more information, see 5.3.1,
“Identifying required fixes” on page 94), we use the following environment
variables to parameterize the commands:

— Windows:

set BPM_HOME=D:\IBM\BPM\v8.5
set HOST_NAME=conesx-vm60.bocaraton.ibm.com
set DMGR_PROFILE_NAME=PCDmgro01

— UNIX based:

export BPM_HOME=/opt/IBM/BPM/v8.5
export HOST_NAME=conesx-vm60.bocaraton.ibm.com
export DMGR_PROFILE_NAME=PCDmgr01

Adjust the variables accordingly to match your configuration.

It is recommended to always specify a fully qualified domain name (FQDN) as
the host name. This is required for a Process Designer that is in a different
network domain to connect to the environment (Process Inspector in case of
runtime environment).

We suggest a simple installation approach in which you configure only
parameters that must be configured, and allow the product to use auto
generated default values for the rest of parameters.

If you have strict and well-defined WebSphere Application Server naming
conventions, you can also specify parameters, such as, -cel1Name or
-nodeName or any other manageprofiles parameters that are listed in the
documentation that is available at the following website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/topic/com.ibm.wbpm
.ref.doc/topics/rins_manageprofiles_parms.htm]

2. Create Deployment Manager profile.

The command to create the deployment manager profile uses the
environment variables that were defined earlier, but there is a —adminPassword
parameter that must be specified in the command line. Use a complex
password to avoid changing the password in the future.

Unlike previous versions of the IBM BPM products, in V8.5 there are now only
two default users (no more tw_* users).
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The cell administrator (celladmin) is the primary WebSphere Application
Server administrator. A user that is assigned to this role can assign other
administrator roles, and is responsible for the administration of the cell and
topology. A user that is assigned to this role is not responsible for the
administration of the IBM BPM components, which is now the responsibility of
deployment environment administrator (deadmin or bpmadmin) who is the
primary IBM BPM administrator. A user that is assigned to this role has
administrative access to the Process Center and Process Admin Console. For
more information about IBM BPM security roles, see this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/index.jsp?topic=%2
Fcom.ibm.wbpm.admin.doc%2Fadminguide%2Ftopic%2Fmanaging users_E.htm]

Run the following commands to create a Deployment Manager profile:
— Windows:

cd %BPM_HOME%

bin\manageprofiles.bat -create -templatePath
%BPM_HOME%/profileTemplates/BPM/BpmDmgr -profileName
%DMGR_PROFILE_NAME% -hostName %HOST_NAME% -adminUserName
celladmin -adminPassword celladmin

— UNIX-based:

cd $BPM_HOME

./bin/manageprofiles.sh -create -templatePath
$BPM_HOME/profileTemplates/BPM/BpmDmgr -profileName
$DMGR_PROFILE_NAME -hostName $HOST_NAME -adminUserName celladmin
-adminPassword celladmin

3. After the successful completion, you see a message similar to the one that is
shown in the following example:

INSTCONFSUCCESS: Success: Profile PCDmgrOl now exists. Please
consult D:\IBM\BPM\v8.5\profiles\PCDmgr01\1ogs\AboutThisProfile.txt
for more information about this profile.

4. Start the newly created deployment manager profile by running the following

commands:

— Windows:
%BPM_HOME%\profiles\%DMGR_PROFILE_NAME%\bin\startManager.bat

— UNIX-based:

$BPM_HOME/profiles/$DMGR_PROFILE_NAME/bin/startManager.sh
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5. After successful startup, you see a message similar to the one that is shown
in the following example:

ADMUO116I: Tool information is being logged in file
D:\IBM\BPM\v8.5\profiles\PCDmgr01\Togs\dmgr\startServer.log
ADMU0128I: Starting tool with the PCDmgrOl profile

ADMU3100I: Reading configuration for server: dmgr

ADMU3200I: Server Taunched. Waiting for initialization status.
ADMU3000I: Server dmgr open for e-business; process id is 3608

Log in to the WebSphere Application Server administrative console as the
celladmin user by using a URL similar to the one that is shown in the
following example. Change the HOSTNAME placeholder with the host name of
the machine where the deployment manager profile was created and started:

https://HOSTNAME:9043/ibm/console/

Creating nodes profiles

Before we can create the profile, we must set a few environment variables by
completing the following steps:

1. Set profile-scoped environment variables.

Similar to the binary installation procedure (see “Set binary-scoped
environment variables” on page 95), we use the following environment
variables to parameterize the commands:

— Windows:

set BPM_HOME=D:\IBM\BPM\v8.5

set HOST_NAME=conesx-vm60.bocaraton.ibm.com

set NODE_PROFILE_NAME=PCNode01

set DMGR_HOST_NAME=conesx-vm74.bocaraton.ibm.com

— UNIX-based:

export BPM_HOME=/opt/IBM/BPM/v8.5

export HOST_NAME=conesx-vm60.bocaraton.ibm.com
export NODE_PROFILE_NAME=PCNodeO1

export DMGR_HOST_NAME=conesx-vm74.bocaraton.ibm.com

Adjust the variables accordingly to match your configuration.

It is recommended to always specify a fully qualified domain name (FQDN) as
the host name. This is required for a Process Designer that is in a different
network domain to connect to the environment (Process Inspector in case of
runtime environment).
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2. Create a node profile on each machine in the environment by using the
following commands. The first node can coexist on the same machine with the
deployment manager profile that was created earlier:

— Windows:

cd %BPM_HOME%

bin\manageprofiles.bat -create -templatePath
%BPM_HOME%/profileTemplates/BPM/BpmNode -profileName
%NODE_PROFILE_NAME% -hostName %HOST_NAME%

— UNIX-based:

cd $BPM_HOME

./bin/manageprofiles.sh -create -templatePath
$BPM_HOME/profileTemplates/BPM/BpmNode -profileName
$NODE_PROFILE_NAME -hostName $HOST_NAME

3. After successful completion, you see a message that is similar to the one that
is shown in the following example:

INSTCONFSUCCESS: Success: Profile PCNodeOl now exists. Please
consult D:\IBM\BPM\v8.5\profiles\PCNode01\1ogs\AboutThisProfile.txt
for more information about this profile.

Federating managed node to deployment manager

Federate the managed profile that was created with the deployment manager
profile. Before you run the following commands, specify the correct password for
the celladmin user:

» Windows:

%BPM_HOME%\profiles\%NODE_PROFILE_NAME%\bin\addNode.bat
%DMGR_HOST_NAME% -user celladmin -password celladmin

» UNIX based:
$BPM_HOME/profiles/$NODE_PROFILE_NAME/bin/addNode.sh $DMGR_HOST NAME
-user celladmin -password celladmin
After successful completion, you see a message of which the last line is similar to
the following example:
ADMUO0OO3I: Node conesx-vm74NodeOl has been successfully federated.

Backup installation

Now that IBM BPM is installed and profiles are created and federated, it is time to
back up the entire installation to restore it in case something goes wrong during
the deployment environment creation.
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Complete the following steps:

1. Stop all node agents by clicking WebSphere Admin Console — System
administration — Node — select all nodes — Stop.

2. Stop the deployment manager by clicking WebSphere Admin Console —
System administration — Deployment manager — Stop.

3. Back up the entire BPM_HOME directory on all machines in the environment.

4. If a virtual machine is running, take a snapshot of each virtual machine
instead of backing up the folders. On UNIX based systems, you can create a
.tar file of the BPM_HOME file system.

Creating the IBM BPM deployment environment

The deployment environment wizard can be considered a graphical user
interface for the BPMConfig utility (see 5.4.2, “Option 2: BPMConfig” on

page 141) because the utility is used by the wizard to generate the deployment
environment. The wizard is part of the WebSphere Integrated Solutions Console
that is deployed on the deployment manager profile, which, if you followed the
installation procedure, should be stopped at the moment.

Complete the following steps

1. Start the deployment manager profile by running the following commands:

— Windows:
%BPM_HOME%\profiles\%DMGR_PROFILE_NAME%\bin\startManager.bat
— UNIX-based:

$BPM_HOME/profiles/$DMGR_PROFILE_NAME/bin/startManager.sh

2. After it is started, login to the console via the URL that is similar to the
following URL by using your celladmin credentials:

https://HOSTNAME:9043/ibm/console/

3. Click Servers — Deployment Environments and click New... to start the
wizard, as shown in Figure 5-17 on page 128.
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y WebSphere Integrated So! x L‘m - -

€ - C M [ prs//conesx-vm74.bocaratonibm.com:9043/ibm/console/login.do?action=secure i
T —

[ soitware

Cell=conesx-wvm74Cell01, Profile=PCDmgr01

| view: [aitase ] |
— Deployment Environments ? =

Welcome
T Deployment Environments
Select the deployment environments to manage. ¥ou can manage deployment environment that are created using patterns.

i | Start | | Stop | | Hew... |

All servers B B [ [
[@ Server Types i =

=l Servers

~

Clusters Select‘ Status |Dep|uyment Environment Name £ Features Pattern 2 Description 3

Deployment Environments None
DataPower

Total 0

Cars Groups
Applications
Johs
Services
Resources
Runtime Operations
Security
Operational policies
Environment
Integration Applications
(] System administration
Users and Groups
Manitering and Tuning
[+ Troubleshooting
Service int=gration

[ UDDI

Figure 5-17 Create a deployment environment

4. Figure 5-18 on page 129 shows how to create a deployment environment.

Provide a deployment environment name DEVPC, with your administrator user
name bpmadmin and the password.

For the type of deployment environment, select Advanced Process Center,
and for the cluster pattern select Application, Remote Messaging, and
Remote Support. Click Next to continue.
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Deployment Environments

Create a Deployment Em

Enter the deployment envircnment name and the deployment envirenment administrator user name and password.

# Deployment environment name
[oeveC

# Deployment environment administrater user name
[epmadmin

# Password

# Confirm password

Select the type of deployment environment.

Select| IBM BFM Deployment | Description
Environment Type

Standard Process

el Store, test, and administer process applications and toolkits that are authaored in Process Designer.

) Standard Process Run processes and services in process applications that are deployed from the Standard Process Center.

e Server
Advanced Process Store, test, and administer process applications and toolkits that are authored in IBM Process Designer
Center and IEM Intagration Designer.
Advanced Process Run processes, services, and SCA modulaes in process applications that are deployed from the Advanced
Server Process Center, or run modules that are deployed directly.

Advanced-only Process | Run SCA modules only. You deploy these modules from the command line or the WebSphere
Server administrative console. This server is the IEM BFM equivalent of IBM WebSphere Process Server.

Select a cluster pattern for the deployment environment.

Select | Deployment Environment Description
Pattern

Application, Remote Messaging, | Defines one cluster for application deployment, one remote cluster for the messaging
and Remote Support infrastructure, and one remaote cluster for the supporting applications

@ |single Cluster Defines unelappllcatllunldeployment target cluster, which includes the messaging infrastructure
— and supporting applications

i Mext . Cancel

Figure 5-18 Create New deployment environment
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5. Figure 5-19 shows the Step 1: Select Nodes window of the wizard. Select the
nodes to use for your deployment environment and click Next to continue.

Create a deployment envirenment

Create a deployment environment

: Select Nodes Select Nodes

: Define Clusters

[ select the nodes to uze for the deployment environment. The DEVPC deployment environment

: Customize Cluster has an Application, Remote Messaging, and Remote Support pattern and, therefare, requires at
Name and Ports least one node.
For high-availability and failover environments, select two nodes. For scalability, select more than
: Configura two nodes.
Databases
: Summary
Select| Node 2 Wersion Host
conasx-vme0ONoda01 EPMAPC 2.5.0.0 conaesx-vme0.bocaraton.ibm.com
conesx-vm74Noda0l EPMAPC 8.5.0.0 conesx-vm74.bocaraton.ibm.com

Number of nodes required 1
Number of nodes selected 2

Meaxt | Cancel

Figure 5-19 Select Nodes window

6. Figure 5-20 shows the Step 2: Define Clusters window of the wizard. Map
each cluster to the listed nodes by indicating the number of cluster members
per node. Click Next to continue.

Create a deployment environment

Create a deployment environment

: Selact Nodes Define Clusters

: Define Clusters Map each cluster to the listed nodes by indicating the number of cluster members per node.

: Customize Cluster Node £ Version Application Deployment | Messaging Supporting
MName and Ports Target Infrastructure Infrastructure

conasx- BPMAPC

: Configure

e vmEONod=0l | 8.5.0.0 2 | 1 |

= conasx- BEPMAPC
EEHEITIEIaeY, vm74Node0i 8.5.0.0

| Previous | | Next | | Cancel |

Figure 5-20 Define Clusters window
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7. In Figure 5-21, Step 3: Customize Cluster Name and Ports of the wizard, we
suggest keeping the auto-generated default names for Clusters and Cluster
Members, unless you have strict and well-defined naming conventions.

A Starting Port does not have to be set unless you have a port conflict for one
of the default ports that are used by the IBM BPM installation on the particular
machine. Another installation of IBM BPM on the same machine causes such
port conflict. Click Next to continue.

Create a deplayment enviranment

Create a deployment environment

: Salact Nodas Customize Cluster Name and Ports

: Define Clusters Customize a cluster and its cluster members by entering names or port numbers. Starting ports in
the same node must have a difference of at least 20 between their port numbers.

=3 : Customize Cluster
AR T Application Cluster

: Configure # Cluster Name

Databases [DEvRC.ApPCluster
& Summary
MNode Name Cluster Member Name Starting Port
conesx-vm&0NodeOl |DEVPC.AppCIuster.conesx-vml | |
conesx-vm74Node0l |DEVPC.ﬁppCIuster.conesx-vml | |

Remote Messaging Cluster

# Cluster Name

DEVPC.MECIuster

MNode Name Cluster Member Name Starting Port
conasx-vm60Node01 |DE\.’PC.MECIuster.conesx-vmﬁl | |
conesx-vm74Nodel1 |[pEVPC.MECIUSter.conesk-vm7]| [ |

Remote Support Cluster

# Cluster Name
DEVPC.SupCluster

Node Name Cluster Member Name Starting Port
conesx-vmG0NodeO1 [DEVPC.SupCluster.conesx-vm| [ |
conesx-vm74Nodeldl |DEVPC.SupCIuster.:unesx-vml | |

! Pravious [ | Next | ! Cancel [

Figure 5-21 Customize Cluster window
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8. Step 4: Configure Process Server of the wizard, is specific to a Process
Server deployment environment only. The bpmadmin user that is specified in
Figure 5-22 is the Process Center’s user. Configure the Process Server
properties and click Next to continue.

Create a deployment environment

Create a deployment environment i

(=] Messages

[} The connection test was successful.

: Select Nodes m‘ﬁw ffe Process Server VEer
: Define Clusters Configure the Process Server properties.

Process Server

: Customize Cluster
Name and Ports

=P : Configure Process # Environment name:
Server [PrROD1

: Configure Environment type:
Databases Production EI

: Summary

Process Center Connection Information

T :
Use sarver offline
Protocol:

Haost name or virtual host in a load-balanced environment:
conesx-vm74.bocaraton.ibm.com

Port:
[so20 |

User name:
|bpmadmin |

Password:

Confirm password:

| Previous | | Next | | Cancel |

Figure 5-22 Configure Process Server connection to Process Center
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9. The following steps require that the databases are created so that connection
to the databases can be tested. Figure 5-23 shows Step 4: Configure
Databases of the wizard for an Oracle database environment.

Create 3 deployment environment

Create a deployment environment 7

[=] Messages

[ The connection test was successful.

s Debires Edit the database parameters for the data sources that are used by this deployment envirenment.
Clusters # Select pravider
: Customize | Rl E”
Cluster Name and Shared parameters:
Ports
# Server # Port
: Configure |cone5x-vm50.bucaratnn.ihm.1| |1.521. |
Databases ¥
* Instancnle mame Create Tables
|un:|.udc.|bm.|:um |
: Summary
Databases:
Cell database
# lUser name # Password #_Confirm password
VMEOCMNSSDEL ]
Common database
# lUser name # Password #_Confirm password
VMEOCMNSSDEL |
Process database
# User name # Password # Confirm password
[vMeoEPMESDEL |
Performance Data Warehouse database
# User name # Password # Confirm password
[vMeoPDWESDEL |
Select the databases that you want to separate from the Process database.
= E User name Password Confirm password
[ Messaging B
MEDBA
Business Process Chorecgrapher User name Password Confirm password
BPEDEA

| Previous l | Mext I | Cancel |

Figure 5-23 Configure Database for Oracle
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In Figure 5-24, we use only three databases, with Common and Cell
databases shared. This example shows a use case for a Microsoft SQL
database.

Create a deployment environment

Create a deployment environment

=] Messages

[} The connection test wasz succes=zful.

: Select Nodes m fi “-g Databases '. b '. e

: Define Clusters Edit the database parameters for the data sources that are used by this deployment
envirconment.
: Customize Cluster

Name and Ports # Selact provider

Microsoft SQL Server without Windows Authentication Izll

: Configure Process

Shared parameters:
# User name # Password # Confirm password

bpm_user | ansesnes | |nnun

* Seie # Port Create Tables
:unesx-vmsEl.bcu:aratun.ibm.il |l433 |

Databases:
Common database
#* Name
VM74EPMESDEL_CMN |
Process database
#* MName
[vmM74EPMBSDB1_BPM |

Performance Data Warehouse database

#* Mame
VM74BPMESDEL_PDW |

Select the databases that you want to separate from the Process database.

Messaging P::En;;

| Brevious F | Next | | Cancel }

Figure 5-24 Configure Database for MS SQL
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Keep the Create Tables selected so that the wizard populates the databases
when the deployment environment is generated. The database users must
have appropriate permissions that are granted (for more information, see

Chapter 4, “Preparing your infrastructure” on page 59).
Figure 5-25 shows a Configure Database window for IBM DB2.

Create a deployment environmant

Create a deployment environment

=] Messages

i} The connection test was succes=sful.

: Selact Nodes Configure Databases

: Define Clustars

Edit the database parameters for the data sources that are used by this deployment
environment.

: Customize Cluster
Name and Ports # Select provider

| DB2 IZ||
: Configure Process
Eaher Shared parameters:
# User name # Password # Confirm password
: Configure bpm_user | asaeasee | |nno-u
Databases
iSewver = # Poct Create Tables
: Summary :unesx—vaD.bucaratun.lbm.il |SDDDD |
Databases:

Common database

# Mame
[VM74BPME5DEL_CMN |
Process database

#* MName
[vm74BPMESDB1I_BPM |

Performance Data Warehouse database
# Mame
[vM74BPME5DBL_POW |

Select the databases that you want to separate from the Process database.

Name

E Messaging e

| Previuus' | Nextl | Cancel |

Figure 5-25 Configure Database for IBM DB2 window
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10.Before you select Generate Deployment Environment (as shown in
Figure 5-26), make sure that you select Export for Scripting to save your
configuration options in a properties file that can be customized later and

used to install more nodes or other environments by using the BPMConfig
utility.

If you select Cancel, no changes are applied to the configuration or your
databases.

Creats a deployment environment

Create a deployment environment

: Select Nodas Summary

: Define Clusters This summary shows an overview of your new deployment environmeant.

: Customize Cluster
Name and Ports

Click Generate Deployment Environment to complete the wizard and generate the deployment
environment.

Click Export for Scripting to export a properties file that you can use in a BPMConfig script.
: Configure
Databases

Overview
= Summary Parameter Value
Deployment environment name DEVPC

Deployment environment administrator user
name

bpmadmin

Deployment environment type Advanced Process Center

Deployment environment pattern Application, Remote Messaging, and Remote

Support

Deployment Targets

Cluster Name Nodes Cluster Members Ports

DEVPC.AppCluster |conesx-vme0Nodell

DEVPC.AppCluster.conesx-vme0Node01.0
conesx-vm74Node0l

DEVPC.AppClustar.conesx-vm7 4Mode01.0

DEVPC.MECluster conesx-vmG60Node01

conesx-vm74Node0l

DEVPC.MECluster.conesx-vm60Node01.0
DEVPC.MECluster.conesx-vm74Node01.0

DEVPC.SupCluster | conesx-vm&0NodeO1

DEVPC.SupCluster.conesx-vm&0Mode01.0
conesx-vm74Node0l

DEVPC.SupCluster.conesx-vm74Node01.0

Data Sources

Name Database Name Database Provider Database Host
ProcessServerDB | orcl.odc.ibm.com Oracle conesx-vm&0.bocaraton.ibm.com
SharedDb orcl.odec.ibm.com Cracle conesx-vmed.bocaraton.ibm.com
CellOnlyDb orcl.ode.ibm.com Oracle conesx-vm&0.bocaraton.ibm.com
PerformanceDB orcl.odc.ibm.com Oracle conesx-vm60.bocaraton.ibm.com
| Previous I | Export for Scripting t | Generate Deployment Environment | | Cancel I

Figure 5-26 Configuration Summary before generation
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11.Upon successful generation of your deployment environment, you see the

Configuration Status, as shown in Figure 5-27. Click Save Changes to save
the generated configuration to the cell’s master repository. If you select
Discard Changes, you also must re-create the databases because those are
started and bootstrapped during the environment generation process.

Configuration Status

5/158/13 3:47

5/19/13 3:50

HEHERREHEEREEHEEREERERERRREERREE

Show Changes |

S5/19/13 3147
5/15/13 2:47:
S/15/13 2:47;
S/15/13 3:47:
S/15/13 3:47:
S/15/13 2:47:

S/13/13 3:47:
S/13/13 3:47:
S5/19/13 3i48:
5/15/13 2:48:
5/19/12 2:48:
S5/15/13 3:48:

S/15/13 3:53:
5/19/13 3:53:
5/19/13 3:53:
5/19/13 3:53:
5/19/13 3:55:
5/15/13 2:55:
5/15/13 2:55:
5/15/13 3:55:
5/15/13 3:55:
5/15/13 2:55:
5/15/13 2:55:

13 PM
20 PM
20 PM
20 PM
35 PM
25 PM

46 PM

55 PM
55 PM
01 PM
02 PM
032 PM
14 PM

141 PM

0s PM
035 PM
035 PM
05 PM
07 PM
i3 PM
i3 PM
12 PM
12 PM
57 PM
57 PM

Beginning configuration ...

Generating SQL files.

Provisioning cell.

Generating database configuration files to CHIBMVBPM\vE.5\profiles\PCDmgri1dbscripts\conesx-vm74Cell01.,
Configuring the databasa(s).

Configuring the cell.

Configuring the deployment manager.

Provisioning deployment environment.

Generating database configuration files to CHIEM\BPM\wE.5\profiles\PCDmgro1h\dbscripts\DEVPC.
Performing security configuration.

Creating clusters.

Configuring data sources.

Configuring the database(s).

Configuring clusters.

Provisioning managed node conesx-vm&0NodeOl.

The HTTF and HTTFS ports are added to the virtual hosts list.
Configuring the node.

Creating cluster members.

Configuring the REST services end points.

Provisioning managed node conesx-vm74Nodell.

The HTTP and HTTPS ports are added to the virtual hosts list.
Configuring the node.

Creating cluster members.

Configuring the REST services end points.

The configuration has ended.

Save Changes | Discard Changes Close

Figure 5-27 Configuration results

Saving the changes can take some time, so the process should be left to run
until it is complete.

12.When the deployment manager is back up and running, run the following

commands on each node in the environment to synchronize the nodes.
— Windows:

%BPM_HOME%\profiles\%NODE_PROFILE_NAME%\bin\syncNode.bat
%DMGR_HOST_NAME% -user celladmin -password celladmin
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— UNIX based:

$BPM_HOME/profiles/$NODE_PROFILE_NAME/bin/syncNode.sh
$DMGR_HOST_NAME -user celladmin -password celladmin

13. After successful completion, you see a message that is similar to the one that
is shown in Example 5-10.

Example 5-10 Completion message

ADMUO116I: Tool information is being logged in file
D:\IBM\BPM\v8.5\profiles\PCNode01\1ogs\syncNode.log

ADMU0128I: Starting tool with the PCNodeOl profile

ADMUO401I: Begin syncNode operation for node conesx-vm74NodeOl with

deployment manager conesx-vm74.bocaraton.ibm.com: 8879

ADMUO016I: Synchronizing configuration between node and cell.

ADMU0402I: The configuration for node conesx-vm74Node0l has been

synchronized with deployment manager conesx-vm74.bocaraton.ibm.com:

8879

14.Start your nodes by using the following commands:

— Windows:
%BPM_HOME%\profiles\%NODE_PROFILE_NAME%\bin\startNode.bat
— UNIX-based:

$BPM_HOME/profiles/$NODE_PROFILE_NAME/bin/startNode.sh

15.Start the clusters from the menu by clicking WebSphere Admin Console —
Servers — Clusters — WebSphere application server clusters with the
Messaging Cluster being the first clusters.

16.Check the SystemQut.1og of each cluster member for any errors.

Extending existing environment
Complete the following steps to extend the existing IBM BPM 8.5 environment
(such as, adding nodes):

1. Install the IBM BPM binaries on the new machine according to the steps that
are described in 5.3, “Installing IBM BPM binaries” on page 93.

2. Create a managed node profile according to the steps that are described in
“Creating nodes profiles” on page 125.

3. Federate the newly created node profile to the deployment manager
according to the steps that were described in “Federating managed node to
deployment manager” on page 126.
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4. Extend the deployment environment with the newly added managed node by
performing the following steps:

a. Log in to WebSphere Application Server Integrated Solutions Console.

b. Click Servers — Deployment Environments — <DE_NAME (as shown
in Figure 5-28,) where <DE_NAME> represents the name of your
deployment environment, such as, PROD in our example. Click
Deployment Topology to continue.

Cell=conesx

Deployment Environments ? =

Deployment Environments > PROD

A deployment environment manages a set of resources as defined by its deployment topology pattern.

Configuration

General Properties

Additional Properties

Deployment Environment

[prOD

| Deployment Topology

Deferred Cenfiguration
Deployment Environment Pattern

Application, Remote Messaging, and

Fziled Event Manager
Remote Support |

Description Related Items

Authentication Aliases

Deployment Environment Status | * |
Cluster Cluster Name Status
Application PROD.AppClustar *
Messaging EROD.MEC|uster *
Support PROD.SupCluster *

'Appl.\.; | :.DK | Reset Cancel

Figure 5-28 Locating the Deployment Topology window
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c. Select a new node in the Add Nodes drop-down list and then click Add to
add a node to the deployment environment. Specify the number of
members for each cluster to be added. If you do not want to extend a
specific cluster to the node, change 1 to 0 for the cluster, as shown in
Figure 5-29.

Deployment Environments ?

Deployment Environments » PROD > Deployment Topology

Deployment environments are made up of clusters that each play a well defined role within the environment by running related

components. Add the nodes that you wish to configure in the table below. Then, specify the number of cluster members to
assign to each node.

| Configuration
Add Nodes

| conesx-vm62Node02 E” IIdd-

| Resat
Selact | Node = Status | Wersion | Host Application | Messaging Supporting
R Deployment Target | Infrastructure Infrastructure
D Conesx- BPMAPS | conesx- 7 1
| vmE1Node0l * | 8.5.0.0 |vm&l.bocaraton.ibm.com | =
D COnesx- BEPMAPS | conesx- 1 7 1
| vmE2Node0l * | 8.5.0.0 |vm&2.bocaraton.ibm.com | = |
Ij CONEsm- | | EFMARS | CONEsx- | ll | |1 ] | IL
vmE2ZNode02 | * | 8.5.0.0 vmE2.bocaraton.ibm.com | = |
Cluster Status * * *

Apply | Ok Resetl Cancel |

Figure 5-29 Adding a node to the deployment environment

d. Click OK and then click Save.

e. Replicate your configuration changes from the existing nodes to the new
members. This configuration includes overrides that are specified in the
100Custom.xm] file (see Chapter 7, “Post-installation configuration” on
page 217) and JVM configuration (heap size).

f. Perform a full synchronization of the new node.
Update your HTTP load balancer configuration to include the new node.
h. Start the new node and validate its operation.
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5.4.2 Option 2: BPMConfig

This section describes the process that is used for configuring and deploying an
IBM BPM deployment environment by using the newly introduced BPMConfig
utility.

BPMConfig overview

The BPMConfig command-line utility that was introduced in v8.5 can help you
create a typical network deployment environment instead of using the
deployment environment wizard or wsadmin command. The BPMConfig command
uses a properties file that contains all of the values that are used in the
configuration of your deployment environment, including profiles.

Sample properties files are provided for you to copy and customize to configure
your own environments. Messages that are related to the running of the
BPMConfig command are recorded in the BPM_HOME/1ogs/config/BPMConfig.log
file.

Run the BPMConfig command on all the computers that participate in the
deployment environment by using the same properties file.

Use the BPMConfig command to perform the following tasks:

» Validate the configuration settings in an existing configuration properties file.

» Create the BPMDmgr and BPMNode profiles instead of using the Profile
Management Tool or the manageprofiles command-line utility.

» Create the deployment environment and bootstrap the system information.

» Create the required database tables or generate the SQL scripts that you can
use to create your database tables later.

» Extend an existing deployment environment that was created by using the
BPMConfig command.

» Start the deployment environment.

Restriction: Run BPMConfig commands sequentially; do not try to run the
command on multiple machines at the same time.

BPMConfig parameters

In this section, the most important parameters that are used with the BPMConfig
command-line utility are described.

Chapter 5. Deploying an IBM Business Process Manager environment 141



Validate properties file

The following command validates that the configured deployment environment is
correct by comparing it against the values in the properties file that was used to
create that deployment environment:

BPMConfig -validate <properties file>

Create profiles, deployment environment, and DB scripts

This is the BPMConfig all-in-one configuration option. The following command
creates the profiles, deployment environment configuration, and the database
tables or the SQL scripts for creating the required database tables. Depending on
the value that you set for the bpm.de.deferSchemaCreation parameter in the
properties file, the database tables or the scripts to generate the database tables
are created:

BPMConfig -create -de <properties_file>

Create profiles

The following command creates only the profiles that are based on a customized
copy of the sample properties file that is installed with the product. Use this
option to create only the profiles:

BPMConfig -create —profile <properties file>

Create SQL scripts

This option generates only SQL scripts in the output directory by using the
database values that are defined in properties file, as shown in following
example:

BPMConfig -create -sqlfiles < properties file > -outputDir <output
directory>

Start deployment environment

The following command starts the deployment environment by using the
deployment manager and deployment environment name. Also, you can specify
the properties file to start the deployment environment:

BPMConfig -start -profile <Dmgr ProfileName> -de <Deployment
EnvironmentName> -username <DmgrAdmin> -password <Dmgr password>

The following command also can be used:
BPMConfig -start < properties file >
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Stop deployment environment

The following command stops the deployment environment by using the
deployment manager and deployment environment name. Also, you can specify
the properties file to stop the deployment environment:

BPMConfig -stop -profile <Dmgr ProfileName> -de <Deployment
EnvironmentName> -username <DmgrAdmin> -password <Dmgr password>
The following command also can be used:

BPMConfig -stop < properties file >

BPMConfig properties file
The following options are available to create or use a BPMConfig properties file:

» Export by using the deployment environment wizard
» Use sample configuration properties file included with product
» Use configuration properties file from existing environment

Export by using the deployment environment wizard

You can export a sample configuration file by completing the following steps and
customizing the file for other environments and complex properties:

1. Complete a product installation as described in 5.3, “Installing IBM BPM
binaries” on page 93.

2. Create and federate IBM BPM deployment manager profiles.
3. Create and federate managed profiles.

4. Prepare and run the deployment environment wizard until you get to the
Summary window, as shown in Figure 5-30 on page 144.
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: Select Nodes
: Define Clusters

: Customize Cluster
Name and Ports

: Configure Process
Server

: Configure Databases

: Summary

Summary

This summary shows an overview of your new deployment envirenment.

Click Generate Deployment Environment to complete the wizard and generate the deployment

environment.

Click Export for Scripting to export a properties file that you can use in 2 BPMConfig script.

Overview
Parameter valus
Deployment environment name TST_PS
Deployment environment administrator user deAdmin

name

Deployment environment type

Advanced Process Server

Deployment environment pattern

Application, Remote Messaging, and Remote
Support

Deployment Targets

Cluster Name Nodes Cluster Members Ports
TST_PS.AppCluster convios-lp38MNodell TST_PS.AppCluster.convios-lp38Node01.0 10000
convios-lp29Node0l TST_PS.AppCluster.convios-lp29Node01.0 10020
TST_PS.MECluster convios-lp28Node01 TST_PS.MECluster.convios-lp28Node0i.0 10040
convios-lp39Node0l TST_PS.MECluster.convios-Ip39Node01.0 10060
TST_PS.SupCluster convios-lp28Node0l TST_PS.SupCluster.convios-lp28Node01.0 10080
convios-lp39Nodell TST_PS.5upCluster.convios-lp33Node0 1.0 10100

Process Server

Property Value
Environment name EPMTest
Enviranment type Test

Process center connection URL http://convios-lp24.bocaraton.ibm.com: 9080/ ProcessCentar

Data Sources

Name Datzsbase Name Database Provider Datzsbase Host

ProcessServerDB | BPFMDBL DBz convios-lp22.bocaraton.ibm.com

SharedDb CMNDBE1 DB2 convios-lp22.bocaraton.ibm.com

CellonlyDb CMNDB1 DBz convios-lp22.bocaraton.ibm.com

PerformanceDB POWDBEL DBz convios-lp22.bocaraton.ibm.com
Previous Generate Deployment Environment | Cancel |

Figure 5-30 Deployment environment configuration summary

5. Select Export for scripting to generate a properties file and save it to a
preferred location.

6. After the properties file is saved, click Cancel to quit the generation of the
deployment environment because the environment is generated by using the
BPMConfig utility according to the customized properties file.

You can customize and extend the generated BPMConfig properties file and use
it for duplicating IBM BPM environments.
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For more information about the required properties you need to edit for each
deployment type, see “Creating a three-cluster IBM BPM topology by using the
BPMConfig utility” on page 147.

Use sample configuration properties file included with product
Your IBM BPM installation includes several sample configurations files that are
provided as a starting point for your configuration. These sample files are
composed of common properties and settings for different IBM BPM

environments. Before you begin your configuration, select a sample file that most
closely resembles the configuration that you want, copy the file, and customize it

to suit your own environment.

Sample configuration files are provided in the BPM_HOME/BPM/samples/config
folder, as shown in Figure 5-31.

£ pwd

fopt/ibm/WebSphere/AppServer/BPM/ samples/config

£ 1= -la
total 48
drwxr-xr-x

8 bpmuser bpmadm 256 May 30 21:22
drwar-zr-= 2 bpmuser bpmadm 256 May 30 21:22 ..
drwar-zr-x 2 bpmuser bpmadm 4096 May 30 21:22 advanced
drwxr-xr-x 2 bpmuser bpmadm 4096 May 30 21:22 advancedonly
drwxr-xr-x 2 bpmuser bpmadm 4096 May 30 21:22 express
drwxr-xr-x 2 bpmuser bpmadm 8192 Mav 30 21:22 migration
drwxr-xr-x 2 bpmuser bpmadm 256 May 30 21:22 multiplede
drwxr-xr-x= 2 bpmuser bpmadm 4096 May 30 21:22 standard
¢ cd advanced
§ 1s -la
total 582
drwxr-xr-x 2 bpmuser bpmadm 4096 May 30 21:22
drwxr-xr-x 8 bpmuser bpmadm 2568 May 30 21:22 ..
—rwW-I—--r-- 1 bpmuser bpmadm 11350 May 13 11:54 ARdvanced-PC-5ingleCluster-DB2.properties
-CW-L--I-— 1 bpmuser bpmadm 10695 May 195 11:54 Advanced-PC-SingleCluster-DB2zC5.properties
—EW-I——F—— 1 bpmuser bpmadm 12460 May 19 11:54 Advanced-PC-SingleCluster-Cracle.properties
—EW-I-—F-— 1 bpmuser bpmadm 7942 May 19 11:54 Advanced-PC-SingleCluster-SQLServer-Winfuth.properties
—EW-I-—F-— 1 bpmuser bpmadm 11370 May 19 11:54 Advanced-PC-SingleCluster-S5QLServer.properties
—-FW-I--TF-— 1 bpmuser bpmadm 14649 May 19 11:54 Advanced-PC-ThreeClusters-DB2Z.properties
—rwW-I—--r-- 1 bpmuser bpmadm 14334 May 13 11:54 Advanced-PC-ThreeClusters-DB2z(5.properties
—rwW-I—--r-- 1 bpmuser bpmadm 15759 May 13 11:54 ARdvanced-PC-ThreeClusters-Oracle.properties
-CW-L--I-— 1 bpmuser bpmadm 11241 May 15 11:54 Advanced-PC-ThreeClusters-3QLServer-Winfuth.properties
—EW-I——F—— 1 bpmuser bpmadm 14669 May 19 11:54 Advanced-PC-ThreeClusters-S5QLServer.properties
—EW-I-—F-— 1 bpmuser bpmadm 12941 May 1% 11:54 Advanced-P5-SingleCluster-DB2.properties
—EW-I-—F-— 1 bpmuser bpmadm 12286 May 19 11:54 Advanced-P5-SingleCluster-DB2z0S.properties
—-FW-I--TF-— 1 bpmuser bpmadm 14051 May 19 11:54 Advanced-P5-SingleCluster-Oracle.properties
—rwW-I—--r-- 1 bpmuser bpmadm 9533 May 19 11:54 Advanced-P5-5ingleCluster-5QLServer-WinAuth.properties
—rwW-I—--r-- 1 bpmuser bpmadm 12961 May 13 11:54 ARdvanced-P5-5ingleCluster-5QLServer.propercies
-CW-L--I-— 1 bpmuser bpmadm 16240 May 195 11:54 Advanced-P5-ThreeClusters-DB2.properties
-CW-r--r--— 1 bpmuser bpmadm 15925 May 1% 11:54 Advanced-P5-ThreeClusters-DB2zC5.properties
—EW-I-—F-— 1 bpmuser bpmadm 17350 May 1% 11:54 Advanced-P5-ThreeClusters-Oracle.properties
—EW-I-—F-— 1 bpmuser bpmadm 12832 May 19 11:54 Advanced-P5-ThreeClusters-5QLServer-Winfuth.properties
—-FW-I--TF-— 1 bpmuser bpmadm 16260 May 19 11:54 Advanced-P5-ThreeClusters-5QLServer.properties
sh
Figure 5-31 Sample BPMConfig properties file location

For each of the product configurations, there is a different folder that contains
sample configuration files. For example, for IBM BPM Advanced, there is an
advanced folder that contains a set of sample configuration properties files.
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Within each folder, there is a set of files that are specific to the different database
types and configuration environments.

The properties within these sample files are organized into sections that relate to
the different types of environment characteristics. The file also contains
descriptions of the properties and information about values to set.

Table 5-2 provides brief descriptions of each section and their properties.

Table 5-2 IBM BPMConfig properties file section and description

Section

Types of properties

Deployment environment
basic properties

This section contains the properties that relate to the
overall deployment environment, including the
deployment environment name, product configuration
(such as, Express, Standard, Advanced) and
deployment environment type (Process Center or
Process Server).

It also contains a setting that determines whether
database tables should be created during the creation
of the deployment environment.

Deployment environment
and database administrator
authentication alias and role
properties

This section contains the properties for defining the
authentication alias and role properties (such as,
username, passwords, and role mappings) for the
deployment environment administrator and the
database administrator.

Cell properties

This section defines the cell administrator
authentication alias and role mappings.

Deployment manager
properties

This section contains the properties that are related to
the deployment manager node, including deployment
manager profile name, installation location for the
product, deployment manager host name, and SOAP
port.

Node properties

This section contains properties that are related to the
managed nodes in a deployment environment,
including the name, the install location for the product,
and the node profile name, host name, and initial port
assignment. To add managed nodes to a deployment
environment, you create a set of these properties and
specify the properties for that node.
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Section Types of properties

Cluster properties This section defines the cluster capabilities (such as,
application, support, or messaging capabilities) and the
databases that are used on this cluster. In a properties
file that configures a single-cluster environment, there
is only one of these sections. In a properties file that
configures a multi-cluster environment, there is one of
these sets of properties for each of the clusters. When
the configuration is modified to add clusters, you must
duplicate this set of properties and specify the values
for that new cluster.

Cluster member properties This section describes the cluster members for each
cluster and the cluster to which each corresponds.
Properties include the cluster capabilities (such as,
application, support, or messaging capabilities) and the
databases that is used by the cluster.

Database properties This section defines the databases to be used for this
deployment environment, the capabilities for each
database, and the authentication alias and role
mappings for each database. The sample properties
files refer to the set of databases that are required by
default.

Use configuration properties file from existing environment

If you already have an IBM BPM 8.5 environment that is installed and configured
in your organization, you should have a configuration properties file that you can
extend and use to install new environments.

If Option 1 (DE wizard) was used to install that environment, the BPMConfig
properties file that was used by the DE wizard can be found at a path similar to
the one that is shown in the following example:

$BPM_HOME/1ogs/config/bpmconfig-PROD-20130610-205136.properties

Creating a three-cluster IBM BPM topology by using the
BPMConfig utility

This section describes the process that uses the BPMConfig utility to build a
recommended IBM BPM topology. This section also describes all of the required
parameters that you must change in the sample BPMConfig properties for
Process Center and Process Server environments.
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You can also use the sample properties file that is included with this IBM
Redbooks publication for building your IBM BPM environments. The following
high-level steps are used to build an IBM BPM environment by using a sample
configuration file:

1. As with the binary installation procedure (see 5.3, “Installing IBM BPM
binaries” on page 93), we use the following environment variables to
parameterize the commands:

— Windows:
set BPM_HOME=D:\IBM\BPM\v8.5
— UNIX-based:
export BPM_HOME=/opt/IBM/BPM/v8.5

2. Locate the sample configuration file that most closely reflects the environment
you are trying to extend. Sample configuration files are provided in the
following location:

$BPM_HOME/BPM/samples/config

3. Edit the required parameters. Also, modify the properties file to add the other
nodes and profiles to extend the existing environment.

4. Run the BPMConfig command on the deployment manager system and on
each computer that has a managed node, passing it the names of the
properties file you created, as shown in the following example:

$BPM_HOME/bin/BPMConfig -create -de my_environment.properties

Locate and edit the required BPMConfig parameters

Locate a sample properties file that was included with the product and create a
copy of it before you use it. Use the properties file that matches your environment
requirements as closely as possible. For this example, we are using the
Advanced-PS-ThreeClusters-DB2.properties file to build the three cluster
topology.

148 Business Process Management Deployment Guide Using IBM Business Process Manager V8.5



For a better understanding, we are dividing the parameters in the properties file

into the following sections:
» Cell manager properties

Table 5-3 shows the recommended cell manager properties.

Table 5-3 Recommended cell manager properties

Property Description

Sample Value

bpm.dmgr.nodeName Name of the deployment
manager node. Node
name must be unique in
a cell.

convios-Ip39DmgrNode
01

bpm.dmgr.hostname Deployment manager
hostname. Do not use
Tocalhost for
environments that are
spread across multiple

convios-Ip39.bocaraton.i
bm.com

Cell Name must be
unique across IBM BPM
environments.

machines.
bpm.dmgr.installPath The installation location /opt/IBM/BPM/v8.5
of the IBM BPM product.
bpm.dmgr.profileName Deployment manager TSTDmgro1
profile name.
bpm.cell.name IBM BPM Cell Name. convios-Ip39CellManag

er01

bpm.cell.authentication | Cell (WebSphere
Alias.l.user Application Server)
administration
authentication user.

celladmin or wasadmin

bpm.cell.authentication | Cell (WebSphere
Alias.l.password Application Server)
administration
authentication user
password.

*hkkkkkkhkkk

» Managed node properties

For this example, we are using two node horizontal clusters. You can add or
remove node properties that are based on your requirement. If you have more
than two nodes in your cluster, add the properties for the extra nodes in the
same properties file, as shown in Table 5-4 on page 150.

Chapter 5. Deploying an IBM Business Process Manager environment 149



Table 5-4 Recommended managed node properties

Property

Description

Sample Value

bpm.de.

node.1l.name

Managed node name.
Node name must be
unique in a cell.

convios-Ip38Node01

bpm.de.

node.1.hostname

If the hostname is the
same as deployment
manager, this node is
created on the same
computer. Do not use
localhost for
environments that are
spread across multiple
machines.

convios-Ip38.bocarato
n.ibm.com

bpm.de.

node.l.installPath

The installation location

of the IBM BPM product.

/opt/IBM/BPM/v8.5

bpm.de.

node.1l.profileName

Managed node profile
name.

TSTNodeO01

bpm.de.

node.2.name

Managed node name.
Node name must be
unique in a cell.

convios-Ip39Node01

bpm.de.

node.2.hostname

If the hostname is the
same as deployment
manager, this node is
created on the same
computer. Do not use
localhost for
environments that are
spread across multiple
machines.

convios-Ip39.bocarato
n.ibm.com

bpm.de.

node.2.installPath

The installation location

of the IBM BPM product.

/opt/IBM/BPMA8.5

bpm.de.

node.2.profileName

Managed node profile
name.

TSTNode02
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» Deployment environment properties

Table 5-5 shows the recommended deployment environment properties.

Table 5-5 Recommended deployment environment properties

Property

Description

Sample Value

bpm.de.name

Deployment environment
name

TST_PS

bpm.de.deferSchemaCreation

Options: True or False

If this is set to False,
database tables are
created during deployment
environment creation when
BPMConfig is run with the
create de action. If set to
True, the tables must be
created manually.

false

bpm.de.type

Type of product
configuration: Express,
Standard, Advanced, or
AdvancedOnly

Advanced

bpm.de.environment

Type of deployment
environment: Process
Center or Process Server.

Process
Server

bpm.de.psServerName

Only for Runtime Process
Server.

This name is displayed in
the Process Center
console. This parameter is
not applicable for
advanced-only
installations.

BPMTest

bpm.de.psPurpose

Only for Process Server.
The intended purpose for
this deployment
environment.

Options: Test, Staging,or
Production

Test

bpm.de.psOffline

Only for Process Server.
Options: True or False.

Set to False if the Process
Server is online and can be
connected to the Process
Center.

false
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bpm.de.psProcessCenterHost | Only for Process Server. convios-lp34.b

name The host name of the ocaraton.ibm.c
Process Center. om
bpm.de.psProcessCenterPort | Only for Process Server. 9080

The port number for the
specified Process Center.

bpm.de.authenticationAlias IBM BPM deployment deadmin or
.l.user environment administrator. | bpmadmin
bpm.de.authenticationAlias IBM BPM deployment e
.1.password environment administrator

password.
bpm.de.authenticationAlias Database user. For DB2 pcdbusr
.2.user and SQL Server.
bpm.de.authenticationAlias Database password. For ik
.2.password DB2 and SQL Server.
bpm.de.authenticationAlias | Only for Oracle database. cmndbusr
.3.user User for common

database.
bpm.de.authenticationAlias Password for common bbbl
.3.password database user.
bpm.de.authenticationAlias [ Only for Oracle database. bpmdbusr
.4.user User for process Server

database
bpm.de.authenticationAlias Password for process IR
.4.password server database user.
bpm.de.authenticationAlias [ Only for Oracle database. pdwdbusr
.5.user User for Performance Data

Warehouse database.

bpm.de.authenticationAlias Password for Performance | ********

.5.password database user.
bpm.de.authenticationAlias | Only for Oracle database. celldbusr
.5.user User for cell only database.
bpm.de.authenticationATias | Password for cell only it
.5.password database user.
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» Database properties

In this section, we describe the recommended database properties that you
must change for the following deployment patterns; advanced, standard, and

advanced only:

— Database properties for advanced

The required databases for IBM BPM advanced deployments are
CellOnlyDb, SharedDb, ProcessServerDB, and PerformanceDB, as shown

in Table 5-6.
Table 5-6 Recommended database properties for advanced
Property Description Sample Value
bpm.de.db.1.hostname Database hostname. Do not use convios-Ip22.bocarato
localhost forenvironmentsthatare | n.ibm.com
spread across multiple machines.
bpm.de.db.1.portNumb Database port number. 50000
er
bpm.de.db.1.database Database name. CMNDB
Name
bpm.de.db.1.schema Database schema. shareddb
bpm.de.db.1.dbCapabi List of components that are Messaging,
lities configured on this database. For BusinessSpace,
Advanced configurations, the CommonDB,BPC
options are: Messaging,
BusinessSpace, CommonDB, and
BPC.
For Standard and Express
configurations, the options are:
Messaging, BusinessSpace,
ProcessServer, EmbeddedECM,
and Business Performance Data
Warehouse.
bpm.de.db.2.hostname Database hostname. Do not use convios-lp22.bocarato
localhost forenvironmentsthatare | n.ibm.com
spread across multiple machines.
bpm.de.db.2.portNumb Database port number. 50000
er
bpm.de.db.2.database Database name. BPMDB
Name
bpm.de.db.2.schema Database schema. procdb
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bpm.de.db.2.dbCapabi
lities

List of components that are
configured on this database. For
Advanced configurations, the
options are: Messaging,
BusinessSpace, CommonDB, and
BPC.

For Standard and Express
configurations, the options are:
Messaging, BusinessSpace,
ProcessServer, EmbeddedECM,
and Business Performance Data
Warehouse.

ProcessServer,Embed
dedECM

bpm.de.db.3.hostname

Database hostname. Do not use
localhost for environments that are
spread across multiple machines.

convios-lp22.bocarato
n.ibm.com

bpm.de.db.3.portNumb Database port number. 50000
er

bpm.de.db.3.database Database name. PDWDB
Name

bpm.de.db.3.schema Database schema. perfdb

bpm.de.db.3.dbCapabi
lities

List of components that are
configured on this database. For
Advanced configurations, the
options are: Messaging,
BusinessSpace, CommonDB,
CellScopedDB, and BPC.

For Standard and Express
configurations, the options are:
Messaging, BusinessSpace,
ProcessServer, EmbeddedECM,
and Business Performance Data
Warehouse.

Business Performance
Data Warehouse

bpm.de.db.4.dbCapabi
lities

Database capability.

CellScopedDB

bpm.de.db.4.database
Name

Database name.

CMNDB

bpm.de.db.4.hostname

Database hostname. Do not use
localhost for environments that are
spread across multiple machines.

Convios-Ip22.bocarato
n.ibom.com

bpm.de.db.4.portNumb Database port number. 50000
er
bpm.de.db.4.schema Database schema name. celldb
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— Database properties for standard

The required databases for IBM BPM standard deployments are
SharedDb, ProcessServerDB, and PerformanceDB, as shown in

Table 5-7.
Table 5-7 Recommended properties for standard
Property Description Sample Value
bpm.de.db.1.hostnam Database hostname. Do not use convios-1p22.bo
e Tocalhost for environments that caraton.ibm.com
are spread across multiple
machines.
bpm.de.db.1.portNum | Database port number. 50000
ber
bpm.de.db.1.databas Database name. CMNDB
eName
bpm.de.db.1.schema Database schema. shareddb
bpm.de.db.1.dbCapab List of components that are Messaging,
ilities configured on this database. For BusinessSpace,
Advanced configurations, the
options are: Messaging,
BusinessSpace, CommonDB,
CellScopedDB, and BPC.
For Standard and Express
configurations, the options are:
Messaging, BusinessSpace,
ProcessServer, EmbeddedECM,
and Business Performance Data
Warehouse.
bpm.de.db.2.hostnam Database hostname. Do not use convios-Ip22.bo
e Tocalhost for environments that caraton.ibm.com
are spread across multiple
machines.
bpm.de.db.2.portNum | Database port number. 50000
ber
bpm.de.db.2.databas Database name. BPMDB
eName
bpm.de.db.2.schema Database schema. procdb
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bpm.de.db.2.dbCapab
ilities

List of components that are
configured on this database. For
Advanced configurations, the
options are: Messaging,
BusinessSpace, CommonDB,
CellScopedDB, and BPC.

For Standard and Express
configurations, the options are:
Messaging, BusinessSpace,
ProcessServer, EmbeddedECM,
and Business Performance Data
Warehouse.

ProcessServer,E
mbeddedECM

bpm.de.db.3.hostnam
e

Database hostname. Do not use
localhost for environments that
are spread across multiple
machines.

convios-Ip22.bo
caraton.ibm.com

Advanced configurations, the
options are: Messaging,
BusinessSpace, CommonDB,
CellScopedDB, and BPC.

For Standard and Express
configurations, the options are:
Messaging, BusinessSpace,
ProcessServer, EmbeddedECM,
and Business Performance Data
Warehouse.

bpm.de.db.3.portNum Database port number. 50000

ber

bpm.de.db.3.databas Database name. PDWDB
eName

bpm.de.db.3.schema Database schema. perfdb
bpm.de.db.3.dbCapab | List of components that are Business
ilities configured on this database. For Performance

Data Warehouse
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— Database properties for advanced only

The required databases for IBM BPM standard deployments are

CellOnlyDb and SharedDb, as shown in Table 5-8.

Table 5-8 Recommended properties for advanced only

Property Description Sample Value
bpm.de.db.1.hostna Database hostname. Do not convios-Ip22.bocarato
me use localhost for n.ibm.com
environments that are spread
across multiple machines.
bpm.de.db.1.portNu Database port number. 50000
mber
bpm.de.db.1.databa Database name. CMNDB
seName
bpm.de.db.1.schema Database schema. shareddb
bpm.de.db.1.dbCapa List of components that are Messaging,Business
bilities configured on this database. Space,CommonDB,B
For Advanced configurations, | PC
the options are: Messaging,
BusinessSpace, CommonDB,
CellScopedDB, and BPC.
For Standard and Express
configurations, the options
are: Messaging,
BusinessSpace,
ProcessServer,
EmbeddedECM, and
Business Performance Data
Warehouse.
bpm.de.db.2.hostna Database hosthname. Do not convios-Ip22.bocarato
me use localhost for n.ibm.com
environments that are spread
across multiple machines.
bpm.de.db.2.portNu Database port number. 50000
mber
bpm.de.db.2.databa Database name. CMNDB
seName
bpm.de.db.2.schema Database schema. celldb
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bpm.de.db.2.dbCapa List of components that are CellScopedDB
bilities configured on this database.
For Advanced configurations,
the options are: Messaging,
BusinessSpace, CommonDB,
CellScopedDB, and BPC.
For Standard and Express
configurations, the options
are: Messaging,
BusinessSpace,
ProcessServer,
EmbeddedECM, and
Business Performance Data
Warehouse.

Important: Cell name and node names must be unique across IBM BPM
environments.

The database user name and schema name must be the same for Process
Server and Performance Server databases.

If you are using an Oracle database, you must include the database user
name and password for all databases, including the optional databases.

After you edit the properties file, the next step is to validate the accuracy of the
properties file.

Validating the BPMConfig properties file

Validate that the configured deployment environment is correct by comparing it
against the values in the properties file that is used to create that deployment
environment.

Change the directory to $BPM_HOME/bin or $BPM_HOME\bin and run the following
BPMConfig command:
» Windows:
BPM_HOME\bin\BPMConfig -validate my_environment.properties
» UNIX based:
BPM_HOME/bin/BPMConfig.sh -validate my_environment.properties

Running BPMConfig to create deployment environment

After successfully validating the BPMConfig properties file, you can create the
deployment environment by using a single BPMConfig command.
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Watch for the right privileges: As a best practice, it is recommended to use
the BPMConfig command utility to generate database objects and load system
information. It is important to verify and confirm that the database users that
are used in the BPMConfig properties file have sufficient privileges to perform
the actions.

Use the same profile: Run the BPMConfig command with the same properties
file on all computers that participate in the deployment environment. You must
first run the command on the computer that has the deployment manager
profile, and then run it on each computer that has a managed node.

Change the directory to $BPM_HOME/bin or $BPM_HOME\bin and run the following
BPMConfig command:

» Windows:
BPM_HOME\bin\BPMConfig -create -de my_environment.properties
» UNIX based:
BPM_HOME/bin/BPMConfig.sh -create -de my_environment.properties

The BPMConfig utility performs the following tasks:

Create deployment manager

Start deployment manager

Create managed node profiles
Federate managed nodes
Generate SQL files

Configure database objects
Perform security configuration
Configure clusters

Provision deployment environment
Configure data sources

Add http and https ports to virtual host entries
Bootstrap database

Synchronize nodes

YVVYVYYVYVYVYVYVYVYVYVYYVYY

In our example, we are running the following BPMConfig command:

./BPMConfig.sh -create -de Advanced-PS-ThreeClusters-DB2.properties
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The output of this command is shown in Example 5-11.

Example 5-11 Running the BPMConfig command

./BPMConfig.sh -create -de Advanced-PS-ThreeClusters-DB2.properties

Logging to file

/opt/ibm/WebSphere/AppServer/logs/config/BPMConfig_20130521-110634.10g.

CWMCB0713I: Node BPMTestNode2 is not a local node, skipping.

Validating the profile registry.

[1

Configuring the deployment manager.

Creating the deployment manager profile.

INSTCONFSUCCESS: Success: Profile BPMTestDmgr0l now exists. Please consult

/opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr01/1ogs/AboutThisProfile.txt for

more information about this profile.

Starting deployment manager profile BPMTestDmgr01.

ADMUO116I: Tool information is being logged in file

/opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr01/1ogs/dmgr/startServer.log

ADMU0128I: Starting tool with the BPMTestDmgr0l profile

ADMU3100I: Reading configuration for server: dmgr

ADMU3200I: Server Taunched. Waiting for initialization status.

ADMU3000I: Server dmgr open for e-business; process id is 14286924

Configuring managed node profiles.

Creating the managed node BPMTestNodeOl profile.

INSTCONFSUCCESS: Success: Profile BPMTestNodeOl now exists. Please consult

/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode01l/1ogs/AboutThisProfile.txt for

more information about this profile.

Retrieving signers.

CWPKIO308I: Adding signer alias "CN=convios-1p39.bocaraton.ibm.c" to local
keystore "ClientDefaultTrustStore" with the following SHA digest:
DA:66:0F:C2:C9:25:DF:D9:0C:B2:73:C7:F8:CF:93:9C:3A:D5:C1:9E

Adding the node BPMTestNodeOl to the cell PSCelll.

ADMUO116I: Tool information is being logged in file
/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode01/10gs/addNode.10g

ADMU0128I: Starting tool with the BPMTestNodeOl profile

CWPKIO309I: A1l signers from remote keystore already exist in local keystore.

ADMUO0O1I: Begin federation of node BPMTestNodeOl with deployment manager at
convios-1p39.bocaraton.ibm.com:8879.

ADMUO009I: Successfully connected to deployment manager Server:
convios-1p39.bocaraton.ibm.com:8879

ADMU0507I: No servers found in configuration under:

/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode01/config/cells/PSCel11BPMTestNode0l

/nodes/BPMTestNodeO1/servers

ADMU2010I: Stopping all server processes for node BPMTestNodeOl

ADMU0O24I: Deleting the old backup directory.
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ADMUO015I: Backing up the original cell repository.

ADMU0012I: Creating Node Agent configuration for node: BPMTestNode0l

ADMU0O014I: Adding node BPMTestNodeOl configuration to cell: PSCelll

ADMU0O16I: Synchronizing configuration between node and cell.

ADMUO300I: The node BPMTestNodeOl was successfully added to the PSCelll cell.

ADMUO306I: Note:

ADMU0302I: Any cell-level documents from the standalone PSCelll configuration
have not been migrated to the new cell.

ADMU0307I: You might want to:

ADMU0303I: Update the configuration on the PSCelll deployment manager with
values from the old cell-level documents.

ADMUO306I: Note:

ADMUO304I: Because -includeapps was not specified, applications installed on
the standalone node were not installed on the new cell.

ADMU0307I: You might want to:

ADMU0305I: Install applications onto the PSCelll cell using wsadmin $AdminApp
or the administrative console.

ADMU0OO3I: Node BPMTestNodeOl has been successfully federated.

Generating SQL files.

Provisioning cell.

Generating database configuration files to

/opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr0l/dbscripts/PSCelll.

Configuring the database(s).

Configuring the cell.

XL TXE-J compiling stylesheet: null

XL TXE-J compiling stylesheet: null

XL TXE-J compiling stylesheet: null

XL TXE-J compiling stylesheet: null

Configuring the deployment manager.

Provisioning Deployment Environment.

Generating database configuration files to

/opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr0l/dbscripts/BPM_TST.

Performing security configuration.

Creating clusters.

Configuring data sources.

Configuring the database(s).

Configuring clusters.

Operation completed successfully

OkProvisioning managed node BPMTestNodeOl.

The HTTP and HTTPS ports are added to the virtual hosts Tist.

Configuring the node.

Creating cluster members.

3

importFile: /opt/ibm/WebSphere/AppServer/BPM/Lombardi/imports/system-toolkit.twx

deploy: false
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latestSystemToolkit: true

activateSnapshot: false

importFile: /opt/ibm/WebSphere/AppServer/BPM/Lombardi/imports/system-coaches.twx

deploy: false

latestSystemToolkit: false

activateSnapshot: false

importFile: /opt/ibm/WebSphere/AppServer/BPM/Lombardi/imports/system-dashboards.twx

deploy: false

latestSystemToolkit: false

activateSnapshot: false

importFile: /opt/ibm/WebSphere/AppServer/BPM/Lombardi/imports/governance-toolkit.twx

deploy: false

latestSystemToolkit: false

activateSnapshot: false

importFile:

/opt/ibm/WebSphere/AppServer/BPM/Lombardi/imports/content-integration-toolkit.twx

deploy: false

latestSystemToolkit: false

activateSnapshot: false

importFile: /opt/ibm/WebSphere/AppServer/BPM/Lombardi/imports/process-portal.twx

deploy: true

latestSystemToolkit: false

activateSnapshot: true

processApp: TWP

snapShot: 8.5.0

Activating snapshot 8.5.0 in process app TWP

Activating snapshot done: 8.5.0 in process app TWP

importFile: /opt/ibm/WebSphere/AppServer/BPM/Lombardi/imports/saved-search-admin.twx

deploy: true

latestSystemToolkit: false

activateSnapshot: true

processApp: SSA

snapShot: 8.5.0

Activating snapshot 8.5.0 in process app SSA

Activating snapshot done: 8.5.0 in process app SSA

Configuring the REST services end points.

Saving configuration changes, please be patient...

Synchronizing node BPMTestNodeOl.

ADMUO116I: Tool information is being Togged in file
/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode01/1ogs/syncNode.log

ADMU0128I: Starting tool with the BPMTestNodeOl profile

ADMU0401I: Begin syncNode operation for node BPMTestNodeOl with Deployment
Manager convios-1p39.bocaraton.ibm.com: 8879

ADMU0O16I: Synchronizing configuration between node and cell.

ADMU0402I: The configuration for node BPMTestNodeOl has been synchronized with
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depTloyment manager convios-1p39.bocaraton.ibm.com: 8879
Stopping deployment manager profile BPMTestDmgrOl.
ADMUO116I: Tool information is being Togged in file

/opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr0l/1ogs/dmgr/stopServer.log
ADMU0128I: Starting tool with the BPMTestDmgrOl profile

ADMU3100I: Reading configuration for server: dmgr

ADMU3201I: Server stop request issued. Waiting for stop status.

ADMU4000I: Server dmgr stop completed.

BPMConfig completed successfully.

Starting deployment environment by using BPMConfig

You can use the BPMConfig command to start all processes, including
deployment manager, node agent, and application clusters. You have the
following options to start the IBM BPM environment by using the BPMConfig
command:

» Start using a profile name and a deployment environment name.
» Start using the BPMConfig properties file.

Note: You must run BPMConfig start command individually on all remote
nodes

Start using a profile name and a deployment environment name

Run the following BPMConfig commands to start your deployment environment
(sample output is shown in Example 5-12 on page 164):

» Windows:

BPM_HOME\bin\BPMConfig -start -profile DmgrProfile -de Del -username
DmgrAdmin -password mypassword

» UNIX based:

BPM_HOME/bin/BPMConfig.sh -start -profile DmgrProfile -de Del
-username DmgrAdmin -password mypassword
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Example 5-12 Start your deployment environment by using profile and DE name

./BPMConfig.sh -start -profile BPMTestDmgr0l -de BPM_TST -username wasadmin -password
wasadmin

Logging to file

/opt/ibm/WebSphere/AppServer/logs/config/BPMConfig 20130610-211057.10g.

Starting deployment manager profile BPMTestDmgrOl.

ADMUO116I: Tool information is being logged in file

/opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr0l/1ogs/dmgr/startServer.log
ADMU0128I: Starting tool with the BPMTestDmgrOl profile

ADMU3100I: Reading configuration for server: dmgr

ADMU3200I: Server Taunched. Waiting for initialization status.

ADMU3000I: Server dmgr open for e-business; process id is 8782070

Starting node BPMTestNodeOl.

ADMUO116I: Tool information is being logged in file

/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode01/10gs/nodeagent/startServer.log
ADMU0128I: Starting tool with the BPMTestNodeOl profile

ADMU3100I: Reading configuration for server: nodeagent

ADMU3200I: Server Taunched. Waiting for initialization status.

ADMU3000I: Server nodeagent open for e-business; process id is 7667804

Starting cluster MECTuster.

Starting cluster AppCluster.

Starting cluster SupCluster.

BPMConfig completed successfully.

Start by using the BPMConfig properties file

Run the following BPMConfig commands to start your deployment environment
(sample output is shown in Example 5-13 on page 165):

» Windows:
BPM_HOME\bin\BPMConfig -start my_environment.properties
» UNIX based:
BPM_HOME/bin/BPMConfig.sh -start my_environment.properties

164 Business Process Management Deployment Guide Using IBM Business Process Manager V8.5



Example 5-13 Start your deployment environment by using the properties file

./BPMConfig.sh -start Advanced-PS-ThreeClusters-DB2.properties

Logging to file
/opt/ibm/WebSphere/AppServer/logs/config/BPMConfig_20130608-202639.10g.
Starting deployment manager profile BPMTestDmgrOl.

ADMUO116I: Tool information is being logged in file

/opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr0l/1ogs/dmgr/startServer.log
ADMU0128I: Starting tool with the BPMTestDmgrOl profile

ADMU3100I: Reading configuration for server: dmgr

ADMU3200I: Server Taunched. Waiting for initialization status.

ADMU3000I: Server dmgr open for e-business; process id is 8323174

Starting node BPMTestNodeOl.

ADMUO116I: Tool information is being logged in file

/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode01/10gs/nodeagent/startServer.log
ADMU0128I: Starting tool with the BPMTestNodeOl profile

ADMU3100I: Reading configuration for server: nodeagent

ADMU3200I: Server Taunched. Waiting for initialization status.

ADMU3000I: Server nodeagent open for e-business; process id is 7733328

Starting cluster MECTuster.

Starting cluster AppCluster.

Starting cluster SupCluster.

BPMConfig completed successfully.

Stopping deployment environment by using BPMConfig

You can stop the IBM BPM environment by using the BPMConfig command by
specifying the profile, deployment environment name, user name, and password.
You can also stop the IBM BPM environment by using the BPMConfig command
by passing the name of the configuration properties file that contains the
configuration properties for your deployment environment.

Stop by using a profile name and a deployment environment name

Run the following BPMConfig commands to stop your deployment environment
(sample output is shown in Example 5-14 on page 166):

» Windows:

BPM_HOME\bin\BPMConfig -stop -profile DmgrProfile -de Del -username
DmgrAdmin -password mypassword

» UNIX based:

BPM_HOME/bin/BPMConfig.sh -stop -profile DmgrProfile -de Del
-username DmgrAdmin -password mypassword
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Example 5-14 Stop your deployment environment by using profile and DE name

./BPMConfig.sh -stop -profile BPMTestDmgr0l -de BPM_TST -username wasadmin -password
wasadmin

Logging to file
/opt/ibm/WebSphere/AppServer/logs/config/BPMConfig_20130610-215341.10g.

Stopping cluster SupCluster.

Stopping cluster AppCluster.

Stopping cluster MECluster.

Stopping node BPMTestNodeO0l.

ADMUO116I: Tool information is being Togged in file

/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode01/1ogs/nodeagent/stopServer.log
ADMU0128I: Starting tool with the BPMTestNodeOl profile

ADMU3100I: Reading configuration for server: nodeagent

ADMU3201I: Server stop request issued. Waiting for stop status.

ADMU4000I: Server nodeagent stop completed.

Stopping deployment manager profile BPMTestDmgr01.
ADMUO116I: Tool information is being logged in file

/opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr0l/1ogs/dmgr/stopServer.log
ADMU0128I: Starting tool with the BPMTestDmgr0l profile

ADMU3100I: Reading configuration for server: dmgr

ADMU3201I: Server stop request issued. Waiting for stop status.

ADMU4000I: Server dmgr stop completed.

BPMConfig completed successfully.

Stop by using the BPMConfig properties file

Run the following BPMConfig commands to stop your deployment environment
(sample output is shown in Example 5-15 on page 167):

» Windows:
BPM_HOME\bin\BPMConfig -stop my_environment.properties
» UNIX based:
BPM_HOME/bin/BPMConfig.sh -stop my_environment.properties
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Example 5-15 Stop your deployment environment by using the properties file

./BPMConfig.sh -stop Advanced-PS-ThreeClusters-DB2.properties

Logging to file

/opt/ibm/WebSphere/AppServer/logs/config/BPMConfig 20130610-221434.10g.
Stopping cluster SupCluster.

Stopping cluster AppCluster.

Stopping cluster MECluster.

Stopping node BPMTestNodeOl.

ADMUO116I: Tool information is being logged in file

/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode01/10gs/nodeagent/stopServer.log
ADMU0128I: Starting tool with the BPMTestNodeOl profile

ADMU3100I: Reading configuration for server: nodeagent

ADMU3201I: Server stop request issued. Waiting for stop status.

ADMU4000I: Server nodeagent stop completed.

Stopping deployment manager profile BPMTestDmgr0l.
ADMUO116I: Tool information is being logged in file

/opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr0l/1ogs/dmgr/stopServer.log
ADMU0128I: Starting tool with the BPMTestDmgrOl profile

ADMU3100I: Reading configuration for server: dmgr

ADMU3201I: Server stop request issued. Waiting for stop status.

ADMU4000I: Server dmgr stop completed.

BPMConfig completed successfully.
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Troubleshooting BPMConfig failures
Table 5-9 shows the location of log files that contain BPMConfig activities.

Table 5-9 Detailed log locations

Activity

Log location

Sample location

Overall BPMConfig
utility failures

$BPM_HOME/1ogs/config/

/opt/ibm/WebSphere/AppServer/logs/config/
BPMConfig_20130521-110634.10g

Deployment manager
profile creation errors

$BPM_HOME/10gs/managepro
files

/opt/ibm/WebSphere/AppServer/logs/managep
rofiles/BPMTestDmgr0l_create.log

Managed Node Profile
creation errors

$BPM_HOME/10gs/managepro
files

/opt/ibm/WebSphere/AppServer/logs/managep
rofiles/BPMTestNode0Ol create.log

Node federation errors

$BPM_HOME/profiles/$NODE
_PROFILE_NAME/Togs

/opt/ibm/WebSphere/AppServer/profiles/BPM
TestNode01/1ogs/addNode.log

Deployment manager $BPM_HOME/ /opt/ibm/WebSphere/AppServer/profiles/BPM

server startup errors profiles/$DMGR_PROFILE N | TestDmgr01l/1ogs/dmgr/SystemOut.log
AME/10gs/dmgr

Node agent startup $BPM_HOME/ /opt/ibm/WebSphere/AppServer/profiles/BPM

errors profiles/$NODE_PROFILE_N | TestNode0l/Togs/nodeagent/SystemOut.log
AME/10gs/nodeagent

Deployment $BPM_HOME/ /opt/ibm/WebSphere/AppServer/profiles/BPM

environment profiles/$DMGR_PROFILE N | TestDmgr01l/1ogs/dmgr/SystemOut.log

generation failures AME/10gs/dmgr

Bootstrap failures $BPM_HOME/ /opt/ibm/WebSphere/AppServer/profiles/BPM

pro-files/$DMGR_PROFILE_

TestDmgr01/1ogs/

NAME/Togs bootstrapProcesServerData.AppCluster.Tue-
May-21-11.45.21-2013.70g
AppTarget cluster $BPM_HOME/ /opt/ibm/WebSphere/AppServer/profiles/BPM

member startup errors

pro-files/<ManagedNode H
ome>/10gs

TestNode01/AppClusterMemberl

Messaging cluster
member startup errors

$BPM_HOME/
profiles/<ManagedNode_Ho
me>/1ogs

/opt/ibm/WebSphere/AppServer/profiles/BPM
TestNode01/Togs/MECTusterMemberl

Support cluster
member startup errors

$BPM_HOME/
profiles/<ManagedNode_Ho
me>/1ogs

/opt/ibm/WebSphere/AppServer/profiles/BPM
TestNode01/SupClusterMemberl
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Creating deployment manager and managed-node profiles by
using the BPMConfig command

You can use the BPMConfig command utility to create profiles for the deployment
manager and managed nodes separately from creating the deployment
environment. Complete the following steps to create the profiles:

1. On the system where you want to create the profiles, locate the appropriate
sample properties directory: $8PM_HOME/BPM/samples/config

2. Find the sample properties file that most closely represents your target
deployment environment and make a copy of this file before you begin editing.

3. Modify your version of the properties file so that the values correspond to your
own configuration.

4. Run the BPMConfig command on the computer that runs the deployment
manager, passing it the name of the properties file that you created, as shown
in the following examples:

— On Windows:
BPM_HOME\bin\BPMConfig -create -profile my_environment.properties
— UNIX based:

BPM_HOME/bin/BPMConfig.sh -create -profile
my_environment.properties

The following high-level activities occur during this command run:

— Validate the profile registry for existing profiles
— Create deployment manager profile

— Start deployment manager profile

— Create managed node profile

— Federate profiles

— Stop deployment manager profile

Logs are generated in the $BPM_HOME/1ogs/config directory. Example 5-16
shows sample output of the command.

Example 5-16 Create deployment manager and managed-node profiles

./BPMConfig.sh -create -profile Advanced-PS-ThreeClusters-DB2.properties
Logging to file
/opt/ibm/WebSphere/AppServer/logs/config/BPMConfig_20130520-174713.10g.
CWMCB0713I: Node BPMTestNode2 is not a local node, skipping.

Validating the profile registry.

(1

Configuring the deployment manager.

Creating the deployment manager profile.
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INSTCONFSUCCESS: Success: Profile BPMTestDmgr0l now exists. Please consult
/opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr0l/1ogs/AboutThisProfile.txt for
more information about this profile.

Starting deployment manager profile BPMTestDmgrOl.

ADMUO116I: Tool information is being Togged in file

/opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr0l/1ogs/dmgr/startServer.log

ADMU0128I: Starting tool with the BPMTestDmgrOl profile

ADMU3100I: Reading configuration for server: dmgr

ADMU3200I: Server Tlaunched. Waiting for initialization status.

ADMU3000I: Server dmgr open for e-business; process id is 17629376

Configuring managed node profiles.

Creating the managed node BPMTestNode0l profile.

INSTCONFSUCCESS: Success: Profile BPMTestNodeOl now exists. Please consult

/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode01/1ogs/AboutThisProfile.txt for

more information about this profile.

Retrieving signers.

CWPKIO308I: Adding signer alias "CN=convios-1p39.bocaraton.ibm.c" to Tlocal
keystore "ClientDefaultTrustStore" with the following SHA digest:
70:29:F3:A3:99:EF:20:B0:4A:1B:43:BC:DE:92:EE:A7:D3:CB:7C:5E

Adding the node BPMTestNodeOl to the cell PSCelll.

ADMUO116I: Tool information is being Togged in file
/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode01/1ogs/addNode.T1og

ADMUO128I: Starting tool with the BPMTestNodeOl profile

CWPKIO309I: A1l signers from remote keystore already exist in local keystore.

ADMUOOO1I: Begin federation of node BPMTestNodeOl with deployment manager at
convios-1p39.bocaraton.ibm.com:8879.

ADMU0O009I: Successfully connected to deployment manager Server:
convios-1p39.bocaraton.ibm.com:8879

ADMU0O507I: No servers found in configuration under:

/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode0l/config/cells/PSCel11BPMTestNode0l

/nodes/BPMTestNode01/servers

ADMU2010I: Stopping all server processes for node BPMTestNodeOl

ADMU00241: Deleting the old backup directory.

ADMUO015I: Backing up the original cell repository.

ADMU0012I: Creating Node Agent configuration for node: BPMTestNode0l

ADMU0O014I: Adding node BPMTestNodeOl configuration to cell: PSCelll

ADMU0O16I: Synchronizing configuration between node and cell.

ADMUO300I: The node BPMTestNodeOl was successfully added to the PSCelll cell.

ADMUO306I: Note:

ADMU0302I: Any cell-level documents from the standalone PSCelll configuration
have not been migrated to the new cell.

ADMU0307I: You might want to:

ADMU0303I: Update the configuration on the PSCelll deployment manager with
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values from the old cell-level documents.

ADMUO306I: Note:

ADMUO304I: Because -includeapps was not specified, applications installed on
the standalone node were not installed on the new cell.

ADMU0307I: You might want to:

ADMU0305I: Install applications onto the PSCelll cell using wsadmin $AdminApp
or the administrative console.

ADMU0O0O3I: Node BPMTestNodeOl has been successfully federated.

Stopping deployment manager profile BPMTestDmgrOl.

ADMUO116I: Tool information is being Togged in file

/opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr0l/1ogs/dmgr/stopServer.log
ADMU0128I: Starting tool with the BPMTestDmgrOl profile

ADMU3100I: Reading configuration for server: dmgr

ADMU3201I: Server stop request issued. Waiting for stop status.

ADMU4000I: Server dmgr stop completed.

BPMConfig completed successfully.

Generating database scripts by using the BPMConfig
command

As shown in Example 5-17 on page 172, you can use the BPMConfig command
to generate the database scripts that are used to create your database tables. If
you used the BPMConfig command or the network deployment environment
wizard in the administrative console to create the deployment environment, the
scripts were generated for you:

» Windows:

BPM_HOME\bin\BPMConfig -create -sqlfiles my_environment.properties
-outputDir d:\ibm\bpm\v8.5\dbscripts

» UNIX based:

BPM_HOME/bin/BPMConfig.sh -create -sqlfiles
my_environment.properties -outputDir /MyBPMScriptDir

Sample output is shown in Example 5-17 on page 172.
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Example 5-17 Generate databases scripts by using BPMConfig command

./BPMConfig.sh

-create -sqlfiles Advanced-PS-ThreeClusters-DB2.properties -outputDir

/opt/ibm/WebSphere/AppServer/psdbscripts

Logging to file

/opt/ibm/WebSphere/AppServer/logs/config/BPMConfig 20130512-100017.10g.
Generating SQL files.

Generating database configuration files to
/opt/ibm/WebSphere/AppServer/psdbscripts/convios-1p39Ce1101.

Generating database configuration files to
/opt/ibm/WebSphere/AppServer/psdbscripts/TST_PS.

BPMConfig completed successfully.

Extending the network deployment environment by using
BPMConfig command

After you create a deployment environment by using the BPMConfig command,
you can run the command later to extend the deployment environment; for
example, to create new profiles or to add nodes.

When managed nodes are added to an existing deployment environment, define
each new node by duplicating the set of bpm.de.node properties that exist in the
properties file and specifying the values that apply to the new managed node.

Complete the following steps before the BPMConfig command is run to extend the
deployment environment:

1.

Install the product on the computer where you want to extend the deployment
environment.

2. Create the deployment environment by running the BPMConfig command.

3. Confirm that the deployment manager is running.

Important: Run the BPMConfig command with the same properties file on
all computers that participate in the deployment environment. You must
first run the command on the computer that runs the deployment manager
profile and then run it on each computer that has a managed node. At any
time, only one profile creation can be performed on a computer and only
one node federation can be performed against a particular deployment
manager. For this reason, if you are creating multiple profiles at once on
different computers, you must use the federatelLater option, then run the
command with the create de option sequentially on each computer to
federate the managed nodes.
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The BPMConfig command performs the following actions for extending nodes:

a. Creates a managed node for each new node that is specified in the
configuration properties that are based on the specified values.

b. Federates the node and adds the node to the deployment environment. If
the -create -profile action was issued with the -federateLater option,
the node is created but not federated.

c. Creates clusters and cluster members as specified in the configuration
properties file that do not already exist.

Running the BPMConfig utility to extend a deployment environment
Complete the following steps to extend an existing deployment environment by
using the BPMConfig command utility:

1. Locate the sample configuration file that most closely reflects the environment
you are trying to extend. Sample configuration files are provided in the
$BPM_HOME/BPM/samples/config folder. You can also use the same properties
file that was used for your existing deployment environment.

2. Modify the properties file to add the nodes and profiles to extend the existing
environment.

You must edit the following deployment environment node properties for
extending an existing environment. These are sample properties that are
used to add a second node in an existing deployment environment:

bpm.de.node.2.name=BPMTestNode2
bpm.de.node.2.hostname=convios-1p38.bocaraton.ibm.com
bpm.de.node.2.instal1Path=/opt/ibm/WebSphere/AppServer
bpm.de.node.2.profileName=BPMTestNode02

3. Run the BPMConfig command on each computer that has a managed node,
passing it the names of the properties file you created, as shown in the
following examples:

— Windows:

BPM_HOME\bin\BPMConfig -create -de my_environment.properties
— UNIX based:

BPM_HOME/bin/BPMConfig.sh -create -de my_environment.properties
An output sample is shown in Example 5-18 on page 174.
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Example 5-18 Extend a deployment environment

./BPMConfig.sh -create -de Advanced-PS-ThreeClusters-DB2.properties

Logging to file

/opt/ibm/WebSphere/AppServer/logs/config/BPMConfig 20130604-120143.10g.

CWMCB0713I: Node convios-1p39DmgrNode0l is not a local node, skipping.

CWMCB0713I: Node BPMTestNodeOl is not a Tocal node, skipping.

Validating the profile registry.

[1

Configuring managed node profiles.

Creating the managed node BPMTestNode02 profile.

INSTCONFSUCCESS: Success: Profile BPMTestNode02 now exists. Please consult

/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode02/10gs/AboutThisProfile.txt for

more information about this profile.

Retrieving signers.

CWPKIO308I: Adding signer alias "CN=convios-1p39.bocaraton.ibm.c" to local
keystore "ClientDefaultTrustStore" with the following SHA di-gest:
DC:0D:82:CD:E5:B3:9D:14:F6:A4:5F:59:2C:79:D6:40:22:D7:AD:7E

Adding the node BPMTestNode2 to the cell convios-1pCel101.

ADMUO116I: Tool information is being logged in file
/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode02/10gs/addNode.1og

ADMU0128I: Starting tool with the BPMTestNode02 profile

CWPKIO308I: Adding signer alias "root 1" to local keystore
"ClientDefaultTrustStore" with the following SHA digest:
74:70:D5:F2:95:58:DA:DB:4B:A9:2A:3E:DB:BF:29:03:94:3B:F3:B4

CWPKIO308I: Adding signer alias "root 2" to local keystore
"ClientDefaultTrustStore" with the following SHA digest:
29:71:5B:72:4D:4A:32:BC:43:5B:78:3B:F1:E1:52:47:E4:A6:(C8:51

CWPKIO308I: Adding signer alias "webserverl" to local keystore
"ClientDefaultTrustStore" with the following SHA digest:
26:CC:9A:E1:3B:33:3B:84:DC:C6:52:EF:E0:80:2E:08:57:4A:DE:F4

ADMUOOO1I: Begin federation of node BPMTestNode2 with deployment manager at
convios-1p39.bocaraton.ibm.com:8879.

ADMU0O009I: Successfully connected to deployment manager Server:
convios-1p39.bocaraton.ibm.com:8879

ADMU0507I: No servers found in configuration under:

/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode02/config/cells/convios-1pCel101BPMT
estNode2/nodes/BPMTestNode2/servers

ADMU2010I: Stopping all server processes for node BPMTestNode02

ADMU00241: Deleting the old backup directory.

ADMU0015I: Backing up the original cell repository.

ADMU0012I: Creating Node Agent configuration for node: BPMTestNode2

ADMU0O014I: Adding node BPMTestNode02 configuration to cell: convios-1pCel101
ADMU0O16I: Synchronizing configuration between node and cell.
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ADMUO300I:

ADMUO3061 :
ADMUO302I :

ADMUO3071:
ADMUO303I:

ADMUO3061 :
ADMUO3041:

ADMUO307T:
ADMUO305I:

ADMUOOO3I:

The node BPMTestNode? was successfully added to the convios-1pCel101
cell.

Note:

Any cell-Tevel documents from the standalone convios-1pCell01
configuration have not been migrated to the new cell.

You might want to:

Update the configuration on the convios-1pCel101 deployment manager
with values from the old cell-Tevel documents.

Note:

Because -includeapps was not specified, applications installed on
the standalone node were not installed on the new cell.

You might want to:

Install applications onto the convios-1pCell101 cell using wsadmin
$AdminApp or the administrative console.

Node BPMTestNode? has been successfully federated.

Provisioning managed node BPMTestNode2.
Synchronizing node BPMTestNode2.

ADMUO1161:

ADMU0128I:
ADMUO401I:

ADMUOO161:
ADMU04021 :

Tool information is being logged in file
/opt/ibm/WebSphere/AppServer/profiles/BPMTestNode02/10gs/syncNode.1og
Starting tool with the BPMTestNode02 profile

Begin syncNode operation for node BPMTestNode02 with Deployment
Manager convios-1p39.bocaraton.ibm.com: 8879

Synchronizing configuration between node and cell.

The configuration for node BPMTestNode02 has been synchronized with
deployment manager convios-1p39.bocaraton.ibm.com: 8879

BPMConfig completed successfully.
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All BPMConfig parameters in a configuration properties file

This section describes all of the parameters that are available in a properties file
for configuring an IBM BPM environment, as shown in Table 5-10.

Table 5-10 Available BPMConfig properties

Property Description PC PS PC | PS
Adv | Adv | Std | Std

DE basic properties

bpm.de.name IBM BPM deployment environment v 4 v 4
name.
bpm.de.deferSchemaCreation Options: True or False. v v 4 v

If this is set false, database tables are
created during deployment environment
creation when BPMConfig is run with
the create de action. If set to True, the
tables must be created manually.

bpm.de.type Type of product configuration: Express, v 4 v 4
Standard, Advanced, or AdvancedOnly

bpm.de.environment Type of deployment environment: v 4 4 4
Process Center or Process Server

bpm.de.psServerName Server name X 4 X 4

bpm.de.psPurpose The intended purpose for this X v X

deployment environment. Options: Test,
Staging, or Production.

bpm.de.psOffline Options: True or False. Set to False if the X 4 X 4
Process Server is online and can be
connected to the Process Center.

bpm.de.psProcessCenterTrans | The transport protocol to access the X v X 4
portProtocol specified Process Center. Options: http

or https.
bpm.de.psProcessCenterHostn | The host name of the specified Process X v X 4
ame Center.
bpm.de.psProcessCenterPort The port number for the specified X v X 4

Process Center.

DE and DBA authentication alias and role properties

bpm.de.authenticationAlias. | Database user authentication alias v v v v
1.name
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Property Description PC PS PC | PS
Adv | Adv | Std | Std
bpm.de.authenticationAlias. | Database user v v v v
l.user
bpm.de.authenticationAlias. | Database user password v v v v
1.password
bpm.de.authenticationAlias. | Deployment environment administrator v v v 4
2.name authentication alias.
bpm.de.authenticationAlias. | Deployment environment admin user v v v v
2.user
bpm.de.authenticationAlias. | Deployment environment admin user v v v v
2.password password
bpm.de.authenticationAlias. | Process center authentication alias. X v X v
3.name This is used by process server to
connect to process center
bpm.de.authenticationAlias. | User to connect to Process Center X 4 X v
3.user
bpm.de.authenticationAlias. | Password for Process Center user X 4 X v
3.password
Cell properties
bpm.cel1.name BPM Cell Name v v v v
bpm.cell.authenticationAlia | Cell authentication alias v v 4 4
s.l.name
bpm.cell.authenticationAlia | Cell admin user v v 4 4
s.l.user
bpm.cell.authenticationAlia | Cell admin user password v v 4 4
s.l.password
Deployment manager properties
bpm.dmgr.name Name of the deployment manager node. v v v v
The server's name is always dmgr and
cannot be changed.
bpm.dmgr.hostname Deployment manager hostname. Do not v v 4 v
use localhost for environments that are
spread across multiple machines.
bpm.dmgr.installPath The installation location of the IBM BPM v v v 4
product.
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Property Description PC PS PC | PS
Adv | Adv | Std | Std

bpm.dmgr.profileName Deployment manager profile name. v v 4 4
bpm.dmgr.initialPortAssignm | To overwrite the default port v v v v
ent assignments, specify the starting port

number for generating and assigning all

ports for the deployment manager

profile.
bpm.dmgr.soapPort Deployment manager soap port. Update v v v v

this property after the deployment

manager profile is created. It is used to

connect to the deployment manager

when remote nodes are created.
Node properties: First node
bpm.de.node.1.name Node Name v v v v
bpm.de.node.1.hostname If the hostname is the same as v 4 v 4

deployment manager, this node is

created on the same computer. Do not

use localhost for environments that are

spread across multiple machines.
bpm.de.node.1l.instal1Path Product install location on Node1 v v v v
bpm.de.node.1.profileName Managed Node profile name on node1 v v v v
bpm.de.node.1l.initialPortAs | Port assignment. This is an optional v v v v
signment property.
Node properties: Second node (Optional)
bpm.de.node.2.name Node Name. v 4 v v
bpm.de.node.2.hostname If the hostname is the same as 4

deployment manager, this node is

created on the same computer. Do not

use localhost for environments that are

spread across multiple machines.
bpm.de.node.2.instal1Path Product install location on Node1 v v v v
bpm.de.node.2.profileName Managed Node profile name on node1 v v v v
bpm.de.node.2.initialPortAs | Port assignment. This is an optional v 4 4 4

signment=

property.

Cluster properties
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Property Description PC PS PC | PS
Adv | Adv | Std | Std

bpm.de.cluster.1l.name Application Target cluster name v v v v
bpm.de.cluster.2.name Messaging cluster name v v v v
bpm.de.cluster.3.name Support Cluster name. v v v 4
Node 1: Cluster member properties
bpm.de.node.1.clusterMember | Node1 ME cluster member 4 4 v v
.l.name
bpm.de.node.1.clusterMember | The proportion of requests that are sent v v v v
.1l.weight to this cluster member.
bpm.de.node.1l.clusterMemb-e | Starting port v v v v
r.l.initialPortAssignment
bpm.de.node.1l.clusterMember | ME cluster name v 4 v v
.l.cluster
bpm.de.node.1.clusterMember | Node2 Support cluster member v v v v
.2.name
bpm.de.node.1.clusterMember | The proportion of requests that are sent v v v v
.2.weight to this cluster member.
bpm.de.node.1.clusterMemb-e | Starting port v v v v
r.2.initialPortAssignment
bpm.de.node.1.clusterMember | Support cluster name v v v v
.2.cluster
bpm.de.node.1.clusterMember | Node2 App Target cluster member v v v v
.3.name
bpm.de.node.1.clusterMember | The proportion of requests that are sent v v v v
.3.weight to this cluster member.
bpm.de.node.1.clusterMemb-e | Starting port v v v v
r.3.initialPortAssignment
bpm.de.node.1.clusterMember | App Target cluster name v v v v
.3.cluster
Node 2: Cluster member properties
bpm.de.node.2.clusterMember | Node2 ME cluster member name v v v v
.1.name

Chapter 5. Deploying an IBM Business Process Manager environment 179



Property Description PC PS PC | PS
Adv | Adv | Std | Std
bpm.de.node.2.clusterMember | The proportion of requests that are sent v v v v
.1.weight to this cluster member
bpm.de.node.2.clusterMemb-e | Starting port v v v v
r.1.initialPortAssignment
bpm.de.node.2.clusterMember | ME cluster name v v v v
.1.cluster
bpm.de.node.2.clusterMember | Node2 Support cluster member name v v v v
.2.name
bpm.de.node.2.clusterMember | The proportion of requests that are sent v v v v
.2.weight to this cluster member.
bpm.de.node.2.clusterMemb-e | Starting port v v v v
r.2.initialPortAssignment
bpm.de.node.2.clusterMember | Support cluster name v v v v
.2.cluster
bpm.de.node.2.clusterMember | Node2 App Target cluster member v v v v
.3.name name
bpm.de.node.2.clusterMember | The proportion of requests that are sent v v v v
.3.weight to this cluster member.
bpm.de.node.2.clusterMemb-e | Starting port number v v v v
r.3.initialPortAssignment
bpm.de.node.2.clusterMember | App cluster name v v v v
.3.cluster
Database properties
bpm.de.db.1.databaseName Database name v v v v
bpm.de.db.1.type Database type. v v v 4
Options: DB2, DB2z0S, Oracle, or
SQLServer.
bpm.de.db.1.hostname Database hostname. Do not use v v 4 4
local-host for environments that are
spread across multiple machines.
bpm.de.db.1.portNumber Database port number v v v v
bpm.de.db.1.schema Database schema name v v v v
bpm.de.db.2.databaseName Database name. v v v v
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Property Description PC PS PC | PS
Adv | Adv | Std | Std
bpm.de.db.2.type Database type. v v v v
Options: DB2, DB2z0S, Oracle, or
SQLServer
bpm.de.db.2.hostname Database hostname. Do not use v v v v
local-host for environments that are
spread across multiple machines.
bpm.de.db.2.portNumber Database port number v v v v
bpm.de.db.2.schema Database Schema Name v v v v
bpm.de.db.3.databaseName Database name v v 4 4
bpm.de.db.3.type Database type. v v v 4
Options: DB2, DB2z0S, Oracle, or
SQLServer
bpm.de.db.3.hostname Database hostname. Do not use v v v v
local-host for environments that are
spread across multiple machines.
bpm.de.db.3.portNumber Database port number v v v v
bpm.de.db.3.schema Database Schema Name v v v v
bpm.de.db.4.databaseName Database name v v v v
bpm.de.db.4.type Database type. v v v v
Options: DB2, DB2z0S, Oracle, or
SQLServer
bpm.de.db.4.hostname Database hostname. Do not use v v v v
local-host for environments that are
spread across multiple machines.
bpm.de.db.4.portNumber Database port number v v v v
bpm.de.db.4.schema Database Schema Name v v v v
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5.5 Installing IBM Process Designer

Installing the IBM Process Designer is a straightforward task and described in the
official IBM documentation, which is available at this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/index.jsp?topic=/com.
ibm.wbpm.imuc.doc/topics/tins_bpm _pcntr_wle.html

At a high level, you must perform the following steps to install IBM Process
Designer:

1.

Log in to the IBM BPM Process Center at this URL:
https://<HOST_NAME>:9443/ProcessCenter

. Click the IBM Process Designer Download option. When you are prompted,

save the IBM Process Designer.zip file to your file system.

Extract the contents of the IBM Process Designer.zip file to a temporary
directory on your file system.

Open a command window and change to the directory where you extracted
the contents of the IBM Process Designer.zip file.

. Run one of the following commands to install Process Designer. If you are in

the Administrators group on Windows, you can install by using the admin
command. If you are not an administrative user, or if you want to install to your
own user name without administrative privileges, install by using the nonadmin
command:

installProcessDesigner_admin.bat
instal1ProcessDesigner_nonadmin.bat

5.6 Conclusion

In this chapter, we described the installation of the product binaries and fixes. We
also described different configuration options for the deployment environment
and the installation of the Process Designer.
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Installing and configuring
IBM HTTP Server

In a network deployment environment, you can configure a routing server, such
as, the IBM HTTP Server or WebSphere Application Server proxy server, as a
proxy server for workload balancing and failover purposes. Instead of incoming
HTTP requests going directly to an application server, they go to the proxy
server, which then distributes the requests across multiple application servers
that perform the work. In our work, we use the IBM HTTP Server.

This chapter includes the following topics:

» IBM HTTP Server architecture
» Preparing for the installation

» Installing IBM HTTP Server

» Conclusion
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6.1 IBM HTTP Server architecture

184

IBM HTTP Server is a full-featured web server that is included with other
products, such as, IBM WebSphere Application Server, at no charge. You can
use this web server for projects that do not warrant the expense of an external
HTTP server product. The IBM HTTP Server is based on the Apache HTTP
Server and provides a rich set of Apache features in addition to IBM
enhancements.

IBM HTTP Server features the following highlights:

»

It can be remotely administered by using the IBM WebSphere administrative
console.

It includes a graphical certificate management tool.

It provides a consistent Apache HTTP-based web server that supports many
platforms, including IBM AIX, HP-UX, Linux, Solaris, Microsoft Windows, and
IBM z/OS.

It is supported by IBM when used with licensed and supported IBM products
that include IBM HTTP Server.

It provides integrated support to help secure HTTPS transactions by using the
IBM FIPS and the Common Criteria certified Secure Sockets Layer (SSL)
toolkit.

It can authenticate web requests against a Lightweight Directory Access
Protocol (LDAP) server over secure and non-secure connections.

Figure 6-1 on page 185 shows how IBM HTTP Server (IHS) is integrated with
WebSphere Application Server. In the web server machine, IHS and WebSphere
web server plug-in for IHS are installed. In this machine, the web server is
started. The web server administration server also must be started. The
administration server is only available from IHS and not from the default Apache
distribution. On the WebSphere side, an unmanaged node that is called
ihs_nodel is defined. Then, a web server is defined in that node. These
definitions contain enough information so that WebSphere can communicate with
the IHS admin server (such as, host name, port number, administrative user ID,
and password).
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Web Container
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Figure 6-1 IBM HTTP Server architecture

As shown in Figure 6-1, apparently there are two machines that are involved in
running the web server. This is not true. The unmanaged node and web server
definition on the right side of the figure are logical definitions in the WebSphere
configuration to represent the machine that is running the web server. By using
the web server definition in WebSphere, you can propagate the plugin-cfg.xml
file to the web server, and then request the web server to be started and stopped.
WebSphere communicates with the IHS admin server by using HTTP over port
8008 to complete the task.

6.2 Preparing for the installation

In this section, we describe where to get the product installation files. Also
described are the system requirements.

6.2.1 Downloading IBM HTTP Server binaries

IBM HTTP Server installation binaries are available for download from the IBM
Passport Advantage website as supplemental packages of WebSphere
Application Server Network Deployment installation images. The files are
available at this website:

http://www.ibm.com/software/lotus/passportadvantage/

No separate licenses are required for the use of HTTP Server. It is part of the
IBM Business Process Manager (BPM) license.
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6.2.2 System requirements

WebSphere Application Server system requirements cover all components,
including IBM HTTP Server. The minimum operating system and hardware
requirements for the application server must be met on the web server system to
support the basic installation and use of IBM HTTP Server.

For more information about system requirements, see this website:

http://www.ibm.com/support/docview.wss?rs=180&uid=swg27006921

6.3 Installing IBM HTTP Server

This section describes the ideal HTTP server topology and the installation and
configuration procedure.

6.3.1 Server topology

An HTTP server that operates as an individual component can lead to a single
point of failure. You must configure the HTTP server to integrate it into the
high-availability topology and to minimize the risk of a system failure. A highly
available HTTP server is installed on two nodes in a cluster. If the primary node
fails, the HTTP server operations failover to the secondary node immediately.

Most organizations that are using IBM BPM do not use an HTTP service IP.
Instead, they use an external load balancer to process HTTP requests. In such a
scenario, you can have multiple active HTTP servers with the external load
balancer that directs the requests. If you use an external load balancer, ensure
that the load balancer does not represent a single point of failure.

This is the recommended topology for production environments for load
balancing, failover, and workload management. The load balancers can be
implemented as appliances or software. IHS is used for workload management
to spray HTTP requests in a round-robin fashion across the applications on
multiple nodes. The WebSphere plug-in that is used by IHS allows requests to
spray across applications in a cluster, as shown in Figure 6-2 on page 187.
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6.3.2 Local installation

You can define a locally installed web server on an unmanaged or managed
node. If the web server is defined on an unmanaged node, the administrative
functions are handled through the IBM HTTP Server administration server. If the
web server is defined on a managed node, the administrative functions of the
web server are handled through the WebSphere Application Server node agent,
which is beneficial.

Web server implications: Web servers that are not provided with the
WebSphere Application Server product do not provide an administration
server. Web servers that do not provide an administration server must be on a
managed node to facilitate plug-in administration functions and generation and
propagation of the plugin-cfg.xml file.

If the web server that you are setting up is an IHS, and you plan to manage that
web server through a node agent that is running as a non-root user, you must
adhere to the following requirements:

» The user ID that you designate as the user ID that owns the IHS directories
and files is the same user ID under that the non-root node agent is running.

» You cannot run an IHS as a root user if the node agent that is managing that
IHS is running as non-root node agent because a node agent process that is
running as a non-root user cannot create an IHS that is running as a root
user.

» The value that you specify for the listener port value must be greater than
1024. An IHS that is running under a non-root user ID does not start if the port
number for its listener port is 1024 or less.

You can ensure that the non-root node agent and the IHS are using the same
user ID if you specify the user ID that you used to install the product as the user
ID for the IHS when you install the IHS. However, if you decide to run the node
agent as a non-root user after you install the IHS and web server plug-in,
complete the following steps to enable the node agent and the IHS to run as
non-root users:

1. Change the user ID for WebSphere Application Server to a non-root user ID.
2. Configure the run-as setting for the node agent.

3. Use the administrative console to create a new IHS, unless an already
defined IHS has the required properties.

4. Change the ownership of the IHS directory and files to the non-root user ID
under which the non-root node agent is running.
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6.3.3 Remote installation

You can create a web server definition in the administrative console when the
web server and the web server plug-in for application server are on the same
machine and the application server is on a different machine. You can run
application server on one platform and a web server on another platform.

With a remote web server installation, WebSphere Application Server can
facilitate plug-in administration functions and generation and propagation of the
plugin-cfg.xml file for IHS for WebSphere Application Server, but not for other
web servers.

Web servers that are not IHS for WebSphere Application Server must be on the
same machine as the WebSphere Application Server (as a managed node) to
facilitate plug-in administration functions and generation and propagation of the
plugin-cfg.xml file.

You can choose a remote web server installation if you want the web server on
the outside of a firewall and WebSphere Application Server on the inside of a
firewall. You can create a remote web server on an unmanaged node.
Unmanaged nodes are nodes without node agents. Because there is no
WebSphere Application Server or node agent on the machine that the node
represents, there is no way to administer a web server on that unmanaged node
unless the web server is IHS for WebSphere Application Server. With IBM IHS,
an administration server facilitates administrative requests, such as, start and
stop, view logs, and view and edit the httpd.conf file.

6.3.4 Installing binaries

For this book, the authors installed IBM HTTP Server remotely. This section
describes the process of installing HTTP server and plug-in binaries silently by
using response files, as shown in Figure 6-3 on page 190. Sample response files
are available in this directory:

IHS_Install_media/responsefiles/sample location

It is recommend that you back up the sample response files before you start
editing them for your environment.
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# pwd
fopt/IHSInstall/responsefiles/zanples
# 1s -la

total 472

drwAr-xr-x 2 root Fystem 4096 May 02 2012

drwAr-xr-x 3 root system 256 May 02 2012 .

—-I'W-T——-I—— 1 root system 17547 May 02 2012 WASvES.appclient.install.Win32.xml
-IW-T—-L—— 1 root system 17533 May 02 2012 WASvES.appclient.modify.Win32.xml
—IrW-r—-r—-— 1 root aystem 12559 May 02 2012 WASvES.appclient.uninstall.Winid.xml
—IW-Yr—-I—— 1 root system 19765 May 02 2012 WASvES.ihs.install.Win32.xml
—I'W-T——-I—— 1 root system 12681 May 02 2012 WASvES.ihs.uninstall Win32.xml
—-IW-Ir—-I—— 1 root Fystem 17514 May 02 2012 WASVES.plg.install.Win32.xml
—IrW-r—-r—-— 1 root aystem 12258 May 02 2012 WASvES.plg.uninstall.Win32.xml
—IrW-Yr——-T—— 1 root system 17547 May 02 2012 WASvES.plugelient.install . Win32.xml
—I'W-T——-I—— 1 root system 17675 May 02 2012 WASvES.plugclient.modify.Win32 . xmpd
—-IW-Ir—-I—— 1 root Fystem 12896 May 02 2012 WASvES.plugclient.uninstall.Wim32.xml
—IW-r—-I—— 1 root gystem 17219 May 02 2012 WASvVES.wect.install.Win32.xml
—-I'W-T——-I—— 1 root system 168983 May 02 2012 WASvES.wot.modifvy.Win32.zml
—-I'W-T——-I—— 1 root system 12228 May 02 2012 WASvES.wct.uninstall Win32.xml

#

Figure 6-3 Location of response files

Installing IHS by using sample response file

This section describes the following steps that are required to install IHS by using
sample response files:

—

Edit repository location section.

2. Edit installation package information section.
3. Run imcl command to install IHS.

4. Verify IHS installation.

Edit the response files with required properties. Required properties are
highlighted in Example 6-1and Example 6-2 on page 191.

Sample response files that are used for this book are available for download, as
described in Appendix A, “Additional material” on page 341.

Edit repository location section
Example 6-1 shows the section in which the repository location is specified.

Example 6-1 Response file for editing the repository location section

<server>

<l-- ##### Local Repositories #################E#FHHREFHRAFHARAAFRAFHE

# Uncomment and update the following Tine when using a local

# repository located on your own machine to install a

# IBM HTTP Server offering.

idddaddsddsddsddsddaddadaddsddsddaddsddsdtadaddaddadddaidadd bt

<repository location="/opt/IHSInstall’/> -->

</server>
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Edit installation package information section
Example 6-2 shows the section in which install package information is specified.

Example 6-2 Response file for editing the installation package information section

<install modify='false'>
<offering id='com.ibm.websphere.IHS.v85'
profile="'IBM HTTP Server for WebSphere Application Server V8.5'
features="'core.feature,arch.64bit' installFixes='none'/>
<!-- <offering id='PM12345_WAS80' profile='IBM HTTP Server for
WebSphere Application Server V8.5'/> -->

</install>

<profile id='IBM HTTP Server for WebSphere Application Server V8.5'
installLocation="'/opt/ibm/HTTPServer'>

<data key='eclipselLocation' value='/opt/ibm/HTTPServer'/>

<data key='user.import.profile' value='false'/>

<data key='user.ihs.httpPort' value='80'/>

<data key='user.ihs.installHttpService' value='false'/>

<data key='cic.selector.nl' value='en'/>

</profile>

Run imel command to install IHS

Run the imc1 command from the <Installation_Manager Home>/eclipse/tools
directory, as shown in the following example:

./imc1 -acceptlicense -showProgress input <response_file_path_and_name>
-log <log_file_path_and_name>

A sample output is shown in Example 6-3.

Example 6-3 Running the imcl command to install IHS

# ./imc1 -acceptLicense -showProgress input
/opt/IHSInstall/responsefiles/samples/WASv85.ihs.install.aix.xml

Installed com.ibm.websphere.IHS.v85 8.5.0.20120501 1108 to the
/opt/ibm/HTTPServer directory.
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Verify IHS installation

To verify the IHS installation, run the versioninfo command from the
IHS_HOME/bin directory, as shown in Example 6-4.

Example 6-4 Installation status report for IHS

# ./versionInfo.sh

WVERO010I: Copyright (c) IBM Corporation 2002, 2012; A1l rights
reserved.

WVER0012I: VersionInfo reporter version 1.15.1.48, dated 2/8/12

Report at date and time May 29, 2013 10:47:44 PM EDT
Installation

Product Directory /opt/ibm/HTTPServer

Version Directory /opt/ibm/HTTPServer/properties/version

DTD Directory /opt/ibm/HTTPServer/properties/version/dtd
Log Directory /var/ibm/InstallationManager/logs

Product List

IHS installed
Installed Product

Name IBM HTTP Server for WebSphere Application Server
Version 8.5.0.0

ID IHS

Build Level gml218.01

Build Date 5/1/12

Package com.ibm.websphere.IHS.v85_8.5.0.20120501_1108
Architecture PPC64

Installed Features IBM HTTP Server 64-bit with Java, Version 6
Core runtime

End Installation Status Report

Start HTTP Server

Use your operating system shell to start IHS from the /opt/ibm/HTTPServer/bin
directory by using the following command:

# ./apachectl start

After it is started, you can connect to your IHS, as shown in Figure 6-4 on
page 193.
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[ 1B HTTP Server8.5

= C  [1 convios-lp22.bocaraton.ibm.com ] =

WebSphere.

IBM HTTP Server

;] @ @

Administration Information Center Support Release notes

Figure 6-4 Start your IM HTTP Server

Installing plug-in binaries by using sample response file
This section describes the following steps that are required to install the plug-in
binaries by using sample response files:

1. Edit repository location section.
2. Edit installation package information section.
3. Run imcl command to install plug-in binaries.
4. Verify plug-in binary installation.

Edit the response files with required properties. Required properties are
highlighted in Example 6-5 and Example 6-6 on page 194.

Sample response files that are used for this book are available for download, as
described in Appendix A, “Additional material” on page 341.

Edit repository location section

Example 6-5 on page 194 shows the section in which the repository location is
specified.
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Example 6-5 Response file for editing the repository location section

idgddsddsddsddsadasddaddsddsdssadaddsaddsddaddsddsadssdsaddsdaddaddadd
<server>
<l-- ##### Local Repositories
iddddsddsddsddsadasddaddsddsddsadaadadad
# Uncomment and update the following Tine when using a local
# repository located on your own machine to install a
# Web Server Plug-ins offering.
iddddsddsddsddsddsaddadasddadssadaadsadaddaddaddsddadadasd b
<repository location='/opt/IHSInstall'/>
</server>

Edit installation package information section

Example 6-6 shows the section in which the installation package information is
specified.

Example 6-6 Response file for editing the installation package information section

(g dddssddsadddssdddsddddadidsadddsadddsddtadddtadddasdddasdddaadddi
<install modify='false'>
<offering id='com.ibm.websphere.PLG.v85'

profile='Web Server Plug-ins for IBM WebSphere Application Server
V8.5'

features="core.feature,com.ibm.jre.6_64bit' installFixes='none'/>
<l-- <offering id='PM12345 WAS80' profile='Web Server Plug-ins for IBM
WebSphere Application Server V8.5'/> -->
</install>

<profile id='Web Server Plug-ins for IBM WebSphere Application Server
v8.5'

installLocation="/opt/ibm/WebSphere/Plugins'>
<data key='eclipselLocation' value='/opt/ibm/WebSphere/Plugins'/>
<data key='user.import.profile' value='false'/>
<data key='cic.selector.nl' value='en'/>
</profile>

Run imcl command to install plug-in binaries

Run the following command from the
<Installation_Manager Home>/eclipse/tools directory:

./imc1 -acceptlLicense -showProgress input <response_file_path_and_name>
-log <log_file_path_and_name>
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This is shown in Example 6-7.

Example 6-7 imcl command to install plug-in binaries

# ./imc1 -acceptLicense -showProgress input
/opt/IHSInstall/responsefiles/samples/WASv85.plg.install.aix.xml -Tog
/opt/IHSInstall/plugin.log

Installed com.ibm.websphere.PLG.v85 8.5.0.20120501 1108 to the
/opt/ibm/WebSphere/Plugins directory.

Verify plug-in binary installation

Run the versioninfo command from the P1ugin_Home/bin directory, as shown in
Example 6-8.

Example 6-8 IBM WebSphere product installation status report for plug-in

# pwd

/opt/ibm/WebSphere/Plugins/bin

# ./versionInfo.sh

WVER0O010I: Copyright (c) IBM Corporation 2002, 2012; A1l rights
reserved.

WVER0012I: VersionInfo reporter version 1.15.1.48, dated 2/8/12

Report at date and time May 29, 2013 11:22:52 PM EDT

Installation

Product Directory /opt/ibm/WebSphere/PTugins

Version Directory /opt/ibm/WebSphere/Plugins/properties/version
DTD Directory

/opt/ibm/WebSphere/Plugins/properties/version/dtd

Log Directory /var/ibm/InstallationManager/logs

Product List

PLG installed

Installed Product

Name Web Server Plug-ins for IBM WebSphere Application
Server
Version 8.5.0.0
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ID PLG

Build Level gml1218.01

Build Date 5/1/12

Package com.ibm.websphere.PLG.v85_8.5.0.20120501_1108
Architecture PPC64

Installed Features IBM 64-bit WebSphere Runtime Environment for Java

Core runtime

End Installation Status Report

Installing WebSphere Customization Toolbox binaries

This section describes the following steps that are required to install the
WebSphere Customization Toolbox binaries by using sample response files.

The required properties are shown in Example 6-9 and Example 6-10 on
page 197.

Sample response files that were used for this book are available for download, as
described in Appendix A, “Additional material” on page 341.

Edit repository location section
Example 6-9 shows the section in which the repository location is specified.

Example 6-9 Response file for editing the repository location section

igddadadsdasdadsdsddsdsddtadadsddadsdsdtsdsdaddtadadadsdsdadtadadaiind
<server>
<l-- ##### Local Repositories
ifdtsdadsdgsdsdsdsdgdadsgagdgdagadadaai
# Uncomment and update the following line when using a local
# repository Tocated on your own machine to install a
# Web Server Plug-ins offering.
ifigsdadsdddadsdaddsdadaddsgadsdadaasdddadadaddadadddaisdltd
<repository location='/opt/IHSInstall'/>
</server>

Edit installation package information section

Example 6-10 on page 197 shows the section in which the installation package
information is specified.
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Example 6-10 Response file for editing the installation package information section

iddgdddssddssdddssdddsdddtsdidsadddsadddsddtadddadddasdddasdddaadddi
<install modify='false'>
<offering id='com.ibm.websphere.WCT.v85'"
profile='WebSphere Customization Toolbox V8.5'
features='core.feature,pct' installFixes='none'/>
<l-- <offering id='PM12345 WAS80' profile='WebSphere Customization
Toolbox V8.5'/> -->

</install>

<profile id='WebSphere Customization Toolbox V8.5'
installLocation="'/opt/ibm/WebSphere/Toolbox'>

<data key='eclipseLocation' value='/opt/ibm/WebSphere/Toolbox"'/>

<data key='user.import.profile' value='false'/>

<data key='user.select.64bit.image,com.ibm.websphere.WCT.v85"

value='false'/>

<data key='cic.selector.nl' value='en'/>

</profile>

Run imcl command to install WebSphere Customization Toolbox
binaries

Run the following command from the
<Installation_Manager_Home>/eclipse/tools directory:

./imc1 -acceptlLicense -showProgress input <response_file_path_and_name>
-log <log_file_path_and_name>

This is shown in Example 6-11.

Example 6-11 imcl command to install WebSphere Customization Toolbox binaries

# ./imc1 -acceptLicense -showProgress input
/opt/IHSInstall/responsefiles/samples/WASv85.wct.install.aix.xml

Installed com.ibm.websphere.WCT.v85_8.5.0.20120501_1108 to the
/opt/ibm/WebSphere/Toolbox directory.
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6.3.5 Configuring the web server plug-in by using the Plug-in
Configuration Tool

You can use the wetemd command and specify the Plug-in Configuration Tool
(PCT) to configure an IHS to use a WebSphere Application Server as a hosting
server. A sample response file is available to configure the web server plug-in in
Appendix A, “Additional material” on page 341.

Complete the following steps:

1.

Locate the sample response file in the /WCT_Home/WCT directory, as shown in
Figure 6-5.

$ pwd

Jfopt/fibm/WebSphere/Toolbox/WCT

£ 1s -la

total 256

drwEr-xr-x
drwxr-xr-x
drwxr-xr-x
—I'WXIT-XIr-X
—IWXI-XI—-X
drwXxr-xr-x
—IWHET-XT—X
drwxr-xr-x
—IWHI-XI—X
—IWHI-XI—-X

¥

RS s i B L G

root system 256 May 30 11:30 .

root system 4096 May 30 11:31 ..

root system 256 May 30 11:30 configuration

root Iystem 82943 Apr 16 2012 eclipse

root system 180 Apr 16 2012 eclipse.ini

root system 256 May 30 11:30 features

root system 11625 May 30 11:54 pct responsefile.txf
root system 16384 May 30 11:30 plugins

root system 94 Apr 16 2012 wct.sh

root system 282 Apr 16 2012 wcteomd.sh

Figure 6-5 Sample response file for plug-in configuration

2.

Edit the properties in the response file, as shown in Example 6-12.

Example 6-12 Edit the properties for the pct_responsefile

configType=remote

enableAdminServerSupport=true
enabTeUserAndPass=true

enabTeWinService=false
ihsAdminCreateUserAndGroup=true
ihsAdminPassword=ihsadmin

ihsAdminPort=8008

ihsAdminUnixUserGroup=ihsadmin
ihsAdminUnixUserID=ihsadmin
mapWebServerToApplications=true
wasMachineHostname=convios-1p39.bocaraton.ibm.com
webServerConfigFilel=/opt/ibm/HTTPServer/conf/httpd.conf
webServerDefinition=webserverl
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webServerHostName=convios-1p22.bocaraton.ibm.com
webServerInstallArch=64

webServerPortNumber=80

webServerSelected=IHS

. Run the wetemd command to generate the IHS plug-in configuration, as shown
in Example 6-13. Here, the command is used on UNIX.

Example 6-13 WebSphere Customization Toolbox command to generate IHS plug-in

# ./wctcmd.sh -tool pct -createDefinition -defLocName
/opt/ibm/WebSphere/Plugins -deflLocPathname
/opt/ibm/WebSphere/Plugins -response
/opt/ibm/WebSphere/Toolbox/WCT/pct_responsefile.txt
Importing definition location...

Definition location successfully imported
Launching tool pct ...

Tool execution completed successfully.

Java null pointer exception: If you notice a Java null pointer exception
when you run this command, upgrade IHS, the IHS plug-in, and
WebSphere Custom Toolbox to the latest fix level. To resolve the problem,
we upgraded to fix level 8.0.0.6. For more information, see this website:

http://www.ibm.com/support/docview.wss?uid=swg1PM46369

. Start and verify the IHS and Administration Server installation, as shown in
Example 6-14.

Example 6-14 Verify your installation

# pwd

/opt/ibm/HTTPServer/bin

# ./apachectl start

# ./adminctl start

./adminct] start: admin http started
#

. Locate the web server configuration script. On UNIX systems, it is in the
following directory:

/opt/ibm/WebSphere/Plugins/bin/configurewebserverl.sh
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6. Copy the web server configuration script to the remote WebSphere
Application Server bin directory, as shown in the following example:

/opt/ibm/WebSphere/AppServer/bin
In Example 6-15, we show how to do this by using the scp command.

Example 6-15 Copy the web server configuration script

# scp configurewebserverl.sh
bpmuser@convios-1p39.bocaraton.ibm.com:/opt/ibm/WebSphere/AppServer/
bin

bpmuser@convios-1p39.bocaraton.ibm.com's password:
configurewebserverl.sh

100% 2484 2.4 KB/s 00:00

7. Run the web server configuration script on the WebSphere Application
Server.

Change the directory to WAS_HOME/bin. Then, run the following command to
add webserver1 to the WebSphere Application Server configuration:

configurewebserverl.bat|sh -profileName profile_name -user
admin_user_name —password admin_password -ihsAdminPassword
ihs_admin_password

For our UNIX environment, this is shown in Example 6-16.

Example 6-16 Run the web server configuration script

./configurewebserverl.sh -profileName BPMTestDmgr0l -user wasadmin
-password wasadmin

8. Verify IHS configuration.

Next, you can verify the IHS configuration from the WebSphere Integrated
Solution Console. In the left side pane, click Servers — Server Types —
Web server. Then, verify your IHS entry for webserver1 and click the link, as
shown in Figure 6-6 on page 201.
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Web servers

Use this page to view a list of the installed web servers.

Preferences

ZE

| Generate Plug-in || Propagate Plug-in “ New... || Delete || Templates...

|[ start |[ stop || Termin

| Web server Type J _ |NDde i | Host Name | Version I3 _ | Status Q_
Yol n administer the following resources:
D webserverl IBM HTTP Server Convios- convios- Mot E+
|p22.bocaraton.ibm.com- Ip22.bocaraton.ibm.com | applicable
node
Total 1

Figure 6-6 Verify IHS configuration

9. Confirm that the Remote Web server management properties are configured

correctly, as shown in Figure 6-7. After the properties are configured correcily,
click OK to return to the Web servers overview page.

Weab servers > webserverl > Remote Web server management

is not installed on the same machine as the WebSphere{R) application server.

Configuration

Use this page to configure the IBM(R) HTTPF Server administration server for a web server. These properties are required for a web server that

7 E

Remote Web server management

# Port
[sooe

# Username

W
|ihsadmin &/
|l

# Password

[ usessL

|A|:||:|ry|| Reset || Cancel |

Figure 6-7 Web server remote management properties
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10.The plug-in must now be generated. Click the box next to webserver1
resource and then click Generate Plug-in. The IBM HTTP Server must have
permission to write to the plugin-cfg.xml file. After the plug-in is generated
successfully, two messages are displayed, as shown in Figure 6-8.

=l Messages

[} pLecooost: Flug-in configuration file

= fopt/ibm/WebSphere/AppServer/profiles/BPMTestDmgro1/config/cells/convios-
lpCell01/nodes/convios-lp22.bocaraton.ibm.com-node/servers/webserverl/plugin-cfg.>xml

[} pLecoos21: Plug-in configuration file generation is complete for the Web server. convios-
|pCell0i.convios-lp22.bocaraton.ibm.com-node.webserverl.

Web servers

Use this page to view a list of the installed web servers.

Praeferances /

Templates... || =

& (e

Seled:| Name 2 _

| Web server Type I _ | Node I _ | Host Name I3 _ |Vers|'|:m A | Status g_
You can administer the following resources:
D visbserverl IBM HTTP Server convios- convios- Mot 0
|p22.bocaraton.ibm.com- | |p22.bocaraton.ibm.com | applicable
node
Total 1

Figure 6-8 Generate plug-in
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11.Propagate the plug-in by selecting the webserver1 resource again and by

clicking Propagate Plug-in. After the plug-in is propagated successfully, two

messages are displayed, as shown in Figure 6-9.

= Messages

[} pLGcoos2I: The plug-in configuration file is propagated

from /opt/ibm/WebSphere/AppServer/profiles/BPMTestDmgr0i/config/cells/convios-
IpCell01/nodes/convios-Ip22.bocaraton.ibm.com-node/servers/webserverl/plugin-cfg.xml

to fopt/ibm/WebSphere/Plugins/config/webserveri/plugin-cfg.xml on the Web server computer
[l pLecoo4sI: The propagation of the plug-in configuration file is complete for the Web server

convios-lpCell01.convios-lp22.bocaraton.ibm.com-node.webserverl.

Web servers

Preferances

Use this page to view a list of the installed web servers.

(4

Generate Plug-in -|; Propagate Mug-in -li New... |: Delete Templates... -|: Start-|: Stop || Terminate ]
o )

Seled:| Name 2 _ | Web server Type 5 _ | Node I _ | Host Name 3 _ |Vers|'nr| o | Status Q_

You can administer the following resources:

webserverl IBM HTTP Server convios- convios- Mot 9
|p22.bocaraton.ibm.com- | Ip22.bocaraton.ibm.com | applicable
node

Total 1

Figure 6-9 Propagate plug-in

12. Stop and start the web server.
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13.Verify your web server configuration by browsing to your Process Admin
Console. In our example, we are pointing our browser to the following web
address that hosts our web server:

http://convios-1p22.bocaraton.ibm.com/ProcessAdmin

The resulting Process Admin Console is shown in Figure 6-10.

o .. = S
[ IBM Business Process Mar {"‘\ » - S 2. | ars s cmme s &
&« C | [1 convios-1p22.bacaraton.ibm.com/ProcessAdmin/ProcessAdmin/com.lombardisoftware.processadmin.ProcessAd min/ProcessAdmin,jsp ’,:}" f = |
‘ Process Admin Console Server Admin Process Inspector Installed Apps Logged in as wasadmin | Preferences | Logout ?
B BPMTest
» 1BM BPM Admin The Process Admin consale provides configuration and managementtools forthe Process  process Status Summary

Servers in your IBM Business Process Manager environment

7 Liear Manaement (Today | Week | Month | Year | AH-t\ma)

» Monitoring The Process Admin console enables you to manage IBM BPM users, as well as the queues
¥ Event Manager and caches for particular servers. The console also provides tools to help you configure the 0
e process applications installed on the servers in your runtime envirenmeants
dmin Tools
Started Completed Late Suspended Failed
» Saved Search Admin To work with the Process Admin console:
® Use this Server Admin page to perform server administration tasks and view status .{: Process Applications

information for process instances and applications

e Usethe Process Inspector page to view and manage process instances for process
applications.

s Use the Installed Apps page toview and manage snapshots ofinstalled process
applications.

Figure 6-10 Verify admin process

6.3.6 Securing IHS with SSL communications

For secure communication, you can set up the SSL directives in the default
httpd.conf configuration file. In our example, we use a self-signed certificate to
configure SSL communication between IHS and IBM Business Process
Manager.

A self-signed certificate provides a certificate to enable SSL sessions between
clients and a server, while waiting for the officially signed certificate to be
returned from the certificate authority (CA). A private and public key is created
during this process. This process generates a self-signed X.509 certificate in the
identified key database. A self-signed certificate has the same issuer name as its
subject name.

The gskemd command provides a command-line interface (CLI) for certificate
management tasks that might otherwise be provided by the ikeyman utility.
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Complete the following steps to configure SSL by using a self-signed certificate:

1.

Create a new key database by using the gskemd command. The following
gskcemd syntax1 is used to create a key database:

<IHS Home>/bin/gskcmd -keydb -create -db <filename> -pw <password>
-type <cms | jks | jceks | pksl2> -expire <days> -stash

Where:

— -keydb specifies that the following command targets a key database.
— -create specifies that the command creates a key database.

— -db <filename> specifies the name of the key database.

— -pw <password> specifies the password for the new key database.

— -type <cms | jks | jceks | pkcsk> specifies the database type.

— -expire <days> specifies the number of days before the password or the
certificate expires.

— -stash <filename> specifies that the password for the key database is
stashed to a file.

The following example shows how to create a new key database:

# ./gskcmd -keydb -create -db /opt/ibm/HTTPServer/bin/key.kdb -pw
ihsadmin -type cms -expire 3650 -stash
/opt/ibm/HTTPServer/bin/key.sth

Create a self-signed certificate by using the gskemd command, as shown in
the following syntax:

<IHS Home>/bin/gskcmd -cert -create -db <filename> -pw <password>
-size <2048 | 1024 | 512> -dn <distinguished name> -label label>
-default_cert <yes | no> - expire <days> -san dnsname <DNS name
value>[,<DNS name value>] -san emailaddr <email address
value>[,<email address value>] -san ipaddr <IP address value>[,<IP
address val-ue>][-ca <true | false>]

Where:

— -cert specifies that the following command targets a self-signed
certificate.

— -create specifies a create action.
— -db <filename> is the name of the key database.
— -pw <password> specifies the password to access the key database.

' For more information about the gskcmd options, see the IHS Information Center at this website:

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/topic/com.ibm.websphere.ihs.doc/ihs/rihs
_ikeycmdsyn.html
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— -size <2048 | 1024 | 512> indicates a key size of 2048, 1024, or 512 bit.
The default key size is 1024 bit. The 2048-bit key size is available if you
are using Global Security Kit (GSKit) Version 7.0.4.14 or later.

— -dn <distinguished name> indicates an X.500 distinguished name. Enter
the dn as a quoted string of the following format (only CN, O, and C are
required):

e CN: common_name

e QO: organization

e QU: organization_unit
¢ L:location

e ST: state, province

e C: country

This is seen in the following example:

"CN=webTinux.raleigh.ibm.com,0=1BM,QU=IBM HTTP
Server,L=RTP,ST=NC,C=US"

— -Tlabel <label>is a descriptive comment that is used to identify the key
and certificate in the database.

— -default_cert <yes | no> specifies whether this is the default certificate
in the key database.

— -expire <days> indicates the validity period for new self-signed digital
certificates; the default is 365 days; the minimum is one day. The
maximum is 7300 days (20 years).

— -san * <subject alternate name attribute value> | <subject
alternate name attribute value> specifies the subject alternative name
extensions in the certificate request that inform SSL clients of alternative
host names that correspond to the signed certificate.

The following example shows how to create a self-signed certificate:

# ./gskcmd -cert -create -db /opt/ibm/HTTPServer/bin/key.kdb -pw
ihsadmin -size 1024 -dn
CN=convios-1p22.bocaraton.ibm.com,0=IBM,0U=BPMODC,L=AUS,ST=TX,C=US
-label webserverl -default _cert yes -expire 3650
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3. Enable SSL directives.

Add SSL directives to the IHS httpd.conf configuration file. Create an SSL
virtual host stanza by using the directive as shown in Example 6-17.

Example 6-17 Add SLL directives to the httod.conf file

LoadModule ibm_ss1_module modules/mod_ibm_ss1.so
Listen 443
<VirtualHost *:443>
ServerName convios-1p22.bocaraton.ibm.com
SSLEnable
SSLProtocolDisable SSLv2
</VirtualHost>
SSLDisable
KeyFile /opt/ibm/HTTPServer/bin/key.kdb

4. Stop and start the web server.

6.3.7 Configuring trust

Complete the following steps to configure trust between the WebSphere
Application Server SSL certificate and the IHS plug-in:

1. By using the WebSphere Integrated Solutions Console, click Security — SSL
certificate and key management, as shown in Figure 6-11 on page 208.
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i\‘f Favorites | = @ IBM Business Transformati... 9_] IBM Standard Software In... @ IT Help Central @ Web Slice Gallery * g Sign In g_] Logout

g = r »
‘L@WebSphereIntegrated SolutionsCons‘..| | E}j > A % ~ Page v Safety v Tools v @v

WebSphere.

I+ Guided Activities
et L Global security
Use this panel to configure administration and the default application security polig
[+ Applications for all administrative functions and is used as a default security policy for user app|
customize the security policies for user applications.

|+ Jobs

I+l Services - - - - -
Security Configuration Wizard | | Secunty Configuration F

1

|+ Resources
Administrative security

I+ Runtime Operations

Enable administrative security Administrative user foles

L Administrative group roles
Administrative authentication

I=! Security
Business Integration Security
Global security
Security domains Application security

‘ Administrative Authorization Groups o y
Enable application security

[ SSL certificate and key management |

Security auditing }
Bus security Java 2 security
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& Internet | Protected Mode: On v R160% ~ J

Figure 6-11 WebSphere Integrated Solutions Console
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2. From the Related ltems list, click Key stores and certificates, as shown in

Figure 6-12.
SSL certificate and key management v =
SSL certificate and key management
SSL configurations Related Ttems
The Secure Sockets Layer (SSL) protocol
provides secure communications between ﬁ_ )
remote server processes or endpoints. SSL configurations
security can be used for establishing Dvnamic
communications inbound to and outbound from —h
an endpoint. To establish secure %SSL
communications, a certificate and an SSL %
configuration must be specified for the configurations
endpoint. Key stores and
In previous versions of this product, it was certificates
necessary to manually configure each endpoint KavEats
for Secure Sockets Layer (SSL). In this e
version, you can define a single configuration Key set groups
far the entire application-serving environment.
This capability enables you to centrally Key managers
manage secure communications. In addition,
trust zones can be established in multiple node Trust managers
environments by overriding the default, cell- Certificate
level SSL configuration. W:CA:
If you have migrated a secured environment M )
to this version using the migration utilities, the configurations
Figure 6-12 SSL certificate and key management
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3. Click NodeDefaultKeyStore, as shown in Figure 6-13.

ate and key managem

SSL certificate and key management > Key stores and certificates

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Keystore usages

SSL keystores

|+ Preferences

| New... H Delete H

Change password... H

Exchange signers...

B | P

~
Select | Name %

Dt ~
‘ Description ©

| Management Scope £

Path £

You can administer the following resources:

E

CellDefaultkeyStore

Default key store for
Ip039Cellol

(cell):lp039Cello1

${CONFIG_ROOT}/cells/lp039Cell01/key.p12

(|

CellDefaultTrustStore

Default trust store for
Ip039Cello1

(cell):lp039Cello1

${CONFIG_ROOT}/cells/lp039Cell01/trust.p12

[

NodeDefaultKeyStore

Default key store for
Ip039Node01

(cell):lp039Cell01:
(node):Ip039Node01

${CONFIG_ROOT}/cells/Ip039Cell01/nodes/lp039Node01/key.p12

]

NodeDefaultTrustStore

Default trust store for
Ip039Node01

(cell):Ip039Cell01:
(node):Ip039Node01

${CONFIG_ROOT}/cells/Ip039Cell01/nodes/lp039Node01/trust.p12

Total 4

Figure 6-13 Key stores and certificates
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4.

In the Additional Properties list, click Personal certificates, as shown in

Figure 6-14.

SSL certificate and key management

General Properties

SSL certificate and key management > Key stores and certificates > NodeDefaultKeyStore
Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Name

[NodeDefaultkeyStore

Description

Additional Properties

Management scope

‘Defauit key store for [p039Node01

‘(cell):lp039CeII01 :(node):Ip039Node01

Path

# Password

Type
PKCS12

‘g;V{CONFIGTROOT}[ceIls[rip7039CeIIOl[nodes[IpO39NodeOl[key.p12

Signer certificates

Personal
certificates

Personal certificate
requests

Custom properties

Figure 6-14 NodeDefaultKeyStore

5. Write down the highlighted Serial Number of the default certificate. Select the

default certificate and then click Extract, as shown in Figure 6-15.

e

SSL certificate and key management
SSL certificate and key management > Key stores and certificates > NodeDefaultKeyStore > Personal certificates
Manages personal certificates.
[+ Preferences
Create ~ I | Delete ‘ Receive from a certificate authority... ‘ | Replace... || Extract... ‘h Import... [ Export... ‘ Revoke... ‘ Renew ‘
Select| Alias | Issued To |Issued By | Serial Number | Expiration
You can administer the following resources:
B default CN=Ip039.aimsrv.net, CN=Ip039.aimsrv.net, 402040366240472| Valid from
0OU=Ip039NodeoicCell, OU=Root Certificate, Jul 21, 2013
OU=Ip039Node01, O=IBM, 0U=1p039Cell01, to Jul 21,
C=Uus OU=Ip039CellManager01, 2014.
0=IBM, C=US
TE' CN=Ip039.aimsrv.net, CN=Ip039.aimsrv.net, 400763059619402 | Valid from
OU=Root Certificate, OU=Root Certificate, Jul 21, 2013
ou=Ipo39cellol, ou=Ipo39celloi, to Jul 17,
OU=Ip039CellManager01, OU=Ip039CellManager01, 2028.
0=1BM, C=US 0=1BM, C=US

Total 2

Figure 6-15 Personal certificates
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6. Write down the highlighted Certificate file name to be extracted with the full
path and leave the data type as it is. Click OK, as shown in Figure 6-16.

SSL certificate and key management 7=
SSL certificate and key management > Key stores and certificates > NodeDefaultKeyStore > Personal certificates >
Extract certificate

Extracts a certificate from the key store to be added to another key store.
General Properties

Certificate alias to extract
|defau|t

#* Certificate file name
‘/opt/ibm/H'I'I'PServer/Nodelcert_.arm

Data type
Base64-encoded ASCII data ~

Apply ‘ Reset | Cancel |

Figure 6-16 Extract certificate

7. Repeat steps 5 and 6 for all nodes, then continue with the following steps.

8. Click Security — SSL certificate and key management — Key stores and
certificates.
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9. Click CMSKeyStore for webserver1, as shown in Figure 6-17.

1, Profile=BPMTestDmgrO1

55L certificate and key management

S5L certificate and key management > Key stores and certificates

Defines keystore types, including cryptography,. RACF(R), CMS, Java(TM), and all truststore types.

-
Prefereances
I New... ||_De|_e_te_|| Change password... || Exchange signers... |
B©
5e|ect| Name & / | Dﬂrip‘tiﬂn; | Management Scope | Path
You can Edl‘l"lil-‘l}-lén’!r the following resum‘yé:
= [
I:‘ CMSKeyStore CMSKeyStore for {cell) iconvios-IpCell01: ${CONFIG_ROOT} cells/convios-
web server {node):convios- lpCell01l/nodes/convios-
webserverl. lp22.bocaraton.ibm.com- | Ip22.bocaraton.ibm.com-

node: node/servers/webserverl/plugin-key.kdb
(server)iwebserveri

I:‘ CellDefaultkevStore Default key store for| {cell)iconvios-lpCell01 ${CONFIG_ROOT} cells/convias-
convios-lpCell01 lpCell0l/key.p12

D CellDefaultTrustStore | Default trust store (call):convios-IpCeallol ${CONFIG_ROOT} cells/convias-
for convios-lpCell0o1 lpCellot/trust.p12

D NodeDefaultkeyStore | Default key store for| (cell):convios-lpCell0i: ${CONFIG_ROOT} calls/convios-
BPMTestModeOl {node):BPMTestNode01l | IpCelloi/nodes/BPMTestNode0l/key.pl2

Figure 6-17 Key stores and certificates
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10.In the CMSKeyStore window, select Signer certificates from the Additional
Properties list. Click Add, as shown in Figure 6-18.

estDmgrol Close page

S5L certificate and key management

551 certificate and key management > Key stores and certificates > CMSKeyStore > Signer certificateé

Manages signer certificates in key stores.

Preferiryﬁ/
[Ao)] Delet= || extmct || Remwieve from port |

5e|ectl Alias & | Issued to | Fingerprint (SHA Digest) 2 Expiraticon

You can administer the following resources:

l:l EPMServer CN=convios- D6:47:70:45:BB:29:60:70:27:36:A2:76:03:0A:B1:39:B5:BC:B0:AD | Valid from
lp29.bocaraton.ibm.com, 29, 2013
OU=convios- 29, 2014,

lpCell01BPMTestNode01,
OU=BPMTestNodel1,
O=IBM, C=US

l:l CN=convigs- CN=convios- DC:0D:82:CD:ES:B3:90:14:F6:A4:5F:59:2C:79:D6:40:22:D7 :AD: TE | Valid from
|p29.bocaraton.ibm.com, | Ip39.bocaraton.ibm.com, 29, 2013
OU=Root Certificate, OU=Root Certificate, 25, 2028.
OU=convios-lpCellD1, OU=convios-lpCell0O1,

OU=convigs- OU=convios-
|p280mgriodea0l, lp29DmgrNodell,
O=I1BM, C=US O=IBM, C=US

Figure 6-18 Signer certificates

11. Specify the Alias and File name that you extracted in step 6 on page 212 with
the full path and enter them as shown in Figure 6-19. Click OK to save the
changes.

S5L certificate and key management

551 certificate and key management > Key stores and certificates > CMSKeyStore > Signer
certificates > Add signer certificate

Adds a signer certificate to a key store.

General Properties

* Alias
[EPMNodat

#* File name
|f opt/ibm/HTTPServer/Nodeicert.arm

Data type
Basef4-encoded ASCII data

Apply |M Resetl Cancel |

Figure 6-19 Specify signer information
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12. Repeat steps 9,10 and 11 for all certificates that were extracted from all
nodes.

13. Copy the updated CMSKeystore file from the WebSphere Application Server
to the remote IHS.

In our example, the source location is shown in the following example:

${CONFIG_ROOT}/cells/convios-1pCel101/nodes/convios-1p22.bocaraton. i
bm.com-node/servers/webserverl/plugin-key.kdb

The CMS key database file is under the unmanaged IHS node; here, it is
webserver.

Our target location on the remote IHS is shown in the following example:
/opt/ibm/WebSphere/Plugins/config/webserverl
Double check location information: Before the keystore file is copied,
you can verify the correct location of the CMS keystore on the remote IHS

server by checking the value of the Keyfile parameter in the
plugin-cfg.xml file.

14. Apply and synchronize the changes.
15. Restart the IHS.

6.4 Conclusion

This chapter described the topology, installation, and configuration of an IBM
HTTP Server.
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Post-installation
configuration

This chapter describes some common post-installation configuration tasks for
constructing enterprise-grade IBM Business Process Manager (BPM)
environments.

This chapter includes the following topics:

>

vVvyyy

Configuring the SMTP server

Configuring the LDAP repository

Configuring transaction properties for peer recovery
Changing passwords

Configuring the HTTP load balancer URL
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7.1 Configuring the SMTP server

To use the email task notification feature, you must configure IBM BPM to use an
appropriate SMTP relay server inside your organization. Contact your mail server
administrator team to obtain the host name of the SMTP server that permits
SMTP relay from your IBM BPM servers. IBM BPM does not support any type of
SMTP authentication or nonstandard SMTP ports.

Create a file that is named 102CustomSMTP. xm1 with the content that is shown in
Example 7-1. Replace $SMTP_HOST_NAME with your SMTP server host name. Use
a simple text editor; for example, Notepad on the Windows platform.

Example 7-1 Content of the file 102CustomSMTP.xml

<properties>
<server merge="mergeChildren">
<email merge="mergeChildren">
<smtp-server merge="replace">$SMTP_HOST NAME</smtp-server>
</email>
</server>
</properties>

Place the 102CustomSMTP.xm1 file in the following directory for each NODE_NAME
and APP_TARGET_SERVER in the cluster:

$BPM_HOME/profiles/$DMGR_PROFILE_NAME/config/cells/<DMGR_CELL>/nodes/<N
ODE_NAME>/servers/<APP_TARGET SERVER>/process-server/config/

This step should be performed in the deployment manager profile only and use a
similar path. The files are then pushed to each node by using the WebSphere
synchronization mechanism.

Synchronize the nodes by logging in to the WebSphere Integrated Solutions
Console, browsing to System Administration — Nodes, selecting all nodes,
and then clicking Full Synchronize.

Wait for the synchronization to finish and then restart the AppTarget cluster
(AppCluster).
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7.2 Configuring the LDAP repository

In this section, we describe how to add an LDAP repository to the federated
repository to be used with the default file-based repository. We also describe how
to use group and user filters to restrict results that are returned from LDAP.

We use Microsoft Active Directory (Windows 2003 mode) as an example, so
some fields, such as, the LDAP Distinguished Name format and some other
LDAP attributes, are specific to Active Directory.

The following details for the LDAP configuration are described:

» Prerequisites
» Adding LDAP to the WebSphere federated repository
» Validating LDAP configuration

» Configuring LDAP filters

» Recovering from security configuration problems

7.2.1 Prerequisites

Before you proceed with the LDAP configuration in your IBM BPM environment,
you must request the values of the following mandatory parameters from your
LDAP administrator:

» Fully Qualified Domain Name (FQDN) of the LDAP server
» LDAP port

» Bind distinguished name

» Bind password

» Base distinguished name

Before the LDAP repository configuration is started, it is recommended that you
verify the parameters that are provided by trying to connect to the LDAP
repository by using an LDAP browser of your choice.

7.2.2 Adding LDAP to the WebSphere federated repository

Compilete the following steps to add LDAP to the WebSphere federated
repository:

1. Stop all IBM BPM clusters’ members and node agents on all machines. Only
the deployment manager should be running.

2. Log in to the WebSphere Integrated Solutions Console by using the following
address:

https://<DMGR_HOST_NAME>:9043/ibm/console
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In the left pane, click Security — Global Security. In the User account
repository section, click Configure..., as shown in Figure 7-1.

Global security

Global security

Use this panel to configure administration and the default application security policy. This security configuration applies to the security

policy for all administrative functions and is used as a default security policy for user applications. Security domains can be defined to
override and customize the security policies for user applications.

| Security Configuration Wizard Security Configuration Report

Administrative security Authentication

Enable administrative security [ Pty s B e oy o Authentication mechanisms and expiration
Administrative aroup roles @ LTpa

Administrative authentication

Kerberos and LTRA
Kerberos configuration

Application security Authentication cache settings

Web and SIP security
Enzable application security v ¥

RMI/IIOP security
Java 2 security Java Authentication and Authorization Service
D Use Java 2 security to restrict application access to local resources .
D Enable Java Authentication SPI (JASPI)

Providers

D Use realm-quszlified user names
User account repository

Real_m name Security demains
defaultWIMFileBasedRealm

External authorization providers

Currant realm definition Brogrammatic session cookie configuration
Federated repositories

Custem properties
Available realm definitions

| Federated repositories IZ” | Configure... Set as current

[ Apply | | Reset

Figure 7-1 Configuring User account repository
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3. In the Related ltems part of the page, click Manage repositories, as shown
in Figure 7-2.

Global security ?

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories can be managed in a singla, virtual realm. The realm can
consist of identities in the file-based repository that is built into the system, in one or more external repesitories, or in both the
built-in repository and one or more external repositories.

General Properties

% Realm name
[d=faultwIMFileBasedRealm |

# Primary administrative user name
celladmin

Server user identity

@ Automatically generated server identity

) Server identity that is stored in the repository

Ignore case for authorization
O alow operations if some of the repositories are down

Repositories in the realm:

! Add repositories (LDAP, custom, etc)... H Use built-in repository |! Remove |

Selectl Ezze Entry | Repository Identifier | Repository Type

You can administer the following rescurces:

D o=defaultWIMFileBasedRealm InternalFileRepository File

Total 1

Related Items

Additional Properties

Manage repositories

EBroperty extension repository Trusted authentication realms - inbound
Entry mapping repository

Supported entity tvpes

User repository attribute mappin

Custom properties

[pply | [OK | |Reset | | cancel ]

Figure 7-2 Federated repositories
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4. In the Add drop-down list, select LDAP repository, as shown in Figure 7-3.

Global security ? 24

Global security > Federated repositories > Manage repositories

Repositories that are configurad in the system are listed in the following table. You can add or delete external repositories.

[+ Preferences

Add = | Dealeta
ILDAP repository

Custom repository|
File repository .
Select | Repository Identifier Repository Type

You can administer the following resources:

InternalFileRepository File

Total 1

Figure 7-3 Manage repositories

5. As shown in Figure 7-4 on page 224, you must provide the following
information:

— Repository Identifier: Enter a meaningful name for the new repository. In
our example, we are using 0DC AD.

— LDAP server section:

¢ Directory type: Select an appropriate type of LDAP (we choose
Microsoft Windows Active Directory).

* Primary host name: Specify the LDAP server’s host name; in our case,
we use conesx-vm74.bocaraton.ibm.com.

¢ Port: Specify an LDAP port. In the case of Microsoft Active Directory, it
can be the default LDAP port 389 or the Global Catalog port 3268 if you
are configuring against a Global Catalog enabled Domain Controller’.

— Security section:

¢ Bind distinguished name: Specify an LDAP user.
¢ Bind password: Specify an LDAP password.

This information is used to connect to the LDAP server.

In the case of Microsoft Active Directory, the distinguished name (DN) for a
specific user can be identified by running one of the following commands
on any member server that is part of the Active Directory domain:

dsquery user -samid binduser
dsquery user -name binduser

' For more information, see this website:
http://technet.microsoft.com/en-us/1ibrary/cc978012.aspx
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The DN is returned in the following format, which is what we enter for the
Bind distinguished name:

CN=binduser,CN=Users,DC=o0dc,DC=ibm,DC=Tocal

Another way to specify the bind user for Microsoft Active directory is to use
the following domain notation in the Bind distinguished name field:

binduser@odc.ibm.Tlocal
Also, provide the appropriate Bind password for the LDAP connection.

After all of the mandatory options are specified, click OK to save the
configuration, as shown in Figure 7-4 on page 224.
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Global security

sarvears.

General Properties

Global security > Federated repositories > Manage repositories > New...

Specifies the configuration for secure access to a Lightweight Directory Access Protocol (LDAP) repository with optional failover

# Repository identifier
[opc AD |

Repository adapter class name

com.ibm.ws.wim.adapter./dap.LdapAdapter

LDAP server

# Directory type

Security

Eind distinguished name

Microsoft Windows Active Directory IZH

# Primary host name Port

|CN=bir|d|.|ser,CN=Users,DC=udE,DC=ibm,DC=|uca| |

Bind password

l:uners.x-vm?tl,bu{aratun,ibm.|| |389 |

Failover server used when primary is not available:

,rDelete

Selectl Failaver Host Name |Purt
None
[add] | | [

Suppart referrals to other LDAP servers
Support for repository change tracking

Custom properties

[ Hew | [ Delete

Select| Name valus

g |l [ |1 |

The additional properties will not be available until the
general properties for this item are applied or saved.

Additional Properties

Federated repository properties for login

|uid |

LDAP attribute for Kerberos principal name

Certificate mapping
| EXACT_DN IZ”

Certificate filter

D Reguire S5L communications

( E)Jl

Manage endpoint security confiqurations

CellDefault55LSettings |« 55L configurations

Figure 7-4 Configure new LDAP repository
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6. Browse to the Federated repositories window and click Add repositories
(LDAP, custom, etc)... as shown in Figure 7-5.

Global security ?

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories can be managed in 2 single, virtuzl realm. The realm can
consist of identities in the file-based repasitary that is built into the system, in one or more external repositories. or in both the
built-in repository and one or more external repositeries.

General Properties

# Realm name
defaultWIMFileBasedRealm

# Primary administrative user name
I_l:elladrrlin |

Server user identity

@ Automatically generated server identity

Server identity that is stored in the repository

Ignore case for authorization
I:‘ Allow cperations if some of the repositories are down

Repositories in the realm:

| Add repositories (LDAP, custom, etc)... |:_ Use built-in repository ]: Remove ]

Select| Base Entry | Repository Identifier | Repository Type
You can administer the following resources:

[ o=defaultWIMFileBasedRealm InternzlFileRepository File
Total 1

Related Items

Additional Properties

Manage repositories
Broperty extension repository Trusted authentication realms - inbound

Entry mapping repository
Supported entity tvpes
User repository attribute mapoin

Custom properties

Apply | (oK | Reset | 5 Cancel-]

Figure 7-5 Adding new repository to list of repositories
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7. Select the corresponding repository (which you created previously) in the
Repository drop-down menu and set the base DN in the Unique distinguished
name of the base (or parent) entry in federated repositories field. The unique
name often is equal to the actual DN; otherwise, select Distinguished name
in the repository is different and specify the actual DN. Click OK to save, as
shown in Figure 7-6.

Global security ? =

Global security > Federated repositories > Repository reference

Specifies a set of identity entries in a repository that are referenced by a base (or parent) entry into the directory information
trea. If multiple repositeries or multiple subtrees of the same repository are included in the same realm, it might be necessary
to define additional distinguished names to uniguely identify this set of entries within the realm.

General Properties

# Repositon
ODC AD El New Repository... *

# Unigue distinguizshed name of the base (or parent) entry in federated repositories
[eni=users,pc=cdeDC=ibm.of

D Distinguished name in the repository is different

Apply | oK Reset Cancel

Figure 7-6 Configuring base DN for the repository

In our example, we point to the following DN:
CN=Users,DC=o0dc,DC=1ibm,DC=Tocal
Use the correct DN: Try to avoid pointing to the root of your domain forest

(DC=o0dc,DC=1bm,DC=1ocal) because this action can have a significant
negative performance effect on LDAP queries.
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8. Configure multiple unique base DNs for the same LDAP server if users and
groups from multiple subdomains must be available to IBM BPM. For
example, the following country-based base DNs can be configured for a
global corporation’s LDAP structure:

DC=US,DC=0dc,DC=1ibm,DC=10cal
DC=UK,DC=0dc,DC=1ibm,DC=10cal
DC=HK,DC=0dc,DC=1ibm,DC=10cal

The Federated repositories window should look similar to the window that is
shown in Figure 7-7 on page 228.

If the LDAP server that you configured becomes unavailable (development
instance or not a stable LDAP), consider selecting the Allow operations if
some of the repositories are down option. Otherwise, even
InternalFileRepository users cannot log in if the LDAP repository is
unavailable.
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Global security

Global security > Federated repositories

By faderating repositories, identities stored in multiple repositeries can be managed in a single, virtual realm. The realm can
consist of identities in the file-based repository that is built into the system, in one or more external repositories, or in both the
built-in repository and one or more external repositories.

General Properties

# Realm name
|1:|_gf§|_uItWIMFileBasedRealm |

# Primary administrative user name
celladmin

Server user identity

Automatically generated server identity

Server identity that is stored in the repository

. Ignore case for authorization
E alow operations if some of the repositories are down

Repositories in the realm:

| Add repositories (LDAP, custom, etc)...

5&|e1:t| Base Entry | Repository Identifier | Repository Type
You can administer the following resources:

] Cl=Users.DC=odc,DC=ibm,DC=local oDC AD LDAP:AD

I:l o=defaultWIMFileBasedRaalm InternalFileRepository File

Total 2

Related Items

Additional Properties e

Broperty extension repository Trusted authentication realms - inbound

Entry mapping repository
Supported entity tvpes

User repository attribute mapping

Custom properties

[apply | [0k ] [ Reset | [ cancel|

Figure 7-7 New repository added
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9. Verify your configuration and click OK and then click Save, as shown in
Figure 7-8.

Global security

_B Messzges
&Changes have been made to your local configuration. You can:
= Save directly to the master configuration.
= Review changes before saving or discarding.

A&n option to synchronize the configuration across multiple nodes after saving can be enabled in
Ereferences.

& The server may need to be restarted for these changes to take effect.

Global security

Use this panel to configure administration and the default applicaticn security policy. This security configuration applies to the security
policy for all administrative functions and is used as a default security policy for user applications. Security domains can be defined to
override and customize the security policies for user applications.

[ Security Configuration Wizard Security Configuration Report

Administrative security Authentication

Enable administrative security Administrative user roles Authentication mechanisms and expiration
Administrative aroup roles @ L7pa

Administrative authentication

Kerberos and LTPA
Kerberos configuration

Application security

Authentication cache settings
Web and 5IP security
Enable application security id ¥

RMI/IIOP security
Java 2 security Jawva Authentication and Authorization Service
|:| Use Java 2 security to restrict application access to local rescurces v
I:l Enzble Java Authentication SPI (JASFI)

Eroviders

D Use realm-gqualified user names
User account repository

Rezlm name Security demains
defaultWIMFileBasedRealm

External suthorization providers
Current realm definition

Programmatic sessicn cookie configuration
Faderated repositories

Custem properties
Available realm definitions

| Federated repositories IZ” | Configure... Set as current

Apphy ,- Reset ]

Figure 7-8 Saving changes to the master configuration

10.Restart your deployment manager.
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7.2.3 Validating LDAP configuration

It is important to verify the configuration on your WebSphere Application Server
level before IBM BPM is started, especially if multiple base DN, user, or group
filters (see 7.2.4, “Configuring LDAP filters” on page 232) were specified.

Complete the following steps to validate the LDAP configuration:

1. Log in to the WebSphere Integrated Solutions Console and click Users and
Groups — Manage Users. You should see the users from the
InternalFileRepository provider and the LDAP server that were previously
configured. However, for the LDAP repository, only the users that match the
configured base DNs and user filter are returned.

To check the availability of a particular LDAP user, specify the name of the
LDAP user in the Search for field and click Search.

Pay attention to the time it takes to return the results of the LDAP search. If it
takes longer than a couple of seconds, consider introducing an LDAP filter for
user or group to narrow the base DNs, as shown in Figure 7-9.

Manage Users
Search for Users
Search by #Search for  #* Maximum results
User ID El il::induser 100
1 users matched the search criteria.
Select | Select an action... El | [T *:‘
Select | User ID | First name | Last name | E-mail Unigque Name
El binduser binduser CN=binduser,CN=Users, DC=odc,DC=ibm,DC=local
Page 1 of 1 Total: 1

Figure 7-9 Validating LDAP users via Manage Users

2. Similar verification can be performed for groups by clicking Users and
Groups — Manage Groups.
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After the LDAP configuration is verified, start all node agents and IBM BPM
clusters by completing the following steps:

1. Log in to the IBM BPM Process Admin Console of one of the nodes as IBM
BPM administrator (bpmadmin) by using the following link (replace the
<NODE_HOST_NAME> placeholder with your own address):

https://<NODE_HOST NAME>:9443/ProcessAdmin
Click User Management — Group Management.

2. Enter the name of the LDAP group into the Select Group to Modify field and
select one of the groups that is returned. The members of the group should
be listed on the right, as shown in Figure 7-10.

User Management > Group Management

Select Group to Modify: |ldap LdapTestGroup1

Mew Group Team Manager Group (deprecated)| Mo Team Manager Group
44 ldapTestGroupi
24 ldapTestGroup? & testuseri (testuseri)

Group Management
Group Management creates groups that are used for security and cross process application security setup

Figure 7-10 Validating LDAP groups

3. Try to log in to the IBM BPM Process Portal as one of the LDAP users that
was returned as a member of the LDAP group by using the following link
(replace the <NODE_HOST_NAME> placeholder with your own address):

https://<NODE_HOST_NAME>:9443/ProcessPortal

If all of these operations were successful, you configured your LDAP repository
correctly.
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The next optional step after successful LDAP repository configuration is to add
LDAP users and groups to IBM BPM internal Administrator (tw_admins) and
Authors (tw_authors) groups by using the window that is available by clicking
User Management — Group Management.

7.2.4 Configuring LDAP filters

There are instances in which the LDAP results that are returned must be limited
to address performance and security concerns. Such use cases include the
following typical examples:

» High number of LDAP groups (over 3500) returned with only a subset of
groups that are used by IBM BPM.

» Slow authentication against big Domain Forest.
» Restrict LDAP users can log in to IBM BPM.

We address these concerns by using group filter and user filter.

Group filter

A common use case is when the LDAP repository contains thousands of groups
while only a limited number of LDAP groups are used by the process applications
that are deployed in IBM BPM. In such cases, it is recommended that you identify
a common naming pattern for those groups that are used in IBM BPM (or create
the groups according to the pattern) and configure an LDAP group filter to restrict
the group that is queried from LDAP to these specific patterns.

For example, to limit the groups that are returned from our ODC Active Directory
repository to only those that start with LDAP or TEST, we configure the filter
according to the following procedure:

1. Log in to the WebSphere Integrated Solutions Console.

2. Click Security — Global security — Federated repositories - Manage
repositories > ODC AD — Federated repositories entity types to LDAP
object classes mapping — Group.

3. Set the Search filter to the following configuration, as shown in Figure 7-11 on
page 233:

&(| (cn=LDAP*) (cn=TEST*)) (ObjectCategory=Group)
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Global security i d -

Global security > Federated repositories > Manage repositories » ODC AD > Federated repositories entity types to LDAP
object classes mapping > Group

Use this page to manage the entity type that is supported by the LDAP repository.

General Properties

¥ Entity type

|Grcup

# Object classes
group

Search bases

Search filter
||:B_|: | {en=LDAP*]{cn=TEST*))( ObjectCategory=Group])

Apphy | oK Reset | Cancel |

Figure 7-11 Configure Search filter for Active Directory Groups

User filter

Another use case is to restrict the LDAP users who can log in to IBM BPM to
specific groups only. This is achieved with the LDAP User filter, which should also
improve performance of user-related LDAP queries against big LDAP
repositories (Active Directory forest).

In the case of Microsoft Active Directory, the DN for a specific group can be
identified by running the following commands on any member server that is part
of the Active Directory domain:

dsquery group -name LDAP*
"CN=LdapTestGroupl,CN=Users,DC=odc,DC=ibm,DC=1ocal"
"CN=LdapTestGroup2,CN=Users,DC=odc,DC=ibm,DC=1ocal"

After the DNs of the groups are identified, configure the User filter according to
the following procedure:
1. Log in to the WebSphere Integrated Solutions Console.

2. Click Security — Global security — Federated repositories — Manage
repositories > ODC AD — Federated repositories entity types to LDAP
object classes mapping — PersonAccount.

3. Set the Search filter to the following configuration, as shown in Figure 7-12 on
page 234:
(&(ObjectCategory=User) (| (member0f=CN=LdapTestGroupl,CN=Users,DC=odc
,DC=ibm,DC=Tocal) (member0f=CN=LdapTestGroup2,CN=Users,DC=odc,DC=1bm,
DC=1ocal)))
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Global security

Global security > Federated repositories > Manage repositories > ODC AD > Federated repositories entity types to LDAP

? E

object classes mapping > PersonAccount
Use this page to manage the entity type that is supported by the LDAP repository.

General Properties

¥ Entity type

|Perzcn#.:ccunt

4 Object classes

user

Search bases

Search filter

|(&(ObjE|:tCategor',r=User)l: |{memberOf=CN=LdapTestGroupi,CN=Users,C=odc,DC:

Apphy | oK Reset | Cancel |

Figure 7-12 Configure Search filter for Active Directory Users

Another method for achieving the same result is to set the filter that prohibits
login for the users with specific naming pattern in one of the LDAP attributes. For
example, the following filter excludes users that have the samAccountName
attribute (Active Directory only) starting with tw_*, which filters out all existing
Lombardi users, such as, tw_admin and tw_user:

(&(0ObjectCategory=User) (! (samAccountName=tw_*)))

7.2.5 Recovering from security configuration problems

If you are having problems after you complete a security-related configuration
change (for example, you cannot start the deployment manager or log in to the
WebSphere Integrated Solutions Console), you can disable Administrative
security by running the following command:

» Windows:

set BPM_HOME=D:\IBM\BPM\v8.5
%BPM_HOME%\bin\wsadmin.bat -conntype NONE -c securityoff

» UNIX based:
export BPM_HOME=/opt/IBM/BPM/v8.5
$BPM_HOME/bin/wsadmin.sh -conntype NONE -c securityoff

After the command is run, restart deployment manager, log in, and then roll back
the change that caused the problem.
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7.3 Configuring transaction properties for peer recovery

The following configuration change is required for transaction failover in
clustered, multimode IBM BPM environments (especially production).

To enable proper failover handling, the transaction and recovery log of each
cluster member must be shared. Sharing means that the log files can be
commonly accessed by each node or cluster member. Choose what best fits
your needs from the various technologies that are available today to establish a
shared filestore among systems.

Note: The high availability of the transaction service enables any server in a
cluster to recover the transactional work for any other server in the same
cluster. For more information, see the WebSphere Application Server
Information Center at this website:

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/topic/com.ibm.websphe
re.nd.multiplatform.doc/ae/cjta_trans_ha.html

The shared filestore technique that is used for this example is Network File
System (NFS). Another common shared filestore is storage area network (SAN)
infrastructure. The storage system must be highly available; otherwise, the
storage can become a single point of failure. For example, in case of NFS, avoid
setting the NFS share on one of the actual IBM BPM nodes.
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Complete the following steps to configure transaction properties for peer
recovery:

1. Enable each cluster by completing the following steps:
a. Log in to the WebSphere Integrated Solutions Console.
b. Select Servers — Clusters — WebSphere application server clusters.

c. Inthe IBM WebSphere Application Server clusters panel, you see the
names of the clusters, as shown in Figure 7-13. Click the
PROD.AppCluster cluster.

WebSphere application server clusters

WebSphere application server clusters

Use thizs page to change the configuration settings for a cluster. A server cluster consists of a group of application servers. If
one of the member servers fails, requests vill be routed to other members of the cluster. Learn mare about this task in a
guided activity. A guided activity provides a list of task steps and more general information about the topic.

Preferences

| new... | Delete | Start.| Stop | Ripplestart“ | ImmediateStop |

=)

Select | Name * Status %
| ¥ L

You can administer the following resources:

|:| PROD.AppCluster

|:| BROD.MECluster

El PROD.SupCluster

Total 3

Figure 7-13 Displaying the three PROD runtime environment clusters
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d. Inthe panel for the selected cluster, select the Enable failover of

transaction log recovery option (see Figure 7-14). Click OK to save the

change.

WebSphere application server clusters

General Properties

¥ Cluster name

[PrOD.ApECIust=r |

EBounding node group name
| DefaultNodeGroup IZ”

IE Frefer local

Enable failover of transaction log recovery

Apphy M Reset Cancel

WebSphere application server clusters > PROD.AppCluster

Use this page to change the configuration settings for a cluster. A server cluster consists of a group of application servers. If
one of the application servers that is a member of the custer fails, requasts are routed to other members of the cluster.

Reports || Operations || Runtime || Configuration || Local Topology |

Cluster messaging

Messsging engines

Business Process Manager

Business Space rest services endpoint registration

REST sarvices
[{ Business Process Choreographer

E Service Manitor

Communications

Communications Enabled Applications (CEA

Additional Properties

Cluster members

Backup cluster

Dynamic workload management (DWLM]

Endpoint listeners
Security domain

Web server plug-in cluster properties

Figure 7-14 Enabling failover of transaction log recovery

Repeat this step for each of the remaining clusters (PROD.MECTuster and
PROD.SupCluster).

2. As a user with proper administrative authority, create a directory for tranlog

and recoverylog directories on the shared file system. Our example assumes

that the defined mount point on the file system is /opt/ibm/BPMShared, and

that this mount point is available to every node of the cell. Make sure that the

IBM BPM user is granted proper permissions to write into this directory.

During the startup process, IBM BPM creates the subdirectories according to
the directory paths we use in the next steps.
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3. Configure each cluster member to its newly created shared transaction log
folder by completing the following steps:

a. Log in to the WebSphere Integrated Solutions Console.
b. Click Servers — Server types —» WebSphere application servers.

c. Inthe Application servers panel, you see the names of each of the servers
(cluster members). Click cluster member name
PROD.AppCluster.conesx-vm61Node01.0.

d. In the upper right under Container Settings, expand Container Services
and click Transaction Service, as shown in Figure 7-15.

Application servers > PROD.AppCluster.conesx-vm&iNode01.0

Use this page to configure an application server. An application server is 2 server that provides services required to run
enterprise applications.

Configuration Feports Operations

General Properties Container Settings

MName .
Session management

PROD.AppCluster.conesx-
vmslNode0l1.0 E SIP Container Settings

Node name E Web Container Settings

|:cnez>c—'.-m61l'lcdeﬂl | [E Portlet Container Settings

® EIB Container Settings
D Run in development mode - 5

e B Container Services
V] parallel start B

Application profiling service
] start compeonents as needed Transaction service

i g Cwnamic cache service

Arcess to internal server classes

CC enEaticn Eer."ice
~llow

Internationalization service

Server-specific Application Settings Default Java Persistence API
Classloader policy 2 5
; Object pool service
Multiple El
OREB service
Class loading mode Startup beans service

| Classes loaded with parent class loader first

[# Business Process Services

Applications

Apply | OK | | Reset | Cancel |

Installed applications

Figure 7-15 Configure Application servers
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Compilete the following steps in the Transaction service panel:

iii. Specify the tranlog directory that corresponds to this server, for
example:

/opt/ibm/BPMShared/tranlogs/PROD.AppCluster.conesx-vm61NodeOl.
0

iv. Clear the Enable file locking option.
v. Click OK to save the change.

Important: If NFS Version 3 is used for storing transaction recovery
logs and automated peer recovery is used, file locking must be
disabled. For more information, see this website:

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/index.jsp?top
ic=%2Fcom.ibm.websphere.nd.iseries.doc%2Fae%2Ftjta disable 1
ock.html

Repeat step 3 on page 238 for each of the following remaining cluster
members to configure their translogs:

* PROD.MECluster.conesx-vm61Node01.0
* PROD.SupCluster.conesx-vm61Node0l.0
* PROD.AppCluster.conesx-vm62Node01.0
* PROD.MECluster.conesx-vm62Node01.0
* PROD.SupCluster.conesx-vm62Node01.0

4. Complete the following steps to configure each member of the AppTarget
cluster to its newly created shared recovery folder:

a.

In the WebSphere Integrated Solutions Console, click Servers — Server
types — WebSphere application servers.

Select the cluster member PROD.AppCluster.conesx-vm61Node01.0.

In the upper right under Container Settings, expand Container Services
and select Compensation Service.

. Complete the following steps in the Compensation service panel:

i. Enter the following recovery log directory:

/opt/ibm/BPMShared/recoverylogs/PROD.AppCluster.conesx-vm61Nod
e01.0

ii. Click OK to save the change.

In the WebSphere Integrated Solutions Console, click Servers — Server
types —» WebSphere application servers and select the remaining
application cluster member: PROD.AppCluster.conesx-vm61Node02.0

Chapter 7. Post-installation configuration ~ 239


http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/index.jsp?topic=%2Fcom.ibm.websphere.nd.iseries.doc%2Fae%2Ftjta_disable_lock.html

f. In the upper right under Container Settings, expand Container Services
and select Compensation Service.

g. Compilete the following steps in the Compensation service panel:
i. Enter the following recovery log directory:

/opt/ibm/BPMShared/recoverylogs/PROD.AppCluster.conesx-vm61Nod
e02.0

ii. Click OK to save the change.

7.4 Changing passwords

It is recommended that strong passwords are used for celladmin and bpmadmin
users during the installation of IBM BPM 8.5 so that you do not have to change
them later. If you still must change the passwords or you must change them
periodically, follow the procedure that is outlined in this chapter.

When the password of the user that is defined in the file registry or external
security provider is changed and the user ID is used by IBM BPM authentication
aliases or RunAs roles of IBM BPM applications, the password must be
synchronized.

Complete the following steps to change the bpmadmin password:

1. Go to the external provider and change the password for the user at the
provider level. To do this for the WebSphere file registry, log in to WebSphere
Integrated Solutions Console and complete the following steps:

a. Click Users and Groups — Manage Users.

b. Select the user.

c. Enter the new password in the password field.

d. Click Apply —» OK — Save changes and then stop the server.

2. Update passwords in the aliases and runAs roles for the applications by
running the following updateBPMA11iasesAndRunAsRolesPasswords commands
with the wsadmin tool:

— Windows:

set BPM_HOME=D:\IBM\BPM\v8.5

%BPM_HOME%\bin\wsadmin.bat -conntype NONE -lang jython -c
"AdminTask.updateBPMAliasesAndRunAsRolesPasswords (' [-userName
bpmadmin -password newpassword]')"
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— UNIX based:

export BPM_HOME=/opt/IBM/BPM/v8.5

$BPM_HOME/bin/wsadmin.sh -conntype NONE -lang jython -c
"AdminTask.updateBPMAliasesAndRunAsRolesPasswords (' [-userName
bpmadmin -password newpassword]')"

When complete, you receive output as shown in Example 7-2.

Example 7-2 Update password output

WASX73571: By request, this scripting client is not connected to any
server process. Certain configuration and application operations will
be available in local mode.

Processing: IBM_BPM_PerformanceDW_PROD.SupCluster

Processing: IBM_BPM_Teamworks_PROD.AppCluster

Processing: BPEContainer_PROD.AppCluster

Processing: TaskContainer_PROD.AppCluster

If during the installation of the runtime environment you changed the password
for the specified bpmadmin user to connect to the Process Center, the
updateBPMATiasesAndRunAsRolesPasswords command most likely changed the
password for the alias PROCCTR_USER_ALIAS_* that maps to bpmadmin and is
used to connect to the Process Center. Therefore, your runtime environment is
cannot connect to the Process Center to perform the heartbeat function. To fix
this, complete these steps:

1. Log in to WebSphere Integrated Solutions Console and click Security —
Business Integration Security.

2. Locate the alias that is named similar to PROCCTR_USER_ALIAS_* and
change the password for the bpmadmin from the Process Center, as shown in
Figure 7-16 on page 242.
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Business Integration Security

Use this page to secure your application server and your business integration applications. The table below lists the
authentication credentials that you need to set to secure your business integration applications.

Authentication Alias
| Reset
ClEle

Select| Name Alias 2 Referring Resources User name Password Confirm

-
e Password

EPM Cell .
[l | administrater | Celladminaliss celladmin |
Alias

BEM CellScopedDB data
source

EPM ESEMediationDE
dats source

EEM Process Server data
source

EFM Performance Dats
Warshouse dats socurce
EEM Enterprise Content
Manager data source

EEPM Business Space dats
source

EEM CommonDE data ! ;
D EPM DB ALIAS PROD source bpm_user | |_u-u-ou || |eennans
EPM Business Process N iif | [ =
Choreographer dats
source

BPM Enterprise Content

Manager Mon-X& data
source

EEM Performance Data
Warehouse dats source
EPM Process Server data
source

EPM Messaging data
source

idbe/Sharedbb

[ EPMAdminAlias PROD [eemadmin |

0o PROCCTR USER ALIAS PROD [eemadmin || [esssses || [ansunse |

Total 4

Figure 7-16 Changing password for Process Center authentication alias

3. Synchronize the nodes and restart all IBM BPM clusters.
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7.5 Configuring the HTTP load balancer URL

After you installed and configured your IBM BPM multi-node cluster, you must
customize your environment so that it can function properly as a cluster with your
HTTP load balancer URL (web server or hardware load balancer). Make sure
that the Process Server was installed and configured and that you created and
configured the servers and clusters.

Compilete the following steps to configure the HTTP load balancer URL (which is
now referred to as web server) in IBM BPM 8.5:

1. Complete the following steps to configure the Process Server and the
Process Center to point to a web server. If no web server is available, all
URLs point to the cluster member host name and port. If there is no web
server, the cluster server member does not need to be changed. If you have a
web server, change all values to point to the web server host name and port.
If you are using the default port for http (80) or https (443), the port is an
optional part of the URL:

a. Start the wsadmin scripting command tool, from where you can issue all of
the following subcommands. To start wsadmin by using the Jython
language, run the following command from the bin directory of the server
profile:

$ ./wsadmin.sh -conntype NONE -lang jython

WASX73571: By request, this scripting client is not connected to
any server process. Certain configuration and application
operations will be available in local mode.

WASX7031I: For help, enter: "print Help.help()"

b. Extract the object properties by using the following command:

wsadmin>virtualhosts = AdminConfig.list

('BPMVirtualHostInfo')

wsadmin>print virtualhosts
(cells/convios-1pCe1101/clusters/AppCluster|cluster-bpm.xm1#BPMVi
rtualHostInfo_1369974546271)

If the wsadmin print command shows multiple results, select the correct
server by counting from zero.

c. Change the host to point to the web server host name (the host name
must be the same as the host name in the IHS SSL certificate), as shown
in the following example:

wsadmin>AdminConfig.modify(vh,
[['hostname', 'convios-1p22.bocaraton.ibm.com']])
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d. Change the port to the value of the web server port, as shown in the
following example:
wsadmin>AdminConfig.modify(vh, [['port', '443']])

e. Change the transport protocol, as shown in the following example:

wsadmin>AdminConfig.modify(vh, [['transportProtocol', 'https']])

f.  Verify your update, as shown in the following example:

wsadmin>print AdminConfig.show(vh)
[hostname convios-1p22.bocaraton.ibm.com]
[port 443]

[transportProtocol https]

g. Save the changes and exit, as shown in the following example:

wsadmin>AdminConfig.save()

11
wsadmin>exit

2. You must customize the environment to enable it to function properly as a
cluster with the web server. The default configuration for each cluster member
is for its generated URL to point to itself instead of to the load-balancing web
server. Therefore, the configuration must be changed so that URLs that are
generated by all nodes in the system point to the common web server URL.

There are several configuration values to be replaced with the web server
URL, including portal-link, portal-run-task-link, portal-process-info-link,
gadget-link, server-link, and activity-stream-image-link. Such configuration
settings are recorded in the 99Local.xml configuration file. However, the
custom configuration overrides the 100Custom.xm1 file that is used. This
enables overriding the default installation configuration without directly editing
the 99Local.xml configuration file that contains the relevant configuration
settings.

In our environment, 100Custom.xm1 is found in the following location:

$BPM_HOME/profiles/$DMGR_PROFILE_NAME/config/cel1s/<DMGR_CELL>/nodes
/<NODE_NAME>/servers/<APP_TARGET SERVER>/process-server/config/

Note: 100Custom.xm] is also replicated within each node folder, but you do
not need to modify those other versions of the file. Only the files within the
deployment manager profile require modification because the deployment
manager synchronizes the 100Custom.xml configuration file from the
deployment manager profile to the affected nodes.
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IBM BPM accepts multiple override files if their name starts with a digit and
has an . xm1 file name extension. For example, the load balancer configuration
can be stored in a 101CustomLB.xm1 file. The content of our sample
101CustomLB.xm1 file that is used for a Process Server environment is shown
in Example 7-3.

Example 7-3 Content of sample 101CustomLB.xml file

<properties>
<server merge="mergeChildren">
<email merge="mergeChildren">
<mail-template merge="mergeChildren">
<portal-Tlink
merge="replace">https://convios-1p22.bocaraton.ibm.com/ProcessPortal
</portal-link>
<portal-run-task-1ink
merge="replace">https://convios-1p22.bocaraton.ibm.com/ProcessPortal
/dashboards/TWP/BPM_WORK?tw.local.view=taskcompletion&amp;tw.local.t
askid={2}</portal-run-task-Tink>
<portal-process-info-1link
merge="replace">https://convios-1p22.bocaraton.ibm.com/ProcessPortal
/dashboards/TWP/Process+Performance?tw.local.selectedInstanceld={6}<
/portal-process-info-1link>
<gadget-Tlink
merge="replace">https://convios-1p22.bocaraton.ibm.com/ProcessPortal
/gadgets/OpenSocial/BPMOpenSocialGadget.xml</gadget-11ink>
</mail-template>
</email>
<connections-task-notification merge="mergeChildren">
<task-notification-template merge="mergeChildren">
<server-link
merge="replace">https://convios-1p22.bocaraton.ibm.com</server-Tink>
<activity-stream-image-Tlink
merge="replace">https://convios-1p22.bocaraton.ibm.com/ProcessPortal
/com/ibm/bpm/social/img/Bpm_connections 48x48.png</activity-stream-i
mage-1ink>
<gadget-Tink
merge="replace">https://convios-1p22.bocaraton.ibm.com/ProcessPortal
/gadgets/OpenSocial/BPMOpenSocialGadget.xml</gadget-11ink>
</task-notification-template>
</connections-task-notification>
</server>
</properties>
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After these configuration changes are applied, you must synchronize and
restart the servers.

3. If you are using the Advanced Edition of IBM BPM 8.5, you also must change
the URL and port of the REST service interface for the AppTarget cluster.
Complete the following steps:

a. Log in to the WebSphere Integrated Solutions Console.

b. Click Servers — Clusters — WebSphere application server clusters —
AppCluster.

c. Inthe Business Process Manager section, select REST services.

d. Change the values for host name or virtual host in a load-balanced
environment and port to reflect the settings for your web server address,
as shown in Figure 7-17 on page 247.
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WebSphere li ion server clusters > PROD.AppCluster > REST services

Configure services for Representational State Transfer (REST) system interfaces. For all REST services on this page. specify the host or virtual host and the port th
cliant uses to communicate with your server or clustar.

Configuration

REST services

Protocol:
https:// [=]

# Host name or virtual host in a load-balanced environment:
‘convios-lpZZ.bucaratun.ibm.:um

# Port:

Context root:

Jrest
Enabled | Type Description URL
Time - https://conssx-
1
Tables{6.2.0.0) [WE! Business Calendar REST API /| vm&1.bocaraton.ibm.com: 3443/ rest/bpm/businesscalendar
Business - :
1 .
ey |WEI Business Rule REST API || system internal
Process 3 https://conesx-
1 !
services(8.0.0.0) ‘FEdErEtEd BEM REST!Sevires for Processes !| vm&1.bocaraton.ibm.com: 9443/ rest/bpm/federated/bfm
Task 3 https://conesx-
]
services(8.0.0.0) ‘FEdEratEd BEMRES T Sarvices for Tasks !| vm6&1.bocaraton.ibm.com: 9443/ rest/bpm/federated/htm
Service Monitor = z =
1 .
s [SCA Service Monitor REST || system internal
Gatevay REST = 1| :
AP1(7.0.0.0) [Gateway REST API || System internal
Registry and
Madiztion Policy [Registry and Madiation Policy REST API || system intarnal
REST API(6.2.0.0)
SCA https://conesx-
Qualifier(7.0.0.0) ‘WBI Store and Forward REST API | vm61i.bocaraton.ibm.com:9443/rest/bpm/qos/storeandforward
User - .

: i - = Libm.com: /
Membership(6.2.0.0) [User Membership REST APL || httpst//conesk-vme1 . bacaraton.ibm.com 3442/ rest/vs/um
Security(6.2.0.0) [WEI Security REST APT || system internal

Visual Step 2 1 .
Resrtsiom [visual Step REST || system internal

| Apply | | oK | [ Reset | | Cancel |

Figure 7-17 REST services interface for AppCluster

4. Verify your Process Portal connection by using https. In our example, we use
the following address:

https://convios-1p22.bocaraton.ibm.com/portal

The Process Portal should connect properly and display the window that is
shown in Figure 7-18 on page 248.
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My Work
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Open Tasks | Completed Tasks
Either you are not autherized to launch any
Mo tasks were found. processes, of No processes are installed.

n

Figure 7-18 Process Portal My Work window

7.6 Conclusion

In this chapter, we described the following common post-installation configuration
tasks:

» Configuring SMTP server

» Configuring LDAP server

» Configuring transaction properties for peer recovery
» Changing passwords

» Configuring an HTTP load balancer
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Verification

This chapter describes the installation verification, which is an important step in
the overall installation process. However, the installation verification is not
something that happens only after the actual installation is completed.

The verification should be continuously repeated during the installation to ensure
that a small problem, which can be identified and fixed during installation, does
not turn into bigger problems that are much more difficult to fix later.

This chapter includes the following topics:

» Verification during installation and configuration
» Post-installation verification
» Conclusion

© Copyright IBM Corp. 2014. All rights reserved. 249



8.1 Verification during installation and configuration

The verification should start when you download the IBM BPM product and
continue throughout the installation procedure. The following verification
principles should be followed during the installation and configuration process:

» Make sure that there are no errors that are reported by the archive tool when
you extract the binaries.

» Make sure that all prerequisites are met, including available disk space. For
more information, see Chapter 4, “Preparing your infrastructure” on page 59.

» Inspect the output of all the commands you run during the installation
procedure. Make sure that there are no errors or failures reported in the
output.

» In the deployment environment wizard (Option 1), use the Test option where
available.

If you catch an error during the running of the particular step, inspect the logs to
identify the root cause and fix the problem before you continue with the next step
of the installation procedure.

8.2 Post-installation verification

Assume that you have not encountered any problems or can fix them during the
installation. In the following sections, we describe steps that help you validate if
the installation was successful. In the case of a successful installation, you
should not see any error messages or exceptions while you are completing these
processes.

8.2.1 Stopping and restarting node agents and deployment manager

Assuming the IBM Business Process Manager (BPM) environment is not yet
started, complete the following steps to start and restart the node agents and
deployment manager:

1. Log in to the WebSphere Integrated Solutions Console.

2. Click System administration — Nodes, and select all nodes. Click Stop.
3. Click System administration — Deployment manager and click Stop.

4. Make sure that no IBM BPM Java processes are running on the machines.

250 Business Process Management Deployment Guide Using IBM Business Process Manager V8.5



5. Start the deployment manager (by using the startManager command) and
node agents (by using the startNode command) on each node. Monitor the
deployment manager and node agent start logs to ensure that there are no
errors or exceptions.

6. Log in again to the WebSphere Integrated Solutions Console.

7. Click System administration — Nodes and make sure that all nodes are
reported as synchronized.

8.2.2 Starting IBM BPM clusters

After the deployment manager and all node agents start successfully, start the
individual cluster members individually and monitor the SystemOut . 10g file (which
is in the managed profile’s log folder). Ensure that there are no errors or
exceptions.

Start the clusters in the following order:

1. MEClIuster (Messaging)
2. SupCluster (Support)
3. AppCluster (Application Target)

Each cluster member is considered started when you see a message similar to
the following example:

[6/15/13 18:30:09:832 EDT] 00000001 WsServerImpl A  WSVR0001I: Server
PROD.AppCluster.conesx-vm61Node0l.1 open for e-business

8.2.3 Validating messaging engine status

Inspect the SystemOut. 10og file of the first started member of the MECluster and
make sure you see a message similar to the following example:

[6/10/13 21:07:45:205 EDT] 00000069 SibMessage I
[BPM.PROD.Bus:PROD.MECTuster.000-BPM.PROD.Bus] CWSID0016I: Messaging
engine PROD.MECTuster.000-BPM.PROD.Bus is in state Started.

Unlike the previous version of IBM BPM, there is only one messaging engine in
IBM BPM 8.5.
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8.2.4 Identifying WebSphere Application Server-specific ports

IBM BPM functionality should be validated on each node in the environment.
Before you begin, you must identify WebSphere Application Server (Java virtual
machine process) specific ports that are assigned to each server during
installation. The ports can differ from the default, especially if there are multiple
environments that are configured on the same machine or multiple cluster
members that are configured vertically.

Complete the following steps to identify ports that are assigned to each
WebSphere Application Server in each cluster:

1. Log in to the WebSphere Integrated Solutions Console.

2. Click Servers — Server Types — WebSphere application servers.

3. Inspect each WebSphere Application Server that belongs to AppCluster and
SupCluster.
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4. In the Communications section, expand Ports and note the port entries for
WC_defaulthost and WC_defaulthost_secure, as shown in Figure 8-1.

Server Infrastructure

Java and Process Management
Administration

Java SDK=s

Communications

= Berts
Port Name
BOOTSTRAP_ADDRESS
SOAP_CONMECTOR_ADDRESS
ORE_LISTEMER_ADDRESS

WC_adminhost

WC_defaulthost
DCS_UMNICAST_ADDRESS
WC_adminhost_secure
WC_defaulthost_secure
SIP_DEFAULTHOST
SIP_DEFAULTHOST_SECURE

OVERLAY _UDP_LISTENER_ADDRESS
COVERLAY_TCP_LISTENMER_ADDRESS
IPC_CONNECTOR_ADDRESS
SIB_ENDPOINT_ADDRESS
SIB_ENDPOINT_SECURE_ADDRESS
SIB_MOQ) EMDPOINT_ADDRESS
SIB_MQ_ENDPOINT_SECURE_ADDRESS

Messaging

Port Details

5810
88820
5101

SA5_S5L_SERVERAUTH_LISTEMER_ADDRESS 5404
CSIVZ_55L_SERVERAUTH_LISTENER_ADDRESS | 9403
CSIVZ_S55L_MUTUALAUTH_LISTENER_ADDRESS | 9406

s061
| s080
9354
5044
| 5442
s060
s061
11007
11008
5533
7276
7286
5558
5578

Figure 8-1 WebSphere Application Server ports

Verify ports for load balancers: In addition to verification by using

WebSphere Application Server ports on each node, after you configured a

web server or load balancer in front of the IBM BPM environment, you must
perform each step with a web server and load balancer port.
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8.2.5 Validating Process Center operation

The Process Center environment often is the first IBM BPM environment that is
installed. The process that is described in this section is used to ensure that
Process Center is installed and configured correctly. Here, we also verify the
Process Designer authorizing capabilities and connectivity to the Process
Center.

The Process Center console is deployed to AppCluster. Complete the following
steps for each AppCluster member server by using the WC_defaulthost port that
is described in 8.2.4, “Identifying WebSphere Application Server-specific ports”
on page 252:

1. Log in to the Process Center console by using IBM BPM administrator
credentials (bpmadmin) by using a URL similar to the following example (see
Figure 8-2):

http://<node_host name>:<WC_defaulthost>/ProcessCenter/

Sort By: | Recently UpdatedEl All | W Favorites | Archived

< Create New Process

+[3 Procurement Sample (STPPS1) 7 R
Last updated on 6/2/13 by bpmadmin ¥ Import Process App

+[3 Hiring Sample Advanced (HSAV1) 77 S
Last updated on 8/2/12 by bpmadmin DESigner

+[3 Hiring Sample (HSS) 7

Last updated on 8/2/12 by bpmadmin

: R i
+{2 Saved Search Admin (SSA) 17 Tt

Last updated on 8/3/12 by bpmadmin

.{: Process Portal (W."F’] o Process Applications

Last updated on €/3/13 by bpmadmin Process applications are
containers in the Process
Center repository for the
process medels and
supporting implementations
created in [BM Process
Designer. Ordinarily, a
process application includes
process models, the services
to handle implementation of
activities and integration with
other systems, and any other

Process Center

Figure 8-2 Process Center console

2. Download and install Process Designer according to the steps that are
described in 5.5, “Installing IBM Process Designer” on page 182.

254 Business Process Management Deployment Guide Using IBM Business Process Manager V8.5



3. Start Process Designer and log in by using IBM BPM administrator
credentials (bpmadmin).

4. Select Open in Designer next to the Hiring Sample, or Hiring Sample
Advanced (available in the Advanced Edition of IBM BPM only), process
application.

5. On the left, navigate to Processes and open Standard HR Open New Position
or Advanced HR Open New Position Business Process Definitions (BPDs).

6. Scroll down the diagram and locate the Notify hiring manager activity.
Right-click the activity and select Activity Wizard, as shown in Figure 8-3.

ifarie If approved, the requisition

e hirin || FindCandidate ) is routed directly to a service
F theg sList = laaking For job candidates,
Candidate
found?

g
- Motify hiring
' Edit »

Activity Wizard...
Create SLA

Figure 8-3 Starting the Activity Wizard for the Notify hiring manager activity
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7. In the Activity Wizard window, click Finish, as shown in Figure 8-4.

# Activity Wizard [_ (O]

Activity Wizard - Setup Activity : j

Select an activity type, IF vou select a user task, system task, decision task, or process, vou rust select a service or
OFOCESS,

Activity Mame | Moty hiring manager

Activity Tvpe | Syshem Task

Activity Type Selection

= B (W L

Jser Task, Syskem Task  Decision Task Script Sub process  Linked Process  Event Sub Mone
process

~Library Element Selection
¥ Create a new Service or Process

Mame: | Mokify hiring manager

™ attach an exisking Service or Process

Select... I

= Back Mext = | Finish I Cancel

Figure 8-4 Activity Wizard for the Notify hiring manager activity

8. Double-click the Notify hiring manager activity to open the new Integration
Service that was created by the wizard.

9. Create a snapshot of the process application by clicking Snapshot in the
upper right. Name the snapshot Installation Validation and click OK.

10. Update Tracking Definitions for the application by selecting Process
Designer menu — File - Update Tracking Definitions. Click OK to
confirm.
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11. (This step is applicable to the Advanced Edition only.) Switch to the Process
Center perspective of the Process Designer and examine the Hiring Sample
Advanced application. Click the twistie next to the Current snapshot and
select Deploy, as shown in Figure 8-5.

# IBM Process Designer - bpmadmin - Hiring Sample Advanced - Main
File Edit Flavback Help

Process Apps Toolkits Servers

+3 Hiring Sample Advanced (HSAV1) ¢ Snapshots History Manage

&S Current =
on 6/3/13 by bpmadmin

Mot vet Ueployed to Process Canter Server

&8 Installation Validation (' (New)

Crested on 6/22/13 by bpmadmin
Mot Wet Deployed to Process Center Server
Mot et Installed to Process Server

Figure 8-5 Deploy Advanced components for Current snapshot

12.0pen the application in the Process Designer and wait until the status of the
application in the lower right corner changes to “deployed”, as shown in
Figure 8-6.

™ deployed @ conesx-vme0.bocaraton.ibm.com

|
Figure 8-6 Deployed status icon in Process Designer

13.Return to the Standard HR Open New Position or Advanced HR Open New
Position BPDs.

14.Create an instance of the BPD by clicking Run in the upper right. Switch to
the Process Inspector perspective.
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15. Select the task on the right and click the debug button, as shown in
Figure 8-7.

b

File Edit Playback Help

i+ Designer @ Inspector ¥ Optimizer =N H BPMTST
&

(T [ w T Services in Debug

Instance Mame: Status:

Instance Name Snapshot Process Status  Status Owner Subject

l % Advanced Employee Re.. Advan.. Advanced HR Ope.. Active Received bpmadmin  Step: Submit job requisition
‘% Advanced Employee Re.. Advan.. Advanced HR Ope.. Active

«[2 BPD Instance (#4)
2 Execution Tree
;‘;’ Advanced HR Open Mew Position
he Submit job requisition [Token #2

Submit job

approval?
The hiring manager
submits...
Approval requirec

Hiring Manager

@® not deployed ® Ip038.aimsrv.net

Figure 8-7 Debug task inside the Process Inspector

16.The Debug window opens. Click Step twice and watch the Process Inspector
perspective moving token progress from one service step to another. Click
Run.

17.Complete the mandatory fields in the Coaches and submit the task.

18.Return to the Process Inspector and switch from the Services in Debug tab to
Process Instances.

19.Click Refresh in the panel that is next to the Run and Debug buttons.

20.Validate that the status of the old task changed to Closed and a task was
created.

258 Business Process Management Deployment Guide Using IBM Business Process Manager V8.5



21.Run the new and the following tasks to complete the instance.
22.Create more instances of the process and run some of the tasks.
23.0pen the BPD and switch to the Optimizer perspective.

24.In the Mode drop-down menu, select Single Historical.

25.Under Selected Scenarios, click Select... and then select All Available.

26.Click Calculate and validate that you have data similar to what is shown in
Figure 8-8.

=+ Designer

Q Inspector B Optimizer

nnalysis Scenarios

- Mode

Snapshot

-x|

Overview Variables Tracking Process KPIs

Wait Time: 0d 00:01:01

[single Historical |

Wait Time: 0d 00:03:29

O * Submit job - Select
reauisitian candidate for
! > teed|am If & new job position is inkerview

e created, the requisition
i5 routed ko the generdl
The hiring manager submits manager For approval.
& job requisition.

Approval required

= Selected Scenarios

A Ge gl avalsble
Save s Simulation
Calculate:

Hiring Manager
°
2}

= i I & replacemet: for

5 Walt Time: 0d 00:04:49 G Th

2 = 3 is requested, the ﬁ"
& The general manager evaluates bl requisiton s rauted il
= the submitted requisiion and s <> diectly to a service the

2 either approves it or rejects it. requisition laoking Far job

2 ) candidates. | =
5 L G

=) approved?

Wait Time: 0d 00:01:59
¥ 13

g I
TR = If rejected, the requisivon & &
: ko i | Frdcoarn | ~5
F—— = slist loc
Visualization mode: Wait Time 2 :’;anatger snatiedcfithe
£ jection, ancifiare
4
UsingMeasure Clock time
show me the Average value
fvolage roe 7 iy X
scaled from 0d 00:00:00 to 0d 00:0%:49 Live Reports ] &l
J:J ~ Summary for Process "Advanced HR Open New Position®
' v Instance Duration Trend Instance Duration Histogram StandatigdRs also worked on
0d 00:00:00 0 D0:04:49 SRS i Open Kew
0d 00:04:10 4 Positian
04 00:03:20 4
0d 00:02:30 <
0d 00:01:40
0d 00:00:50 - 5 - [Advanced HR
0d 00:00:00 04 00:04:00 04 00:04:40 a1 00:05:20 00 Hew
Instance Analysis
Duration
Number Executing Number Completed
Min Avg Max Dist

z 1 4m43s 4m43s 4m43s

Figure 8-8 Process Optimizer data for the Advanced HR Open New Position BPD
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8.2.6 Validate Process Server (Runtime) operation

The following items are required for Process Server (Runtime) environment
verification:

» Process Center environment is installed, configured, and validated
» Process Designer is installed and validated

The steps that are presented here assume an online runtime environment. For
more information about snapshot installation instructions for an offline
environment, see the IBM BPM 8.5 Information Center at this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/topic/com.ibm.wbpm.ad
min.doc/topics/releasing_installing procs D.html

Complete the following steps to validate Process Server (Runtime) operation:

1.

Start Process Designer and log in by using IBM BPM administrator
credentials (bpmadmin).

Navigate the Hiring Sample or Hiring Sample Advanced (available in the
Advanced Edition of IBM BPM only) process application.

3. Click Install next to the Installation Verification snapshot.

4. Select the environment that you want to verify and click OK.

5. Wait for the Installation in progress message under the snapshot name next

to environment name change to “0 instances”.

Open the Hiring Sample or the Hiring Sample Advanced application inside the
Process Designer.

On the left side, browse to Processes and open the Standard HR Open New
Position or the Advanced HR Open New Position BPD.

8. Switch to the Process Inspector perspective.

9. Select the runtime environment that you want to verify from the drop-down

menu, as shown in Figure 8-9 on page 261). Click Yes if you are prompted for
a certificate.
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Instance Name Snapshot Process Status Status Owner
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% Advanced Employee Re... Advan.. Advanced HR Ope..  Active Received
% Advanced Employee Re.. Advan.. Advanced HR Ope.. Active
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2 Execution Tree
If a new job position is 27 Advanced HR Open Mew Position
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= submitted requisition and reject
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@® not deployed @ Ip038.aimsrv.net

Figure 8-9 Connecting Process Inspector to runtime environment

10. Upon successful connection, create an instance of the BPD from the Process
Inspector.

8.2.7 Validating other operational components

The following steps are common for all types of IBM BPM 8.5 installations
(Process Center, Process Server, and Standard and Advanced) unless otherwise
noted (for example, Advanced only).

It is recommended that you perform the verification steps for Process Center
(see 8.2.5, “Validating Process Center operation” on page 254) and Process
Server (see 8.2.6, “Validate Process Server (Runtime) operation” on page 260)
before you continue with the validations steps that are outlined here.
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The following tasks should be performed for each node in the cluster:

Process Portal

Process Admin console

Performance Admin Console

REST and web services API consoles

Business Space (advanced only)

Human Task Manager (advanced only)

Business Process Choreographer (advanced only)

vVvyYvYyvYyvYyYYyvyy

These tasks are described next.

Process Portal

The Process Portal is deployed to the AppCluster and requires an SSL
connection, so you must perform the following steps for each AppCluster
member server by using the WC_defaulthost_secure that is described in 8.2.4,
“Identifying WebSphere Application Server-specific ports” on page 252:

No load balancer required: Unlike IBM BPM v8.0 Process Portal, IBM BPM
v8.5 does not require a web server or load balancer that is configured in front
of the environment.

1. Log in to Process Portal with IBM BPM administrator credentials (bpmadmin)
by using a URL similar to the following example:

https://<node_host name>:<WC defaulthost secure>/ProcessPortal

2. In the case of the Process Server (runtime environment) installation, we
assume that Process Server specific validation steps were already performed
and the Hiring Sample application is already deployed to the environment. If
not, complete the steps that are described in 8.2.6, “Validate Process Server
(Runtime) operation” on page 260.

3. Select Standard HR Open New Position or Advanced HR Open New
Position (depending on your edition of IBM BPM) on the right side to create
an instance of the process. Complete the mandatory fields (marked by
asterisks) in each step of the task and select Submit job requisition, as
shown in Figure 8-10 on page 263.
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Figure 8-10 Submit job requisition window

4. Wait for a few seconds and watch a new task appear in the portal. You should
also see a task notification pop-up window.

5. (Advanced only) Check the SystemOut.1og file of the AppTarget server and
validate that you can see the following messages that were generated by
Business Process Execution Language (BPEL) processes that were run by
using the Advanced Integration Service:

[6/22/13 14:56:23:489 PDT] 0000035d SystemOut 0 LIST: Person
successfully added:...Mercury

[6/22/13 14:56:24:005 PDT] 0000035d SystemOut 0 LIST: Person
successfully added:...Brumanowitsch

[6/22/13 14:56:24:005 PDT] 0000035d SystemOut 0 LIST: Person
successfully added:...Thilo

[6/22/13 14:56:24:552 PDT] 0000035d SystemOut 0 LIST: Person
successfully added:...Kawuttke

[6/22/13 14:56:24:552 PDT] 0000035d SystemOut O LIST: Person
successfully added:...Christopherus

6. Run the tasks and complete the instances.

7. Click Team Performance at the upper portion and validate that you can see
the Team Performance Dashboard and corresponding data to the activities
that were performed, as shown in Figure 8-11 on page 264.
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£ WORK

4 TEAM PERFORMANCE

Team Performance Dashboard

GeneralManagers (Hiring Sample)
B 0 Overdue 0AtRisk B 10n Track

+i PROCESS PERFORMANCE

bpmadmin ~

HiringManagers (Hiring Sample)
M 00verdue 0AtRisk B 00nTrack

HRManagers (Hiring Sample)
B 0 Overdue 0AtRisk B 0On Track

GeneralManagers (Hiring Sample Adva...

B 0 Overdue 0AtRisk B 00OnTrack

All Users

HiringManagers (Hiring Sample Advanc...

M 10verdue W 0AtRisk M 00On Track M 00Overdue 0AtRisk B 10nTrack

All Users represents all people in the system.

. V. h v

Figure 8-11 Team Performance Dashboard

8. When you click the user name in the upper right (here, it is bpadmin), you can
change several preferences. For example, you can change the language, log
in again as bpadmin, and then validate that the language was changed
successfully.

Process Admin console

The Process Admin console is deployed to the AppCluster, so complete the
following steps for each AppCluster member server by using the WC_defaulthost
port that is described in 8.2.4, “Identifying WebSphere Application
Server-specific ports” on page 252.

1. Log in to Process Admin console with IBM BPM administrative credentials
(bpmadmin) by using a URL similar to the following example:

http://<node_host name>:<WC_defaulthost>/ProcessAdmin
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2. Click Server Admin — Event Manager — Monitor and validate that each
Scheduler shows a green-colored status, as shown in Figure 8-12.

Event Manager > Monitor

Scheduler ID Status Connect expiration # Jobs Executing
conesx-vmS0MNodel1_ADVPC. AppCluster.conesx-vmS0Node01.0 o Jun 22, 2013 3:51:58 PM 0
El conesx-vmr4Model1_ADVPC. AppCluster.conesx-vm74Nodel1.0 oo Jun 22, 2013 3:51:48 PM 0

Total Jobs Executing: 0 Total Jobs: 0
I Refresh ] [ Pause J [ Resume ] [ Pause All ] [ Resume All J

Process Job Job Sehediled Last Last Next Job

Scheduler App/ Snapshot Scheduled Execution Scheduled

Name Queue Time Status

Toolkit Time Time Time

Figure 8-12 Event Manager Scheduler status

3. In the same window, click Pause All and Refresh. Validate that the status
changed to red.

4. Click Resume All and Refresh and validate that status returns to green.
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5. Click Monitoring — Instrumentation and validate that you can view
instrumentation data, as shown in Figure 8-13.

Monitering > Instrumentation

Start Logaging

Refresh Reset | Automatically refresh every | Mever

Name

= BPD
Instances
BPD Instances Completed

BPD name iz Standard HR Open
New Position
BPD Instances Failed
BPD Instances Resumed
BPD Instances Started
BPD Instances Terminated
Cache
= Connectors
Webservices
Inbound
WebService Call
Outbound
WebService Call
= EJB Services
deploySnapshot
exportWWithMigratieninstruction
getinstalledSnapshots
gefTeolKitSnapshots
importPackage
= Event Manager
< Eventianager Lag (seconds)
Queue is BPD Queue
Sync Queues Owned
Tasks Added

CountValue

%]

Fa

S| a|lala

ale l alala

[~]

In Average
Process Duration (ms]

RN -AN— RN

0.00

0.00

0.00
0.00
0.00
0.00
0.00

1.00
1.00
1.40
2.50

Moving Average
Duration (ms

0.00

0.00

0.00
0.00
0.00
0.00
0.00

1.00
1.00
1.40
2.50

Total

0.00

0.00

n.00
0.00
0.00
0.00
0.00

Figure 8-13 Instrumentation window
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6. Browse to the Process Inspector at the top of the page. Validate that you can
see the instances that were created earlier during the Process Portal
validation (see “Process Portal’ on page 262), as shown in Figure 8-14.

Server Admin Process Inspector Installed Apps Logged in as bpmadmin |
Search Q | 2 0f 2 results
; D select An Sortby | Date of Last Action [~
Filter by:
Status g : :
) [F1 | Advanced Employee Requisition NG (List) for Roland Peisl {214) «{3 Advanced HR Open New
[ Active (2) Position
Elcompleted (0) Active with 1 open tasks, 0 completed tasks. The step Submit job reguisition is assigned to
E Executing (0) bpmadmin, due in 1 hour.
Heaiiis e e
[F Late (0) — . ) )
[E] p Advanced Employee Requisition NG {List) for Roland Peisl {215) +{3 Advanced HR Open New
[ suspended (0) Position
CIrerminated (0) Active with 1 open tasks, 2 completed tasks. The step Select candidate for interview is assigned to

Process AppRCRTIGNS L H|r|ngl‘.'|ana€ers. due in 59 minutes.

last action 25 seco

Person
F
Date Range
From [2013 Jun 22
To

Refresh

Figure 8-14 Web-based Process Inspector

7. Click one of the instances and then click Suspend. Validate that the status
changed to Suspended.

Click Resume and validate that the status changed to Active.

Browse to the Installed Apps tab at the top of the page.
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10. Click All next to the Sort Snapshots By drop-down list. Validate that you can
see the default applications (Process Portal and Saved Search Admin) and
other sample applications (Hiring Sample or Hiring Sample Advanced), as
shown in Figure 8-15.

| Process Admin Console Server Admin Process Inspector Installed Apps

Sort Snapshots By: | Application Name El All | Active | Default

5§ Hiring Sample Advanced (HSAV1) - Hiring Sample Advanced v85 Active, Default

+{§ Advanced HR Open New Position' - ‘2 instances

I8 Process Portal (TWP) - 8.5.0 Active, Default

I saved Search Admin (SSA) - 8.5.0 Active, Default

Figure 8-15 Installed Apps window
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11. Navigate into the Hiring Sample or Hiring Sample Advanced process
application and select the Team Bindings tab. If you do not see the tab, try to
expand your browser window to the right, as shown in Figure 8-16.

Process Admin Console

Server Admin Process Inspector Installed Apps

B Hiring Sample Advanced (HSAV1)... (Active) Exposing servers

. All Users
&3

Starts Advanced HR Open New Position
: GeneralManagers
&3

. HiringManagers
&3

. HRManagers
&3

& g Managers

Starts Advanced HR Open New Position

. Managers of All Users
&3

. Process Owner
&3

Members: 1, Tasks: 0

b tw_allusers
Managers: <none>

Members: 1, Tasks: 0
4k tw_allusers
Managers: Managers of All Users @

Members: 1, Tasks: 0
44 tw_allusers
Managers: Managers of All Users (-]

Members: 1. Tasks: 0
& tw_allusers
Managers: Managers of All Users (-]

Members: 1, Tasks: 0

44 tw_managers
Managers: <nonex

Members: 1, Tasks: 0

4k tw_allusers_managers
Managers: <none>

Members: 2, Tasks: 0

b tw_allusers
4k tw_process_owners

Managers: <none> | Select...

Event Subscriptions

Add Users Add Groups —
e

Add Users Add Groups
(-]

Add Users Add Groups
e

Add Users Add Groups
(-]

m

Add Users Add Groups
e

Add Users Add Groups
-]

Add Users Add Groups

e
@

Figure 8-16 Role Bindings window for Hiring Sample Advanced application

Performance Admin Console
The Performance Admin Console is deployed to the SupCluster, so you must
perform the following steps for each SupCluster member server by using the
WC_defaulthost portthatis described in 8.2.4, “Identifying WebSphere

Application Server-specific ports” on page 252 section:

1. Log in to the Process Admin console with IBM BPM administrator credentials
(bpmadmin) by using a URL that is similar to the following example:

http://<node_host name>:<WC_defaulthost>/PerformanceAdmin/
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2. Browse to View Statistics section. Validate that you can see the
at1348521105828 (Advanced) or aEmpRequisition121297892720600
(Standard) views with row counts greater than zero, as shown in Figure 8-17.
For your Process Center installation, make sure you performed the Update
Tracking Definition step that is described in 8.2.5, “Validating Process Center
operation” on page 254.

Performance Admin Console

Perf Admin Console "N Business Performance Server Statistics

Welcome
Table Name m mm

View Load Queue

“iew Error Queue System bpm_user.aEmpRequisition1 212978927 20600

View Errors TrackingGroup 6 bpm_user.at1348521105828 g1

View Statistics TrackedField 54 bpm_user.at1370572951386 27

iew Instrumentation TrackingPoint 89 bpm_user.PROCESSFLOWS 56
Timinglnterval 25 bpm_user.SLASTATUS 0
TiminglntervalBounds 50 bpm_user.SLATHRESHOLDTRAVERSALS 0

Task SNAPSHOTS
TrackingPointValue 181 TASKS 1,332
TrackedFieldUse o573 TIMINGINTERVALS
TiminglntervalValue 34 TIMINGINTERVALVALUE 34
TRACKEDFIELDS
TRACKEDFIELDUSE
TRACKINGGROUPS
TRACKINGPOINTS
TRACKINGPOINTWALUE

Server Statistics

This =creen shows the number of rows in each of the physical tables and views in the
business performance server database.

Figure 8-17 Business Performance Server Statistic

REST and web services API consoles

The REST and web services API consoles are deployed to the AppCluster, so
you must perform the following steps for each AppCluster member server by
using the WC_defaulthost port that is described in 8.2.4, “Identifying WebSphere
Application Server-specific ports” on page 252:

1. Log in to REST API Tester console with IBM BPM administrator credentials
(bpmadmin) by using a URL similar to the following example:

http://<node_host name>:<WC_defaulthost>/bpmrest-ui/

2. Click Business Process Management REST APl — Organizational APl —
Users and then click Execute Call. Validate that you can see the list of users
that are available on the system that is returned, as shown in Figure 8-18 on
page 271.
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Business Process Manager | REST API Tester

Result Type:
JSON (Javascript format)

Select API Call:
WOTAsK rempidaie Al

Search APl
Business Object API
2 Organization APl

Users

User Details

Curment User

Set User Preference

Grouos
4| [

Users
Returns a list of users

Method:
GET

Mame Filter:

Maximum Results

Reassign Task D
Only include users able
Collaboration Task 1D:

Or

Include Experts:

@]
Execute Call

An optional simple regular expression to be us

The maximum number of users fo return (op

| ——

m

4]

Call Tester Service Runner

Request: hitp:iiconesxvm6G2 bocaraton.ibm.com:9080/restbpmiwlei1/users?
includeTaskExpens=true&sort=true&includelnternalMemberships=true&pars=all

Method: GET
Status: 200 - OK
Header:

Date - Sat, 22 Jun 2013 22:31:35 GMT
Cache-Control - no-cache, no-store, max-age=0
Content-Encoding - gzip

H-Powered-By - Sendet/3.0
Transfer-Encoding - chunked
Content-Language - en-Us

Content-Type - application/json

Result:
{
=l
status-"200",
data: {
users:[
{
|
useriD: 1062,
userName: "Administrator"”,
fullName: "Administrator”,

isDisabled: false,
primaryGroup:

emailAddress:

userPreferences: |

8
tasksCollaboration: 7
mamherching- r

T

bpmadmin log out

] »

3. Open the web services API WSDL by using a URL that is similar to the

Figure 8-18 REST API Tester Users call run

following example:

http://<node_host_name>:<WC_defaulthost>/webapi/services/WebAPISoap?

wsd]1

shown in Figure 8-19 on page 272.
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This XML file does not appear to have any style information associated with it. The document tree is shown below.

— <wsdl:definitions targetNamespace="http://webapi lombardisoftware com">
=

WSDL c

T he Axis version: 1.3
Built on

E Ol
, 2008 (0B:23:37 EDT
-3
— <wsdl:types>
—<schema elementFormDefault="qualified" targetNamespace="http://webapi lombardisoftware com">
— <glement name="TestConnection">
<complexType/>
</element>
— <element name="TestConnectionResponse">
—<complexType>
—<sequence=
<glement name="TestConnectionResult" type="xsd:boolean"/>
</sequence>
</complexType>
</element>
— <element name="RefreshGroupMembership"=
—<complexType>
—<sequence=
<element name="refreshTimeout" type="xsd int"/>
</sequence>
</complexType>
</element>
— <element name="RefreshGroupMembershipResponse"=
—<complexType>
—<sequence=
<element name="RefreshGroupMembershipResult" type="xsd:boolean"/>
</sequence>

Figure 8-19 Web services APl WSDL
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Business Space (advanced only)

In this section, you log in to the Business Space and browse to the System
Health widget to ensure that the Business Space infrastructure is operating
correctly.

The Business Space is deployed to the AppCluster, so you must perform the
following steps for each AppCluster member server by using the
WC_defaulthost_secure port that is described in 8.2.4, “Identifying WebSphere
Application Server-specific ports” on page 252:

1. Log in to the Business Space Console with Cell administrator credentials
(celTadmin) by using a URL that is similar to the following example:

https://<node_host _name>:<WC_defaulthost secure>/BusinessSpace/

2. Click Go to Spaces, then click Problem Determination. Browse to the
System Health tab.

3. You see a page that is similar to the one that is shown in Figure 8-20 on
page 274, which shows the various deployment environments, clusters, and
node agents that you configured and that they are running. Here, you can
also explore the other tabs and check other components in your environment.
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Home ' Process Portal ' GotoSpaces ° Manage Spaces = Actions - celladmin | Help | Logout

T

B= Problem Determination

Module Health System Health |+ Edit Page ¥

System Health p 8 o |
Topology System Applications Applications Queues
Deployment Environments Showing3of3 3stated 0 stopped
Status Deployment Environment # Deployment Target
[+ ADVPC cluster=ADVPC MECluster
[+ ADVPC cluster=ADVPC . SupCluster
[+ ADVPC cluster=ADVPC AppCluster
2
Clusters Showing 6 of 6 B started 0 stopped
Status Cluster # Cluster Member Node
2 ADVPC AppCluster ADVPC AppCluster.conesx-vm74MNode0d1.0 conesx-vm7dhloded
[+ ADVPC AppCluster ADVPC AppCluster.conesx-vmB0Node0d1.0 conesy-vme0Mode0
[*] ADVPC MECIluster ADVPC MECluster.conesx-vm74Mode01.0 conesy-vm74hodel
[+ ADVPC MECIuster ADVPC MECIuster.conesx-vmG60Mode01.0 conesx-vmB0MNode0q
[+ ADVPC.SupCluster ADVPC.SupCluster.conesx-vm74MNode01.0 conesx-vm74hNode0
[+ ADVPC.SupCluster ADVPC.SupCluster.conesx-vmE0MNode01.0 conesx-vmBG0Node0
8
Stand-alone Servers Showing 0 of 0 0 started O stopped
Mo matching stand-alone semvers.
Node Agents Showing 2 2 started
Status Node Agent * NHode Host Name
[+ nodeagent conesx-vm74Nodel conesx-vmy4.bocaraton.ibm.com
[+] nodeagent conesx-vmG0MNode0 conesx-vm6G0.bocaraton.ibm.com
1-2 2

Figure 8-20 System Health tab in Business Space
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4. Verify the health of individual modules by switching to the Business Space
Module Health tab, as shown in Figure 8-21.

Module Browser
A @ & WPS_Project (Version:HSAV8_3)
- &%Processes
£ WPS_CandidatesList
£ WPS_ProcessPerson
- E—lService Exports
“‘QWPS_ProcessPersonListExpor‘t
:QWPS_ProcessPersonExport
j Module Properties
GIModule Policies

Module Health

W Module: WPS_Project, Version: HSAVB_3, Cell Identifier:

Topology

The module information for stopped modules is not available. Messaging engines

Status
>

=

=

[~

System Components

Messaging Engine Name #
BPM_TST.Messaging.000-
BPC.BPMTSTCell01.Bus

BPM_TST.Messaging.000-
CEI.BPMTSTCellO1.BUS

BPM_TST.Messaging.000-
PERFDW.BPMTSTCellO1.Bus

BPM_TST.Messaging.000-
PROCSVR.BPMTSTCellO1.Bus

BPM_TST.Messaging.000-
SCA.APPLICATION.BPMTSTCellO1.Bus

BPM_TST.Messaging.000-
SCA.SYSTEM.BPMTSTCell01.Bus

System Messaging Engines

Type
R

@ B @ o &

Module Health ~ System Health .

Description

Figure 8-21 Module Health tab in Business Space system verification

Human Task Manager (advanced only)
The Human Task Manager is deployed to the SupCluster, so you must perform

the following steps for each SupCluster member server by using the

WC_defaulthost_secure port that is described in 8.2.4, “Identifying WebSphere
Application Server-specific ports” on page 252.

Complete the following steps to verify that the Human Task Manager component

is working correctly:

1. Log in to the Business Process Choreographer Explorer with IBM BPM
administrator credentials (bpmadmin) by using a URL that is similar to the

following example:

https://<node_host_name>:<WC_defaulthost secure>/bpc/
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2. Click Task Templates — My Task Templates. You see preconfigured sample
human tasks. Select the box next to Widget Message, then click Create
Instance, as shown in Figure 8-22.

Business Process Choreographer Explorer

Welcome bpmadmin | Logout | Manage Views | Customize | Help | About
Views My Task Templates

Use this page to view task templates on which you can work. 0]
~ Process Templates B

Currently Valid

All Versions |5tart Instance| |Create Instance | |Instances| |Refresh
[~ Task Template Name ¢ Valid From 2 Namespace [} Process App { Snapshot
= Process Instances B =
S B e [ Approval 2/1/2012 7:00:00 PM EST http://com.ibm.htm.predefined
Administered By Me ¥ Widget Message 2/1/2012 7:00:00 PM EST http://com.ibm.htm.predefined
Critical Processes ™ Inquiry 2/1/2012 7:00:00 PM EST http://com.ibm.htm.predefined
Terminated Pro:e.sses [ Review 2/1/2012 7:00:00 PM EST http://com.ibm.htm.predefined
Failed Compensations == )
[ To-do 2/1/2012 7:00:00 PM EST http://com.ibm.htm.predefined
- Activity Instances Ef| Items found: 5 Items selected: 1 - Page 1 of 1 Items per page: 20 El

Stopped Activities

~ Task Templates =3
My Task Templates

~ Task Instances B
My To-dos
All Tasks
Initiated By Me
Administered By Me
My Escalations

Figure 8-22 Business Process Choreographer Explorer creating a Widget Message instance
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3. Enter values for the subject and message fields of the human task, then click
Submit, as shown in Figure 8-23.

Business Process Choreographer Explorer

Welcome bpmadmin | Logout | Manage Views | Customize | Help | About

Views Task Input Message

Use this page to provide the input that is needed to start an instance of a human task process. [
~ Process Templates E
Currently Valid

All Versions Submit

Task Template Name Widget Message
= Process Instances B Task Description "ophtm:input.\request/subject%" message from %htm:task.originator¥
Started By Me
Administered By Me
Critical Processes Task Input Message
Terminated Processes i
Failed Compensations Form View™
~ Activity Instances e request| | shject ||HTM for BPC

Stopped Activities

message ||Verifying HTM function

+ Task Templates B Edit Source

My Task Templates

+ Task Instances =
My To-dos
All Tasks
Initiated By Me
Administered By Me
My Escalations

Figure 8-23 Configuring a Widget Message subject and message

4. Click Task Instances — Initiated By Me. Here, you can see an instance of
the task that you created. Click the task name, Widget Message.

Chapter 8. Verification 277



5. Select the Custom Properties tab and click the empty space next to the
htm_assigned_to field (this property can be edited, although it does not
appear so at first). Enter a valid user who should own the task. Click Save,
then Start, then Submit. The task now has an owner, as shown in
Figure 8-24.

Business Process Choreographer Explorer
Welcome bpmadmin | Logout | Manage Views | Customize | Help | About

Task Instance

Views
5 Use this page to display information about the task and, optionally, to work on the task. [il
* Process Templates B
Currently Valid
All Versions |DelEtE Start |Work Items |Reschedu|e ‘Change Priority |Change Business Category
Process Instances = Task Description
Started By Me
Administered By Me Task Name Widget Message
Critical Processes Description "HTM for BPC" message from bpmadmin
Reason Oniginator
Failed Compensations
Activity Instances =1 Details EApa e g i t sag Custom Properties
Stopped Activities
Property Name Property Value
r htm_assigned_to bpmadmin
* Task Templates £ Save
htm_isHidden true

My Task Templates

htm_isPredefinedTask true

~ Task Instances B et
My To-dos
All Tasks
Initiated By Me
Administered By Me
My Escalations

Figure 8-24 Business Process Choreographer Explorer assigning new Widget Message to a user

278 Business Process Management Deployment Guide Using IBM Business Process Manager V8.5



6. Select the box next to the Widget Message task and click Work on, as shown
in Figure 8-25.

Business Process Chereographer Explorer

Welcome bpmadmin | Logout | Manage Views | Customize | Help | About

Task Instances Initiated By Me

Views
Use this page to work with task instances that you created or started. H]

~ Process Templates B

Currently Valid » - - -

Al Versions |Work on| |Relea_5e- |_T|an_5fer_: Start| |_Restart IRescheduIe |_Chang_e_ Priority |C_h_ange_Busingss Category| |Rgfres_i1
e 5 [~ Priority o TaskName ;>  State 7 Kind Owner &  Originator ; Escalated { Suspended g

Started By Me [ s Widget Message Finished Collaboration Task bpmadmin bpmadmin no no

Administered By Me Wi s Widget Message Inactive Collaboration Task bpmadmin no no

Critical Processes

Torminated Processes Items found: 2 Items selected: 1 <= Pagelofl -- Items per page: 20

Failed Compensations

+ Activity Instances |
Stopped Activities

+ Task Templates B
My Task Templates

¥ Task Instances B
My To-dos
All Tasks
Initiated By Me
Administered By Me
My Escalations

Figure 8-25 Business Process Choreographer Explorer working on a new Widget Message
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7. Enter appropriate text into the response comments field, then click Complete,
as shown in Figure 8-26.

Business Process Choreographer Explorer
Welcome bpmadmin | Logout | Manage Views | Customize | Help | About

Task Message

Views
. Use this page to provide the data required to complete the task. [il
Process Templates B
Currently Valid
All Versions |C0mp]ete |Sa\.re |Re]ease Cancel

Process Instances

Task Name Widget Message
Task Input Message

Started By Me .

Administered By Me Form View

Critical Proc

Terminated request subject |HT‘-' for BPC

Failed Compensations - .

message | Verifying HTM function

Activity Instances B

Stopped Activities View Source

- Task Output Message
Task Templates S
F Vi or

My Task Templates orm View
Task Instances B Fespanse || comments |'u'eriﬁcation complete and succed

My To-dos

Al Tasles Edit Source

Initiated By Me
Administered By Me
My Escalations

Figure 8-26 Business Process Choreographer Explorer creating output for new Widget Message

The new human task is now finished and you verified that the human task
manager is working correctly. If you want to delete this test task, click Task
Instances Administered By Me, select the task, and then select Delete.

Business Process Choreographer (advanced only)

Verify that the Business Process Choreographer is working correctly and that it
can be aligned with the Process Designer and Integration Designer interaction
verification. You can find interaction samples to demonstrate the interaction
capabilities in the latest IBM Business Process Manager V8.5 sample page on
the official IBM Business Process Manager Samples and Tutorials site, which is
available at this website:

http://publib.boulder.ibm.com/bpcsamp/v7r5/index.htm]

The Procurement sample shows how to develop the interaction that is part of the
workflow and how it is run by the BPEL process engine. This sample can be used
to verify the function of the business process engine.
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Click Interaction Samples — Procurement sample: Calling a human task
from a BPEL process for instructions. Under the Build it yourself link, you can
find instructions about how to build the application and deploy it to IBM BPM
Server.

Under the Run the Sample link, you can find instructions about how to run the
sample by using the Business Process Choreographer Explorer and Business
Space. This verifies that the Business Process Choreographer is working
correctly.

8.3 Conclusion

This chapter described several verification steps for an IBM BPM Standard and
IBM BPM Advanced installation.
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Overview of migration

The task of migration can be a tedious undertaking for every IT professional.
Different versions must be considered with platform and middleware choices.

IBM Business Process Manager (BPM) 8.5 delivers a consolidated runtime
migration instead of different migration paths for IBM BPM Advanced and IBM
BPM Standard. A new interactive migration guide, which is available with IBM
BPM 8.5, can generate a printable, shareable set of migration instructions that
are customized to suit your specific migration scenario.

This chapter includes the following topics:

Migration paths

IBM BPM Interactive Migration Guide
Migration limitations

Migration utilities and scripts
High-level migration tasks

Common migration scenarios

vyvyvyvYyYyvyy
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9.1 Migration paths

With version-to-version migration, applications can be migrated to the new
version of the product by updating the applications by using the authoring tools
and redeploying them, or by using the runtime migration tools, which preserve
some configuration information and automatically redeploy the applications.
There is not much change on artifact migration in IBM BPM 8.5, and we focus on

runtime migration in this chapter.

The IBM BPM 8.5 migration utilities support migrating users from the IBM BPM
default database registry to the WebSphere Application Server file registry.
Passwords are also migrated so that you no longer must change or reset

passwords after migration.

IBM BPM 8.5 supports the migration paths that are listed in Table 9-1. You can
migrate between the same environment type, such as, Process Server to
Process Server, or Process Center to Process Center.

Table 9-1 Supported migration paths

Source

Target (IBM BPM v8.5)

IBM BPM Standard v7.5.x or IBM BPM
Standard v8.0.x

IBM BPM Standard or IBM BPM
Advanced

IBM BPM Advanced v7.5.x or IBM BPM
Advanced v8.0.x

IBM BPM Advanced

WebSphere Lombardi Edition v7.1.x or
WebSphere Lombardi Edition 7.2.x

IBM BPM Standard or IBM BPM
Advanced

WebSphere Process Server 7.0.0.x

IBM BPM Advanced Only or IBM BPM
Advanced

A consolidated and consistent migration process for Standard and Advanced
IBM BPM environments supports the following advantages:

» No dependency on WebSphere Application Server profile and configuration

upgrade.

» Supported topology changes during the migration process.

» Consistent migration path for different topologies and product versions.

» New interactive migration guide for generating migration roadmap for a
specific environment, as shown in Figure 9-1 on page 285.
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Before BPM 8.5 BFM 8.5

" Standard
— Database schema upgrad
—Database data upgrade

* Advanced
— Profile migration
* Full down time
* Minimal down tim
* Local migration
_* Remote migration
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Figure 9-1 Migration guide

9.2 IBM BPM Interactive Migration Guide

In this section, we describe the steps that are used for migrating to IBM BPM 8.5
from a previous version or another product by using the IBM BPM Interactive
Migration Guide. The generated output from this guide is restricted to supported
migration scenarios. However, it might be possible to generate an unsupported
set of instructions. The Interactive Migration Guide uses rules and considerations
that are described in other topics in the IBM BPM 8.5 information center.

Accessing the Interactive Migration Guide: The Interactive Migration Guide
is available at this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/topic/com.ibm.wbpm
.imuc.doc/topics/bpm mig roadmap_form.jsp

9.3 Migration limitations

Migration includes the following limitations:
» No in-place upgrade for binaries and profiles.
» No support for migrating from WPS 6.2.x and Teamworks 6.2.x.

» Does not support migration of failed events. You must resubmit or delete failed
events before migration.

Chapter 9. Overview of migration 285


http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/topic/com.ibm.wbpm.imuc.doc/topics/bpm_mig_roadmap_form.jsp

Does not apply the performance tuning parameters from source to target
automatically during migration. You must manually complete this as a
post-migration task.

You must complete the following configurations manually after migration:
— RunAs roles

— Role-to-user mappings for applications

— Custom data source

- JMS

— Scheduler

— Lightweight Directory Access Protocol (LDAP)

— Proxy and virtual host

— Business Process Choreographer if you have it configured in the source
environment

The Common Event Infrastructure is deprecated in IBM BPM 8.5. There is no
migration support available for this feature. If you configured a Common Event
Infrastructure (CEI) in your source environment, you must configure it
manually after migration.

You must run a migration process separately for each deployment
environment that is configured in a cell.

Does not support migration if the source profile has Monitor augmented
because IBM BPM 8.5 does not support an argument profile with Business
Monitor.

9.4 Migration utilities and scripts

IBM BPM 8.5 provides a set of scripts and utilities for successfully migrating your
existing IBM BPM environment to version 8.5. This section describes the
following migration scripts and utilities that are available with IBM BPM 8.5:

>

vVVvyYVYyVvYYvYYyvyYYyYy

BPMCreateRemoteMigrationUtilities command
Migration properties file for migration commands
BPMEXxtractDBConfiguration command
BPMConfig properties file for migration
BPMExtractSourcelnformation command
BPMManageApplications command
BPMGenerateUpgradeSchemaScripts command
BPMMergeFileRegistry command
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» DBUpgrade command
» BPMMigrate command

9.4.1 BPMCreateRemoteMigrationUtilities command

The BPMCreateRemoteMigrationUtilities command creates an archive file that
contains all the commands and their prerequisites that must run on the source
environment so they can be used to extract or manage the configuration for
migration purpose.

The IBM BPM binary installation process creates the utility in the
BPM8.5_Home/bin location.

The BPMCreateRemoteMigrationUtilities command includes the following
syntax:

BPMCreateRemoteMigrationUtilities archive file fullpath

The location of the archive file is displayed when you run the
BPMCreateRemoteMigrationUtilities command. By default, the archive file is in
the BPM8.5 Home/util/migration/script directory.

Limitations of BPMCreateRemoteMigrationUtilities command
To migrate to a computer with a different operating system, you must install IBM
BPM 8.5 on the source or a third computer with the same operating system as
the source, and then package the migration utilities there. If you are migrating to
a different operating system, such as, from Windows to Linux, you cannot
package the migration utilities on the target Linux computer because the package
is for Linux only and it does not work on the Windows source environment.

If the source environment operating system (such as, Windows 2003) is not
supported in IBM BPM 8.5, you must install the new version of IBM BPM on a
third computer with a Windows operating system that is supported on IBM BPM
8.5 and that has the same bit type (for example, 32 bit or 64 bit) as the migration
source computer.

9.4.2 Migration properties file for migration commands

The migration properties file contains information about the source and target
environment. The migration utilities use this properties file as input parameter.
The migration.properties file is in the bpm85_home/util/migration/resources
directory.
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Table 9-2 shows property names and values of the migration.properties file.

Table 9-2 Property names and values of the migration.properties file

Property name

Property value

Notes

admin.username

The user name of the primary
administrator (on the target IBM BPM
8.5, it is the user of CellAdmin)

admin.password

The password for admin.username

These properties are
required and must be
changed if you are
running the migration
command on the target
or the source.

bpm.home The installation directory of IBM BPM.

For WebSphere Lombardi Edition, it

should be WLE_Home/AppServer
profile.name Deployment manager profile name for

network deployment environment or the

profile name for stand-alone

environment.
» source.application.cluster.name | If the source is based on a Network Required if your source
» source.support.cluster.name Deployment environment, you must environmentis Network
» source.messaging.cluster.name | specify these properties if they exist for Deployment
» source.web.cluster.name different topology. If the source is environment.

stand-alone, leave fields empty.

target.config.property.file

The full path of the config properties file
that is used by BPMConfig to create your
target environment.

source.product.version

The version of your source product; must
be in four-digit style, such as, 7.5.0.0,
8.0.1.0.

Required on the target.

Itpa.password

The password that is used to export and
import the LTPA keys; by default, this
password is WebAS.

Optional

More information about properties: For more information, see the
descriptions in the headers of the migration.properties template.

9.4.3 BPMEXxtractDBConfiguration command

The BPMExtractDBConfiguration command extracts the database information
from the migration source. You can then use this database information to create
a deployment environment for a new version of IBM BPM that uses the
databases from the previous version.
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This utility also extracts custom data source information from the source
environment, which can help you create these data sources again in the new
version.

The BPMExtractDBConfiguration command uses the migration.properties file
as input. It is in the /BPM_home_8.5/bin directory.

The BPMExtractDBConfiguration features the following syntax:

BPMExtractDBConfiguration -output /tmp/db_config -propertiesFile
/tmp/remoteUtil/util/migration/resources/migration.properties

If you use the remote migration utility to run the command in the source
environment, the log file is in the /remote_migration utility/logs/migration
directory. Otherwise, the log file is in the BPM_home_8.5/Togs/migration directory
on the target environment.

Important: If you experience SOAP invocation timeout issues, change the
value of the com. ibm.SOAP.requestTimeout property in the soap.client.props
file in the BPM85_Home/util/migration/resources directory or in the

/remote migration utility/util/migration/resources directory. If you are
running this command more than once because you have more than one
deployment environment, remember to specify different output file names.

9.4.4 BPMConfig properties file for migration

Configuration of IBM BPM 8.5 is different from any previous version. The
deployment environment wizard is intended for a simple scenario only. In most
cases, the wizard is not suitable for a migration scenario. Therefore, if you want
to perform a proper migration, you must use BPMConfig to configure the target
deployment environment.

IBM BPM 8.5 also provides a set of different sample properties files for several
migration scenarios. You can check all the sample properties files for migration in
the following directory:

BPM85_ Home/BPM/samples/config/migration

Modify your version of a properties file by editing the properties for user
credentials, database information, host name, and installation path. You must
also update all the properties with the value 6T0_BE_REPLACEDG.
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Consider the following points regarding migration:

» Select the configuration properties file that most closely represents your
target deployment environment and copy this file. The sample files are named
according to the following format:

de_type-environment type-topology-database type[-suffix].properties
The following choices are valid:
— de_type can be set to Standard or Advanced or AdvancedOnly.

— environment_type can be set to PS for Process Server or PC for Process
Center.

— topology can be set to SingleCluster or ThreeClusters.
— database_type can be set to DB2, DB2zOS, Oracle, or SQLServer.

— suffix (optional) can be set to -WinAuth for an SQL Server database, or to
-MultiBus if you use multiple service integration buses in the source
environment and want to do the same in the target environment. IBM BPM
8.5 supports a single bus and messaging engine, which is the
recommended configuration. Choose the -MultiBus option only if you have
a special requirement for multiple buses.

» Take special note of the bpm.de.deferSchemaCreation property. Make sure
that this property is already set to true because you are migrating and do not
want to initialize the databases while you are creating the deployment
environment. You configure the databases later if you add any new capability.

» InIBM BPM 8.5, the old common database is split into two pieces. One is
cell-scoped and is used for the entire cell. The other, which includes event
sequencing and the failed event manager, is deployment environment-scoped
and must be configured for each deployment environment. You can reuse the
old common database for the deployment environment-scoped database if
you are on a single deployment environment.

» If you are migrating on multiple deployment environments, you must have a
separate deployment environment-scoped database for each deployment
environment. If you have data in the event sequencing table (named
PERSISTENTLOCK) in the source environment, export the data from the
source and import it into the event sequencing table (PERSISTENTLOCK) in
the new deployment environment-scoped common database component.

9.4.5 BPMEXxtractSourcelnformation command

The BPMExtractSourceInformation command is used to check for migration
readiness and to take a snapshot of the source environment during migration.
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When it is used with the -precheck option, this command ensures that your
source environment is in the correct state for migration.

Note: This pre-check is necessary only if you are migrating from IBM BPM
Advanced or WebSphere Process Server.

When it is used with the -backupFolder option, this command extracts the
configuration information, customizations, performance options, applications,
LTPA keys, and service integration bus (SIB) messages from the source
deployment manager environment. The extracted information is stored in the
/BPM_home_8.5/bin directory.

If you installed the new version of the product on a different computer and copied
the migration files to the source environment, the file can be found in the
/remote_migration_utility/bin directory on the source computer.

The following syntax is used for checking the readiness of the source
environment:

BPMExtractSourceInformation -precheck -propertiesFile
migration_properties file

This command performs the following checks:

» Whether any existing SIB messages are still in a transaction.
» Whether too many SIB messages are stuck in a queue.
» Whether any failed events are not processed.

The following syntax is used for generating a snapshot of the source
environment:

BPMExtractSourceInformation -backupFolder snapshot folder
-propertiesFile migration_properties file

The BPMExtractSourceInformation command stores a log in the following
location:

» If the -backupFolder parameter is set, the log file is in
/snapshot_folder/logs.

» If the -backupFolder parameter is not set and you are using the remote
migration utility, the log file is in /remote_migration_utility/Togs/migration.

» If the -backupFolder parameter is not set and you are not using the remote
migration utility, the log file is in /BPM85_Home/logs/migration.
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If you are using —backupFolder to extract needed information from the source,
you might see some of the following subfolders under
snapshot_foder/cel1_name:

» /Adpaters holds adapter configuration on the application level.

» /Applications holds the WebSphere Application Server application and
HTM_PredefinedTask system applications. You do not find Lombardi
applications at this location because Lombardi applications are always stored
in the database.

» /BLAs and /CompositionUnits holds assets that are used by business-level
applications.

» /Configurations holds the configuration files that the user can refer to (such
as, PerformanceTuningParameters.properties) or the migration toll handles
the migration automatically (such as, 100SourceCustomMerged.xm1).

» /Messages holds the SIB messages that were not yet used in the source
environment.

9.4.6 BPMManageApplications command

The BPMManageApplications command is used to make sure that no new events
or processes are entering the system during migration when you are migrating
from IBM BPM Advanced or WebSphere Process Server.

When it is used with the -autoStart false option, this command disables the
automatic starting of all applications and schedulers in the deployment
environment. When it is used with the -autoStart true option, this command
enables the automatic starting of all applications and schedulers. The parameter
—source or —target specifies whether the command disables or enables the
source environment or the target environment.

The BPMManageApplications command is in the /BPM_Home_8.5/bin directory. If
you installed the new version of the product on a different computer and copied
the migration files to the source environment, the file can be found in the
/remote_migration_utility/bin directory on the source computer.

To disable the automatic starting of applications and schedulers, run the following
command:

BPMManageApplications -autoStart false -source|-target -propertiesFile
migration_properties_file
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To enable the automatic starting of applications and schedulers, run the following
command:

BPMManageApplications -autoStart true -source|—target -propertiesFile
migration_properties_file

Server restart: After the BPMManageApplications command is run, a server
restart is required.

9.4.7 BPMGenerateUpgradeSchemaScripts command

The BPMGenerateUpgradeSchemaScripts command generates SQL scripts and
upgradeSchema scripts for a database that must be upgraded during a
version-to-version migration or a refresh pack upgrade.

For a version-to-version migration, the command generates SQL scripts and
upgrade-Schema scripts in the
/target_deployment manager profile/dbscripts/Upgrade directory, under the
following subdirectories:

» /deployment_environment_name/DBType/database_name.schema_name
» /cell_name/database_type/database_name.schema_name
(This subdirectory is used if you must create a cell scope database.)

Note: The BPMGenerateUpgradeSchemaScripts command should be started
from the BPM_home/bin directory.

The Process Server and Performance Data Warehouse database upgrade
scripts that are generated under the

/target_install _root/profiles/profile_name/dbscripts directory do not
need to be run manually because they are started by the DBUpgrade
command.

The BPMGenerateUpgradeSchemaScripts command uses the
migration.properties file as input.

The BPMGenerateUpgradeSchemaScripts command features the following syntax:

BPMGenerateUpgradeSchemaScripts.sh -propertiesFile
/tmp/remoteUtil/util/migration/resources/migration.properties
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After the BPMGenerateUpgradeSchemaScripts command is run, the log files are in
the following directory:

Dmgr_Profile/logs/BPMGenerateUpgradeSchemaScripts.upgrade.timestamp.err
or

9.4.8 BPMMergeFileRegistry command

If you use a file-based user registry in the source environment, merge the
file-based user registry with the target environment. To merge the file-based user
registry, you must run the BPMMergeFileRegistry command, which is in the
/BPM85_Home/bin directory.

The BPMMergeFileRegistry features the following syntax:

BPMMergeFileRegistry.sh -backupFolder snapshot folder -propertiesFile
migration_properties file

The snapshot_folder points to the directory in which the extracted information is
stored by the BPMExtractSourceInformation command, and the
migration_properties_file contains the full path to the migration.properties
file in which you specified the information for the target environment.

9.4.9 DBUpgrade command
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The DBUpgrade command upgrades previous versions of database schemas and
data to the current version of IBM BPM. The DBUpgrade command updates the
following items in the database to IBM BPM 8.5:

» System Data toolkit
» Process Portal process application
» Hiring sample tutorial process application

If you are migrating from Teamworks 7.0.0 or 7.0.1, the DBUpgrade command
converts encrypted passwords to work with the encryption algorithm that is used
by IBM BPM V8.0.1. Encrypted passwords can be stored in the database for
users that are defined through the WebSphere Application Server file registry or
for secure web service integrations.

The DBUpgrade command is in the /BPM85_Home/bin/ directory. Before the
command is run, make sure that the servers and cluster members are stopped.
The DBUpgrade command features the following syntax:

DBUpgrade -propertiesFile migration_properties_file -backupFolder
snapshot_folder
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The logs are saved in the /BPM85_Home/profiles/PROFILE_NAME/1ogs directory in
files that are named DBUpgrade_TimeStamp.log and
bootstrapProcesServerData.AppClusterName.TimeStamp.Tog. PROFILE_NAME is
the value that you specified for the profile.name property in the
migration.properties file.

Updating dependencies: Although the DBUpgrade command updates the
System Data toolkit to IBM BPM 8.5, it does not automatically update existing
dependencies. The dependencies are updated as part of the post migration
procedures.

You must run the DBUpgrade command only once, even if you have multiple
nodes and cluster members.

You might see warning messages in the log that are similar to the following
example:
Couldn't load Resource META-INF*****

These messages can safely be ignored.

If you are migrating from IBM BPM 7.5.x and you receive an out-of-memory
error that indicates too many or too large data records are present, you can try
to increase the heap size of the JVM for the DBUpgrade command or decrease
the value of database.batch.size (the size of the records to be updated as a
batch) in the BPM_home/util/dbUpgrade/upgrade.properties file.

9.4.10 BPMMigrate command

The BPMMigrate command imports the migration snapshot, which includes
information about configuration, LTPA keys, applications, and service integration
bus messages, from your previous version to your new version. The migration
shapshot is taken by using the BPMExtractSourceInformation command.

If you are migrating from IBM BPM Advanced or WebSphere Process Server, the
BPMMigrate command performs the following tasks:

» Stops the automatic generation of LTPA keys and applies the LTPA keys from
the source environment to the target environment.

» Installs your applications in the target environment.
» Synchronizes the managed nodes.

» Runs the command to move the SIB messages from the source environment
to the target environment.

» Runs the command to re-create the scheduler tasks.
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» Applies the customizations from the 100Custom. xm1 in the source environment
to the configuration objects in the target environment (only for IBM BPM
Advanced).

» Updates the WebSphere Adapters.
The command can be found in the /BPM85_Home/bin directory.

The BPMMigrate command features the following syntax:

BPMMigrate -backupFolder snapshot_folder -propertiesFile
migration_properties_fileDescription

The logs are in the /snapshot_folder/Togs directory.

Note: For IBM BPM Standard and WebSphere Lombardi Edition, the
BPMMigrate command does not migrate LTPA keys, WebSphere Application
Server applications, adapters, and SIB messages, as applications should be
all in the database. Instead, the BPMMigrate command migrates only the
100Custom. xml file.

Make sure that the messaging engines in the target environment are started
successfully, or the BPMMigrate command fails with the following exception:

Cannot find message engine.

For the scheduler migration, the BPMMigrate command starts an AdminTask that
is registered during server start and uses the scheduler service to re-create each
scheduler task. The log is saved on one of the nodes.

If you experience SOAP invocation timeout issues during scheduler migration,
modify the soap.client.props file under

deployment_manager profile/properties, and change the value of the
com.ibm.SOAP.requestTimeout property.
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9.5 High-level migration tasks

Table 9-3 shows the sequence of high-level steps for migrating IBM BPM from a
previous version of the product to IBM BPM 8.5. (In Table 9-3, “WLE” refers to
WebSphere Lombardi Edition and “WPS” refers to WebSphere Process Server.)

Table 9-3 High-level migration steps

Step

Migration task

Source
[Target

Advanced

Standard

WLE

WPS

Verify that the hardware and operating
system is supported.

Target

Yes

Yes

Yes

Yes

Install IBM BPM 8.5 binaries.

Target

Yes

Yes

Yes

Yes

Package remote migration utilities and
copy them to source (only in the case of
a remote target).

Target

Yes

Yes

Yes

Yes

Update the migration.properties file
with the configuration information for the
source environment. The
migration.properties file is part of the
remote migration utility that is found at
Remote_migration_utility_Home/util/m
igration/resources/migration.propert
ies

Source
s

Yes

Yes

Yes

Yes

Extract all database-related information
from the source environment. This helps
to configure the target environment by
reusing the existing databases (optional).

Source
s

Yes

Yes

Yes

Yes

Select and edit the properties file that
matches your target environment under
the following folder:
BPM85_Home/BPM/samples/config/migrat
0n

Target

Yes

Yes

Yes

Yes

Configure the target IBM BPM 8.5
environment by using the BPMConfig
command. Use the properties that were
updated in step 6.

Target

Yes

Yes

Yes

Yes
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Step

Migration task

Source
[Target

Advanced

Standard

WLE

WPS

Check the readiness of source

environment for migration by using the

BPMExtractSourceInformation

-precheck command. This command

performs the following checks:

» Whether any existing SIB message is
in a transaction

» Whether too many SIB messages
are stuck in a queue

» Whether any failed events are not
processed

Source

Yes

No

No

Yes

Run the BPMManageApplications
command to disable automatic starting of
all your applications and schedulers.
This action confirms that no new events
or processes in the source system and no
scheduler tasks are used during the
migration process.

Source

Yes

No

No

Yes

10

Take a snapshot of the source
environment by using the
BPMExtractSourceInformation
command to extract information, such as,
configuration customizations,
applications, LTPA keys, and SIB
messages. You need one snapshot for
each deployment environment in your
source cell. You do not need a separate
snapshot per profile from your source
cell. You import this snapshot to the
target environment in a later stage.

Source

Yes

Yes

Yes

Yes

11

Stop all running processes, including
deployment environment, node agent,
and deployment manager.

Source

Yes

Yes

Yes

Yes

12

Copy the snapshot and migration
properties files to the target computer.
This is required only if your target is on a
different system.

Source

Yes

Yes

Yes

Yes

13

Back up all your old databases, including
customer’s system of records.

Source

Yes

Yes

Yes

Yes
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Step

Migration task

Source
[Target

Advanced

Standard

WLE

WPS

14

Configure extra databases that are
required for your target environment.
Update the migration.properties to
point to your target environment. Run the
BPMGenerateUpgradeSchemaScripts
command to generate the SQL scripts to
initialize the newly configured database
and the upgrade SQL script that is used
by the database upgrade in step 15.

Target

Yes

Yes

Yes

Yes

15

Run the database upgrade script to
upgrade source databases to IBM BPM
8.5.

Target

Yes

Yes

Yes

Yes

16

If you use a file-based user registry in the
source environment, merge the
file-based user registry with the target
environment by using the
BPMMergeFileRegistry command.

Target

Yes

Yes

No

Yes

17

Disable the automatic starting of all
applications and schedulers in the target
environment by running the
BPMManageApplications command.

Target

Yes

No

No

Yes

18

Start all processes including deployment
manager, node agents, and the
deployment environment.

Target

Yes

Yes

Yes

Yes
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Step

Migration task

Source
[Target

Advanced

Standard

WLE

WPS

19

Import the migration snapshot from the
source environment into the target
environment by using the BPMMigrate
command. This command performs the
following actions:

» Stops automatic generation of LTPA
keys and applies the LTPA keys from
the source environment to the target
environment.

» Installs your WebSphere Application
Server applications in the target
environment.

» Synchronizes the managed nodes.

» Runs the command to move the SIB
messages from the source
environment to the target
environment.

» Runs the command to re-create the
scheduler tasks.

» Applies the customizations from the
100Custom.xml in the source
environment to the configuration
objects in the target environment.

» Updates the WebSphere Adapters, if
any.

Target

Yes

Yes

Yes

Yes

20

Apply custom configurations to target
environment. Use the
PerformanceTuningParameters.properti
es that is generated by the
BPMExtractSourceInformation
command to understand the custom
configurations from the source
environment.

Target

Yes

Yes

Yes

Yes

21

Enable the automatic start of all
applications and schedulers in the target
environment.

Target

Yes

No

No

Yes

22

Run the Business Space data migration if
you have Business Space that is
configured in your source environment
(WebSphere Process Server 7.0.0.x
only).

Target

No

No

No

Yes
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Step | Migration task Source | Advanced | Standard | WLE | WPS
[Target

23 Restart the environment and verify Target Yes Yes Yes Yes
migration.

9.6 Common migration scenarios

This section describes some of the common scenarios to show the step-by-step
migration process, utilities, and commands.

9.6.1 Migration scenario 1

In this scenario, we migrate an IBM BPM 7.5.1 Advanced three-cluster
environment to an IBM BPM 8.5 Advanced three-cluster environment. The
source and target environments are on different machines, as shown in
Table 9-4.

Table 9-4 Migration scenario 1

IBM BPM Operating Topology Product Type Database
Version System

Source IBM BPM Linux Three Cluster Process Center DB2
7.51
Advanced

Target IBM BPM Linux Three Cluster Process Center DB2
8.5.0
Advanced

Complete the following steps for this setup:

1. Verify your hardware and that your operating system is supported for the
target servers.

Detailed system requirements: For more information about system
requirements of the supported releases of IBM BPM Advanced, see this
website:

http://www.ibm.com/support/docview.wss?uid=swg27023005
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2. Install IBM BPM 8.5 binaries on target servers.

Install IBM BPM 8.5 on your target Linux operating system, use /opt/BPM85
as the installation root.

Note: For more information, see Chapter 5, “Deploying an IBM Business
Process Manager environment” on page 89.

3. Package remote migration utilities on the target server and copy them to the
source server.

Create the migration utilities by using the
BPMCreateRemoteMigrationUtilities command in the /opt/BPM85/bin
directory (as shown in Example 9-1), so that you can use these utilities to
perform actions on the source environment.

Example 9-1 BPMCreateRemoteMigrationUltilities command

[root@localhost bin]# ./BPMCreateRemoteMigrationUtilities.sh
/home/itaas/migration/MigrationUtilities.zip
Buildfile: /opt/BPM85/util/migration/scripts/createMigrationUtilDisk.ant

create_zip_image:
[zip] Building zip: /home/itaas/migration/MigrationUtilities.zip

BUILD SUCCESSFUL
Total time: 1 minute 2 seconds

Copy the generated MigrationUtilities.zip to the /home/itaas/migration
directory on the machine that has the source environment running.

4. Update the migration properties file on the source with the configuration
information for the source environment.

Extract the MigrationUtilities.zip to the /opt/MigrationUtilities
directory and copy the migration.properties from
/opt/MigrationUtilities/util/migration/resources to
/home/itaas/migration/85Migration.

Then, edit the migration.properties inside the
/home/itaas/migration/85Migration directory, as shown in Example 9-2.

Example 9-2 Edit the migration.properties file

admin.username=bpmadmin
admin.password=bpmadmin

bpm.home=/opt/BPM751

profile.name=Dmgr01
source.application.cluster.name=PCDE.AppTarget
source.support.cluster.name=PCDE. Support
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source.messaging.cluster.name=PCDE.Messaging
source.web.cluster.name=

We are using bpmadmin and bpmadmin as the primary administrator and
password combination for the source environment. The source environment
was installed to /opt/BPM751, the name of deployment manager profile is
Dmgr01. We are using a three-cluster topology, which features the following
clusters:

— PCDE.AppTarget
— PCDE.Support
— PCDE.Messaging

Themigration.properties file is used for migration commands later, such as,
BPMExtractDBConfiguration and BPMExtractSourceInformation.

. Extract all database-related information from the source environment.

Make sure that the deployment manager is started, and run the command
that is shown in Example 9-3 to extract the database information from the
source environment.

Example 9-3 Extract the database information from the source environment

[root@1inuxvm66 bin]# ./BPMExtractDBConfiguration.sh -output
/home/itaas/migration/85Migration/dbConfiguration.properties
-propertiesFile /home/itaas/migration/85Migration/migration.properties
CWMC010361: BPM migration logs are saved under
/opt/MigrationUtilities/lTogs/migration.
ss1.defaullt.password.in.use.CWPKIOO041W
ss1.disable.url.hostname.verification.CWPKIo0271

Client code attempting to Toad security configuration

Client code attempting to Toad security configuration

CWMC03022I: Start to export database information from the source
environment.

CWMC03023I: Export of database information from the source environment
completed successfully.

You can see on the console that the log is saved in the
/opt/MigrationUtilities/logs/migration directory and uses the name
BPMExtractDBConfiguration_<timestamp>.1log. You can check the log if any
exception occurred. Example 9-4 shows the content of the
dbConfiguration.properties file.

Example 9-4 Content of dbConfiguration.properties file

#******************************************************************

# DE1.Support

#******************************************************************

iddadsdadddgadddaaddaddtadapaddsaasdgadddadsdpdgdaaddaaddadadiii
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# The data source properties for Performance Data Warehouse data source
idgadsdadddgadddadddaddadatpdgdgadgtaaddgsdsadsdaaddaagdaaddtadi
datasource.l.name=Performance Data Warehouse data source

datasource.1l.jndi=jdbc/PDWDB
datasource.l.Authentication_alias_for_XA recovery.userName=db2instl
datasource.l.description=Performance Data Warehouse data source
datasource.l.provider=DB2 Universal JDBC Driver Provider (XA)
datasource.1.Scope=cells/T1inuxvm66Ce1101/clusters/DEL.Support
datasource.l.databaseName=P751L

datasource.l.driverType=4

datasource.l.serverName=9.111.101.64

datasource.l.portNumber=50000

HHEF AR R
# The data source properties for Process Server data source
iddasadddddsasaddddsddddddtsstadddddasaaddddddddddadaaddi
datasource.2.name=Process Server data source

datasource.2.jndi=jdbc/ProcessDB
datasource.2.Authentication_alias_for_XA_recovery.userName=db2instl
datasource.2.description=Process Server data source
datasource.2.provider=DB2 Universal JDBC Driver Provider (XA)
datasource.2.Scope=cells/1inuxvm66Ce1101/clusters/DE1.Support
datasource.2.databaseName=B751L
datasource.2.driverType=4
datasource.2.serverName=9.111.101.64

2

datasource.2.portNumber=50000

idddasadddddsasadddddssddddddtsstadddddsssaddddddddddddaaddi
# The data source properties for Business Space data source
idddasdadddddsssadiddsssdiddddddsstadiddaasadddddsaddddddadaaidii
datasource.3.name=Business Space data source

datasource.3.jndi=jdbc/mashupDS
datasource.3.Authentication_alias_for_XA_recovery.userName=db2instl
datasource.3.description=Business Space data source
datasource.3.provider=DB2 Universal JDBC Driver Provider (XA)
datasource.3.Scope=cel1s/1inuxvm66Ce1101/clusters/DEL.Support
datasource.3.databaseName=C751L
datasource.3.driverType=4
datasource.3.serverName=9.111.101.64
datasource.3.portNumber=50000

3

datasource.3.schemaName=C75BS00

6. Select and edit the properties file that matches your target environment.
Sample properties files are available on your target environment. Complete
the following steps:

a. Select Advanced-PC-ThreeClusters-DB2.properties in the
/opt/BPM85/BPM/samples/config/migration directory.
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b. Make a copy of this file to /home/itaas/migration and rename it to
Scenariol-Advanced-PC-ThreeClusters-DB2.properties. Then, read the
“Migration considerations” section at the top of this file to get a basic
understanding what this file is about.

Edit the required values as they are highlighted in Example 9-5.

Example 9-5 Edit the Scenario1-Advanced-PC-ThreeClusters-DB2.properties file

# Make sure deferSchemaCreation is set to true
bpm.de.deferSchemaCreation=true

# The installation Tocation of the BPM product
bpm.dmgr.installPath=/opt/BPM85

gttt dssdddadtaddadsddadddgddiagadadiadiad
# Cell (WAS) administration authentication alias #
gttt dsddddadtaddadsddaddsdgddagagaddadiad
bpm.cell.authenticationAlias.l.name=CellAdminAlias
bpm.cell.authenticationAlias.1l.user=bpmadmin
bpm.cell.authenticationAlias.1l.password=bpmadmin

Note: Use bpmadmin as the user name and password for celladmin, the
same as the primary administer of the source environment.

If you use a file-based user registry in the source environment, use the
same primary administrator user ID and password from source
environment as the target CellAdmin user and password.

iddadddssdddasddtsaddadddtadddssdddsaddtsdddtsaddtadddadddaddi
# Deployment environment administrator authentication alias. #
iddadddssdddasddtsaddadddtadddsadddsaddtsdddtsadddsadddaaddaddi
bpm.de.authenticationAlias.l.name=DeAdminAlias
bpm.de.authenticationAlias.l.user=deAdmin
bpm.de.authenticationAlias.1l.password=deAdmin

it dddssdddsaddsadidsadddssdddaaddd

# Database user authentication alias #

it dddssdddsaddadddssdddssdddaaddd
bpm.de.authenticationAlias.2.name=BPM DB ALIAS
bpm.de.authenticationAlias.2.user=db2admin
bpm.de.authenticationAlias.2.password=passwOrd
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Note: If you use a different user to access different databases, such as,
User1 to access ProcessServer and User2 to access PDW, you must
make a copy of the Database user authentication alias section and
use different authentication alias, as shown in the following example:

bpm.de.authenticationAlias.2.name=BPM DB PS ALIAS
bpm.de.authenticationAlias.2.user=Userl
bpm.de.authenticationAlias.2.password=password
bpm.de.authenticationAlias.3.name=BPM DB PDW_ALIAS
bpm.de.authenticationAlias.3.user=User2
bpm.de.authenticationAlias.3.password=password

Then, you can use the corresponding authentication alias when you
configure the database properties later.

# If the hostname is the same as deployment manager, this node
will be created on the same computer. Do not use localhost for
environments that are spread across multiple machines.
bpm.de.node.1.hostname= 1inuxvm66
bpm.de.node.1.instal1Path=/opt/BPM85

Note: We added a local node in this case. You also must configure the
second node if you want to add another local or remote node. If it is a
remote node, copy the same properties file to the remote machine,
change the bpm.dmgr.hostname and bpm.dmgr.soapPort to match with
deployment manager, then run BPMConfig again.

ifgttsddssdasdtadadaadaai
# Database properties #
ifgttsddgsdasddsdadaadaai
bpm.de.db.1.name=BusinessSpaceDb
bpm.de.db.1.dbCapabilities=BusinessSpace
bpm.de.db.1.databaseName=CMNDBWL
bpm.de.db.1.hostname=9.115.199.168
bpm.de.db.1.portNumber=50000
bpm.de.db.1l.roleMapping.l.alias=BPM_DB_ALIAS
bpm.de.db.1.schema=IBMBUSSP
Note: See
/home/itaas/migration/85Migration/dbConfiguration.properties
extracted in step 5 on page 3083, to find the database with
datasource.<number>. jndi=jdbc/mashupDS, and reuse the old
database. You must modify the alias if you use a different alias for
different databases when you configure bpm.de.authenticationAlias.
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bpm
bpm
bpm
bpm
bpm
bpm
bpm

.de.
.de.

.de
.de
.de

.de.

.de

db.
db.
.db.
.db.
.db.
db.
.db.

NN PNNDNDDNDDN

.name=MessagingDb
.dbCapabilities=Messaging
.databaseName=CMNDBWL
.hostname=9.115.199.168
.portNumber=50000
.roleMapping.l.alias=BPM_DB_ALIAS
.schema=CMNCM00

Note: You can decide whether you want to reuse one of the old
Messaging databases or create one. IBM BPM 8.5 supports a single
bus and messaging engine, which is the recommended configuration.

bpm
bpm
bpm
bpm
bpm
bpm
bpm

.de
.de
.de
.de
.de
.de
.de

.db.
.db.
.db.
.db.
.db.
.db.
.db.

W wwwwww

Note: See
/home/itaas/migration/85Migration/dbConfiguration.properties
extracted in step 5 on page 3083, to find the database with
datasource.<number>. jndi=jdbc/TeamWorksDB, and reuse the old
database. You must modify the alias if you use a different alias for
different databases when you configure bpm.de.authenticationAlias.
If there is no schema in the dbConfiguration.properties file, you
should use user name as the schema.

bpm
bpm
bpm
bpm
bpm
bpm
bpm

.de.
.de.
.de.

.de
.de

.de.

.de

db.
db.
db.
.db.
.db.
db.
.db.

= N A R

.name=ProcessServerDb
.dbCapabilities=ProcessServer,EmbeddedECM
.databaseName=BPMDBWL
.hostname=9.115.199.168

.portNumber=50000
.roleMapping.l.alias=BPM DB ALIAS
.schema=db2admin

.name=PerformanceDb
.dbCapabilities=PDW
.databaseName=PDWDBWL
.hostname=9.115.199.168
.portNumber=50000
.roleMapping.l.alias=BPM_DB_ALIAS
.schema=db2admin
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Note: See
/home/itaas/migration/85Migration/dbConfiguration.properties
extracted in step 5 on page 3083, to find the database with
datasource.<number>. jndi=jdbc/PerformanceDB, and reuse the old
database. You must modify the alias if you use a different alias for
different databases when you configure bpm.de.authenticationAlias.
If there is no schema in the dbConfiguration.properties file, you
should use user name as the schema.

bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.

.name=Ce110n1yDb
.dbCapabilities=Cel1ScopedDB
.databaseName=CMNDBWL
.hostname=9.115.199.168
.portNumber=50000
.roleMapping.l.alias=BPM DB ALIAS
.schema=db2admin

o1 o1 o1 o111 OO

Note: See
/home/itaas/migration/85Migration/dbConfiguration.properties
extracted in step 5 on page 3083, to find the database with
datasource.<number>. jndi=jdbc/WPSDB, and reuse the old database.
You must modify the alias if you use a different alias for different
databases when you configure bpm.de.authenticationAlias. If there is
no schema in the dbConfiguration.properties file, you should use
user name as the schema.

bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.

.name=DEScopeCMNDb
.dbCapabilities=CommonDB
.databaseName=CMNDBWL
.hostname=9.115.199.168
.portNumber=50000
.roleMapping.l.alias=BPM_DB_ALIAS
.schema=db2admin

(= BN BN -, - I -, B e i)

Note: For the single deployment environment in this case, you must see
/home/itaas/migration/85Migration/dbConfiguration.properties
extracted in step 5 on page 3083, find the database with
datasource.<number>. jndi=jdbc/WPSDB, and reuse the old database.
You must modify the alias if you use a different alias for different
databases when you configure bpm.de.authenticationAlias. If there is
no schema in the dbConfiguration.properties file, you should use
user name as the schema.
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bpm.de.db.7.name=BpcDb
bpm.de.db.7.dbCapabilities=BPC
bpm.de.db.7.databaseName=CMNDBWL
bpm.de.db.7.hostname=9.115.199.168
bpm.de.db.7.portNumber=50000
bpm.de.db.7.roleMapping.l.alias=BPM_DB_ALIAS
bpm.de.db.7.schema=CMNBEOQ

Note: See

/home/itaas/migration/85Migration/dbConfiguration.properties,
extracted in step 5 on page 3083, to find the database with
datasource.<number>. jndi=jdbc/BPEDB, and reuse the old database.
You must modify the alias if you use a different alias for different
databases when you configure bpm.de.authenticationAlias. If there is
no schema in the dbConfiguration.properties file, you should use
user name as the schema.

7. Configure the target IBM BPM 8.5 environment by using the BPMConfig
command on the target servers.

Run the following BPMConfig command to create the target deployment
environment:

./BPMConfig.sh -create -de
/home/itaas/migration/Scenariol-Advanced-PC-ThreeClusters-DB2.proper
ties

You can see on the console that the BPMConfig_<timestamp>.1og file is saved
in the /opt/BPM85/1ogs/config directory. You can check the log if any
exception occurred.

8. Check the readiness of the source environment for migration.

Make sure that the deployment manager, one of the nodes, and the
deployment environment are all started normally.

Run the following BPMExtractSourceInformation command to make sure that
your source environment is in the correct state for migration:

./BPMExtractSourceInformation.sh -precheck -propertiesFile
/home/itaas/migration/85Migration/migration.properties

The output is shown in Figure 9-2 on page 310.
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[root@linuxvme6 bin]# ./BPMExtractSourceInformation.sh -precheck -propertiesfFile
/home/itaas/migration/85Migration/migration.properties

CWMC0D1036I: BPM migration logs are saved under sopt/MigrationUtilities/logs/migr
ation.

ssl.default.password.in.use.CWPKIOO41W
ssl.disable.url.hostname.verification.CWPKIG®27I

Client code attempting to load security configuration

Client code attempting to load security configuration

CWMCD1020I: Start to do pre-check for the source environment.

CWMC050451: Starting application wpsFEMgr ...

CWMCD50461: wpsFEMgr started successfully.

CWMC01022I: Pre-check of the source environment passed. See the following summar
y of pre-check results. You can continue other migration steps.

Summary of pre-check results:

1.Count of failed event in source environment: @

2.Count of SIB destination that contains more than 5,000 messages in source envi
ronment: ©

3.Count of SIB destination that contains messages still involved in active trans
action in source environment: ©

SN NSNS i ——
3

Figure 9-2 BPMExtractSourcelnformation command running on source server

You can see on the console that the BPMExtractSourceInformation
_<timestamp>.1log file is saved in the
/opt/MigrationUtilities/lTogs/migration directory. You can check the log if
any exception occurs.

No other activities: Make sure that there is no message still involved in
any active transactions, no failed event, and no SIB destination that
contains more than 5,000 messages.

9. Run the following BPMManageApplications command on the source server to
disable the automatic starting of your applications and schedulers:

./BPMManageApplications.sh -autoStart false -source -propertiesFile
/home/itaas/migration/85Migration/migration.properties

The output is shown in Figure 9-3 on page 311.
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[root@linuxvmé6 bin]# ./BPMManageApplications.sh -autoStart false -source -prope
rtiesFile /home/itaas/migration/85Migration/migration.properties

CWMCD1036I: BPM migration logs are saved under fopt/MigrationUtilities/logs/migr
ation.

CWMC04020I: Start to set auto-start properties for all applications and the sche
duler daemon.

WASX73571: By request, this scripting client is not connected to any server proc
ess. Certain configuration and application operations will be available in local
mode.

WASX7303I: The following options are passed to the scripting environment and are
avallable as arguments that are stored in the argv variable: "[false, DEl.Suppo
rt,dmgr,DELl.AppTarget,DELl.Messaging]”

Begin to set auto start for all applications to (false)

Change auto start setting of application: AppScheduler

Change auto start setting of application: BPCExplorer DEL.Support

Change auto start setting of application: BPMAdministrationWidgets DE1.Support
Change auto start setting of application: BSpaceEAR DEl.Support

Change auto start setting of application: BSpaceForms_DEL.Support

Change auto start setting of application: BSpaceHelp DE1.Support

Figure 9-3 Running BPMManageApplications command

You can see on the console, the BPMManageApplications _<timestamp>.log is
saved in the /opt/MigrationUtilities/logs/migration directory. You can
check the log if any exception occurs.

Check your environment: Stop the deployment environment, nodes, and
the deployment manager. Make sure the deployment manager, one of the
nodes, and the deployment environment started normally again.
Applications and scheduler daemons do not start during server start.

10. Take a snapshot of the source environment by using the following
BPMExtractSourceInformation command to extract the information that is
needed for migration:

./BPMExtractSourceInformation.sh -propertiesFile
/home/itaas/migration/85Migration/migration.properties -backupFolder
/home/1itaas/migration/85Migration/751Snapshot

The output is shown in Example 9-6.

Example 9-6 BPMEXxtractSourcelnformation command running in source server

[root@localhost bin]# ./BPMExtractSourceInformation.sh -propertiesFile
/home/itaas/migration/85Migration/migration.properties -backupFolder
/home/itaas/migration/85Migration/751Snapshot

CWMC01036I: BPM migration logs are saved under
/home/itaas/migration/85Migration

/751Snaphot/1ogs

ss1.default.password.in.use.CWPKIO041W
ss1.disable.url.hostname.verification.CWPKI00271
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Client code attempting to Toad security configuration

Client code attempting to Toad security configuration

CWMC01020I: Start to do pre-check for the source environment.

CWMC050451: Starting application wpsFEMgr ...

CWMC050461: wpsFEMgr started successfully.

CWMC01022I: Pre-check of the source environment passed. See the following
summary of pre-check results. You can continue other migration steps.

This command also performs a pre-check at the beginning of the source
information extraction. Wait for the BPMExtractSourceInformation command
to complete successfully, as shown in Example 9-7.

Example 9-7 Successful messages from BPMEXxtractSourcelnformation utility

CWMC04004I: Start to take snapshot of applications.

CWMC04001I: Source application directory is
/opt/BPM85/profiles/DmgrProfile/config/cells/PCCell/applications
CWMC04002I: Application backup directory is
/home/itaas/migration/85Migration/751Snapshot/PCCel11/Applications.
CWMC04003I: There are 11 applications saved in the snapshot directory.
CWMC04032I: BLAs exported successfully.

CWMC04032I: Composition units exported successfully.

CWMC040051: Snapshot of applications completed successfully.
CWMC01025I: Start to query deployment configuration for adapters.
CWMC010261: Query deployment for adapters completed successfully.
CWMC01002I: A11 steps of the snapshot completed successfully.

The BPMExtractSourceInformation_<timestamp>.1log is saved in the
/home/itaas/migration/85Migration/751Snapshot/Togs directory. You can
check the log if any exceptions occurred.

Running the command produces the subfolders in the
/home/itaas/migration/85Migration/751Snapshot backup folder that you
specified, as shown in Figure 9-4.

751Snapshot

File Edit View Places Help

[ [

logs PCCelll

Figure 9-4 BPMEXxtractSourcelnformation output

One folder uses the cell name, the other is the logs folder. The folder that
uses the cell name has the subfolders that are shown in Figure 9-5 on
page 313.
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File Edit View Places Help

Adapters Applications BLAs
Compositionunits Configurations Messages

]
-
Ty
web 1

self_descriplion.
properties

-

Figure 9-5 BPMEXxtractDourcelnformation output under the cell folder

11. On your source environment, stop all running processes, including the
deployment environment, node agent, and deployment manager.

12. Copy the snapshot and migration properties file to the target computer. This
is required only if your target is on a different system.

Compress the snapshot and migration properties file in the
/home/itaas/migration/85Migration directory and then copy them to the
target computer. On the target environment, extract them again to the folder
/home/itaas/migration, as shown in Figure 9-6.

85Migration
File Edit View Places Help

Gen
'2u

-

PO
& FEL
Py

751Snapshot dbConfiguration. migration.properties
properties

Figure 9-6 Displaying the files copied over to target environment

13. Back up all of your old databases, including customer’s system of records on
the source database server by using database utilities.

14. Generate SQL scripts and configure any new databases on the target server
that are required for your new target environment. Complete the following
steps:

a. Update the migration properties file with the configuration information to
match the target environment.

Open the migration.properties file in the
/home/itaas/migration/85Migration directory, and change the value of
bpm.home and profile.name to match the target envrionment, then enter
the value for target.config.property.file and source.product.version,
as shown in Example 9-8 on page 314.
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Example 9-8 Edit the migration.properties file

admin.username=bpmadmin

admin.password=bpmadmin

bpm.home=/opt/BPM85

profile.name=DmgrProfile

#Input these properties when you're working on target environment
target.config.property.file=/home/itaas/migration/Scenariol-Advanced-PC-
ThreeClusters-DB2.properties

source.product.version=7.5.1.0

b. Run the following BPMGenerateUpgradeSchemaScripts command to
generate the SQL scripts for migration:

./BPMGenerateUpgradeSchemaScripts.sh -propertiesFile
/home/itaas/migration/85Migration/migration.properties

The output is shown in Example 9-9.

Example 9-9 Generating upgrade schema scripts

[root@localhost bin]# ./BPMGenerateUpgradeSchemaScripts.sh
-propertiesFile /home/itaas/migration/85Migration/migration.properties
CWMC00008 I : Information is being Togged to the
/opt/BPM85/profiles/DmgrProfile/logs/BPMGenerateUpgradeSchemaScripts.upg
rade.Mon-May-27-06.16.25-EDT-2013.70g file.

[info] Please pick one of the following [source product types] :

(1)BPMAdvanced
(2)BPMStandard
(3)BPMExpress
(4)WPS
(5)WLE

Please enter the number for the source product type :1
CWMC00002I: Found component BPC is configured for the CMNDBWL database.
CWMCO0003I: Do you want to generate scripts? Y/N

Enter 1, as you are migrating from IBM BPM Advanced 7.5.1. The
command continues, as shown in Example 9-10.

Example 9-10 GenerateUpgradeSchemaScript messages

CWMC00005I: Scipts have been generated in the
/opt/BPM85/profiles/DmgrProfile/dbscripts/Upgrade/Del/DB2/CMNDBWL.CMNCMO
0 directory.

CWMC00002I: Found component ProcessServer is configured for the BPMDBWL
database.

CWMC00003I: Do you want to generate scripts? Y/N

Yy
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CWMCO0005I: Scripts have been generated in the
/opt/BPM85/profiles/DmgrProfile/dbscripts/Upgrade/Del/DB2/BPMDBWL.db2adm
in directory.

CWMC00002I: Found component PDW is configured for the PDWDBWL database.
CWMC00003I: Do you want to generate scripts? Y/N

Yy

CWMCO0005I: Scripts have been generated in the
/opt/BPM85/profiles/DmgrProfile/dbscripts/Upgrade/Del/DB2/PDWDBWL.db2adm
in directory.

CWMC000071: The command BPMGenerateUpgradeSchemaScripts completed
successfully.

Enter y for the prompted components to generate the upgrade SQL
scripts.

Reporting: You should also enter y if you had the reporting function
configured in the source environment and want to remove the database
schema after migration.

The upgrade SQL scripts are stored in the
Del/DB2/database_name.schema_name subdirectory that is inside the
/opt/BPM85/profiles/DmgrProfile/dbscripts/Upgrade directory.

The BPMGenerateUpgradeSchema-Scripts.upgrade.<timestamp>.log is
saved in the /opt/BPM85/profiles/DmgrProfile/Togs directory. You can
check the log if any exception occurs.

. Copy the folder /opt/BPM85/profiles/DmgrProfile/dbscripts/Upgrade to
your database server.

. Because we are migrating from Advanced to Advanced, we do not have
any new capability to add during migration. So, no new database
components must be configured in this migration path.

. Drop the following messaging engine tables with the prefix SIB under
database CMNDBWL with schema CMNCMO00:

e SIB000

e SIB0O1

* SIB002

e SIBCLASSMAP
e SIBKEYS

* SIBLISTING

* SIBOWNER

e SIBOWNERO

* SIBXACTS
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15. Run the database upgrade script to upgrade the source databases to IBM
BPM v8.5 on the target server. Complete the following steps:

a. Copy the folder /opt/BPM85/profiles/DmgrProfile/dbscripts/Upgrade to
your database server. We are using DB2 on Windows, so copy it to
D:\85Migration. The folder D:\85Migration\Upgrade\Del\DB2 shows the
following structure:

« BMPDBWL.db2admin
* CMNDBWL.CMNCMO00
* CMNDBWL.db2admin
* CMNDBWL.IBMBUSSP
* PDWDBWL.db2admin

The scripts in the BPMDBWL.db2admin and PDWDBWL.db2admin folders are for
Process Server and Performance Data Warehouse database upgrade. We
do not need to run them manually, because they will be run by the
DBUpgrade command automatically.

The folder CMNDBWL . db2admon contains the createSchema_CommonDB.sq]l
file. Because we are reusing the DEScoped common database in this
scenario, you do not need to run this file. If you want to use a new
DEScoped common database, you should use this SQL file to initialize the
new DEScoped common database.

The folder CMNDBWL . IBMBUSSP contains upgrade SQL files to upgrade the
BusinessSpace database. You can run the upgradeSchema.bat file directly
or run each SQL script in the following sequence:

i. upgradeSchema_SchemaStatus.sql
ii.upgradeSchema751 BusinessSpace.sql
iii.createSchema Monitor.sql
b. Run the upgradeSchema.bat file for this scenario, as shown in
Example 9-11.

Example 9-11 Run upgrade schema script

D:\85Migration\Upgrade\Del\DB2\CMNDBWL . IBMBUSSP>upgradeSchema.bat
Enter DB2 user[dbUserId]:db2admin
Enter DB2 password[dbPassword]:_

Enter the user name and password for the Business Space database.
Example 9-12 shows the output from running this script.

Example 9-12 Output from upgrade schema script action

CREATE TABLE IBMBUSSP.LAYOUT MARKUP_NODE ( PAGE_OLD  VARCHAR(64)
NOT NULL, CREATED  BIGINT  NOT NULL, MODIFIED  BIGINT  NOT NULL,
CONTENT ~ BLOB(3M), CONSTRAINT PK1500 PRIMARY KEY (PAGE_0ID) )
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DB20000I The SQL command completed successfully.
The upgradeSchema script completed successfully.

D:\85Migration\Upgrade\Del\DB2\CMNDBWL . IBMBUSSP>

Make sure to check the result.1og in the same folder as the command for
the details. It is safe to ignore the following warning:

SQLO100W No row was found for FETCH, UPDATE, or DELETE; or the
result of a query is an empty table. SQLSTATE=02000

c. To upgrade the Process Server and Performance Data Warehouse
databases to 8.5, and also update some topology data in the BPC
database, run the DBUpgrade command, as shown in the following
example:

./DBUpgrade.sh -propertiesFile
/home/itaas/migration/85Migration/migration.properties
-backupFolder /home/itaas/migration/85Migration/751Snapshot

The output is shown in Example 9-13.

Example 9-13 Shows database upgrade success messages

[root@localhost bin]# ./DBUpgrade.sh -propertiesFile
/home/itaas/migration/85Migration/migration.properties -backupFolder
/home/itaas/migration/85Migration/751Snapshot

IBM Business Process Manager 8.5.0 Upgrade

Executing Command: ./DBUpgrade.sh -propertiesFile
/home/itaas/migration/85Migration/migration.properties -backupFolder
/home/itaas/migration/85Migration/751Snapshot

Loading environment settings

Using config properties to read DE information:
/home/itaas/migration/Scenariol-Advanced-PC-ThreeClusters-DB2.properties
CWMCB0242E: No action will be performed for the node profile, because the node
profile Node2 installPath and hostName do not match the local machine.

Profile path: /opt/BPM85/profiles/DmgrProfile

Is ND: true

Migration logs are saved under /opt/BPM85/profiles/DmgrProfile/logs.
Begin to set WCCM system properties...
End of setting WCCM system properties.

Loading process server database info using JNDI jdbc/TeamWorksDB...

Loading performance database info using JNDI jdbc/PerformanceDB...
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Wait for the DBUpgrade command to complete successfully, as shown in
Example 9-14.

Example 9-14 Shows database upgrade success messages

Executing upgrade step: Add bpmadmin and celladmin security user to
LSW_USR_XREF and LSW_USR_GRP_MEM_XREF tables.

Executing upgrade step: Migrate users from DB provider to File
Respository.

Executing upgrade step: Update LSW_UCA_UCA_EVENT_TYPE_REF and
IMPLEMENTATION_TYPE columns.

Executing upgrade step: Add the index to LSW_TASK for 8.0.1.1
Executing upgrade step: Upgrade 8.0.1 schema to 8.5.0 for
ProcessServerDatabase

Executing upgrade step: Upgrade 8.0.1 schema to 8.5.0 for
PerfServerDatabase

Successfully executed 6 upgrade steps.

Process Server database is now version 8.5.0.

Performance Data Warehouse database is now version 8.5.0.

Process Server and Performance Data Warehouse database upgrade completed
successfully.

Executing upgrade step: Replace the recorded cell name at the BPC
database.

Successfully executed 1 upgrade steps.

Advanced database upgrade completed successfully.

IBM Business Process manager V8.5.0 Enterprise database upgrade program
finished.

Loading system data
Creating

/home/itaas/migration/85migration.751Snapshot/1ogs/DBUpgrade.success
A11 upgrade steps have been completed successfully.

You can see on the console, the DBUpgrade_<timestamp>.1og file is saved
in the /opt/BPM85/profiles/DmgrProfile/logs directory. The DBUpgrade
command starts the bootstrapProcessServerData command when
performing the “Loading system data” step, and the corresponding
bootstrapProcessServerData_<timestamp>.1og file is placed inside the
same /opt/BPM85/profiles/DmgrProfile/logs directory. You can check
any of the logs if an exception occurred.
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16. On the target server, you must merge the file-based user registry because
we are also using a file-based registry in the source environment, as shown
on the following example:

./BPMMergeFileRegistry.sh -propertiesFile
/home/itaas/migration/85Migration/migration.properties -backupFolder
/home/itaas/migration/85Migration/751Snapshot

The output is shown in Example 9-15.

Example 9-15 Shows running the BPMMergeFileRegistry command

[root@localhost bin]# ./BPMMergeFileRegistry.sh -propertiesFile
/home/itaas/migration/85Migration/migration.properties -backupFolder
/home/itaas/migration/85Migration/751Snapshot

CWMC010361: BPM migration logs are saved under
/home/itaas/migration/85Migration/751Snapshot/1ogs.

CWMC03039I: Start to merge source user registry file with target user
registry file.

CWMCB0242E: No action will be performed for the node profile, because the
node profile Node2 installPath and hostName do not match the Tocal machine.
CWMC030401: Merge source user registry file with target user registry file
completed successfully.

As you can see on the console, the BPMMergeFileRegistry <timestamp>.log
file is saved in the /home/itaas/migration/85Migration/751Snapshot/1ogs
directory. You can check the log if any exception occurred.

17.You must disable the automatic starting of all applications and schedulers in
the target environment by using the BPMManageApplications command.

./BPMManageApplications.sh -autoStart false -target -propertiesFile
/home/itaas/migration/85Migration/migration.properties

The output is shown in Example 9-16.

Example 9-16 Running BPMManageApplications command after upgrade

[root@localhost bin]# ./BPMManageApplications.sh -autoStart false -target
-propertiesFile /home/itaas/migration/85Migration/migration.properties
CWMC01036I: BPM migration logs are saved under /opt/BPM85/1ogs/migration.
CWMC04020I: Start to set auto-start properties for all applications and the
scheduler daemon.

CWMCB0242E: No action will be performed for the node profile, because the
node profile Node2 installPath and hostName do not match the local machine.
WASX73571: By request, this scripting client is not connected to any server
process. Certain configuration and application operations will be available
in local mode.

WASC7303I: The following options are passed to the scripting environment
and are available and arguments that are stored in the argv variable:
"[false, MECluster,dmgr,AppCluster,SupCluster]"”
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Begin to set auto start for all applications to (false)

Change auto start setting of application: REST Services Gateway Dmgr
Change auto start setting of application: AppScheduler

Change auto start setting of application: BPEContainer AppCluster

As you can see on the console, the BPMManageAppTlications_<timestamp>.log
file is saved in the /opt/BPM85/10gs/migration directory. You can check the
log if any exception occurred. Wait for the BPMManageApp1ications command
to complete successfully.

After the BPMManageApplications command finishes, you see the following
output on your console:

Custom nodes were not synchronized to the cell repository. Restart
the deployment manager and custom node can help to synchronize.

The synchronization for your nodes occurs automatically at the next startup.

18. On the target server, start all processes, including the deployment manager,
node agents, and deployment environment. Complete the following steps:

a. Check to make sure that all clusters, servers, and messaging engines
started, as shown in Figure 9-7.

Select | Name % Status )

You can administer the following resources:

BPM DEV.AppCluster 2
BPM DEV.MECluster >
BPM DEV.SupCluster 2

Total 3

Figure 9-7 Verify target clusters startup

b. Check that no applications started on the WebSphere Application Server
console, as shown in Figure 9-8 on page 321.
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Select | Name & Application Status f_)
You can administer the following resources:
al AppScheduler

BPCExplorer BPM DEV.SupCluster

BPEContainer BPM DEV.AppCluster

o BPMAdministrationWidgets BPM DEV.AppCluster

] BSpaceEAR BPM DEV.AppCluster

BSpaceForms BPM DEV.AppCluster

BSpaceHelp BPM DEV.AppCluster

(Hl Business.Rules.Manager BPM DEV.AppCluster

(| BusinessRules BPM DEV.AppCluster

HTM PredefinedTaskMsqg V8000 BPM DEV.AppCluster

HTM PredefinedTasks V8000 BPM DEV.AppCluster

Il HumanTaskManagementWidgets BPM DEV.AppCluster

LS}

Figure 9-8 Verify that no applications started on the target server

19. Import the migration snapshot from the source environment into the target
environment by using the BPMMigrate command. Perform this activity on the
target server, as shown in the following example:

./BPMMigrate.sh -propertiesFile
/home/itaas/migration/85Migration/migration.properties -backupFolder
/home/itaas/migration/85Migration/751Snapshot

The output is shown in Example 9-17.

Example 9-17 Shows running the BPMMigrate command on the target server

[root@localhost bin]# ./BPMMigrate.sh -propertiesFile
/home/itaas/migration/85Migration/migration.properties -backupFolder
/home/itaas/migration/85Migration/751Snapshot

CWMC01036I: BPM migration logs are saved under
/home/itaas/migration/85Migration/751Snapshot/Togs.
ss1.default.password.in.use.CWPKIO041W
ssl.disable.url.hostname.verification.CWPKI00271

Client code attempting to Toad security configuration

Client code attempting to Toad security configuration

CWMCB0242E: No action will be performed for the node profile, because the
node profile Node2 installPath and hostName do not match the local machine.
CWMC01003I: Start to migrate snapshot to the target environment.
CWMC030161: Start to import LTPA key to the target environment.
CWMC03017I: Import of LTPA key completed successfully.

CWMC040071: Start to migrate applications to the target environment.
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CWMC040301: Business Tevel applications migration complete successfully.
CWMC04017I: There are 7 applications to be migrated.

As you can see on the console, the BPMMigrate <timestamp>.1og file is saved
in the /home/itaas/migration/85Migration/751Snapshot/Togs directory. You
can check the log if any exception occurred. The
BPMSchedulers_<timestamp>.1og file is saved on one of the nodes in the
/opt/BPM85/profiles/NodelProfile/1ogs directory.

20. Apply custom configurations to target environment.

See the PerformanceTuningParameters.properties file that was generated
by the BPMExtractSourceInformation command to understand the custom
configurations from the source environment. Apply all custom configurations
to the target environment, as needed.

In our example, we must add the authentication alias SCA_Auth_Alias as it
was used in the source environment, as shown in Figure 9-9.

Select | Alias & User ID £ Description £

You can administer the following resources:

BPMAdminAlias BPM DEV bpmadmin

BPM DB ALIAS BPM DEV pedbusr

CellAdminAlias celladmin BPM Cell Administrator Alias
Ip038CellManager01/SCA Auth Alias bpmadmin

Total 4

Figure 9-9 SCA authentication alias customization highlighted

Migration of documents: The migration of document attachments to the
IBM BPM document store is considered to be a required IBM BPM
post-migration task and it must be performed after the database migration
is complete. The original versions of the document attachments continue to
be in the IBM BPM database until all documents are migrated. After the
migration is complete, you can use Coaches or heritage Coaches to work
with IBM BPM documents in the IBM BPM document store.
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21. Enable the automatic start of all applications and schedulers in the target
environment.

Run the BPMManageApplications command, as shown in the following
example:

./BPMManageApplications.sh -autoStart true -target -propertiesFile
/home/itaas/migration/85Migration/migration.properties

Follow the messages on the console. The
BPMManageApplications_<timestamp>.1log file is in the
/opt/BPM85/1ogs/migration directory. You can check the log if any exception
occurred. Wait for the BPMManageApplications command to complete
successfully.

22. Restart all the processes on the target environment and verify the migration.
Complete the following steps:

a. Stop the deployment environment, deployment manager, and nodes.

b. Start the deployment manager, nodes, and deployment environment.

c. Verify the migration results.

d. Confirm that you can successfully log on to the following BM BPM portals:

¢ Process Admin Console
¢ Process Center Console
¢ Business Portal Console
¢ Business Process Choreographer Console

e. Verify the following key functionalities that the migration process touched,
so that you can ensure it does not break after migration:

¢ Lombardi and WPS applications can start and work normally.
¢ SIB messages in the queue can be used normally.

* Scheduler tasks can be used normally.

¢ Some customizations reapplied on the target work as before.

Restrictions: In this sample scenario, we do not configure all the possible
customizations. For more information, see the IBM BPM 8.5 Information
Center, which is available at this website:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/index.jsp?topic
=%2Fcom.ibm.wbpm.main.doc%2Fic-homepage-bpm.htm]
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9.6.2

Migration scenario 2

In this scenario, we migrate an IBM BPM 8.0 Standard four-cluster environment
to an IBM BPM 8.5 Standard three-cluster environment. This time, the source
and target environments are on the same machine, as shown in Table 9-5 on
page 324.

Table 9-5 Migration scenario 2

IBM BPM Version Operating | Topology Product Type Database
System
Source | IBM BPM 8.0.0 Standard | Windows Four Cluster Process Center DB2
Target IBM BPM 8.5.0 Standard | Windows Three Cluster | Process Center DB2

Complete the following steps to set up this migration:

1. See the following website to verify that the hardware and operating system
are supported:
http://www.ibm.com/support/docview.wss?uid=swg27023007

2. Install IBM BPM 8.5 binaries.

Install IBM BPM 8.5 by using the installation manager and custom installation
on your target Windows operating system; use C:\BPM85 as the installation
root.

3. Update the migration.properties file with the configuration information for
the source environment.

Copy the migration.properties from C:\BPM85\util\migration\resources
to C:\85Migration, then edit the migration.properties file as shown in
Example 9-18.
Example 9-18 Edit the migration.properties file
admin.username=bpmadmin
admin.password=bpmadmin
bpm.home=C: /BPM80
profile.name=Dmgr01l
source.application.cluster.name=DEl.AppTarget
source.support.cluster.name=DE1. Support
source.messaging.cluster.name=DEl.Messaging
source.web.cluster.name=DEL.WebApp
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We are using bpmadmin/bpmadmin as the primary administrator/password
combination for the source environment. The source environment was
installed to C:\BPM80, and the name of the deployment manager profile is
Dmgr01. Because the source environment is deployed as a four-cluster
topology, the name of each cluster is DE1.AppTarget, DE1.Support,
DE1.Messaging, and DE1.WebApp.

This migration.properties file is used for the migration commands later,
such as, BPMExtractDBConfiguration and BPMExtractSourceInformation.

. Extract all database-related information from the source environment.

Make sure Dmgr01 is started, and run the BPMExtractDBConfiguration
command that is shown in the following example to extract the database
information from the source environment.

BPMExtractDBConfiguration.bat -output
C:\85Migration\dbConfiguration.properties -propertiesFile
C:\85Migration\migration.properties

The output is shown in Example 9-19.

Example 9-19 BPMExtractDBConfiguration execution messages

C:\BPM85\bin\>BPMExtractDBConfiguration.bat -output
c:\85Migration\dbConfiguration.properties -propertiesFile
C:\85Migration\migration.properties

CWMC01036I: BPM migration logs are saved under c:\BPM85\1ogs\migration.
ssl.default.password.in.use.CWPKIO041W
ssl.disable.url.hostname.verification.CWPKI00271

Client code attempting to Toad security configuration

Client code attempting to Toad security configuration

CWMC03022I: Start to export database information from the source
environment.

CWMC030231: Export of database information from the source environment
completed successfully.

You can see on the console, the

BPMExtractDBConfiguration <timestamp>.1log file is saved in the
C:\BPM85\1ogs\migration directory. You can check the log if any exception
occurred. Then, open the dbConfiguration.properties file to check the data
source information in cluster and cell scope.
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Sample content of the dbConfiguration.properties file that was generated in
step 4 is shown in Example 9-20.

Example 9-20 Sample content of the dbConfiguration.properties file

#******************************************************************

# DE1.Support

#******************* """" *kkkkkkkk kK *khkkkkhkkhhkkhhkhhrhhkrk *kkkkkhkk kK
(s saddddsasssaddddssssasddddsssaddsdgssaadasdsasaddaaadii

# The data source properties for Performance Data Warehouse data source
HH#EF AR R R
datasource.l.name=Performance Data Warehouse data source
datasource.l.jndi=jdbc/PDWDB
data-source.l.Authentication_alias_for_XA_recovery.userName=db2admin

datasource.l.description=Performance Data Warehouse data source
datasource.l.provider=DB2 Using IBM JCC Driver (XA)
datasource.l.Scope=cells/WIN-UR3JVPB4JKUCe1101/clusters/DEL.Support
datasource.l.databaseName=P80L
datasource.l.driverType=4

1

datasource.l.serverName=9.181.129.233

datasource.l.portNumber=50000
idgadsadddaadddadddaddadatadgdaddtaaddgadsadsdaaddaagdaaddtadi
# The data source properties for Process Server data source
ifgddddddddssddssddadisdddsddtssddssadisdisdddsaddsadiadadiii
datasource.2.name=Process Server data source
datasource.2.jndi=jdbc/ProcessDB
data-source.2.Authentication_alias_for_XA_recovery.userName=db2admin

datasource.2.description=Process Server data source
datasource.2.provider=DB2 Using IBM JCC Driver (XA)
datasource.2.Scope=cel1s/WIN-UR3JVPB4JKUCe1101/clusters/DE1.Support
datasource.2.databaseName=B80L

datasource.2.driverType=4

datasource.2.serverName=9.181.129.233

datasource.2.portNumber=50000
iddssaadadddgsaadiadgssasnaipsaasRatgsaaaRdasaaa R
# The data source properties for Business Space data source
idddasdaddddssssadiddsssddddddssstadiddaassddddddssdddddaadaaidii
datasource.3.name=Business Space data source
datasource.3.jndi=jdbc/mashupDS
data-source.3.Authentication_alias_for_XA_recovery.userName=db2admin

datasource.3.description=Business Space data source
datasource.3.provider=DB2 Using IBM JCC Driver (XA)
datasource.3.Scope=cel1s/WIN-UR3JVPB4JKUCe1101/cTusters/DEL.Support
datasource.3.databaseName=B80L

datasource.3.driverType=4

datasource.3.serverName=9.181.129.233

datasource.3.portNumber=50000

datasource.3.schemaName=BSPBS00

#******************************************************************
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# DE1.AppTarget
#******************************************************************
st dddssddssddtasdisddddddgsddssadisdisdddgsddaadadadiii
# The data source properties for Process Server data source
ifgddddsdddasddgsdddasddsdsdsadtssdddsadissdisddtasddaadadadsii
datasource.4.name=Process Server data source
datasource.4.jndi=jdbc/TeamWorksDB
data-source.4.Authentication_alias_for_XA_recovery.userName=db2admin

datasource.
datasource.
datasource.
datasource.
datasource.
datasource.
datasource.

4.description=Process Server data source

4.provider=DB2 Using IBM JCC Driver (XA)

4.Scope=cel1s/WIN-UR3JVPB4JKUCe1101/clusters/DEl.AppTarget
4,
4
4
4

databaseName=B80L

.driverType=4
.serverName=9.181.129.233
.portNumber=50000

5. Complete the following steps to configure the target IBM BPM environment:

a. Select Standard-PC-ThreeClusters-DB2.properties in the
C:\BPM85\BPM\samples\config\migration directory.

b. Copy this file to C:\85Migration, and rename it to
Scenario2-Standard-PC-ThreeClusters-DB2.properties. Read the
“Migration considerations” at the top of this file to get a basic
understanding of this file.

Keep the default values if you do not have to change them, and edit the
required ones in bold, as shown in Example 9-21.

Example 9-21 Edit the Scenario2-Standard-PC-ThreeClusters-DB2.properties file

# Make sure deferSchemaCreation is set to true
bpm.de.deferSchemaCreation=true

# The installation location of the BPM product.
bpm.dmgr.installPath=C:/BPM85
iddddsddsddsdssddsadsdddaddsdssddsddsddsddssdaddaddd
# Cell (WAS) administration authentication alias #
iddddsddsddsdssddsadsdddaddsddsddsddsddsddssdaddaddd
bpm.cell.authenticationAlias.l.name=Cell1AdminAlias
bpm.cell.authenticationAlias.1l.user=bpmadmin
bpm.cell.authenticationAlias.1l.password=bpmadmin

Note: Use bpmadmin as the user name and password for CellAdmin,
which is the same as the primary administer of the source environment.

ifdddaddddgdstadadsddaddgdssadagadtadaddaddsagagsdaditiaii
# Deployment environment administrator authentication alias. #
iddddzddsddgdstadadsddaddgddsadagadtadaddaddsagadsddadidiaii
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bpm.de.authenticationAlias.1l.name=DeAdminAlias
bpm.de.authenticationAlias.1l.user=deAdmin
bpm.de.authenticationAlias.l.password=deAdmin
it ddgasdaddaddsddaddddgiadaddadidi

# Database user authentication alias #
gt ddgdsdaddaddsddaddddgadaddadidi
bpm.de.authenticationAlias.2.name=BPM_DB_ALIAS
bpm.de.authenticationAlias.2.user=db2admin
bpm.de.authenticationAlias.2.password=PasswOrd

Note: If you use different users to access different databases, such as,
User1 to access the ProcessServer and User2 to access the PDW, you
must make a copy of the #Database user authentication alias# section
and use different authentication aliases, as shown in the following
example:

bpm.de.authenticationAlias
bpm.de.authenticationAlias
bpm.de.authenticationAlias
bpm.de.authenticationAlias
bpm.de.authenticationAlias
bpm.de.authenticationAlias

.2.name=BPM_DB_PS_ALIAS
.2.user=Userl

.2.password=password
.3.name=BPM_DB_PDW_ALIAS
.3.user=User2

.3.password=password

Then, you can use the corresponding authentication alias when you
configure the database properties later.

# If the hostname is the same as deployment manager, this node
will be created on the same computer. Do not use localhost for
environments that are spread across multiple machines.
bpm.de.node.1l.hostname=WIN-UR3JVPB4JKU
bpm.de.node.1.instal1Path=C:/BPM85

Note: We added a local node in our scenario case. You also must
configure the second node if you want to add another local or remote
node. If it is a remote node, you must copy the same properties file to
the remote machine, change the bpm.dmgr.hostname and
bpm.dmgr.soapPort to match with the deployment manager, and then
run BPMConfig again.

(g g sdadaddiaddiaddidi

# Database properties #
g s adaddiaddiaddidi
bpm.de.db.1.name=BusinessSpaceDb
bpm.de.db.1.dbCapabilities=BusinessSpace
bpm.de.db.1.databaseName=B80L
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bpm.de.db.1.hostname=9.181.129.233
bpm.de.db.1.portNumber=50000
bpm.de.db.1l.roleMapping.l.alias=BPM_DB_ALIAS
bpm.de.db.1.schema=BSPBS00

Note: See C:\85Migration\dbConfiguration.properties that was
extracted in step 4 on page 325, find the database with
datasource.<number>. jndi=jdbc/mashupDS, and reuse the old
database. You must modify the alias if you use a different alias for
different databases when you configure bpm.de.authenticationAlias.

bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.

.name=MessagingDb
.dbCapabilities=Messaging
.databaseName=B80L
.hostname=9.181.129.233
.portNumber=50000
.roleMapping.l.alias=BPM DB ALIAS
.schema=db2dmin

NN PNMNDDNDDNDDN

Note: You can decide whether you want to reuse one of the old
messaging databases or create one. IBM BPM 8.5 supports a single
bus and messaging engine, which is the recommended configuration.

bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.
bpm.de.db.

.name=ProcessServerDb
.dbCapabilities=ProcessServer,EmbeddedECM
.databaseName=B80L
.hostname=9.181.129.233

.portNumber=50000
.roleMapping.l.alias=BPM_DB_ALIAS
.schema=db2admin

W wwwwww

Note: See
/home/itaas/migration/85Migration/dbConfiguration.properties
that was extracted in step 4 on page 325, find the one with
datasource.<number>.jndi=jdbc/TeamWorksDB, and reuse the old
database. You must modify the alias if you use different alias for
different databases when you configure bpm.de.authenticationAlias.
If no schema is in the dbConfiguration.properties, you should use
user name as the schema.

bpm.de.db.4.name=PerformanceDb
bpm.de.db.4.dbCapabilities=PDW
bpm.de.db.4.databaseName=P80L
bpm.de.db.4.hostname=9.181.129.233
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bpm.de.db.4.portNumber=50000
bpm.de.db.4.roleMapping.l.alias=BPM_DB_ALIAS
bpm.de.db.4.schema=db2admin

Note: See
/home/itaas/migration/85Migration/dbConfiguration.properties
that was extracted in step 4 on page 325, find the one with
datasource.<number>. jndi=jdbc/PerformanceDB, and reuse the old
database. You must modify the alias if you use a different alias for
different databases when configure bpm.de.authenticationAlias. If
no schema is in the dbConfiguration.properties, you should use user
name as the schema.

6. Configure the target IBM BPM 8.5 environment by using the BPMConfig
command to create the deployment environment, as shown in the following
example:

BPMConfig.bat -create -de
C:\85Migration\Scenario2-Standard-PC-ThreeClusters-DB2.properties

The output is shown in Example 9-22.

Example 9-22 BPMconfig execution messages

C:\BPM85\bin\>BPMConfig.bat -create -de
C:\85Migration\Scenario2-Standard-PC-ThreeClusters-DB2.properties
Logging to file c:\BPM85\1ogs\config\BPMConfig_ 20130605-225538.10g
CWMCB0713I : Node Node2 is not a Tocal node, skipping.

Validating the profile registry.

(1

Configuring the deployment manager.

Creating the deployment manager profile.

You can see on the console that the BPMConfig_<timestamp>.1og file is saved
in the C:\BPM85\10gs\config directory. You can check the log if any
exceptions occurred.

7. Make sure Dmgr01 is started, then take a snapshot of the source
environment by using the BPMExtractSourceInformation command to extract
information that must be migrated, as shown in the following example:

BPMExtractSourceInformation.bat -propertiesFile
C:\85Migration\migration.properties -backupFolder
C:\85Migration\80Snapshot
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The output is shown in Example 9-23.

Example 9-23 BPMExtractSourcelnformation execution messages

C:\BPM85\bin\>BPMExtractSourceInformation.bat -propertiesFile
C:\85Migration\migration.properties -backupFolder C:\85Migration\80Snapshot
CWMC01036I: BPM migration logs are saved under
c:\85Migration\80Snapshot\1ogs.
ss1.default.password.in.use.CWPKIO041W
ss1.disable.url.hostname.verification.CWPKI00271

Client code attempting to Toad security configuration

Client code attempting to Toad security configuration

CWMC01001I: Start to take snapshot of the source environemnt.
CWMC030051: Start to copy configuration files.

CWMC030061: Configuration files were copied successfully.
CWMC03001I: Start to take snapshot of configuration from the source
environment.

XL TXE-J compiling stylesheet:
C:\BPM85\util\migration\scripts\PMIXML2PropertiesTransformer.xsl
CWMC03002I: Snapshot of configuration from the source environment completed
successfully.

CWMC03010I: Start to snapshot configuration file 100Custom.xml

CWMC03011I: Snapshot of configuration file 100Custom.xml completed
successfully.

CWMC01002I: A1l steps of the snapshot completed successfully.

You can see on the console that the
BPMExtractSourceInformation_<timestamp>.1og file is saved in the
C:\85Migration\80Snapshot\logs directory. You can check the log if any
exceptions occurred.

Now we have the following files in the C:\85Migration folder:

— 80Snapshot (folder)

— dbConfiguration.properties

— migration.properties

— Scenario2-Standard-PC-ThreeCluster-DB2.properties

8. On the source environment, stop all running processes, including deployment
environment, node agent, and deployment manager.

9. Back up all your old databases, including the customer’s system of records.
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10.Complete the following steps to generate SQL scripts and configure extra
databases that are required for your target environment.

a. Update the migration.properties file with the configuration information to
match the target environment.

Open the migration.properties file in the C:\85Migration directory and
change the value of bpm.home and profile.name to match the target
envrionment, then enter the value for target.config.property.file and
source.product.version, as shown in Example 9-24.

Example 9-24 Edit the migration.properties file

admin.username=bpmadmin

admin.password=bpmadmin

bpm.home=C: /BPM85

profile.name=DmgrProfile

#Input these properties when you're working on target environment
target.config.property.file=C:/85Migration/Scenario2-Standard-PC-ThreeC]l
usters-DB2.properties

source.product.version=8.0.0.0

b. Run the BPMGenerateUpgradeSchemaScripts command to generate the
SQL scripts for migration, as shown in the following example:

BPMGenerateUpgradeSchemaScripts.bat -propertiesFile
C:\85Migration\migration.properties

Enter 2 because you are migrating from IBM BPM Standard 8.0.0.

Enter y for the prompted components and generate the upgrade SQL
scripts. The C:\BPM85\profiles\DmgrProfile\dbscripts\Upgrade
directory contains the upgraded SQL scripts with the
Del/DB2/database_name.schema_name subdirectory.

The BPMGenerateUpgradeSchema-Scripts.upgrade.<timestamp>.1og file is
saved in the C:\BPM85\profiles\DmgrProfile\log directory. You can
check the log if any exceptions occurred, as shown in Figure 9-10 on
page 333.
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:~\BPM855bin>BPHGeneratelpgradeSchemaScripts .bat —propertiesFile C:\85Migration-
igration.properties

WHCOBBASI = Information is heing logged to the G:~BPMBS5-profiles\DmgrProfilexlog
“BPMGeneratelpgradeSchemalcripts .upgrade . Thu—-Jun—-86—-20_.57 _.44-CE8T-2013.log file.

[infol Please pick one of the following [source product typesl :

(1)EPMAdvanced
(2>BPMStandard
{3 >BPMExpress
(4>3UPS

(5OUWLE

lease enter the number for the source product type :2
WMCOBABZ2I = Found component ProcessServer is configured for the BE8WUL database.
WMCOB@B3I= Do vou want to generate scripts? Y- /N

WMCOBAB5I = Scripts have been generated in the C:-/BPMBS-profiles/DmgrProfile dhs
ripts/Upgrade Del DB2-/B8AL.dbZ2adnin directory.

WMCOBABZ2] = Found component PDW iz configured for the PBAL database.

WHCOBBA3I - Do you want to generate scripts? YN

WHMCOBBASI - Scripts have been generated in the C:-/BPM85-profiles/DmgrProfilesdhs

riptslpgrade -Del DB2.-P8AL.db2admin directory.
WHCOBBA?I - The command BPMGeneratelpgradeSchemaScripts completed successfully.

Figure 9-10 BPMGenrerateUpgradeSchemaScripts output messages

Copy the folder C:\BPM85\profiles\DmgrProfile\dbscripts\Upgrade to
your database server. Because we are migrating from Standard 8.0.0 to
Standard 8.5, we do not have any new capability to add during migration.
So, no new database components need to be configured in this migration
path.

Configure the following tables for V8.5:

- createSchema_Monitor.sql
- createTable BusinessSpace.sql

Run createSchema_Monitor.sql against the Business Space database by
using the database utility, as shown in Example 9-25.

Example 9-25 Run createSchema_Monitor.sql

db2 connect to B80L USER db2admin USING PasswOrd

db2 -tvf
C:\BPM85\profiles\DmgrProfile\dbscripts\Upgrade\Del\DB2\B8OL.BSPBS00\cre
ateSchema_Monitor.sql

db2 connect reset

When to initialize the Business Space database: In Standard 8.0.0,
we already have a Business Space database configured by default, so
there is no need to run createTable_BusinessSpace.sql here. If you are
upgrading from Standard 7.5.x, you also must create a Business Space
database and run the createTable BusinessSpace.sql command to
initialize the Business Space database.
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e. Drop the messaging engine tables under the database B80L with the
schema db2admin if it exists; the tables have a prefix of SIB.

11.Run the database upgrade script to upgrade source databases to IBM BPM

v8.5.

You must upgrade existing databases so that your data can be accessed with
the new version. In this scenario, we must run only the DBUpgrade command
to upgrade the Process Server and Performance Data Wharehouse
databases, as shown in the following example:

DBUpgrade.bat -propertiesFile C:\85Migration\migration.properties
-backupFolder C:\85Migration\80Snapshot

The output is shown in Figure 9-11.

:~BFM85-hin>DEUpgrade .bat —-propertiesFile C:“B5Migrationmigration.properties —
ackupFolder C:“\85Migration“8B@8napshot

IBM Business Process Manager 8.5.8 Upgrade

xecuting Command: DBEUpgrade.bat —propertiesFile C:“85Migrationmigration.proper
ies —hackupFolder C:\85Migration™8BS%napshot

oading environment settings

ging config propertiez to pead DE information: C:r85MigrationsScenarioZ2—Standar
—PC-ThreeCGlusters—DB2 .properties

WMCBB242E: Ho action will be performed for the node profile. hecause the node p
ofile Node2 installPath and hostName do not match the local machine.

rofile path: GC:/BPM85/profiles/DmgrProfile

Is HD: true

igration logs are saved under GC:/BPH85-/profiles/DmgrProfile-logs.
egin to set WCCM system properties...
nd of setting WCCH system properties.
oading process server database info using JNDI jdbhc/TeamMorksDB...

oading performance database info using JNDI jdbec-PerformanceDB...

Figure 9-11 DBUpgrade execution messages

Wait for DBUpgrade to complete successfully, as shown in Figure 9-12 on
page 335.
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Executing upgrade step: Upgrade from version B.0.8 to B.0.1 wes
xecuting upgrade step: Upgrade 8.8.8 schema to 8.8.1 for ProcessServerDatahase
xecuting upgrade step: Upgrade 8.8.8 schema to 8_8.1 for PerflerverDatabase
Executing upgrade step: Upgrade from version 8.8.1 to 8.5.8 wex
xecuting upgrade step: Add bpmadmin and celladmin security wuser to LSW_USR_XREF
and LSW_USR_GRP_MEM_XREF tahles
xecuting upgrade step: Migrate users from DB provider to File Repository.
xecuting upgrade step: Update LSW_UCA UCA_EUENT_TYPE_REF and IMPLEMENTATION_TYP

xecuting upgrade step: Add the index to LSW_TASK for 8.M8.1.1

xecuting upgrade step: Upgrade 8.8.1 schema to 8.5.8 for Process8ServerDatahase
xecuting upgrade step: Upgrade 8.8.1 schema to 8.5%.8 for PerfServerDatabase
uccessfully executed 5 upgrade steps.

rocess Server database is now version 8.5.8.

erformance Data Warehouse database is now version B.5.8.

rocess Server and Performance Data Warehouse database upgrade completed success
ully.

IBM Business Process Manager U8.5.8 Enterprise database upgrade program finished

oading system data

reating C: \85Migration*8B8Snapshot~logsz~DBUpgrade .success
11 upgrade steps have been completed successfully.

Figure 9-12 DBUpgrade success messages

You can see on the console that the DBUpgrade_<timestamp>.1og file is saved
in the C:\BPM85\profiles\DmgrProfile/logs directory. DBUpgrade starts the
bootstrapProcessServerData command when you are performing the
“Loading system data” step, and the corresponding
bootstrapProcessServerData_<timestamp>.1log file is in the same folder as
DBUpgrade. You can check any of the log files if exceptions occurred.

12.Merge the file-based user registry because we are also using a file-based
registry in the source environment, as shown in the following example:

BPMMergeFileRegistry.bat -propertiesFile
C:\85Migration\migration.properties -backupFolder
C:\85Migration\80Snapshot

The output is shown in Figure 9-13.

IC=~BPHE85~hin>BPHMergeFileRegistry.bat —propertiesFile G:“85Migration“migration.p
roperties —backupFolder C::BSMigration~B88Snapshot

CWMC01836]1: BPM migration logs are saved under C:N\85Migrations8B8napshot:logs.
CWHC038321: Start to merge source user registry file with target user registry f
ile.

CWMCBEA242E: No action will be performed for the node profile. hecause the node p
mofile Mode2 installPath and hostName do not match the local machine.
CWMCO03848] = Merge source user registry file with target user registry file compl
eted successfully.

Figure 9-13 BPMMergeFileRegistry execution messages

The BPMMergeFileRegistry <timestamp>.1og file is saved in the
C:\85Migration\80Snapshot\logs directory. You can check the log if any
exceptions occurred.

13.Start all processes, including deployment manager, node agents, and the
deployment environment.
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14.Import the migration snapshot from the source environment into the target
environment by using the BPMMigrate command, as shown in the following
example:

BPMMigrate.bat -propertiesFile C:\85Migration\migration.properties
-backupFolder C:\85Migration\80Snapshot

The output is shown in Figure 9-14.

C:=~BPMB5~hin>BPMMigrate.bat —-propertieszsFile C:“\B5Migration“migration.properties
—backupFolder G:“85Migration™~8BSnapshot

CUMC01836] = BPM migration logs are saved under C:“\85Migration~8B88napshotxlogs.
ssl.default.password.in.use . CUPKIBB41Y

ssl.disable.url. hostname.verification.CWPKIBB27I

Client code attempting to load security configuration

Client code attempting to load security configuration

CUMCEB242E: No action will be performed for the node profile. hecausze the node p
rofile Mode2 installPath and hostMame do not match the local machine.
CWHMC018A31: Start to migrate snapshot to the target environment.

CWMC018141: Start to perform configuration synchronization of all custom nodes w
ith the cell repository.

CUWHC01@151: Configuration synchronization of all custom nodes has completed.
CWMC018171: Start to migrate BPM schedulers to the target environment.

CUHCO58811: Invoking the AdminTask to migrate BPH schedulers ...
CWMC018311: Log file for scheduler migration will be saved on the host: localhos
t

WASK?2A21: Connected to process "AppClusterMemberd" on node Model uwsing SOAP con
nector; The type of process is: ManagedProcess

CUWHMC058471: Path of scheduler migration log: G:sBPMB85%“profiles“NodelProfile~logs
~BPMSchedulers_Thu-Jun—-86-23.087.43-C5T-26813. log

CWMCO058121: 1 ~ 1 PCEharing Scheduler tasks migrated successfully.

CWHCO58871: ALl scheduler migration steps completed successfully.

CWMC018181: Migration of BPM schedulers has completed. Check the scheduler migra
tion log for details.

CWMCO03812]: Start to Import 18BCustom to the target environment.

CUWHC038281: Import of 1BACustom completed successfully.

CWMCO038361: Start to generate migration28@2to3@81.properties that is required by
Business Space data migration.

CWUHC038371: Generate migration2BB@2to3@81.properties completed successfully. It wa
= generated under folder C:~\85Migration~8BSnapshot~BusinessSpacesmigrationsmigra
tion28@2to3@01 . properties.

CWMC018141: Start to perform configuration synchronization of all custom nodes w
ith the cell repository.

CWHMC01@8151: Configuration synchronization of all custom nodes has completed.
CWMC01884I: All steps of the migration completed successfully.

Figure 9-14 BPMMigrate command success messages

The BPMMigrate_<timestamp>.1og file is saved in the
C:\85Migration\80Snapshot\1ogs directory. The scheduler migration log,
BPMSchedulers_<timestamp>.1og, is saved on one of the nodes in the
/opt/BPM85/profiles/NodelProfile/1ogs directory. You can check the logs if
any exceptions occurred.

15. Apply any custom configurations to your target environment.

See the PerformanceTuningParameters.properties file that was generated
by the BPMExtractSourceInformation command in step 7 on page 330 to
understand the custom configurations from the source environment. You also
must manually apply other customizations that are applicable to the target
environment.
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For more information about customizations, see the IBM Information Center
at this website:

http://bidoc.torolab.ibm.com/review/8500/topic/com.ibm.wbpm.imuc.doc
/topics/tmig_apply_std Tin.html

Migrating document attachments: The migration of document
attachments to the IBM BPM document store is considered to be a
required IBM BPM post-migration task and it should be done after the
database migration is complete. The original versions of the document
attachments continue to be in the IBM BPM database until all documents
are migrated. After the migration is complete, you can use Coaches or
heritage Coaches to work with IBM BPM documents in the IBM BPM
document store.

16. Complete the following steps to restart the environment and verify migration:
a. Stop the deployment environment, deployment manager, and all nodes.
b. Start the deployment manager, nodes, and the deployment environment.
c. Verify migration results by logging in to the following IBM BPM portals:

¢ Process Admin
¢ Process Center
e Business Portal
e Performance Admin

17.Verify the following key functionalities that the migration task touched to make
sure that they do not break after migration:

a. Lombardi Applications can start and work normally.

b. Some customizations on 100CTustom.xm1 still work as before on the new
environment.

c. Verify Process Server to Process Center connection.
d. Verify Process application deployment.

9.6.3 Troubleshooting migration

Complete the following steps to enable traces for migration activities:

1. For the following migration command-line utilities, set the log level in the
Togging.properties file in the BPM85 _HOME/util/migration/resources
directory:

— BPMExtractDBConfiguration
— BPMExtractSourcelnformation
— BPMManageApplications
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— BPMMergeFileRegistry
— BPMMigrate

This is shown in Example 9-26.

Example 9-26 Logging.properties location

/opt/ibm/WebSphere/AppServer/util/migration/resources

$ 1s -1a

total 56

drwxr-xr-x 2 bpmuser bpmadm 256 May 30 21:22 .
drwxr-xr-x 4 bpmuser bpmadm 256 May 30 21:22 ..
-rW-r--r-- 1 bpmuser bpmadm 1474 May 19 11:32

logging.properties

The default log level is FINE for the global logging level and file output log
level. You must change both properties to a wanted level so that it takes
effect, as shown in Example 9-27.

Example 9-27 Changing default log levels

# default global logging level. Logging level possible values: FINEST,
FINER, FINE, INFO, WARNING, SEVERE.

.Tevel = FINE

# file output properties
com.ibm.bpm.migration.logging.NonBlockingFileHandler.level = FINE

2. For DBUpgrade, you should modify the Togging.properties file in the
BPM85 HOME/uti1/dbUpgrade directory, as shown in Example 9-28.

Example 9-28 Modify the logging.properties file

/opt/ibm/WebSphere/AppServer/util/dbUpgrade

$1s -la

total 136

drwxr-xr-x 3 bpmuser bpmadm 256 May 30 21:29 .
drwxr-xr-x 20 bpmuser bpmadm 4096 May 30 21:30 ..
-rW-r--r-- 1 bpmuser bpmadm 1490 May 19 15:04

logging.properties

The default log level is FINE for the global logging level and file output log
level. You must change both properties to a wanted level so that it takes
effect, as shown in Example 9-29 on page 339.
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Example 9-29 Changing default log levels

# default global logging level. Logging level possible values: FINEST,
FINER, FINE, INFO, WARNING, SEVERE.

.Tevel = FINE

# file output properties
com.ibm.bpm.migration.logging.NonBlockingFileHandler.level = FINE

If you experience SOAP invocation timeout issues when you are running
some of the migration commands, complete the following steps:

a. Modify the soap.client.props file in the
BPM85_Home/util/migration/resources or the
remote migration_utility/util/migration/resources directory.

b. Change the value of the com.ibm.SOAP.requestTimeout property.

¢. Run the command again.

Plan your steps: If all commands on the source environment ran
successfully, you have all the data that is needed in the snapshot. In the
case of a failed migration step on the target, such as, a failed database
upgrade or BPMMigrate, you can restore the database and rerun the
database upgrade and BPMMigrate. There is no need to run the migration
steps from the beginning of the process.

9.6.4 Migration best practices

The following best practices can help successfully complete migrations on
production environments:

1.
2.
3.

Test your migration procedure in a staging environment.
Practice your rollback plan on a test system.

Clone your production environment and perform the full migration procedure,
estimate the server downtime to complete the migration.

Record the customizations and performance tuning changes that you
performed on the source environment. Then, you can apply them again to the
target after migration.

5. Check the server log to see whether any unexpected exceptions occurred.

6. Prepare specific test cases that have a high impact to your business, and test

them on the migrated environment.
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7. Verify the following areas that are touched during migration process:

a.
b.
C.

Verify whether the SIB messages can be used normally after migration.
Verify whether the scheduler tasks can be used normally after migration.

Verify that the customized 100Custom. xm1 is moved to the target
environment and works normally.

Verify the document control in the Coach if you migrated document
attachments to the IBM BPM document store.

9.7 Conclusion

This chapter provided an overview of migration tasks and details about new
migration utilities that are available in IBM Business Process Manager V8.5. It
also explained a few common migration scenarios.
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Additional material

This book refers to additional material that can be downloaded from the Internet,
as described in the following sections.

Locating the web material

The web material that is associated with this book is available in softcopy on the
Internet from the IBM Redbooks Web server, which is available at the following
URL:

ftp://www.redbooks.ibm.com/redbooks/SG248175

Alternatively, you can go to the IBM Redbooks website at:

http://www.ibm.com/redbooks

Select Additional materials and open the directory that corresponds with the
IBM Redbooks form number, SG248175.
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Using the web material

The additional web material that accompanies this book includes many files that
were used and described in this book. They help you get a better understanding
of the different installation, configuration, and migration situations that you
encounter in your own environment.

Downloading and extracting the web material

Create a subdirectory (folder) on your workstation, and extract the contents of the
web material .zip file into this folder.

342 Business Process Management Deployment Guide Using IBM Business Process Manager V8.5



Related publications

The publications that are listed in this section are considered particularly suitable
for a more detailed discussion of the topics covered in this book.

IBM Redbooks

The following IBM Redbooks publications provide more information about the
topic in this document. Some publications that are referenced in this list might be
available in softcopy only:

» IBM Business Process Manager Version 8.0 Production Topologies,
SG24-8135

» IBM WebSphere Application Server V8 Concepts, Planning, and Design
Guide, SG24-7957

You can search for, view, download or order these documents and other
Redbooks, Redpapers, Web Docs, draft, and other materials at the following
website:

http://www.ibm.com/redbooks

Online resources

The following websites are also relevant as further information sources:

» IBM Business Process Manager detailed system requirements:
http://www.ibm.com/support/docview.wss?uid=swg27023007

» IBM Business Process Manager v8.5 Information Center:

http://pic.dhe.ibm.com/infocenter/dmndhelp/v8r5m0/index.jsp?topic=%2
Fcom.ibm.wbpm.main.doc%2Fic-homepage-bpm.htm]l

» WebSphere Application Server v8.5 Information Center:

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/index.jsp?topic=/com.
ibm.websphere.nd.multiplatform.doc/ae/welcome_ndmp.html
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Help from IBM

IBM Support and downloads:
http://www.ibm.com/support

IBM Global Services:

http://www.ibm.com/services
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