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Preface

WebSphere® Process Server and WebSphere Enterprise Service Bus (ESB) are
highly available and scalable products for running enterprise-level
service-oriented architecture (SOA) solutions. But does every production
topology that uses these products follow the same basic pattern? This book
answers that question by providing guidance on how to select and build
production topologies based on the applications that you deploy to that topology.
It also helps you to discern which production topology is suitable for your
environment and provides step-by-step guidance on how to build that topology.
The intended audience of this book is IT architects and administrators who want
to create appropriate production topologies for WebSphere Process Server and
WebSphere Enterprise Service Bus.

Part one of the book introduces some of the basic concepts and discusses three
types of production topologies for WebSphere ESB and for WebSphere Process
Server. It provides guidance on how to select the appropriate topology,
discusses security considerations, and introduces the sample scenarios that we
built for this book.

Part two focuses on building production topologies for WebSphere ESB. Using
sample applications, this part provides step-by-step instructions for building
WebSphere ESB V6.0.2 production topologies.

Part three uses a similar format but focuses on production topologies for
WebSphere Process Server V6.0.2. This part includes step-by-step instructions
on how to build a full support production topology that implements security.

The team that wrote this book

This book was produced by a team of specialists from around the world working
at the International Technical Support Organization (ITSO), Raleigh Center.

Martin Keen is a Senior IT Specialist at the ITSO, Raleigh Center. He writes
extensively about WebSphere products, SOA, and Patterns for e-business. He
also teaches IBM® classes worldwide about WebSphere, SOA, and ESB. Before
joining the ITSO, Martin worked in the EMEA WebSphere Lab Services team in
Hursley, U. K. Martin holds a bachelor’s degree in Computer Studies from
Southampton Institute of Higher Education.

Mahesh Gandhe is an Advisory Software Engineer at IBM Burlingame
Development Laboratory in California, U. S. He has seven years of experience in
software development and testing. Currently, he leads the WebSphere Process
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Welcome to this book

This chapter provides guidance on how to get the most out of this book. It
includes the following sections:

» An introduction to this book
» How to read this book

© Copyright IBM Corp. 2007. All rights reserved.



1.1 An introduction to this book

A warm welcome to this book from the team that wrote its content. We gathered
for five intensive weeks in Raleigh, North Carolina, U. S., to create this book. We
hope that you find it to be an insightful and useful read.

The motivation in writing this book was to show that there are different ways to
build production topologies for WebSphere Process Server and WebSphere ESB
and how through a selection process that you can pick the correct production
topology for your environment.

We also wanted to show how to actually go about building these topologies. We
picked two topologies for each product (WebSphere Process Server and
WebSphere ESB) and provide step-by-step instructions that you can follow to
build each topology.

One of the keys to selecting the correct topology is determining the type of
applications that you will deploy to the topology. To help demonstrate this topic,
we built four sample applications around a fictional banking organization called
ITSO Bank. These samples are very simple, including either a basic mediation
module or business process and a presentation and enterprise service layer. We
deploy a sample application to each of the topologies to demonstrate how each
topology works.

We hope that you are able to use the content of this book as a starting point to
build your own production topologies with WebSphere Process Server and
WebSphere ESB.

1.2 How to read this book

This section describes how we structured this book and provides guidance on
which chapters you should read.

We divided this book into three parts. The chapters in Part 1 provide overview
information: an overview of the production topologies, an overview of the basic
concepts of creating network deployment topologies, an overview of security
considerations, and an overview of the sample applications.

Parts 2 and 3 include step-by-step instructions for creating the production
topologies. Part 2 describes topologies for WebSphere ESB V6.0.2, and Part 3
describes topologies for WebSphere Process Server V6.0.2.
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To keep the step-by-step instructions in parts 2 and 3 succinct, we only enable
security for one production topology (the Full Support topology for WebSphere
Process Server). The security considerations that we discuss in Chapter 9,
“Implementing the Full Support topology for WebSphere Process Server” on
page 319 apply equally to the other topologies. None of the topologies can be
considered ready for production if they are not secured.

Part 1: Overview
Part 1 includes the following chapters:

»

Chapter 1, “Welcome to this book”
This is the chapter that you are reading now.
Chapter 2, “Introducing the basic concepts and products”

This chapter introduces WebSphere Process Server and WebSphere ESB,
and provides basic information about network deployment and clustering
terminology. If you are not familiar with building topologies with WebSphere
Process Server and WebSphere ESB, then this chapter is a good place to
start.

Chapter 3, “Security considerations for WebSphere Process Server and
WebSphere ESB”

This chapter provides an overview of the major security considerations when
building WebSphere Process Server or WebSphere ESB topologies. You can
apply the concepts in this chapter to all production topologies discussed
within this book.

Chapter 4, “Production topologies for WebSphere Process Server and
WebSphere ESB”

This chapter is the main focus of this book and is essential reading. This
chapter describes three patterns of production topology for WebSphere
Process Server and WebSphere ESB: the Basic topology, Loosely Coupled
topology, and Full Support topology. It also provides guidance on selecting
the appropriate topology for a given environment.

Chapter 5, “Scenarios that we use in this book”

This chapter describes sample applications for a fictitious company called
ITSO Bank. We use the sample applications in Part 2 and Part 3 of this book.

Chapter 1. Welcome to this book 5



Part 2: Production topologies for WebSphere ESB
Part 2 includes the following chapters:

» Chapter 6, “Implementing the Basic topology for WebSphere ESB”

The Basic topology for WebSphere ESB is intended for simple synchronous
applications. This chapter provides step-by-step instructions for building this
topology and deploys one of the sample ITSO Bank applications to it.

» Chapter 7, “Implementing the Full Support topology
for WebSphere ESB”

The Full Support topology is suitable for the deployment of any type of
WebSphere ESB application, including those that make use of CEI. This
chapter provides step-by-step instructions for building this topology and
deploys one of the sample ITSO Bank applications to it.

Part 3: Production topologies for WebSphere Process Server
Part 3 includes the following chapters:

» Chapter 8, “Implementing the Loosely Coupled topology for WebSphere
Process Server”

The Loosely Coupled topology for WebSphere Process Server allows the
deployment of applications containing synchronous and asynchronous
interactions. This chapter provides step-by-step instructions for building this
topology and deploys one of the sample ITSO Bank applications to it.

» Chapter 9, “Implementing the Full Support topology for WebSphere
Process Server”

The Full Support topology for WebSphere Process Server is suitable for any
type of WebSphere Process Server application, including those that make
use of CEl. This chapter provides step-by-step instructions for building this
topology and deploys one of the sample ITSO Bank applications to it.

This chapter also describes how to add security to a production topology.
Read this chapter for information about how to apply security to any of the
production topologies.
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Introducing the basic
concepts and products

This chapter provides an introduction to the fundamental concepts and
technologies that apply when deploying solutions based on the WebSphere
Enterprise Service Bus and WebSphere Process Server products.

It includes the following sections:

>

vVvyyvyyvyy

IBM product overview

Service Component Architecture

Messaging

Business processes

WebSphere Network Deployment components
Clustering fundamentals
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2.1 IBM product overview

This section gives an overview of WebSphere Process Server and WebSphere
Enterprise Service Bus. Both are members of the product suite from IBM for
integration capabilities within organizations, and each offers an implementation
of principles laid down by service-oriented architecture (SOA) and the Service
Component Architecture (SCA).

Figure 2-1 shows how the two products are based upon WebSphere Application
Server Network Deployment with its J2EE runtime and proven quality of service
strengths such as clustering, scalability, and security.

WebSphere Process Server ?nz;ﬂesoo%atﬁ) P:]y

Viewpoint

WebSphere ESB Mediation
WebSphere

Application Server ND .

Clustering
WebSphere
Application

Server App Server

Figure 2-1 Relationship and services between the products

2.1.1 WebSphere Process Server

This section gives an overview of WebSphere Process Server.

Business Process Management

To stay ahead of the competition, companies are constantly striving for
differentators. A common practice is to review and to refine business activities.
Processes evolve over time as a company reacts and adapts to market
conditions, and any method that codifies and automates processes quickly will
help bring about competitive advantages.

Thanks to improvements in graphical tools and business-friendly notations, the
bridge between business and IT departments is narrowing, and both parties can

8 Production Topologies for WebSphere Process Server and WebSphere ESB V6



work closely in redefining and developing new processes and workflows. In
addition, SOA promotes the building of business process models, business rules
definition, business rules implementation, and technical workflow models. With
these enablements, Business Process Management brings processes, people,
and information together to increase efficiency for the entire enterprise.

WebSphere Process Server

WebSphere Process Server is an SCA-compliant runtime element that provides
a fully converged, standards-based process engine that is underpinned by
WebSphere Application Server. It is, along with WebSphere Enterprise Service
Bus, a strategic product for integration and modernization of IT assets, including
core systems using SOA. Following the principles of SCA, there is a single
invocation model, a single data model, and a component-based framework.

Everything in the WebSphere Process Server is a component. These
components have an interface and can be wired together to form a module. This
modular arrangement enables the changing of any part of an application without
affecting the other parts. For example, a human task can be replaced with a
business rule without the need to modify the business process.

Figure 2-2 shows the major components that make up the WebSphere Process
Server.

(Y ausiness | \
Business Human Busilgss Business
State
Processes Tasks ; Rules
Machines
J J
Mediation Flows ( Interface Bu3|_ness Relation- Dynarmc
Object . Service
(ESB) Maps ships :
- Maps y Selection )
I Y
Service Component Business Common Event
Architecture Objects Infrastructure
WebSphere Application Server )

Figure 2-2 WebSphere Process Server V6 components

Chapter 2. Introducing the basic concepts and products 9



Business Processes component

The Business Processes component includes a WS-BPEL-compliant process
engine. Users develop and deploy business processes with support for
long-running and short-running processes and also make use of a robust
compensation engine.

WebSphere Process Server supports dynamic business processes by:

» Visually describing processes that span people, systems, applications, tasks,
rules, and the interactions among them

» Supporting long-running and short-running business processes

» Providing transaction rollback-like functionality for loosely coupled business
processes that cannot be undone automatically by the application server

» Integrating fault handling for easy, in-flow exception handling
» Accepting Java™ snippets and artifacts as part of a business process

Human Tasks component

This component helps to describe and to implement automated tasks and
role-based human tasks as part of automated business processes. Business
processes that involve human interaction can be interruptible and persistent and
can offer management of role-based task assignment, invocation, and
escalation. For example, users can pause long or complex tasks and resume
them later for completion. You can use existing Lightweight Directory Access
Protocol (LDAP) directories (and operating system repositories and the
WebSphere user registry) to access staff information and authorization.

Business State Machine components

These components provide an alternative to modeling a business process.
Business can represent their business processes on states and events that
sometimes are easier to model than a graph-orientated business process model.
These event-oriented scenarios are sometimes hard to model in a WS-BPEL
model but can be very easy to model in a state-machine diagram. The
WebSphere Process Server state machine is designed to emulate Unified
Modeling Language (UML) state-machine diagrams.

There is an event catalog with four main categories that details types of events
that WebSphere Process Server manages:

» Common Base Event standard elements
» Business Object events

» Business Process Choreographer events
» Process Server events
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Business Rules component

This component provides support for rule sets (if-then rules) and decision tables.
Business rules are categorized into rule groups that hide implementation details
from the consumer and that are accessed similar to any other component. This

capability allows dynamic changes of a business process for a more responsive
business environment. They include policies and conditions that are imposed by
the business.

Additionally, there are a number of supporting components that deal with the
differences that come with various applications and systems in a heterogeneous
IT environment. These servicing components are:

» Interface maps: \ery often interfaces of existing components match
semantically but not syntactically (for example, update Customer versus
updateCustomerinDB?2). This is especially true for already existing
components and services. Interface maps translate these calls so that these
components can be invoked. Additionally, business object maps can be used
to translate the actual business object parameters of a service invocation.

» Business object maps: Used to translate one type of business object into
another type, these maps can be used in a variety of ways (for example, as an
interface map to convert one type of parameter data into another).

» Relationships: A common problem with keeping business objects
synchronized is that different back-end systems use different keys to
represent the same objects. The WebSphere Process Server relationship
service establishes relationship instances between objects in these disparate
systems. These relationships are typically accessed from a business object
map while one business object format is being transformed into another.

» Selector: Different services that all share the same interface can be selected
and invoked by a selector dynamically. For example, a customer support
process might use different human task implementations during different
times of the day. Work is routed to different support centers (Americas,
Europe, and Asia-Pacific) based on the time of day.

The key tools for modelling and assembling processes for import into the
Business Process Choreographer are WebSphere Business Modeler and
WebSphere Integration Developer. With these development tools, the developer
can adhere to specification rules and switch off all the extensions or use them as
desired.

You can find information about WebSphere Process Server online at:

http://www.ibm.com/software/integration/wps/
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2.1.2 WebSphere Enterprise Service Bus

WebSphere Enterprise Service Bus compliments WebSphere Process Server by
introducing enhanced integration capabilities. Services should, by definition, be
reusable by a number of different consumers, so that the benefits of reduced
connections are achieved. This would apply to WebSphere Process Server as a
consumer or provider.

WebSphere Enterprise Service Bus is the mediation layer that runs on top of the
transport layer within WebSphere Application Server. As such, WebSphere
Enterprise Service Bus provides prebuilt mediation functions and easy-to-use
tools to enable rapid construction and implementation of an enterprise service
bus as a value-add on top of WebSphere Application Server.

Figure 2-3 shows the WebSphere Enterprise Service Bus programming model
and features.

!
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va B C++ .Net Java and C/C++
. i ' : Web Services

~ ¢ Prd
WebSphere Enterprise Service Bus
N = ]
Custom ) E @ & ®@.MemamMessage“ e
Med‘iaW " M = @ & web Serviee
WebSphere I WebSphere
Integration <> XSLT Message |, Mediation Message | DB <> Adapter
Developer \\_) \@ Function w ,Qo—kuy Support
C SCA
Web WebSphere Application Server Programming
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Figure 2-3 WebSphere Enterprise Service Bus components and associations
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For integration to be successful, SOA states the need of having a single
invocation model and a single data model. WebSphere Enterprise Service Bus
uses SCA as its invocation model and that is why SCA is part of the first layer of
elements shown in Figure 2-3. Also, Common Event Infrastructure (CEI), the
foundation for monitoring business performance, is part of this layer. The ESB is
basic for the integration strategy and there’s the need to know how it behaves.
The event definition is standardized using the OASIS specifications.

From the ESB definition given by SOA, there are four basic tasks that an ESB
must perform:

v

Route messages among services.

Transform message formats when necessary.
Convert protocols for the consumer and the provider.
Handle events from different services.

vYyy

WebSphere Enterprise Service Bus conforms to all Web services standards to
achieve these basic capabilities. It uses SOAP with either JMS or HTTP. It can
also talk to WebSphere MQ or WebSphere Message Broker or an adapter.

The modules in charge of doing the operations for WebSphere Enterprise
Service Bus are called mediation components. These mediation components are
built using WebSphere Integration Developer. This tool has features to aid
developers similar to an assembly diagram editor, a mediation flow editor, and a
visual debugger. When created, the mediation modules are deployed to
WebSphere Enterprise Service Bus.

2.1.3 Supporting products

This section includes brief details on the elements that are required to support
the operation of both WebSphere Process Server and WebSphere Enterprise
Service Bus.

WebSphere Application Server

WebSphere Application Server V6 is the IBM implementation of the Java 2
Enterprise Edition (J2EE) platform, which conforms to V1.4 of the J2EE
specification. WebSphere Application Server is available in several different
configurations that are designed to meet a wide range of customer requirements.
Each configuration is packaged with other components that provide a unique
environment.

The Network Deployment configuration offers central administration and
workload management. A Network Deployment environment consists of one or
more Base installations and a Deployment Manager installation. The Base
application servers are added to the cell in a scalable manner and are managed
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by the Deployment Manager. The Network Deployment package also includes
the Web Services Gateway, a UDDI Registry, and J2EE Connector Architecture
services.

For more information about WebSphere Application Server refer to:

http://www.ibm.com/software/webservers/appserv/was/

For more information about the J2EE 1.4 specification refer to:

http://java.sun.com

IBM DB2 Universal Database

IBM DB2® Universal Database™ Enterprise Server Edition is a version of DB2
Universal Database that allows you to create and manage single partitioned or
partitioned database environments. Partitioned database systems can manage
high volumes of data and provide benefits such as high availability and increased
performance.

DB2 Universal Database V8.2 delivers added features to address the
ever-increasing demands and requirements on important data, which include:

» Broadened autonomic computing solutions that automate and simplify
potentially time-consuming and complex database tasks.

» A significant amount of new capabilities as well as further integration of DB2
tooling into the Microsoft® .NET and WebSphere Java environments.

These new capabilities simplify the development and deployment of DB2
applications and allow application developers to take advantage of the
openness, performance, and scalability of DB2, without regard to the
back-end database or the chosen application architecture.

» Integration of industry-proven high-availability disaster recovery technology,
allowing line-of-business managers and the enterprise to benefit because
applications face less risk of downtime.

For more information, refer to the IBM DB2 Universal Database Web site:
http://www.ibm.com/software/data/db2/udb
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2.2 Service Component Architecture

Service Component Architecture (SCA) is a model for application development
that splits the application function from the implementation details. SCA defines
modules and components that are connected using standard interfaces:

» A module performs or supports a specific business function and can be
deployed directly. Modules can be incorporated into many applications,
increasing the potential for re-use across the organization. A module is
constructed of one or more components.

» A component is a discrete, reusable unit that provides published interfaces
and references other components’ interfaces. Components can be
implemented with many different technologies such as Plain Old Java Objects
(POJO), Enterprise Java Beans (EJB™), Business Process Execution
Language (BPEL), or even a simple scripting language such as Perl.

Components expose business-level interfaces to the application business
logic so that the service can be used or invoked. The interface of a
component defines the operations that can be called and the data that is
passed, such as input arguments, returned values, and exceptions. An import
and export also has interfaces so that the published service can be invoked.

All components have interfaces of the WSDL type. Only Java components
support Java-type interfaces. If a component, import or export, has more than
one interface, all interfaces must be the same type.

Components can be called synchronously or asynchronously, and this call is
independent of whether the implementation itself is synchronous or
asynchronous. The preferred interaction style can be defined as synchronous
or asynchronous. The asynchronous interaction advertises to users of the
interface that it includes at least one operation that can take a significant
amount of time to complete. Consequently, the calling service must avoid
keeping a transaction open while waiting for the operation to complete and
send its response.

2.2.1 Service Data Objects

Service Data Objects (SDO) provide a framework for the design and use of
business objects in an SOA. The fundamental concept in the SDO architecture is
the data object. In fact, the term SDO is often used interchangeably with the term
data object. A data object is a data structure that holds primitive data,
multi-valued fields (other data objects), or both.

The data object also has references to metadata that provide information about
the data found in the data object. In the SDO programming model, data objects
are represented by the commonj.sdo.DataObject Java interface definition. This
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interface includes method definitions that allow clients to obtain and set the
properties associated with DataObject.

Another important concept within the SDO architecture is the data graph. A data
graph is a structure that encapsulates a set of data objects. From the top level
data object in the graph, all other data objects can be reached by traversing the
references from the root data object. In the SDO programming model, data
graphs are represented by the commonj.sdo.DataGraph Java interface definition.

2.3 Messaging

A service integration bus or bus is a conceptual architectural component. It gives
an administrator the ability to group a collection of resources together that
provide the messaging capabilities of the bus. At run time, the bus presents these
cooperating messaging resources to applications as a single entity and hides
from those applications the details of how the bus is configured and where on the
bus the different resources are located.

A bus is defined at the cell level. It is anticipated that, in a standard configuration,
no more than one bus will be required within a cell. However, a cell can contain
any number of buses.

A bus member is simply an application server, or cluster of application servers,
that has been added as a member of a bus. Adding an application server, or
cluster of application servers, as a member of a bus automatically defines a
number of resources on the bus member in question. In terms of the functionality
provided by a bus, the most important of the resources that are automatically
defined is a messaging engine.

The messaging engine is the component within an application server that
provides the core messaging functionality of a bus. At run time, it is the
messaging engines within a bus that communicate and cooperate with each
other to provide the messaging capabilities of the bus. A messaging engine is
responsible for managing the resources of the bus and it also provides a
connection point to which local and remote client applications can connect.

A messaging engine is associated with a bus member. When an application
server is added as a member of a bus, a messaging engine is created and
associated automatically with this application server.
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A messaging engine is a relatively lightweight run time object. This allows a
single application server to host several messaging engines (Figure 2-4). If an
application server is added as a member of multiple buses, that application
server is associated with multiple messaging engines—one messaging engine
for each bus of which it is a member.

SCA SCA CEI
System App Bus
Bus Bus
Active Active Active
WebSphere ESB Server 1 SCA-SYS SCA-APP CEI
ME ME ME
" 1 [ " hl | hl
IStand By | IStand By | | Stand By |
WebSphere ESB Server 2 | SCA-SYS | | SCA-APP | | CEl |
| ME | | ME | | ME |
[ | [ | [ PE—— |
WebSphere ESB ME Cluster

Figure 2-4 Application server with multiple messaging engines

When a cluster of application servers is added as a member of bus, a single
messaging engine is created and associated with the application server cluster
automatically, regardless of the number of application servers that are defined as
members of the cluster. At run time, only one messaging engine is active, and
this messaging engine runs within a single application server within the cluster,
as shown in Figure 2-4. The application server that is chosen to host the active
messaging engine will be the first cluster member to start. The remaining
application servers host standby messaging engines.
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The active messaging engine is able to run within any of the application servers
defined as members of the cluster. If the messaging engine or the application
server within which it is running should fail, one of the remaining standby
messaging engines is activated, as shown in Figure 2-5. Therefore, adding an
application server cluster as a member of a bus enables failover for messaging
engines that are associated with that cluster.

SCA SCA CEIl
System App Bus
Bus Bus
— :
ti i i
WebSphere ESB Server 1 St S SCAEP
Active Active Active
WebSphere ESB Server 2 SCA-SYS SCA-APP CEl
ME ME ME
WebSphere ESB ME Cluster

Figure 2-5 Failover of clustered messaging engines

2.4 Business processes

This section discusses some of the fundamental concepts relating to business
processes.

2.4.1 Business Process Execution Language

The Business Process Execution Language (BPEL or WS-BPEL) is a description
language, based on the Extensible Markup Language (XML), that defines
business processes and the logic that is required to perform these processes.
BPEL code can be executed to provide services on application servers such as
WebSphere Process Server.

2.4.2 Long-running and short-running processes

Business process flows are characterized by the length of time that they are
expected to run and are classed as either long-running (macro-flow) or
short-running (micro-flow) processes. This fundamental classification is aligned
to the potential run-time of a process rather than the average run-time and
ultimately is decided on the basis of whether a process should be written out to
disk or held in memory. Processes that involve human task elements are
classified as long-running or macro-flow processes.
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2.4.3 Human tasks

Human tasks are components that package up human interaction within the flow
of the business process. The components enable manual creation, allocation,
escalation, and tracking of process instances.

2.4.4 Business relationships and rules

In business integration scenarios, it is often necessary to access the same data
(for example, client records) in various backend systems, for example, an
Enterprise Resource Planning (ERP) system and a Customer Relationship
Management (CRM) system.

A common issue when keeping business objects synchronized with one another
is that different backend systems use different schemas to represent the same
objects. Creating and maintaining mappings between these schemas is a
complex task; WebSphere Process Server simplifies the process by providing
the relationship service to establish mappings between objects in these disparate
backend systems. These relationships are then accessed when translating one
business object format into another.

Business rules are a means of implementing and enforcing business policy
through the externalization of business function. This enables a business
environment to become more responsive by allowing process changes to by
dynamically applied. WebSphere Process Server also includes the Business
Rules Manager (BRM) Web-based runtime tool for the business analyst so that
business rules can be updated as business needs dictate without affecting other
SCA services and deployed processes.

2.4.5 Invocation methods

Invocation methods can be split into two logical groups:
» Synchronous

A synchronous invocation is one in which a client application process makes
a call and waits for a response before proceeding. If there is no further work
to do, the client application process ends.

» Asynchronous invocation

An asynchronous invocation is one in which a client application process
makes a call and does not wait for a response before proceeding.
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There are different types of asynchronous invocation:
— Asynchronous one-way invocation

A client application process makes a call and proceeds. It does not expect
to receive a response from the server application.

— Asynchronous two-way deferred response invocation

A client application process makes a call and proceeds without waiting for
a response. The client application process will then intermittently poll for a
response message.

— Asynchronous two-way with callback invocation

A client application process makes a call and proceeds without waiting for
a response. A service sends the response back to the client process upon
completion of processing the request.

2.5 WebSphere Network Deployment components

WebSphere Network Deployment based products use several logical
components that slot together to form highly configurable and scalable
application server environments, as shown in Figure 2-6.

Cell 1 | Deployment Manager |
Node 1 l Node agent | Node 2 I Node agent
: Application Server 1 Application Server 3 - :
| g
Il AppA App B App A App B 3
| °
Application Server 2 Application Server 4
App C App D

Figure 2-6 WebSphere Network Deployment components
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This section describes the WebSphere Network Deployment components.

Cells

A WebSphere cell is a logical grouping of nodes that are centrally managed and
have access to shared resources. Nodes within a cell typically run one or more
application servers that each host one or more applications that are similar in
terms of business requirements or non-functional requirements.

Nodes

A WebSphere node is a managed container for one or more application servers.
Typically, a single node corresponds to a single machine. A node comprises a
node agent, by which the node is controlled, and the application servers hosted
on that node.

Node agents

The WebSphere node agent is a architectural component that enables the
deployment manager for the cell to remotely manage the node, its application
servers and their applications.

Deployment manager

A WebSphere deployment manager is an application server whose only task is
the management and configuration of the cell in which it exists. The deployment
manager runs a single application—a Web-based configuration front-end, known
as the Administrative Console—through which you can perform nearly all
management tasks.

Clusters

A WebSphere cluster is a logical collection of application servers configured to
perform the same task as a team. The member application servers can be
distributed across one or more nodes in any configuration.

Application servers

A WebSphere application server hosts zero or more J2EE applications. An
application server instance can be configured as a:

» Stand-alone application server

A stand-alone application server does not belong to a cell and runs its own
administrative console.

» Singleton application server

A singleton application server resides on a node belonging to a cell and is
managed by a deployment manager residing on a separate node. The
application server is not part of a cluster.
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» Member of a cluster

An application server that is a cluster member resides on a node belonging to
a cell, and is managed by a deployment manager residing on a separate
node. The application server is part of a cluster.

Guided activities

Configuration of clusters or servers to support certain functions, such as network
deployment, can be complex and require intimate architectural knowledge. IBM
provides WebSphere Guided Activities as a way for users to perform such
complex tasks.

The Guided Activity is a predefined series of steps that help the user perform the
specific task. The Guided Activity describes the steps that must be completed
and presents each step in the correct order.

To further simplify configuration tasks, a wizard may be presented to
automatically perform a task. Figure 2-7 shows the Administrative Console
displaying a guided activity.
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Figure 2-7 Guided activity of Administrative Console
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2.6 Clustering fundamentals

A cluster is a grouping of one or more fundamentally identical units that perform
one task. WebSphere Network Deployment application servers are clustered to
allow for higher throughput, to achieve higher levels of resiliency, or both.

2.6.1 Vertical clustering

In a vertical cluster, multiple application servers are placed onto the same node
in order to better utilize the available resources (Figure 2-8). Such clusters can
increase throughput and provide resiliency if one member of the cluster fails due
to an application fault. Vertical clusters do not provide resiliency in the event that
the hardware hosting the members’ node fails.

Application Server 1

App A App B

Application Server 2

App A App B

Cluster 1

Application Server 3

App C

Figure 2-8 A vertically clustered WebSphere environment
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2.6.2 Horizontal clustering

In a horizontal cluster, multiple application servers are distributed across nodes
in order to utilize more physical resource (Figure 2-9). Such clusters can
increase throughput and provide resiliency if a cluster member fails due to an
application fault or if the hardware underpinning of that member’s node fails.

Cell 1 | Deployment Manager |
! |
: Node 1 Node agent Node 2 Node agent Node 3 Node agent I
1
1
1| | Application Server 1 Application Server 2 Application Server 3 :
I I
I I
: App A App B App A App B App A App B I
. !
I I
: 1
i Cluster 1 :

Figure 2-9 A horizontally clustered WebSphere environment
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2.6.3 Load balancing

A load-balanced environment presents a collection of application servers as a
single processing environment. Requests are distributed across application
servers in response to the individual load and availability of each server in order
to prevent an individual server being overloaded (Figure 2-10).
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Figure 2-10 A load-balanced WebSphere environment

2.6.4 Failover

Clustering of application servers enables an environment to achieve higher
throughput by distributing the load among a collection of application servers. By
sharing data, a cluster of servers can all work on a single transaction should
different requests arrive at different servers, although transactions are usually
passed to the same server to reduce the need for inter-server communication.
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Additionally, sharing of data is critical to sustain transactions if a particular
application server or its node fails, as shown in Figure 2-11. In this case, another
application server would be unable to continue a partially-completed transaction
without information about the current state of the transaction in question. Where
data is not shared between application servers, all transactions started on a
server that subsequently fails is lost.

Cell 1 | Deployment Manager
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Figure 2-11 Failover in a clustered WebSphere environment
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Security considerations for
WebSphere Process Server
and WebSphere ESB

This chapter addresses security considerations when building WebSphere
Process Server and WebSphere Enterprise Service Bus topologies. It addresses
the following topics:

Java security

Global security

Service integration bus security
Authentication

Access control

Integrity and privacy

Single sign-on

vyVVyVYyVvYVYYyvYyYy

For more information about security considerations with WebSphere Process
Server and WebSphere ESB, refer to the article WebSphere Process Server
security overview, which is located at:

http://www.ibm.com/developerworks/websphere/library/techarticles/060
2_khangoankar/0602_khangaonkar.html
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3.1 Security features in WebSphere Process Server and
WebSphere ESB

IBM WebSphere Process Server and WebSphere ESB provide security
infrastructure and mechanisms that protect sensitive Java 2 Platform, Enterprise
Edition (J2EE) resources and administrative resources. They also address
various enterprise end-to-end security requirements. In addition, WebSphere
Process Server and WebSphere ESB support other security providers, including:

» IBM Tivoli Access Manager (Policy Director)
» Reverse secure proxy server including WebSEAL
WebSphere Process Server and WebSphere ESB security is based on

fundamental WebSphere Application Server, Java, and operating system
security, as shown in Figure 3-1.

SCA EJB |
components JSp
SCA runtime Servlets ‘

WebSphere security

Java security

Operating system
security

Figure 3-1 WebSphere Process Server and WebSphere ESB security stack

The following sections provide information about three levels of security in
WebSphere Process Server and WebSphere ESB:

» Java security
» Global security
» Service integration bus security
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3.1.1 Java security

Java 2 security provides a policy-based, fine-grain access control mechanism
that increases overall system integrity by checking for permissions before
allowing access to certain protected system resources. Java 2 security guards
access to system resources such as file I/0, sockets, and properties. J2EE
security guards access to Web resources such as servlets, JavaServer™
Pages™ (JSP™) files, and Enterprise JavaBeans™ (EJB) methods.

WebSphere Process Server and WebSphere ESB global security include J2EE
role-based authorization, the Common Secure Interoperability Version 2 (CSIv2)
authentication protocol, and Secure Sockets Layer (SSL) configuration.

Because Java 2 security is relatively new, many existing or even new applications
might not be prepared for the very fine-grain access control programming model
that Java 2 security is capable of enforcing. Administrators need to understand
the possible consequences of enabling Java 2 security if applications are not
prepared for Java 2 security. Java 2 security places some new requirements on
application developers and administrators.

For more information about Java 2 security with WebSphere Application Server
based products, refer to:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/
com.ibm.websphere.express.doc/info/exp/ae/csec_rsecmgr2.html

3.1.2 Global security

Global security applies to all applications that are running in an environment and
determines whether security is used at all, the type of registry against which
authentication takes place, and other values, many of which act as defaults.

The term global security represents the security configuration that is effective for
the entire security domain. A security domain consists of all of the servers that
are configured with the same user registry realm name. In some cases, the realm
can be the machine name of a local operating system user registry. In this case,
all of the application servers must reside on the same physical machine. In other
cases, the realm can be the machine name of a Lightweight Directory Access
Protocol (LDAP) user registry.

The basic requirement for a security domain is that the access ID that is returned
by the user registry from one server within the security domain is the same
access ID as that returned from the user registry on any other server within the
same security domain. The access ID is the unique identification of a user and is
used during authorization to determine if access is permitted to the resource.
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The configuration of global security for a security domain involves configuring the
following technologies:

» The common user registry
» The authentication mechanism

The global security configuration applies to every server within the security
domain.

3.1.3 Service integration bus security

WebSphere Process Server and WebSphere ESB make extensive use of the
Service Integration Bus (SIB) to send and receive messages. Asynchronous
invocation in Service Component Architecture (SCA) is implemented using
messages that are sent and received over the SIB. The integration environment
is not secure if you do not secure the SIB.

SIB supports authentication for connecting to the bus and role-based access
control for accessing the destinations, sending, receiving, and browsing
messages. WebSphere Process Server and WebSphere ESB uses container
managed aliases to authenticate with the SIB. These aliases are set up during
installation. Default access control grants permissions to all authenticated users.
For a more secure environment, grant permissions only to a limited set of users
or groups.

Data is potentially sent over the network between a remote client, such as an
adapter and a messaging engine and between two messaging engines (on
different nodes). Each communication link needs to be secured with the SSL
protocol.

The SIB can hold messages until a consumer is ready to consume the message.
The SIB can store messages either in a database or on disk. Storing in a
database is more secure. If you decide to let the SIB store messages on a disk,
the disk needs to be protected with operating system security.
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3.2 Security requirements for a business integration
solution

Security requirements for WebSphere Process Server and WebSphere ESB are:

>

Authentication

A mechanism that ensures the identity of users. Using this mechanism, the
system can distinguish between valid users and invalid users of the system.

Access control

Ensures that authenticated users have necessary permissions to access only
those resources or perform only those operations for which the system has
granted the users permission.

Integrity
Ensures that data that is sent over the network is not modified in transit.
Privacy and confidentiality

Ensures that data that is sent over the network cannot be viewed by
unauthorized parties and that it remains confidential.

Single sign on

When a client request needs to flow through multiple systems within the
enterprise, the client should not have to authenticate several times. The client
should be authenticated only once. The authenticated context is propagated
to downstream systems that can apply access control.

In this section we discuss how WebSphere Process Server and WebSphere ESB
offers these required security features.

3.2.1 Authentication

When security is turned on, WebSphere Process Server and WebSphere ESB
authenticate clients. WebSphere Process Server and WebSphere ESB support
several authentication mechanisms:

vyvyyvyy

HTTP authentication

Web service (WS) Security token

Secure Socket Layer (SSL) Client authentication
Java Authentication and Authorization Service (JAAS)
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For authentication, WebSphere Process Server and WebSphere ESB support
several user registries. User registries manage the identities (user names,
passwords, and other information) of entities that interact with the system. The
available user registries are:

» Local operating system registries
» LDAP
» Custom registries

WebSphere Process Server and WebSphere ESB support only the Lightweight
Third Party Authentication (LTPA) protocol. The Simple WebSphere
Authentication Mechanism (SWAM) protocol is not supported.

Typical clients that are expected to invoke WebSphere Process Server and
WebSphere ESB components include Web services clients, Web or HTTP
clients, and Java clients. These clients can be authenticated in the following
ways:

» Web services clients can use WS-Security/SOAP authentication.

» Web clients reference JSPs, Servlets, or plain HTML documents. You can set
up these artifacts for HTTP basic authentication so that the browser prompts
for a user name and password when you reference the URL.

» Java clients should use JAAS for authentication.
» All clients can be set up for SSL client authentication.

The WebSphere Process Server and WebSphere ESB runtime has some
authentication aliases that are used to authenticate the runtime code for access
to databases and messaging engines. The WebSphere Process Server and
WebSphere ESB installer collects the user name and passwords and creates
these aliases. You can modify the aliases using the Administrative Console
(Security — Global Security — JAAS Configuration — J2C authentication).

Some runtime components have message driven beans (MDBs) that are
configured with a runAs role. The installer collects the user name and password
for the runAs role.
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Table 3-1 and Table 3-2 list some aliases that the WebSphere Process Server
and WebSphere ESB installer creates. If these aliases are not set up correctly,
the server does not function correctly when security is turned on.

Table 3-1 SCA related aliases

Alias

Description

Notes

SCA_Auth_Alias

Used by runtime to
authenticate with the
messaging engine

User name and password
entered on the SCA
configuration panel of the
installer

Table 3-2 Common Event Infrastructure related alias

Alias

Description

Notes

CommonEventInfrastructureJMSAuthAlias

Used by runtime to
authenticate with the
messaging engine

User name and password
entered on the CEIl
configuration panel of the
installer

EventAuthAlias<DBType>r

Used by runtime to
authenticate with the
database

User name and password
entered on the CEl
configuration panel of the
installer

Table 3-3 and Table 3-4 list some aliases that the WebSphere Process Server

installer creates.

Table 3-3 BPEL container related authentication alias

Alias

Description

Notes

BPEAuthDataAliasUMS_<node>_<server>

Used by runtime to
authenticate with the
messaging engine

User name and password
entered on the BPEL
configuration panel of the
installer

BPEAuthDataAlias<DbType>_<node>_<server>

Used by runtime to
authenticate with the
database

Database configuration is
done with BPEL provided
scripts
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Table 3-4 BPEL container related roles

runAsRole

Description

Notes

JMSAPIUser

Used by the BFM JMS API
MDB in bpecontainer.ear

User name and password
entered on the BPEL

configuration panel of the
installer

EscalationUser Used by the task.ear MDB | User name and password
entered on the BPEL
configuration panel of the

installer

3.2.2 Access control

Access control refers to ensuring that the authenticated user has permission to
perform an operation. Some WebSphere Process Server and WebSphere ESB
runtime components that are packaged as EAR files secure their operations
using J2EE role-based security.

You can also secure components developed by users using the following SCA
qualifiers:

» securityPermission, where you specify the role that has the permission to
invoke the secured method.

» securityldentity, which is the same as J2EE runAs identity. The value of this
qualifier is a role that is mapped to an identity during deployment. The
invocation takes the identity specified.

Access control for SCA components

Components implement interfaces that have methods. You can secure an
interface or method using the SCA qualifier securityPermission. Components are
defined using the Service Component Definition Language (SCDL). In the
sample SCDL in Example 3-1, access to the one-way invoke method is restricted
to users that are members of the role manager.
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Example 3-1 SCDL with Security qualifiers

<?xml version="1.0" encoding="UTF-8"?>

<scd1:component xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:java="http://www.ibm.com/xmlins/prod/websphere/scdl1/java/6.0.0"
xmins:nsl="http://sample.recovery.security/Itarget"
xmins:scdl="http://www.ibm.com/xmlins/prod/websphere/scd1/6.0.0"
xmins:wsd1="http://www.ibm.com/xmlins/prod/websphere/scdl/wsd1/6.0.0"
displayName="secure" name="Componentl">

<interfaces>

<interface xsi:type="wsdl:WSDLPortType" portType="nsl:Itarget">
<method name="onewayinvoke">

<scdl:interfaceQualifier xsi:type="scdl:SecurityPermission"
role="manager"/>

</method>

</interface>

</interfaces>

<references/>

<implementation xsi:type="java:Javalmplementation"
class="sca.component.java.impl.ComponentlImpll">

</implementation>

</scdl:component>

SCA components are developed using WebSphere Integration Developer. A
module with securityPermission is exported from WebSphere Integration
Developer as an EAR and installed into WebSphere Process Server or
WebSphere ESB. During the installation, you can assign users to roles using any
of the following choices:

» FEveryone: This is equivalent to no security.
» All authenticated: Every authenticated user is member of the role.
» Mapped User: Individual users are added.

> Mapped Groups: In a real-world enterprise, the administrator should use
groups (OS or LDAP) instead of individual users.
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Access control for the BPEL container

The Business Process Execution Language (BPEL) runtime installs the EAR files

with access control shown in Table 3-5.

Table 3-5 BPEL components with Access Control

Runtime EAR Roles Default permission Notes
bpecontainer.ear | BPESystemAdministrator Group name entered Access to all business
during install processes and all
operations
bpecontainer.ear | BPESystemMonitor All Authenticated users | Access to read
operations
task.ear TaskSystemAdministrator Group name entered Access to all human
during install tasks
task.ear TaskSystemMonitor All authenticated users | Access to read

operations

bpcexplorer.ear

WebClientUser

All authenticated users

Access to use the
BPCExplorer

3.2.3 Access control for the Common Event Infrastructure

Common Event Infrastructure (CEl) installs the EAR files with access control, as

shown in Table 3-6.

Table 3-6 CEI components with Access Control

Runtime EAR Roles Default permission

EventServer.ear eventAdministrator All authenticated users
EventServer.ear eventConsumer All authenticated users
EventServer.ear eventUpdater All authenticated users
EventServer.ear eventCreator All authenticated users
EventServer.ear catalogAdministrator All authenticated users
EventServer.ear catalogReader All authenticated users
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3.2.4 Integrity and privacy

There are two widely used solutions that are supported by WebSphere Process
Server and WebSphere ESB for implementing integrity and privacy:

» The Secure Sockets Layer (SSL) protocol uses a handshake to authenticate
the end points and exchange information that is used to generate the session
key that will be used by end points for encryption and decryption. SSL is a
synchronous protocol and suitable for point to point communication. SSL
requires that the two end points maintain a connection with each other for the
duration of the SSL session.

» WS-Security is a standard that defines SOAP extensions for securing SOAP
messages. WS-Security adds support for authentication, integrity, and privacy
for a single SOAP message. Unlike SSL, there is no handshake to establish a
session key, which makes WS-Security suitable for securing messages in an
asynchronous environment, such as SOAP over Java Message Service
(JMS).

In a business integration environment, several systems are often involved:
» Multiple enterprise applications
» Adapters

» Multiple servers running WebSphere Application Server, WebSphere Process
Server, and WebSphere ESB

» Partner systems outside the intranet

The communication could be point to point or publish/subscribe. Often, the
communication is asynchronous. With service-oriented architecture (SOA), most
systems are likely to be communicating using Web service and SOAP protocols.
This communication makes WS-Security the preferred choice for securing data
sent over the network. When SOAP is not involved, you might still need to use
SSL.

3.2.5 Single sign-on

When a client request needs to flow through multiple systems within the
enterprise, the client should not have to authenticate several times. The client
should be authenticated once. The authenticated context is propagated to
downstream systems, which can apply access control.

One use case for WebSphere Process Server and WebSphere ESB is to
integrate Web applications with back-end enterprise systems. WebSEAL, which
is a part of Tivoli Access Manager, can front the Web application and perform
authentication on its behalf.
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You can configure WebSEAL for trust association with downstream servers, such
as WebSphere Process Server and WebSphere ESB. Trust association between
two processes means that they have authenticated with each other and trust
messages from each other. With trust association, one server can authenticate
clients and forward the authenticated context to trusted servers. The trusted
servers do not need to authenticate the request again. Figure 3-2 illustrates trust

association between WebSEAL and WebSphere Process Server is established
using SSL.

(] DMZ (]
HTTP . ) N
or - Webseal _ / WebSphere
WebService = 3| SSL Process Server
- 2 2
Client o \ o
ic 1 ic
SSL | Tivoli Access Manager
or LDAP

Figure 3-2 Single sign-on

If the target Enterprise Information System (EIS) has its own user registry, you
can map the identity from the request to an identity in the target system. By
default, WebSphere Process Server and WebSphere ESB supports many-to-one
credential mapping. You can map the identities from the incoming requests to
one, pre-configured identity in the target EIS security domain. For one-to-one
credential mapping, WebSphere Process Server and WebSphere ESB provide
an SPI for developers to create their own custom mapping modules.
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Production topologies for
WebSphere Process Server
and WebSphere ESB

When designing a production topology for WebSphere Process Server or
WebSphere Enterprise Service Bus (ESB), you can choose to build a topology
that supports everything these products have to offer, or you can build a smaller
topology that supports just the product components and qualities of service you
need.

This chapter introduces three production topologies for the WebSphere Process
Server and WebSphere ESB products, each with varying levels of support for
product components and qualities of service. You can use this chapter to learn
about these topologies and to determine which production topology is right for
you.

This chapter includes the following sections:

Overview of three production topologies
Basic topology

Loosely Coupled topology

Full Support topology

Selecting the appropriate production topology

vVvyyvyVvyy
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4.1 Overview of three production topologies

This chapter defines three recommended production topologies for WebSphere
Process Server and WebSphere ESB configurations:

» Basic topology
» Loosely Coupled topology
» Full Support topology

These topologies differ in terms of the WebSphere Process Server or
WebSphere ESB components and the qualities of service (QoS) that they
support. Therefore, based on the components that are used for a business
solution and QoS requirements of a business solution, only one topology might
be the most suitable for that solution. Thus, you should choose the most suitable
topology for a given business solution after you understand thoroughly the
business solution components and QoS requirements of the solution.

This section details the components that are supported and QoS that is provided
by the three production topologies.

4.1.1 Component support offered by the production topologies

40

Component support is a broad term used to describe the supported components,
bindings, and the invocation patterns for those components for WebSphere
Process Server and WebSphere ESB.
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Table 4-1 summarizes the component support for each production topology.

Table 4-1 Summary of components supported by three production topologies

Basic topology Loosely Coupled Full Support
topology topology
WebSphere ESB/ | All components All components All components
WebSphere except except
Process Server » Long-running » Business rule
components business manager
supported processes
» Business state
machines
» Human Task
Manager
» Business rule
manager
Bindings supported | » Web service » Web service All bindings
(for SCA imports » SCA » SCA
and exports) » Stateless
session bean
binding
Invocation patterns | Synchronous All invocation All invocation
supported invocations only patterns except patterns
asynchronous,
2-way with
deferred response
CEl support No No Yes
Security Yes Yes Yes
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4.1.2 Quality of service support offered by the production topologies

All the production topologies that we describe in this book offer the failover and
load balancing capabilities that are offered by WebSphere Network Deployment.
In addition, these topologies also offer the QoS that is summarized in Table 4-2.

Table 4-2 Summary of QoS support for three production topologies

tolerance

(Refer to 4.5.1,
“Decision factors
affecting the
topology selection”
on page 59 for more
information.)

not require the client
business processes to be
aware of changes to the
deployment targets on
which business
applications are installed
are said to be cluster
location tolerant.

Name of QoS Definition Basic Loosely Full Support
topology Coupled topology
topology
Message Business solutions that Yes No Yes
sequencing require preservation of the
order of service
invocations are said to
require QoS message
sequencing.
Cluster size Business solutions thatdo | No No Yes
tolerance not require the client
business processes to be
(Refer to 4.5.1, aware of changes to the
“Decision factors cluster size changes are
affecting the said to be cluster size
topology selection” | tolerant.
on page 59 for more
information.)
Cluster location Business solutions that do | No No Yes
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Name of QoS Definition Basic Loosely Full Support
topology Coupled topology
topology
Constrained In production Yes Yes No

hardware usage

environment, sometimes
customer can buy
hardware as desired for
topology or sometimes
they have to design a
topology to take into
considerations hardware
constraints.

Business solutions that
are constrained by
hardware, either in terms
of the number of machines
or the number of
concurrent processes per
machine, are said to
require QoS constrained
hardware usage.

The final choice of a production topology for a given business solution depends
on the combination of component support and QoS characteristics that are
needed by the business solution.

In the following sections, we discuss the architectural details of the three types of
topology and discuss the process for selecting the appropriate topology for a
given a business solution.
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4.2 Basic topology

This section describes the architectural details and a sample Basic topology for
the WebSphere Process Server and WebSphere ESB products.

4.2.1 Architectural details for a Basic topology for WebSphere ESB

Figure 4-1 shows architectural details of the Basic topology for WebSphere ESB.

SCA

SCA

App
Bus

Active
SCA-APP
ME

System
Bus
Active
WebSphere ESB Server 1 sca—svs
Stand By
WebSphere ESB Server 2 sca—ESYs

Stand By
SCA-APP
ME

WebSphere ESB Cluster

Figure 4-1 Basic topology for WebSphere ESB

The key internal architectural details of this topology are:

>

»
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The topology is comprised of only one cluster in a cell.

The cluster is the only member of the SCA-System and SCA-Application

buses.

Business applications and messaging engines reside together inside same
application server in the cluster. Therefore, there is no clear distinction

between the messaging layer and the application layer.

There is only one active messaging engine on the SCA-System and

SCA-Application buses:

— By default, this active messaging engine starts on one of the application

servers inside the cluster.

— The active messaging engine has a stand-by messaging engine on each
of the remaining application servers within the cluster. When the active
messaging engine stops, the high availability (HA) manager activates one

of the remaining stand-by messaging engines.




In this topology, because there are only synchronous invocations, the messaging
engines are not used for communication. Therefore, the business solution
designer should not be concerned about internal architectural details about
messaging engines and buses.

Sample Basic topology for WebSphere ESB

Figure 4-2 shows a sample Basic WebSphere ESB topology. This sample Basic
topology for WebSphere ESB is comprised of a single cluster into which the
WebSphere mediation module is deployed.

DMGR
IHS
WebSphere ESB Server 1 WebSphere ESB Server 2
WebSphere ESB Service WebSphere ESB Service
Consumer Application Provider Application
WebSphere ESB Server 3 WebSphere ESB Server 4
Active Messaging Engine Standby Messaging Engine
SCA Queues WebSphere SCA Queues
ESB
Cluster
WebSphere ESB WebSphere ESB
Mediation Module Mediation Module

Figure 4-2 Sample Basic topology for WebSphere ESB

The WebSphere ESB service provider and WebSphere ESB service consumer
applications can be deployed either into the same cell or into separate cells. In
the sample topology, one singleton WebSphere ESB server is used to host each
of these applications. In the sample topology, the consumer application,
WebSphere mediation module, and service provider applications are all Web
services and communicate with each other through SOAP/HTTP. WebSphere
ESB Server 1 and WebSphere ESB Server 2, as shown in Figure 4-2, are not
added to the SCA-System and SCA-Application buses.

The service consumer application invokes the application within the WebSphere
ESB mediation module synchronously. Similarly, the mediation module invokes
the service provider application synchronously.
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Note: The Basic topology for WebSphere ESB is implemented in Chapter 6,
“Implementing the Basic topology for WebSphere ESB” on page 93.

4.2.2 Architectural details for a Basic topology for

46

WebSphere Process Server

Figure 4-3 shows architectural details of the Basic topology for WebSphere
Process Server.

SCA SCA BPC
System App Bus
Bus Bus
BPC Active Active Active
WebSphere Process Server 1 Container sc:\-\n-évs SC:,TQPP E::é:

BPC Stand By Stand By Stand By
WebSphere Process Server 2 Container SCA-SYS SCA-APP BPC
ME ME ME

WebSphere Process Server Cluster

Figure 4-3 Basic topology for WebSphere Process Server

The key internal architectural details of this topology are:
» The topology is comprised of only one cluster in a cell.

» The cluster is the only member of the SCA-System, SCA-Application and
BPC buses.

» Business applications and messaging engines reside together inside the
same application server within the cluster. Therefore, there is no clear
distinction between the messaging layer and the application layer.

» There is only one active messaging engine on the SCA-System,
SCA-Application and BPC buses:

— By default, this active messaging engine starts on one of the Application
Servers inside the cluster.

— The active messaging engine has a stand-by messaging engine on each
of the remaining application servers within the cluster. When the active
messaging engine stops, the HA manager activates one of the remaining
stand-by messaging engines.
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In this topology as there are only synchronous invocations, therefore the
messaging engines are not used for communication. Therefore the business
solution designer should not be concerned about internal architectural details
about messaging engines and buses.

Sample Basic topology for WebSphere Process Server

Figure 4-4 shows a sample Basic topology for WebSphere Process Server. This
sample Basic topology is comprised of a single cluster into which the business
process applications are deployed.

DMGR

IHS

[1Hs ] Plug-in

WebSphere Process Server 1
Service Consumer
Application
WebSphere Process Server 3 WebSphere Process Server 4
Active Messaging Engine Standby Messaging Engine
SCA Queues WebSphere SCA Queues
BPEL Queues Process BPEL Queues
Server
Cluster
BPEL Module BPEL Module

Figure 4-4 Sample Basic topology for WebSphere Process Server

The BPEL container is configured on this WebSphere Process Server cluster,
and the cluster is a member of the SCA-System, SCA-Application and BPC
buses.

Client applications that invoke business applications within the cluster can be
either deployed into the same cell or into separate cells. In the sample topology,
one singleton WebSphere Process server hosts these client applications. These
applications invoke the business applications within the cluster synchronously
using SOAP/HTTP. WebSphere Process Server 1, as shown in Figure 4-4, is not
added to the SCA-System, SCA-Application or BPC buses.
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4.3 Loosely Coupled topology

This section describes the architectural details and a Loosely Coupled sample
topology for the WebSphere Process Server and WebSphere ESB products.

4.3.1 Architectural details for a Loosely Coupled topology
for WebSphere ESB

Figure 4-5 gives architectural details of the Loosely Coupled topology for
WebSphere ESB.
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WebSphere ESB Cluster

Figure 4-5 Loosely Coupled topology for WebSphere ESB

The key internal architectural details of this topology are:

» The topology makes use of destination partitioning features that are
supported by the service integration bus (Sl Bus).

» The topology can include one or more application clusters.
» Every cluster is a member of the SCA-System and SCA-Application buses.

» Business applications and messaging engines reside together inside the
same application server within the cluster. (No distinction between messaging
layer and application layer for a solution.)

48 Production Topologies for WebSphere Process Server and WebSphere ESB V6



» There are multiple active messaging engines for every bus within the cluster:

— By default, an active messaging engine starts on every application server
within the cluster for each bus (SCA-System and SCA-Application).

— Each active messaging engine has a stand-by messaging engine on the
other application servers within the cluster. When an active messaging
engine stops, the HA manager activates one of the remaining stand-by
messaging engines.

Sample topology for a Loosely Coupled topology for
WebSphere ESB

The sample Loosely Coupled topology for WebSphere ESB is comprised of one
or more clusters. In Figure 4-6, there are two clusters.

DMGR WebSphere ESB Server 1

IHS )
Service Consumer

IEI PIuQ-m Application

WebSphere ESB Server 2 WebSphere ESB Server 3
Active Messaging Engine Active Messaging Engine
SCA Queues WebSphere SCA Queues
ESB
Cluster 1
WebSphere ESB WebSphere ESB
Mediation Module Mediation Module
WebSphere ESB Server 4 WebSphere ESB Server 5
Active Messaging Engine Active Messaging Engine
SCA Queues WebSphere SCA Queues
ESB
Cluster 2
WebSphere ESB Provider WebSphere ESB Provider
Application Module Application Module

Figure 4-6 Sample Loosely Coupled topology for WebSphere ESB

The service provider and service consumer applications can be deployed into the
same cell or into separate cells. In Figure 4-6, the service provider application is
deployed into the WebSphere ESB cluster, and the services consumer
application is deployed onto a singleton server. The service consumer
application and WebSphere ESB mediation module are Web services. These
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services communicate with each other through SOAP/HTTP and invocation
occurs synchronously.

The WebSphere ESB mediation module and WebSphere ESB provider
application communicate with each other using SCA bindings. The
communication method is asynchronous, 2-way with callback.

The WebSphere ESB Cluster 1 and WebSphere ESB Cluster 2 are added to the
SCA-System and SCA-Application. The WebSphere ESB Server 1 is not a
member of any of the buses.

4.3.2 Architectural details for a Loosely Coupled topology for
WebSphere Process Server

Figure 4-7 gives architectural details of the Loosely Coupled topology for
WebSphere Process Server.
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Figure 4-7 Loosely Coupled topology for WebSphere Process Server
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The key internal architectural details of this topology are:

» The topology makes use of destination partitioning features that are
supported by the Sl Bus for the SCA-System and SCA-Application and the
BPC buses.

» The topology can include one or more application clusters.

» Every cluster is a member of the SCA-System, SCA-Application, and BPC
buses.

» Business applications and messaging engines reside together inside each
application server within the cluster. Therefore, there is no clear distinction
between the messaging layer and the application layer.

» For the SCA-System, SCA-Application, and BPC buses within each cluster,
there is an active messaging engine on each cluster member application
server. Destination partitioning features are used for the SCA-System and
SCA-Application and BPC bus:

— By default, an active messaging engine starts on every application server
within the cluster for both the SCA-System and SCA-Application buses.

— Each active messaging engine has a stand-by messaging engine on the
other application servers within the cluster. When the active messaging
engine stops, the HA manager activates one of the remaining stand-by
messaging engines.
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Sample topology for a Loosely Coupled topology for
WebSphere Process Server

The Loosely Coupled topology for WebSphere Process Server is comprised of
one or more clusters. In Figure 4-8, there are two clusters. Client processes that
consume services inside the WebSphere Process Server cluster can be
deployed into a single cell or into separate cells.

DMGR WebSphere Process Server 1
IHS Service G
i ervice Consumer
IEI PIUg-m Application
WebSphere Process Server 2 WebSphere Process Server 3
Active Messaging Engine Active Messaging Engine
SCA Queues WebSphere SCA Queues
BPC Queues Process BPC Queues
Server
Cluster 1
BPEL Module 1 BPEL Module 1
WebSphere Process Server 4 WebSphere Process Server 5
Active Messaging Engine Active Messaging Engine
SCA Queues WebSphere SCA Queues
BPC Queues Process BPC Queues
Server
WebSphere Process Cluster 2 WebSphere Process
Server Module Server Module

Figure 4-8 Sample Loosely Coupled topology for WebSphere Process Server

Client applications are Web services. They invoke BPEL processes using
SOAP/HTTP. The interaction style is synchronous.

The BPEL process within Cluster I invokes other applications inside the
WebSphere Process server Cluster 2 using SCA bindings. The invocation
method used is asynchronous, 2-way with callback.

The WebSphere Process Server Cluster 1 and WebSphere Process Server Cluster
2 are both added to the SCA-System, SCA-Application, and BPC buses. The
WebSphere Process Server 1 is not member of any of the buses.
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Note: The Loosely Coupled topology for WebSphere Process Server is

implemented in Chapter 8, “Implementing the Loosely Coupled topology for

WebSphere Process Server” on page 231.

4.4 Full Support topology

This section describes the architectural details and a sample scenario for the Full
Support topology for WebSphere Process Server and WebSphere ESB.

4.4.1 Architectural details for Full Support topology for

WebSphere ESB

Figure 4-9 shows the architectural details of the Full Support topology for

WebSphere ESB.

WebSphere ESB Server 1

SCA SCA
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Bus Bus
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SCA-SYS SCA-APP
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CEIl
Bus

WebSphere ESB Server 2

Stand By
SCA-SYS
ME

Stand By
SCA-APP
ME

Stand By
CEI
ME

WebSphere ESB Messaging Engine Cluster

WebSphere ESB Server 3 CEl

WebSphere ESB Server 4 CEI

Websphere ESB Admin Cluster

WebSphere ESB Server 5

WebSphere ESB Server 6

WebSphere ESB Application Cluster

Figure 4-9 Full Support topology for WebSphere ESB
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The key internal architectural details of the topology are:

» The topology is comprised of one messaging engine cluster, one support
cluster, and one or more application clusters.

» The messaging engine cluster is the only member of the SCA-System,
SCA-Application, and CEI buses.

» Business applications and messaging engines reside in separate application
servers within the cluster. Therefore, there is a clear distinction between the
messaging layer and the application layer.

» There is only one active messaging engine on the SCA-System,
SCA-Application, and CEl buses. This messaging engine is located within the
messaging engine cluster:

— By default, an active messaging engine starts on one of the application
servers inside the messaging engine cluster.

— The active messaging engine has stand-by messaging engines on each of
the other application servers within the messaging engine cluster. When
an active messaging engine stops, the HA manager activates one of the
remaining stand-by messaging engines.
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Sample topology for Full Support topology for WebSphere
ESB

Figure 4-10 shows a sample Full Support topology for WebSphere ESB. The
topology is comprised of one messaging engine cluster, one support cluster and
one or more WebSphere ESB application clusters.

WebSphere ESB Server 1 WebSphere ESB Server 2
Messaging
Active Messaging Engine Engine Standby Messaging Engine
SCA Queues Cluster SCA Queues
WebSphere ESB Server 3 WebSphere ESB Server 4
Support IHS
uster q
CEl CEl Plug-ln
DMGR
IHS
WebSphere ESB Server 5 WebSphere ESB Server 6
WebSphere
WebSphere ESB ESB WebSphere ESB
Mediation Module Cluster Mediation Module
WebSphere ESB Server 7 WebSphere ESB Server 8
WebSphere ESB Provider WebSphere ESB Consumer
Application Module Application Module

Figure 4-10 Sample Full Support topology for WebSphere ESB

The messaging engine cluster includes one or more WebSphere ESB servers. A
single server hosts the active messaging engines for each of the
SCA-Application, SCA-System, and CEIl buses.

The support cluster includes the CEl-related applications and supports the
asynchronous method for querying events.

The WebSphere ESB cluster includes the mediation modules. The service
provider applications and the service consumer applications are installed on two
separate singleton servers.

In the sample topology, the service consumer application uses MQ-JMS
bindings. The consumer application invokes a WebSphere ESB mediation
module asynchronously with 2-way, deferred response call.
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The WebSphere ESB mediation module invokes the provider application using
the SCA binding with a synchronous call.

The messaging engine cluster is the only member of the SCA-System,
SCA-Application and CEIl buses in this topology. All other servers and clusters
refer to this remote messaging engine cluster for their messaging requirements.

Note: The Full Support topology for WebSphere ESB is implemented in
Chapter 7, “Implementing the Full Support topology for WebSphere ESB” on
page 151.

4.4.2 Architectural details for Full Support topology for WebSphere
Process Server

Figure 4-11 shows the architectural details of the Full Support topology for
WebSphere Process Server.

SCA SCA BPC CEIl
System App Bus Bus
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WebSphere Process Server 1 SCA-SYS SCA-APP BPC CEI
ME ME ME ME
Stand By Stand By Active Active
WebSphere Process Server 2 SCA-SYS SCA-APP BPC CEl
ME ME ME ME
WebSphere Process Server Messaging Engine Cluster

WebSphere Process Server 3
WebSphere Process Server 4

WebSphere Process Server Admin Cluster

WebSphere Process Server 5 Co?||:a(i:ner Com-ahinner
WebSphere Process Server 6 Co?||:a(i:ner Com-ahinner

WebSphere Process Server Application Cluster

Figure 4-11 Full Support topology for WebSphere Process Server
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The key internal architectural details of the topology are:

» The topology is comprised of one messaging engine cluster, one support
cluster, and one or more application clusters.

» The messaging engine cluster is the only member of the SCA-System,
SCA-Application, BPC, and CEI buses.

» The business applications and the messaging engines reside in different
application servers within the cluster. Therefore, there is a clear distinction
between the messaging and the application layer.

» There is only one active messaging engine on the SCA-System,
SCA-Application, BPC and CEI buses. This messaging engine is located
within the messaging engine cluster:

— By default, an active messaging engine starts on one of the application
servers inside the messaging engine cluster.

— The active messaging engine has a stand-by messaging engine on each
of the other application servers within the messaging engine cluster. When
the active messaging engine stops, the HA manager activates one of the
remaining stand-by messaging engines.
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Sample topology for Full Support topology for WebSphere
Process Server

Figure 4-12 shows a sample Full Support topology for WebSphere Process
Server. The topology is comprised of one messaging engine cluster, one support
cluster and one or more WebSphere Process Server application clusters.

WebSphere Process Server 1 WebSphere Process Server 2
Active Messaging Engine Messaging Standby Messaging Engine
SCA Queues Engine SCA Queues
BPC Queues Cluster BPC Queues
CEl Queues CEIl Queues
WebSphere Process Server 3 WebSphere Process Server 4
CEl ?:TEE&T CEl IHS
BRM BRM Plug-in
DMGR
IHS
WebSphere Process Server 5 WebSphere WebSphere Process Server 6
BPC Contai N s® BPC Contai
ontainer ontainer
HTM Container gl?lr:tee:‘ HTM Container
WebSphere Process Server 7
WebSphere Process
Server Modules

Figure 4-12 Sample Full Support Topology for WebSphere Process Server

The messaging engine cluster includes one or more WebSphere Process Server
members. A single member server hosts the active messaging engines for each
of the SCA-Application, SCA-System, BPC, and CEl buses.

The support cluster includes the CEl-related and business rules manager-related
applications. The cluster supports asynchronous calls for querying events.

In this example, there is one WebSphere Process Server application cluster. The
BPC and HTM containers are configured within this cluster, and business
processes are deployed within this cluster. The solution includes long-running
BPEL flows and interactions with human tasks.

In addition, the topology includes one singleton WebSphere Process Server
containing the client applications for invoking business processes. The singleton
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server and WebSphere Process Server cluster refer to the remote messaging
engine cluster for their messaging needs.

The client application that is running on the singleton server invokes business
processes using SCA bindings. The invocation is made asynchronously with a
call back mechanism.

Note: The Full Support topology for WebSphere Process Server with security
is implemented in Chapter 9, “Implementing the Full Support topology for
WebSphere Process Server” on page 319.

4.5 Selecting the appropriate production topology

This section discusses the selection criteria when choosing the appropriate
production topology for a given business solution.

4.5.1 Decision factors affecting the topology selection

Factors that affect the topology selection can be broadly classified into the
following categories:

» Component support type of factors

Table 4-1 summarizes the components, bindings, and invocation patterns that
are supported by each topology.

» QoS type of factors
Table 4-2 summarizes the QoS levels that each topology offers.

Most of the production environments are not static. When demand for a service
grows, you might need to purchase additional hardware or replace the hardware
that has failed. Therefore, some business solutions need QoS that requires
service clients to be unaware of such environment alterations. We discuss these
requirements in the following sections.

Cluster size tolerance

Sometimes, it might be necessary to modify the size of a cluster in a production
environment. For a topology to be tolerant of changes to the cluster size, client
applications should require no notice or modification that the cluster has
changed. A production environment that requires client processes to re-establish
their connections to the cluster is said to be cluster size intolerant.
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Figure 4-13 illustrates cluster size tolerance and intolerance.
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Figure 4-13 Cluster size tolerance
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Cluster location tolerance

Sometimes, it might be necessary to modify the location of cluster members in a
production environment. For a topology to be tolerant of changes to the location
of cluster members, client applications should require no notice or modification

that the cluster has changed. A production environment that requires client

processes to re-establish their connections to the cluster is said to be cluster

location intolerant.

Figure 4-14 illustrates cluster location tolerance and intolerance.
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Figure 4-14 Cluster location tolerance
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4.5.2 Topology selection flow chart

Figure 4-15 provides a flow chart for selecting the most appropriate production
topology for a given business solution.

WebSphere Proc:')el-'ss Server Cluster - START Loosely Coupled
WebSphere ESB Cluster Distributed Platforms (Non-Z Platforms) Topology
A
Yes Does your solution need load
Can you commit the hardware balancing or fail over (high Does your solution
resources for the Full Support topology availability)? Y
without further consideration? needia location
tolerant topology?
Stand Alone
Profile
Are design details of Does your solution
components and invocation patterns o< = ay T
of the components currently Yes 5
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(Common Event Full async wr:th defe(red response
Infrastructure) u invocations?
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e b“;”iifn Sati‘;’sfl‘gih'"es’ or Native MQ bindings?
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only WEBSERVICE-SYNC or P Tapology 5 mEsEEEe nse‘:;‘e"“'”g
SCA-SYNC calls? Yes l important?
No

Figure 4-15 Flow chart for selecting the correct production topology for a business solution

Note: This flow chart applies only to distributed platforms. We do not address
production topologies for System z™ in this book.
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4.6 Summary

To summarize our information about the production topologies or WebSphere
Process Server or WebSphere Enterprise Service Bus:

» A non-clustered stand-alone configuration is sufficient for solutions in which
failover and load-balancing are not required.

» Basic topology is a simple clustered solution, but in some circumstances this
topology might be sufficient for your needs.

» Loosely Coupled topology should be chosen carefully by taking into
consideration various conditions that are shown in Figure 4-15 on page 62.

» Full Support topology is the most capable and commonly used topology.

You can use the flow chart in Figure 4-15 on page 62 to select an appropriate
topology for mediation scenarios that are running in WebSphere ESB and
business process scenarios that are running in WebSphere Process Server.
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Scenarios that we use in this
book

In this chapter, we introduce the two business scenarios that we use in this book:

» The first business scenario describes a simple ITSO Bank application that
implements mediation functionalities between two different bank
departments.

» The second scenario describes a simple business process application where
the account closure process uses several existing ITSO enterprise services.

We present each scenario in two different versions: a simple setup and a more
complex setup.

We deploy these solutions to the topologies that we describe in this book. The
target runtime for the mediation scenario is WebSphere Enterprise Service Bus,
and the target runtime for the business process solution is WebSphere Process
Server.
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5.1 Mediation scenario context

This section introduces the ITSO Bank mediation scenarios. We describe these
scenarios from the business and the IT perspectives. We simplified this business
scenario for the purposes of this book.

The ITSO Bank is an imaginary U. S. company in our business scenario. As the
ITSO Bank grows, the business requirements expand. The requirement to
support potential growth defines which topology is most appropriate.

The ITSO Bank has grown from a local to a large business, and the customer
requirements have become more stringent. The growth has come from the
acquisition of an English bank, which means that two separate and overlapping
stock brokers must be maintained—one for the New York and one for London.

Each stock broker has a different interface to accept orders from the Bank. ITSO
Bank customers can place stock orders through a traditional trading Web
application. The order management process can use either stock broker to fulfill
customer requests.

The mediation issues that we describe in this section are not unique to the
finance industry or to company mergers. For any company, continual business
change and organizational consolidation can result in a myriad of hardware,
software, and application components.

The interfaces between these components are mediated by business logic
components that must be flexible and dynamic. The finance industry integration
scenario that we present is an example that can be applied to other industries.

Figure 5-1 gives a high-level overview of the mediation scenario.

ITSO Bank

/ U.S. Broker

Bank customers U.K. Broker

Figure 5-1 High-level overview of mediation scenario
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5.1.1 Business goals

The following statements are true for stock orders:

» Each stock broker is more familiar with the local stock market.

» Each broker can manage the local market more rapidly.

» The purchasing costs applied by the stock broker are lower locally.

By integrating their stock ordering processes ITSO Bank plans to:

» Reduce costs by reducing the staff workload that is associated with placing
stock orders with the target stock broker (New York for U. S stocks and
London for U. K. stocks)

» Increase customer satisfaction by decreasing the costs for the stock order.

The ITSO Bank moves to an on demand environment, where only one stock
order service is provided and requests are redirected to the most appropriate
broker according to the stock location.

Any stock requests outside the U. S. or U. K. are managed by the U. S. stock
broker. In the complex scenario, this is considered an exception, and it is handled
by an Event Emitter. The Event Emitter mediation primitive sends out business
events, during a mediation flow. The events are generated in the form of
Common Base Events (CBE) and are sent to a Common Event Infrastructure
(CEI) server via the SCA infrastructure which provides basic event management
services, such as event generation, transmission, persistence, and consumption.

Note: The Event Emitter is a new mediation primitive available with
WebSphere Integration Developer 6.0.2. In Appendix D, “New product
features used in the sample applications” on page 455 we describe how this
primitive has been used in our sample application.

Two different levels of complexity are provided for the mediation business
scenario: a simple and complex.

» In the initial phase, the ITSO Bank requires a standard quality of service. The
solution provided is tested by bank employees in a production environment. In
this first phase, the event emitting and logging capabilities are not business
requirements.

The bank gains experience with the mediation technologies in a production
environment with limited investment in hardware and systems management
skills.

» The ITSO Bank decides to move to the complex scenario after testing the
solution and proving that it meets the business goals. For the complex
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mediation scenario the solution also has to meet other requirements, such as
availability, performance, scalability, and event logging.

5.1.2 Simple mediation scenario

Note: We use the simple mediation application as the sample scenario that is
deployed to the Basic topology for WebSphere ESB. We describe this
scenario in Chapter 6, “Implementing the Basic topology for WebSphere ESB”
on page 93.

The best broker decision is driven by specific business logic. The intention of the
simple mediation scenario is to isolate this logic inside a mediation module. The
module is composed of:

» One mediation flow that implements the logic to choose the best stock broker

» One interface to make the mediation functionalities available to web trading
application

» Two interfaces for importing the remote broker services

Figure 5-2 shows how we implement the simple scenario:

Presentation Remote enterprise
logic Business mediation logic service

—l | Stock Purchase | | |

Mediation Module
ITSO Order
Bank Export request
Trading e

u.s.
Interface
mapping

Broker
country
choice

U.S. Broker

U.K.
Interface
mapping

U.K. Broker

Figure 5-2 Simple mediation scenario used for WebSphere ESB topology patterns

The ITSO Bank mediation solution is composed of three modules:
» Presentation module, including the presentation logic

This is a simple representation of a user interface for the ITSO trading
application. This interface is used to invoke the mediation module by
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submitting a stock order request. The target runtime environment for this
application is WebSphere Application Server.

» Mediation module, including the mediation logic

The mediation module contains: a simple SCA component to implement the
mediation logic, the interfaces for importing remote broker services and the
interface to make the mediation logic available to the Web trading application.
The target runtime environment for this module is WebSphere ESB.

» Service module, including the remote broker services

This is a simple EAR application containing the two broker services. These
services are invoked by the mediation module using a Web services binding.
The target runtime environment for this application is WebSphere Application
Server.

Mediation modules are created using WebSphere Integration Developer and
deployed to WebSphere ESB through an EAR file.

For this mediation scenario, the ITSO Bank mediation module implements the
following functionality:

» Determination of the most suitable stock broker to fulfill the order

» Interface mapping logic between the bank and the stock brokers

In this scenario, the interfaces between the trading web application, the

mediation module and the remote services are invoked through Web service
(SOAP/HTTP).

Example use of the sample application
This scenario is shipped in three different EAR files:

» ITSOESBPresApp: This application includes the simple user interface to the
mediation module (presentation layer).

» ITSOESBBusApp: This application includes the mediation logic (business
layer).

» ITSOESBSrvApp: This application includes the two services which represent
the U. S. and U. K. brokers (service layer).

These files are available in the additional material that accompanies this book.
For more information about how to obtain this additional material, see
Appendix A, “Additional material” on page 427.

You can import all WSDL interface descriptions and the project files into
WebSphere Integration Developer using Project Interchange file capabilities.
Then, you can browse the Web service using the Web service editor.
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After installing the applications, you can test the mediation components by
accessing the Web interface by following these steps:

1. Open a Web browser and enter the following URL:
http://<presentation host>:<port>/ITSOESBPrsWeb/stockOrder.jsp
For example: http://ebt0.its0:9080/ITSOESBPrsWeb/stockOrder. jsp
An input form for stock order displays (Figure 5-3).

2} stockOrder. jsp - Microsoft Internet Explorer rz|
-

File Edit View Favorites Tools  Help

Address |9:| http: flocalhost: 9052 {ITSOESEPrsweb)stockOrder . jsp Ay a Go

Place a stock order to ITSO Bank
Stock mame: B N :I

Chuantity: 200
Price: 935
Stockplace country: |15

&j Done

Q Local intranet:

Figure 5-3 stockOrder.jsp request
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2. Complete all the fields and click Place Order.

A message displays that includes the broker name and confirmation ID
(Figure 5-4).

2} stockOrder,. jsp - Microsoft Internet Exploren Fz|
-

File Edit View Favorites Tools  Help i

Address |:9:| http: fflocalhost: 9082/ TTSOESEPrsWeb/stockOrder  jsp?stock=IEMaqty=2008price=99, S&country=158cre V| Go

Place a stock order to ITSO Bank

e

Price: j
Stockplace country:

Order complete. Confirmation Id from broker: 8

&] Dare & Local intranet

Figure 5-4 stockOrder.jsp response

3. From the component perspective, the message is composed inside the
mediation module. The confirmation ID is returned by the remote broker
service. This value is appended to the string Confirmation Id from US
broker: when the U. S. broker is invoked. A similar message is displayed
when the U. K. broker is invoked, where UK appears in the string instead of US.

5.1.3 Complex mediation scenario

Note: We use the complex mediation application as the sample scenario that
is deployed to the Full Support topology for WebSphere ESB. We describe the
scenario in Chapter 7, “Implementing the Full Support topology

for WebSphere ESB” on page 151.

In this section, we introduce some new requirements from the ITSO Bank
mediation solution. For the complex scenario, we add the event emitting
functionality to the application capabilities that are already available in the simple
mediation scenario. Also, the solution requirements are more complex.
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In the simple mediation scenario, the potential users of the ITSO Bank solution
are the bank employees. After this first testing phase, ITSO Bank verifies that the
solution has reached the business goals. Then, the business decides to make
the solution available to external Web customers.

In this scenario, the requirements around the mediation are more rigorous, and

new service levels are required concerning:

» Availability

» Scalability

» Performance (response time, throughput, and capacity)

» Event emitting and logging when the marketplace is neither the U. S. nor the
U. K.

Figure 5-5 shows how the application logic is modified by using the Event Emitter
mediation primitive.
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Interface  H Import » U.K. Broker

mapping )
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logic Business mediation logic service
—I I Stock Purchase I | |
Mediation Module
Event
Emitter
(no US/UK)
ITSO
Bank Order Broker u.s.
Trading Export request country Interface Import 2 U.S. Broker
data choice mapping

Figure 5-5 Complex mediation scenario used for WebSphere ESB topologies patterns

Example use of the sample application

This book describes two applications for the simple and complex mediation
scenarios. New non-functional business requirements and the need to use the
CEl infrastructure are the key differences between each application. Business
factors define the chosen topology.

From the user perspective, there is no difference between the simple and the
complex scenario. The application presentation is unchanged.
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In the complex scenario the Common Event Infrastructure is used for event
emitting and logging. The CBE Event Browser can be used to view these logged
events.

5.2 Business process scenario context

This section describes the high-level sample business process scenario, how the
process works, and depicts the flow through the sample application
implementation.

The business scenario is focused on the ITSO Bank, the same imaginary
company that we use for the mediation scenario. In this section we introduce the
role of each of the services involved in the business process. We discuss the
business criteria that shape the scenario, as well as the IT requirements that
drive the implementation.

The integration issues that we describe in this section are not unique to the
finance industry or to company mergers. For any company, continual business
change and organizational consolidation can result in a myriad of hardware,
software, and application components, which must remain flexible and dynamic.
The finance industry integration scenario that we present is an example that you
can apply to other industries.

The ITSO Bank is focusing attention on the account closure process. Use of this
process by the ITSO Bank employees is supported by many bank applications
and services. In addition, the ITSO Bank must meet the requirements concerning
the integration of these applications and services. The applications and services
that make up the account closure process have satisfied IT functional
requirements, but they are disparate. The aim is to focus on the account closure
process in terms of integration, coordination, and choreography of the different
services.

To meet these requirements, the ITSO Bank builds a new solution based on an
automatic business process to manage the account closure request. Essentially,
this solution should present a single account closure process by use of a set of
existing enterprise services.
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This ITSO Bank simple scenario is a simplified application that will be used by
the bank employees. The scenario is composed of:

» A number of enterprise services and applications. The new process is
composed of the applications and services from existing enterprise
information systems.

» A simple business process. The process has been formalized, and it is
available through the new ITSO business solution.

» A Web-based GUI. This is a basic application that demonstrates how a
business process can be driven by a typical Web application.

Some of the enterprise services interfaces are based on SOAP/HTTP protocol.
Each Web services engine provider involved in the ITSO Bank sample business
scenario must provide an implementation for a Web services interface.

An implementation of the ITSO Bank sample business scenario is provided. It
uses Web services implementations that are written in J2EE running in
WebSphere Application Server.

To demonstrate how knowledge of the application drives the topology choice, we
provide two different implementations of the account closure scenario:

» The release for the simple ITSO Bank application has no Human Tasks. It is
completely automated.

» The final release for the complex ITSO Bank application requires human
interaction.

5.2.1 Business goals

The scope of ITSO Bank application is the integration of existing bank services
into a business process. The intention is to:

» Reduce costs by reducing the current staff workload associated with
management of account closures. With automatic account closure, the
employee is no longer required to submit the same information multiple times
for different applications.

» Increase customer satisfaction by decreasing account closure response
times.

» Decouple employee knowledge and the account closure process, thus
eliminating the need to retrain employees if the account closure process
changes.
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Figure 5-6 illustrates the ITSO Bank account closure process before the
business solution is implemented. The logic concerning the choice of the bank
service is held by the bank employee.

(o

Constraints Check Account Dependents Account Closure
Service Check Service Service
ITSO Bank ITSO Bank ITSO Bank
Legal EIS Services EIS Account EIS

Figure 5-6 Account closure process prior to the ITSO Bank business solution
5.2.2 Simple business process scenario

Note: We describe the simple business process application that we use as the
sample scenario that is deployed to the Loosely Coupled topology for
WebSphere Process Server in Chapter 8, “Implementing the Loosely Coupled
topology for WebSphere Process Server” on page 231.

The business scenario that we discuss in this section is composed of three
sequential phases: request, analysis, and closure. Each of these phases is
implemented by means of an existing enterprise service:

1. Request phase

This is the first phase of ITSO Bank account closure process. In this phase
the Constraints check service is invoked. This service already exists in the
bank enterprise information system. The service checks for the presence of
constraints (for example legal constraints) that inhibit account closure. If a
blocking constraint is raised by this service, an error message is returned to
the business user

2. Analysis phase

This phase checks whether there are account dependent services linked to
the account (for example, credit card, debit card, taxes payment, and so
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forth). If no dependencies are present the process continues. Otherwise, a
message is returned to the user that includes the dependency information
and the actions that have to be managed before account closure can be
completed.

Note: To simplify the process proposed in our scenario, the business
exceptions, such as constraints and account dependencies, are not
managed automatically. In a real business process, exceptions are better
managed using WebSphere Integration Developer.

3. Closure phase

The final process phase is closure. The Closure service is invoked to submit
the account closure request and the process completes with a confirmation
message to the user.

In this solution, we have implemented the three enterprise services as sample
Java objects to be deployed in WebSphere Application Server with simple logic.
The business process invokes the enterprise services through Web service
(SOAP/HTTP) bindings.

Figure 5-7 illustrates the simple business account closure process.

‘. Business Process

Constraints Check | | ITSO Bank
Service B Legal EIS

Account Dependents | | ITSO Bank

Check Service ™ "| Services EIS
A4
Account Closure | | ITSO Bank
Service B Account EIS

Figure 5-7 Account closure process, simple business scenario
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In the simple business scenario, the process is completely automated with the
following binding invocations:

1.

5.

The bank employee submits the account closure order to the process. The
interaction between the presentation and the business module is
implemented using an SCA binding export.

. The Constraints check service is invoked. The connection between the

process and the service is a Web service binding invoked synchronously.

The next service is invoked in the same way, with a sysnchronous Web
service binding.

The process invokes the Closure service with an asynchronous one-way Web
service binding.

The process terminates successfully and confirmation is returned.

Example use of the sample application
This scenario is shipped in three different EAR files:

»

ITSOWPSSmplPresApp, which includes the simple user interface for the
process (presentation layer)

ITSOWPSSmpIBusApp, which includes the business module that implements
the business process defined by the bank (business layer)

ITSOWPSSmplSrvApp, which includes the three services that are used by
the process (service layer)

These files are available in the additional material that accompanies this book.
For more information about how to obtain this additional material, see
Appendix A, “Additional material” on page 427.
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After installing the applications, you can test the business components by
accessing the Web interface. Follow these steps:

1. Open a Web browser and enter the following URL:
http://<presentation-host>:<port>/ITSONPSSmp1Prsheb/startProcess.jsp
An input form for account data displays (Figure 5-8).

<2} startProcess. jsp - Microsoft Internet Explorer, |Z||E]EJ
File Edit View Favorites Tools  Help ':f

Address |@ httpfflocalhost: 9082/ ITSOWPSSmplPrs'Web startProcess. jsp VI ﬂ Go

Account Closure Process
Account
numkber;

Branchid: [6346 |

&] Dare % J Local intranet

Figure 5-8 Account closure request

2. Complete all the fields and click Close account.

3. If no constraints or dependencies are found, confirmation of successful
account closure is returned (Figure 5-9).

2 startProcess. jsp - Microsoft Internet Explorer,

File Edit View Favorites Tools  Help L

Address hittp: fflocalhost: 9082/ 1T SOWPSSmplPrs\Web/startProcess, jspraccount=32883768 V| Go

Account Closure Process
Account
numkber;

Branch Id:

Account closing completed successfully.

@ Daone \ﬂ Local intranet:
Figure 5-9 Account closure response
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4. If constraints or dependencies are found, a warning message displays, and
the account closure process is not invoked (for example, Accounts “111111”
or “123456” do not complete). Verify in the server console that the process
stops before the final closure service is invoked.

5.2.3 Complex business process scenario

Note: We describe the complex business process application that we use as
the sample scenario that is deployed to the Full Support topology for
WebSphere Process Server in Chapter 9, “Implementing the Full Support
topology for WebSphere Process Server” on page 319.

The next business scenario assumes the first release of ITSO Bank business
solution satisfied the business requirements.

The bank has decided to change the process that drives account closure. A bank
employee must now check the account balance before the process completes
with the invocation of the closure service. Therefore, the process must invoke the
enterprise service providing the account balance. After the balance has been
calculated, a human task is created inside the process. The simple human task
provides the bank employee with the account balance information. Based on this
value (for example, the balance exceeds U. S. $10 000), the employee decides
whether to proceed with account closure or to take another action. In the second
case, the process stops without invocation of the closure service, and the bank
employee takes some account retention action.

Note: WebSphere Integration Developer and WebSphere Process Server
provides specific capabilities to automate this decision. By means of Business
Rules the threshold (in our example U. S. $10 000) can be configured at
runtime, and a new version of the process is not required if the threshold
changes. We use a human task instead of a business rule.
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Figure 5-10 illustrates the complex business account closure process.

Business Process

Constraints Check | .| ITSO Bank
Service Legal EIS

.

Account Dependents | .| ITSO Bank

Check Service Services EIS
l ITSO Bank
Get Balance < Balance EIS

) I

Human Decision

A 4

A 4

Account Closure | .| ITSO Bank
Service Account EIS

Figure 5-10 Account closure process, complex business process scenario

Example use of the sample application
This scenario is shipped in three EAR files:

» ITSOWPSCplxPresApp, which includes the user interface for the process
(presentation layer).

» |ITSOWPSCplIxBusApp, which includes the business module that implements
the business process defined by the bank (business layer).

» |ITSOWPSCplIxSrvApp, which includes the service that provides the
information about the account balance (service layer). For the complex
scenario, we use the same three services that are used in the simple scenario
the process (service layer).
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These files are available in the additional material that accompanies this book.
For more information about how to obtain this additional material, see
Appendix A, “Additional material” on page 427.

You can test the business components by using the simple application Web
interface. (We discuss how the application works for an account closure request
in “Example use of the sample application” on page 77.)

A new management task for the bank employee is to check for approval requests
and to take ownership of them.

Note: The scope of the simple application is to provide an example of
long-running process, so the human task is managed by the user manually.
WebSphere Process Server supports multi-level escalation for human tasks
including e-mail notification.

In this section we explain how to use the application for the account closure
approval. The bank employee accesses the simple user interface to check for the
existence of any account closure requests that are ready to be completed.

When a user clicks Available tasks, the Web application queries WebSphere
Process Server for the availability of any human tasks. If an account closure
request is stopped at the human decision step, the task is retrieved, and the
account balance information is displayed. The bank employee makes a decision
whether to approve the account closure. If approved the closure service is
invoked. Otherwise, the process stops and the account stays open.
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After installing the applications, you can test the business components by
accessing the Web interface. Follow these steps:

1. Open a Web browser and enter the following URL:
http://<presentation host>:<port>/ITSOWNPSCpIxPrsWeb/faces/Index.jsp
An input form for account data displays.

The browser displays a welcome page (Figure 5-11). To start the account
closure process for the complex scenario, click Start process in the left
menu.

3 Setting - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

Address @ http: fflocalhost: 9080/ 1T SOWPSCplxPresweb/faces/Setting., jsp

Business User Client

» Process

@ Start process
> My Tasks
.__..-:" &n

(= Claimed

~ My Tasks

 Open
Select this to claim a task from a list of those that
have been started.

Selectthiz to see a listof the tazks that have

already been started and claimed. You can then
complete atazk by choosing it and inserting the
neceszary output data.

@ Daone 'd Local intranet:
Figure 5-11 Welcome page
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2. The new page shows a list of available templates. For our scenario, the
template’s name is complexAccountClosure. To start a new process instance,
click complexAccountClosure, as shown in Figure 5-12.

£ | Setting - Microsoft
Edit

File iew

Favorites

Internet Explorer

Tools

Help

Address @ http: filacalhost: 90&0f1TSOWPSCplxPresteb/f aces/Setting. jsp

@ HOME
Process = Templates
. -
Selecta process [+I11|-|3[+ 2to startan instance.
&) Start process
> My Tasks Name Description ¢
@& Open ccountClosures
@ Claimed

| > User:

Refresh

a Dione

“a Local intranek

Figure 5-12 List of available process templates

3. In the next

File Edit View

3 Setting - Microsoft Internet Explorer

Favaorites

page, enter the account data and click Start (Figure 5-13).

Tools  Help

= HOME

> My Tasks
% Open

=+ Claimed

> User:

Address é] http: fflocalhost: 9080/ TTSOWPSCplxPresweb/faces/Setting., jsp

Process > Start Process

Inzert input data to start the process,

Account number

3288376
63445

Eranch number

@ Done

“Q Local intranet:

Figure 5-13 Insert account data
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4. At this point the process starts and a confirmation message displays
(Figure 5-14).

3 Setting - Microsoft Internet Explorer

File Edit View Favorites Tools  Help ﬂ.

Address @ http: fflocalhost: 9080/ 1T SOWPSCplxPresweb/faces/Setting., jsp

Process > New instance
(F‘r-:--:a:;. started correctly. Fleaze check for available t:!.:.k:..)

@ Daone ‘_ﬂ Local intranet:
Figure 5-14 New process instance started successfully

5. Repeat steps 2 and 3, and start a new account closure process.
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6. Two process instances are started and the bank employee has no knowledge
of the process logic. Subsequently, the employee must check for tasks that
require approval. In our example, two tasks are present in the list, as shown in
Figure 5-15. The bank employee must complete the tasks by approving or
denying the account closure. To check the availability of tasks, click Open in

the My Tasks section of menu.

2l Setting - Microsoft Internet Explorer

File  Edit Tools

View  Favorites Help

Address @ hitp: f flocalhost : 2080/ ITSOWPSCplePresWeb/faces/Setting. jsp

My ToDo's = Open

> Process

Selectatazk to 222 more detailz and finally claim the task.

@ Start process
> My Tasks Task Name © Description $ First Activated <
@) Open 2AGMHT 9:30:08 AM

= intClosursicompl 2A6M0T 9:32:57 AM

und: 2 |:| Fage 1

£ il |

= Claimed

» User:

ountClosureTazk1
countClosureTazkl

of 1 |:| ltems per page:| 20 v

[teme fol

BE

@ Done

"a Local intranet

Figure 5-15 Available tasks list
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7. Click Claimed in the menu to verify that no task is in the Claimed state. To
claim status, select one of the available tasks, and click the task name. A new
page displays with the task information. On this page, click Claim to claim the
task, as shown in Figure 5-16.

2l Setting - Microsoft Internet Explorer

Fle Edit “iew Favorites Tools  Help

Address @ http: filacalhost: 90&0f1TSOWPSCplxPreswtebfaces/Setting. jsp

My ToDo's > Open >
complexAccountClosure$complexAccountClosureTask1

Select 'Claim'if this is the task you want to work an
e ~ Input Data

@ Open

@ Claimed accountld: 3233378
- branchld: 3445

balance: 3503.11

Claim

@ Done ‘d Local intranet
Figure 5-16 Task details
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8. The next page provides details on the account closure request and the
calculated balance. In this page, do not click Complete. Before completing
the task, verify that only one task is in the Open state. Click Open in the menu
(Figure 5-17).

2l Setting - Microsoft Internet Explorer

Fle Edit “iew Favorites Tools  Help z'

Address @ http: filacalhost: 90&0/1TSOWPSCplxPreswebfaces/Setting, jsp

My ToDo's > Open >
complexAccountClosure$complexAccountClosureTask1

» Process

@) Start process

Enter the values for the cutput data of your task.

~ Input Data

azeountld: 3283378
branchld: 3445
balanze: 3503.11

@ Claimed

> User:

~ Qutput Data

confirme []

Complets | | Save | Releaze |

@ Done '3! Local intranet
Figure 5-17 Account closure confirmation page
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9. To complete the task, click Claimed in the menu. The task that you claimed
should display (Figure 5-18).

2 Setting - Microsoft Internet Explorer

Fle Edit “iew Favorites Tools  Help

Address @http:J‘,ilocalhnst:9080;’ITSOWPSCp\xPresWeb,ifaces;’Satt\ng‘jsp v E

* HOME , .
My ToDo's > Claimed
Select atazk to zee more detailz and finally finizh the task
& Start process

> My Tashks Task Name ¥ Description T First Activated <

]

=+ complexAccountClosureScomplexAccountClosure Task1 2116007 9:30:08 AM

Itema found: 1 Fage 1 of1 ltems per page: | 20

= Open

= Claimed

Refresh

|

]

@ Done ':J Local intranet
Figure 5-18 One task to claim

10.Click the task name to complete the task. A page with the account closure
request details and account balance displays.

At this point, the process is waiting for a human decision. If the account
balance is more than U. S. $10 000, the bank employee must click Suspend
and some retention actions are required. In this case, the process stops
without invoking the closure service, and the account stays open. To
complete our example, we decide to confirm the account closure.
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11.Select confirm and click Complete as shown in Figure 5-19.

Fle Edt ‘Wiew Favorites

2l Setting - Microsoft Internet Explorer

Tools  Help ?

#HOME
&) Start process

> My Tashks

Address @ http: filacalhost: 90&0/1TSOWPSCplxPreswebfaces/Setting, jsp

My ToDo's > Claimed >
complexAccountClosure$complexAccountClosure Task1

Enter the values for the cutput data of your task.

~ Input Data

azeountld: 3283378
branchld: 3445
balanze: 3503.11

~ Qutput Data
confim

|Comp|ate| Fave | Releasze

@ Done

‘:3 Local intranet

Figure 5-19 Complete the task
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12.The claimed task page is refreshed, and the task is no longer available, as
shown in Figure 5-20.

2l Setting - Microsoft Internet Explorer
Fle Edit “iew Favorites Tools  Help ':..

Address @http:J‘,ilocalhnst:9080;’ITSOWPSCp\xPresWeb,ifaces;’Satt\ng‘jsp M

50

* HOME :
My ToDo's > Claimed
Py
Select atazk to zee more detailz and finally finizh the tazk
&) Start process

> My Tasks

= Claimed

> User:

@ Done ':J Local intranet
Figure 5-20 Task complete, and no claimed tasks are in the list

At this point, the bank employee has finished all activity with the closure of this
account. After confirmation, the process completes after invoking the Closure
service.

Note: Provision of a console for process tracing is out of the scope of this
scenario. You can use the Business Process Choreographer (BPC) Explorer
application to verify the Process State and the Process Output Message.
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Implementing the Basic
topology for WebSphere
ESB

This chapter details the steps to implement the Basic topology for WebSphere
ESB and to deploy a sample application to this topology. We discuss the
following topics:

» Selecting and implementing the Basic topology

» Generic steps for creating WebSphere ESB clusters
» Specific configuration steps for the Basic topology

» Installing and testing the scenario

For simplicity, this chapter does not implement any security. To be considered a
production topology, the addition of security is essential. Chapter 9,
“Implementing the Full Support topology for WebSphere Process Server” on
page 319 shows how to add security to a production topology.
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6.1 Selecting and implementing the Basic topology

This section includes the following sections:

»

Scenario requirements

Summarizes the fictitious business scenario that we deploy to the Basic
topology that we build in this chapter.

Selecting the appropriate topology

Demonstrates why we select the Basic topology for WebSphere ESB to host
this business scenario.

Overview of how to implement the Basic topology

Describes the steps that are necessary to build the Basic topology for
WebSphere ESB.

Note: For an overview of the Basic topology, refer to 4.2, “Basic topology” on
page 44.

6.1.1 Scenario requirements

You must build a production topology to host a WebSphere ESB mediation flow
that is built for the factious organization ITSO Bank. The mediation flow (shown in
Figure 6-1) performs the following functions:

1.

Bank customers place stock orders through a traditional trading Web
application.

. The Web application sends a synchronous call to the Stock Purchase

mediation flow running in WebSphere ESB.

The mediation flow determines by which of two stock brokers the stock order
should be fulfilled—either a U. S. broker or a U. K. .broker.

A Web service request is sent to the appropriate broker, and a response is
returned to the trading Web application (through the mediation response
flow).
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Presentation

Business mediation logic

Remote enterprise
service

logic
| | Stock Purchase | | |
Mediation Module
ITSO Order Broker u.s.
Bank Export request country Interface U.S. Broker
Trading data choice mapping
UK.

Interface
mapping

U.K. Broker

Import

Figure 6-1 Simple mediation scenario for WebSphere ESB

ITSO Bank has the following business and IT requirements for this scenario:

»

»
»
»
»

Failover capability
Limited hardware availability

The application internals are well understood
The flow from consumer to provider is synchronous

Event management services are not required

Note: For more detailed information about this scenario, refer to 5.1.2, “Simple
mediation scenario” on page 68.

6.1.2 Selecting the appropriate topology

Based on the ITSO Bank requirements for the mediation flow scenario, we can
select an appropriate production topology to host the Stock Purchase mediation
module. To help us select the appropriate topology, we use the topology selection

flowchart, as described in 4.5.2, “Topology selection flow chart” on page 62.
Figure 6-2 shows that by using the topology selection flowchart, we can select

the Basic topology as the topology of choice for the ITSO Bank simple mediation
flow scenario.
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WebSphere Process Server Cluster START
or ]
WebSphere ESB Cluster Distributed Platforms (Non-Z Platforms)

Does your solution need load
balancing or fail over (high
availability)?

Can you commit the hardware
resources for the Full Support topology
without further consideration?

Are design details of
components and invocation patterns
of the components currently
unknown?

Does your solution need CEI?
(Common Event
Infrastructure)

Does your solution
contain long running BPEL processes;
or business state machines,
or human tasks?

Is your solution comprised of
only WEBSERVICE-SYNC or
SCA-SYNC calls?

Basic
Topology

Figure 6-2 Topology selection for the simple mediation flow scenario

The main decision points for ITSO Bank are:

» A highly available solution with load balancing is required, so a clustered

topology is needed.

» ITSO Bank does not want to commit the hardware resources that are required
to implement the Full Support topology unless the applications that they are
deploying to the topology require those resources.

» Their application solution uses only synchronous Web services calls.
Therefore, the Basic topology meets their needs and is the topology selected.
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6.1.3 Overview of how to implement the Basic topology

Figure 6-3 summarizes the steps to build the Basic topology.

Generic steps
for creating
clusters

Hardware plan
S —

Product installation
— T

Create the database and schemas
— T

Create the cell

Create the nodes

Specific
configuration steps
for the Basic
topology

Configure database connectivity
—_—

Create cluster and cluster members
R —"

Configure SCA destinations
S ———

Verify the topology

Install and
test the
scenario

v |

Install the enterprise applications

Configure IBM HTTP Server

Test the scenario

Figure 6-3 Building the Basic topology for WebSphere ESB
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Figure 6-4 shows the simple mediation application on this topology.

WESBCell01
Machine 1 Machine 2 Machine 3
WebSphere ESB WebSphere ESB WebSphere ESB
WESBCellManager01 WESBNode01 WESBNode02
I WESBServer01 WESBServer02 I
Dmgr01 : |
I E SCA Queues (active) E SCA Queues (standby) I
webserver1 !_ WESBCluster01 L I
IHS
] Plug-in I

Figure 6-4 Basic topology implementation

6.2 Generic steps for creating WebSphere ESB clusters

This section describes the hardware plan for the Basic topology and describes
how to prepare a WebSphere ESB cluster.

6.2.1 Hardware plan for the topology

This section describes the hardware that is required to support the Basic
topology. In this topology (illustrated in Figure 6-5 on page 100), three machines
support the cell hosting for the mediation module and one machine hosts the
client and Web services applications for testing purposes. A final shared machine
provides the database functionality. The hardware plan includes:

» The first machine (ebt0) hosts the deployment manager and the IBM HTTP
Server and associated plugin.

» The second and third machines (ebtl and ebt2) host the mediation cluster in
a horizontally clustered configuration, as well as the associated nodes.

» The fourth machine (ebt3) hosts the client application to access the mediation
module and the Web services applications in two stand-alone WebSphere
Application Servers.
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» A fifth machine (db2), not shown in the diagram hosts the database that is
required to support the messaging engines.

Note: Although this is the configuration we used, you can choose any
combination of machines to create this topology.

Table 6-1 describes how we use these machines. You can choose to use a
different combination of machines and operating systems. In total, the topology in
this chapter consumes about 2.5 GB of memory.

Table 6-1 Systems that we use for this topology

System name Host name Operating system

ebt0 ebt0.itso Windows® 2003 Server

ebt1 ebt1.itso Windows 2003 Server

ebt2 ebt2.itso Windows 2003 Server

ebt3 ebt3.itso Windows 2003 Server

db2 db2.itso Red Hat Advanced Server 4 U4

Note: You can define a hosts file that maps the host names that are defined in
Table 6-1 to the IP address of each of your machines to help when following
the steps in this chapter.

You can find the hosts file on Windows platforms at:
<WINDOWS_HOME>\system32\drivers\etc
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WASNode02:Server1 WESBServer01 WESBServer02
—
ebt0
WASNode01:Server1 WebSphere Plug-in
IBM HTTP Server Deployment Manager

e

o

Figure 6-5 Hardware plan for the Basic topology

The end-to-end flow for the topology, as shown in Figure 6-5, is:

1. A user makes a request from a browser to the front-end client application,
running as a JSP on WASNode0O1:serverl on host ebt3.

2. The client application is configured to forward the request to IBM HTTP
Server running on ebt0.

3. The WebSphere Plugin distributes the request to a cluster member hosting
the mediation module. The cluster member is WESBServer01 or WESBServer02
hosted on ebt1 or ebt?2 respectively.

4. The mediation application running on this cluster member performs the
appropriately mediated call to one of the Web services that is hosted on
WASNode02:serverl on host ebt3.

5. The return path through the infrastructure is the reverse of this flow.

6.2.2 Product installation

100

It is assumed that the following products have been installed:

» WebSphere ESB V6.0.2
» IBM HTTP Server V6
» DB2 Universal Database Enterprise Server V8.2

Note: For information about how to install these products, refer to Appendix B,
“Product installation” on page 429.
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6.2.3 Creating the messaging database

This task describes how to create the messaging database. For this chapter, we
assume the Relational Database Management System (RDBMS) is DB2, the
instance is called ebtinstl, and the administrative user name is ebtinstl.

Log in as the database administrative user and issue the following commands
from a DB2 command window to create the required database:

db2start

db2 create database MEDB

If the create command is successful, you see the following message:
DB20000I The CREATE DATABASE command completed successfully

6.2.4 Copying the database driver files

The Java driver files for DB2 are located on the database system. In our DB2
example, they are in the directory /opt/IBM/db2/V8.1/java.

On each of the nodes and on the deployment manager, copy the database driver
files to a standard location. In this example the standard location for the driver
files is c:\db2client.

6.2.5 Creating the messaging database schemas
The messaging database includes two schemas that support the messaging
engines in this topology:
» SCA Application
» SCA System
You can create the DB2 commands for generating the schemas on any system
with the WebSphere ESB product installed. On any WebSphere ESB node,

create the data definition language (DDL) files for the Service Integration Bus
(SIB) SCA schemas as detailed in Table 6-2.

Table 6-2 WebSphere ESB SCA schemas

Schema name | Database | Purpose

SCASYS MEDB System bus messaging store

SCAAPP MEDB Application bus messaging store
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In this example:
» The database user name is ebtinstl.

» The script to generate the schemas is located in the % WAS_HOMEY%\bin
directory (for example, C:\IBM\WebSphere\ESB\bin).

» The database target for the DDL generated is running on a Linux® system.

To create the messaging database schemas, follow these steps:
1. Open a Windows command prompt and issue the following command:
cd C:\IBM\WebSphere\ESB\bin

Note: Each of the commands in this series of steps is a single line
although in the format of this book they might wrap. Also, the commands
assume that the database is running on a UNIX platform. If you are using
Windows, you need to replace -platform unix with -pTatform windows.

2. Issue the following command for the SCASYS DDL generation - SCA System
Schema:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
SCASYS -statementend ; -user ebtinstl >
c:\createSIBSchema_SCASYS.dd]

3. Issue the following command for the SCAAPP DDL generation - SCA
Application Schema:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
SCAAPP -statementend ; -user ebtinstl >
c:\createSIBSchema_SCAAPP.dd1

4. Transfer the DDL files to the DB2 database server and execute them.

a. Transfer c:\createSIBSchema_SCASYS.ddl and
c:\createSIBSchema_SCAAPP.ddI to the DB2 database server. In this
example, the DDL files were transferred to /tmp on the database server.

Attention: If you transfer these files from Windows to UNIX, there
might be return characters (\r) at the end of each line. To run the DDL
scripts, you must remove these characters. A UNIX utility such as
dos2unix will remove these characters.
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b. Log in to the DB2 server as the appropriate user (ebtinstl) and run the
following commands to create the tables:

db2 connect to MEDB

db2 -tf /tmp/createSIBSchema_SCAAPP.dd1
db2 -tf /tmp/createSIBSchema_SCASYS.dd1
db2 connect reset

Note: These DB2 commands report various informational index and
primary key messages, such as:

SQLO598W Existing index "SIB SCAA.SIBOOOPKIX" is used as the
index for the primary key or a unique key. SQLSTATE=01550.

These are not errors. You can ignore these messages.

6.2.6 Creating the WebSphere ESB cell
This task creates the WebSphere ESB cell, which is achieved by creating a
deployment manager profile. Follow these steps:
1. Login to the ebt0.itso machine, which becomes the deployment manager.

2. Open the profile creation wizard by selecting Start — All Programs — IBM
WebSphere — Enterprise Service Bus 6.0 — Profile creation wizard.

Note: For information about how to launch the Profile creation wizard on
other platforms, see:

http://publib.boulder.ibm.com/infocenter/dmndhelp/v6rxmx/index.js
p?topic=/com.ibm.websphere.nd.doc/info/ae/ae/tpro_instances.html

In the Profile creation wizard, click Next.
Select Deployment manager profile and click Next.
Leave the default profile name as Dmgr01 and click Next.

o o~ w

Leave the default profile directory and click Next.
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7. Specify the node name, host name, and cell name according to the follow
specifications and click Next, as shown in Figure 6-6.

— Node name: WESBCelTManager01
— Host name: ebt0.itso
— Cell name: WESBCe1101

gl Profile Wizard M= E3

Node, host, and cell names

Specify a node name, a host name, and a cell name for this profile. Refer to
the installation and migration infarmation for detailed field descriptions and
migration considerations.

Mode name:
[wESBCelManagera1

Host name:
|ebto.itsa

Cell name:
fwESECeNN J

Node name:  The node name is for administration and rmust be unigue.

Host name:  The host name is the domain name system (DRS) name
(short or long) or the IP address of this computer. ;I

= Back | ﬂext;l Cancel |

Figure 6-6 Node, host, and cell name configuration

InstallShield ——

8. Leave the port numbers at their default settings and click Next.
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9. Inthe Windows service definition panel, select Automatic for the Startup type
and click Next, as shown in Figure 6-7.

gl Profile Wizard M= E3

Windows service definition

Choose whether to use a'Windows service to run the WebSphere ESE.
Windows Services can start and stop the WebSphere ESE, and configure
startup and recovery actions.

v Run the YWebSphere ESB process as a Windows service.

* Log on as a local system account

- Log on as a specified user account

User name: IAdministratc
Passward: I

Startup type:

139.... [

InstallZhield

The user account that runs the Windows Service must have the following user
rights: |

= Back Mext = Cancel |

Figure 6-7 Windows service settings

10.0n the Service Component Architecture configuration panel, click Next.
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11.Confirm that the details are correct on the Profile summary panel and click
Next, as shown in Figure 6-8.

gl Profile Wizard M= E3

Profile summary

The profile that you are creating has the following characteristics:

# Type - Deployment manager

# Location - CABMWWebSpheralESB\profiles\Dimgr01
» Mame - Dmgr01

# Hostname - ebtl.itso

# MNode name - WESECellManager01

# Cell name - WESECell01

» Size- 49.1 MB

Click Mext to create this profile or click Back to change the characteristics of the
profile.

InstallZhield

= Back

Cancel

Figure 6-8 Deployment manager creation summary

12.A panel displays the progress. When complete, clear the Launch the First
Steps console check box and click Finish. The deployment manager now
exists.

13.0pen a command prompt on ebt0, change to the
% WAS_HOME%\profiles\DmgrO1\bin directory, and issue this command:

startManager.bat

Figure 6-9 shows the output from this command.

c|Command Prompk =] 3
C:~1BH~lebSphere\ESB~prof iles“DngrBlsbin>startManager.bat
AD

N
MU??811: Because dmgr is registered to run as a Windows Service. the reqguest

to start this server will be completed by starting the associated
Windows Service.
ADMUA116I: Tool information is being logged in file
C:xIBH~WebSphere\ESB \prof iles“Dngrdl-logs dngr startServer. log
ADMUB1281: Starting tool with the DmgrBl profile _J
ADMU3188]1 : Reading configuration for server: dmge
ADMU32ABI : Server launched. Waiting for initialization status.
ADHMU3BBAI : Server dmgr open for e-business; process id is 1156

C:~IBH~WebSphere“ESBs\prof iles “DngrB1i~bin>_

Figure 6-9 Starting the deployment manager
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14.1t should now be possible to connect to the Administrative Console that is
running on the deployment manager by opening a browser to:

http://ebt0.itso:9060/ibm/console

15.Log in to the Administrative Console (as any user). Figure 6-10 shows the
Web page that opens.

Welcome Wouy | Logeut | Support | Help ‘ m._:'
Welcome =
Guided Activitiss Welcome to WebSphere Enterprise Service Bus
Servers
Applications ®® WebSphere ESB product information About yourWebSphere ESB

Resources Lize the [BM web site to find WESB product information

Procuct Mame: [BM wWehSphers Enterprise Service
Security including WESE product support, Fas, Technotes, hints and

Bus
I “ersion Kumber: £.0.2.0
Bt Number: mi549.11

Enuironmant
Integration Applications -
|iransant Matarisl Drmart of 96
System administration

Monitoring and Tuning

Troubleshooting

Service integration WebSphere ESB ® WebSphere FSB Documentation
upoI Get the latest technical articles, best practices, tulorials and For documertation, including srticles and PDF files, visit the:
much more in the YishSshere Business Interation Zone. onine ibrary.

@ Task filtering selector
Filter administrative tasks — A N U 7
Ausilsble task filkers

Application Integration
Sarver and Bus

Apply

K1

Figure 6-10 First login to the Administrative Console

6.2.7 Creating the nodes

The next step in building this topology is to create the profiles and associated
nodes for the topology. The deployment manager must be running on ebt0.itso
to enable node federation. The nodes are created on ebtl.itso and ebt2.itso.

Note: Ensure that the time difference between the deployment manager
machine and the custom profile machines is within five minutes.

To create the nodes, follow these steps:

1. On ebtl, open the profile creation wizard by selecting Start — All
Programs — IBM WebSphere — Enterprise Service Bus 6.0 — Profile
creation wizard.

In the Profile creation wizard, click Next.
Select Custom profile radio and click Next.
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4. Enter the host name of the deployment manager, in this example ebt0.1itso,
leave the SOAP port as the default (8879), ensure that Federate this node
later is not selected, and click Next, as shown in Figure 6-11.

=10l x|

Eh Profile Wizard

Federation

Acustom profile containg an empty node that must be federated to a
deployment manager to become a functional managed node. [dentify a
running deployment manager that will administer the node ar choose to
federate the node later using the addMode command.

T name ar the |P address for the deployment manager:
ehtl.itso

The SOAP port for the deployment manager (88749 is the defaulf):
|EEE

G_ Federate this node later using the adddode command.)

You must federate this node later it the deployment manager :

# iz not running.

Installzhield

= Back | Mext = Cancel |

Figure 6-11 Deployment manager location and federation

5. Set the Profile name appropriately (WESBNode01) and click Next.
6. Accept the default profile directory and click Next.
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7. Specify the node name (WESBNode01) and host name (ebtl.itso) and click
Next, as shown in Figure 6-12.

gl Profile Wizard M= E3

Node and host names

Specify a node name and a host name far this profile. Refer to the installation
and migration information for detailed field descriptions and migration
considerations.

Mode name:
[WESBNadent

Host name:
Jebtt.itsa

Node name:  The node name is used by the deployment manager for
administration. The name must he unigue within the cell.

Host name:  The host name is the domain name system (DRS) name
(short or long) or the IP address ofthis computer. j

InstallZhield — S S

= Back Mext = Cancel |

Figure 6-12 Node and host name

8. Leave the default port numbers and click Next.
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9. Confirm that the details are correct on the Profile summary panel and click
Next, as shown in Figure 6-13.

gl Profile Wizard M= E3

Profile summary

The profile that you are creating has the following characteristics:

# Type - Custam profile (Federate a custom profile to create a managed
node)

# Location - CABMWehSpheralESE\profilesWWESBNadel

» Mame - WESBMNodel

# Hostname - ebtl.itso

# Size- 29.1 MB

Click Mext to create this profile or click Back to change the characteristics of the
profile.

InstallZhield — S S

Cancel

Figure 6-13 Node creation summary

10.A panel displays the progress. When complete, clear the “Launch the First
Steps console” check box and click Finish.

The node now exists and is federated into the cell. The federation process starts
the node automatically.

Repeat these steps for the second node, using the values shown in Table 6-3.

Table 6-3 Second node details

Setting Value

Profile name WESBNode02
Node name WESBNode02
Host name ebt2.itso
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After you have created both nodes, verify that they are running in the

Administrative Console by following these steps:

1. Open a browser to http://ebt0:9060/ibm/console.

Note: You need to logout from any existing console sessions.

2. Navigate to System administration — Nodes and verify that all nodes are
running as indicated by the green symbol next to each node, as shown in

Figure 6-14.

Note: Upon initial log in to the Administrative Console, you might need to
change Task filter selection to A// and click Apply to view all available

functionality.

welcome admin | Legout | Suppart | Hzlp
Welcome
Guided Activities Nodes r N AN

Servers
Nodes

Applications

A node conresponds to a physical coraputer systern with a distinet IP host sddress. The node name is usually the
& same as the host name for the computer, The following table lists the nodes in this cell. vou can add new nodes rnarker wher
(O S inte the cell by dicking on "Add Node" and specifying a remote, running WebSphere Application Server instance,

°ee .
|l g38E
800;
Close pags
h N | 7 — Wrelb |
Field halp
Far field hel|

select a fielc

cursor sppe:

Monitoring and Tuning
Troubleshooting
Service integration

uoet

Security Praf
vafarances Page help
LI nenG Add Hode | | Remove Node Force Delete Full h | | step More infarm
thiz page
Integration Applications B e
T -
El Systsm administration 2 %
cell Select Name 2 Versian Discovery Protacal £ Status )
Deployment manager O WESECellMananernl 60,217 TP L5
e
Noda agents [~ | iEseNodens 6.0,2.17 TP [5)
(ot groms O WESBHode02 £0.217 Tcp &
Save Changes to Master Repository
Console settings Total 3

Figure 6-14 Successful node installation and startup
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You have now constructed the topology shown in Figure 6-15.

WESBCell01
Machine 1 Machine 2 Machine 3
WebSphere ESB WebSphere ESB WebSphere ESB
WESBCellManager01 WESBNode01 WESBNode02

Dmgr01

IHS

Figure 6-15 Cell and nodes defined

6.3 Specific configuration steps for the Basic topology

This section describes the following:

» Configuring database connectivity
» Configuring the cell
» Verifying the topology

6.3.1 Configuring database connectivity

This section describes how to connect successfully to the database that is
required by WebSphere ESB in the Basic topology (the MEDB - Messaging
database):

1. On ebt0, open the cell deployment manager Administrative Console and
login. We used the following URL:

http://ebt0.itso:9060/ibm/console
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2. Navigate to Guided Activities —» Connecting to a database and click Start,
as shown in Figure 6-16.

Welcarne admin

Logout | Suppart | Help |

Welcome Connecting to a database

Bl Guided Activities
Intraduction
Enabling global security (=
Routing requests from a Web server This guided activity l2ads you thraugh
& e eppisedien Ay 2 set of steps to configure database
access for an application, It is
assurnad that the datshase software
Configure your Metwork Deployment is installed and configured, After
Environment completing these steps, your
application will be able to access the

annecting o a databaze!

SE data fram a database.
e — e, dick Start.
Resources
Assumptions
Security Canfigure cradentisls for secure p
database access
&5
EpUironment Configure & OB pravidar Itis assumed that you are installing an application that needs to securely
Integration Applications access data from a relational database. For maore information an this task, see
Configure WebSphere variables the following sources in the information center,
Systern administration

B

Configure 2 data source

=

Litatisalig) Sk TMiaiie . @ Creating and configuring 3 JOBG provider and data source

Troubleshooting Save and synchronize configuration

. @ Deploying data gecess applications
Service integration Test database connaction
uoot - @ Learn about data aecess resources

Before you begin

« Verifythatthe database and JDBC provider is supported by WebSphere
Application Server. For more infarmation see Vendorspecific data
sources minimurm reguired seffings in the infarmation center,

« Creste and configure any required databases ortables and verify thatyou
can connectto the databases using the datahase wendor tools.

s Install the database client drivers on the same node as the WebSphere
Application Server that accesses the database.

Figure 6-16 Connecting to a database guided activity

3. Select Click to perform in the new panel.
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Authenticating the alias
You need to set the user and password values for database access. Follow
these steps:

1. Click New to create a new authentication alias to connect to the database, as
shown in Figure 6-17.

welcame admin | Logaut | Suppart | Help I
certam gats source types tat are
Welzome Svailabla on the 2708 platforme IF you (2 Close page
& Eitiod) Al sre using WebSphere Application
Server for 2/ 08, see the information
) . E
lata entries

Identity Support bafore making a

Routing requests from 3 Wab seruer Tratn o e A soms Field help
o an application seruer security configuration, J2EE i (azc) ic a i For field help informat
Connecting to a database data entries SE'EEt a ﬁhE‘d ‘-:bEL Dlr !
Read rmore about JDBC and marker when the halp
Configure your Metwark Deployment (a i Spacfies a list of user IDs and passwords for Java 2 cursor appears.
& authentication aliases P
nuironment connector security to use.
R To create a new JZC authentication  — Preferences Page help

alias, complete the following steps: More information abay

Applications e this pece
O [

=

1. Click Click to perform to load
Resourcas the 128 authentication

=]

=
sliazes panel. - L

Securit
il 2. Click New on the J2¢ Select| Alias & User 1D & | Description &
CE— authentication data entries v % v
el [~ SCA muth alias | sca This is the
Integration Applications 3. Enter the alias, user ID, alias used by
password, and dascription, SCA £5 login
Systemn administration Click DK, The updated J2¢ to a secured
authentication alias list is SIBus
Manitaring and Tuning displayed.
4. To put the alias configuration Total 1
Troubleshosting inte effact you map haus to
stop and start the server,
Service integration This will be parfarmed later in

the Test database connection
step of the quided activity.

2]

upDI

To continue, dick Nextstep,
B Click to perform "S- Next step
Configure a JDBC provider

Configure WebSphere variables

Configure & data source

ave and synchronize configuration

Test database connection E.

Figure 6-17 Creating a new authentication alias

2. Complete the appropriate information for the database, as shown in
Table 6-4, and click OK.

Table 6-4 Authentication alias parameters

Parameter Value

Alias db_alias

User ID ebtinst1

Password itso4you

Description For all DB connectivity
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Figure 6-18 shows an example.

welcome admin | Logout | Support

Welcome

000,

certain data source types thatare ]
available on the z/@5 platfarm. If you

<l
sre using WebSphare Application os= page

B @k csiuios Server for z/0S, see the information

center article entitled, Using Thread
Identity Support before making a
decision about your data source
security configuration,

Enabling global security
Routing requests from a lWeb server
5 an spplication server
Connecting to a database

Read more about IDBC and
authentication aliases

Configure your Metwork Deployment
Environment

To create a new J2C authentication

Servers alias, complete the following steps:
Applications
1. Click tlick to perform to load
Resources the J2€ authentication
aliases panel.
Security Click New o the 12C

authantication dsta antrias
panel.

Enter the alias, user ID,
password, and description,
Click OK. The updated J2¢
authantication slias list is
displayed.

Ta put the aliss configuration
into effect you may have &
stop and start the server,

will be parformed latar in
the Test database connection
step of the guided activity.

Environment

Integration Applications 3
Systern administration

Monitoring and Tuning

Troubleshosting

Service integration

ucDI

To continue, click Nextstep,

 Click to perform Next step.

ure s IDBC provider

Canfigurs WebSphere variables

Configure a data source

Saue and synchronize canfigurstion

Test database connection

12EE Connector Archi
suthentica

ecture (12
ion data entries

Specifies 3 list of user 1Dz and passwords for
Jaus 2 connector security to use,

Configuration

General Properties
* Alias

db_alias
* User ID

ebtinztl

# Paszuord

Description

For all DB connactivity

[oK| [ Reset | | Gancel

Field help

specifies an optional
desaription for the
authentication data entry.
Far exarnple, this
authentication data entry
used to connect to DBZ,

Page help
formation about
this page

Figure 6-18 Authentication data entries

3. After the values are configured, click Save towards the top of the Web page.
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4. Select Synchronize changes with Nodes and click Save, as shown in

Figure 6-19.

available on the z/&§ platform. If you
ars using WabSphare Application
server for /05, see the information
center article entitled, Using Thread
Identity Support before making a
decisian about your data source
sacurity configuration,

B Guided Activities

Enabling global security
Routing requests from a lWeb server
5 an spplication server

Connecting to a database

Read more about IDBC and
authentication aliases

Configure your Metwork Deployment
Environment

To creste a new J2C authentication

Servers alias, complete the following steps:
Applications
1. click click to perform to load
Resources the 120 authentication
aliases panel.
e 2. Glick New on the 12¢

suthentication dsts antrias

panel.

Enter the alias, us=r 1D,

password, and description,

Glick OK, The updated 12¢

suthentication aliss list is

displayed.

4. To put the sliss configuration
into effect you may have to
stop and start the server,
This will ba parformed later in
the Test database connection
step of the guided activity.

Environment

Integration Applications
System administration
Monitoring and Tuning

Troubleshosting

Service integration

ucDI

To continue, click Nextstep,

B _Click to perform Next step.

Canfigure s IDBC provider

Canfigurs WebSphere variables

Configure a data source

Saue and synchranize configurs

Test database connaction

e
welcorne admin | Logout | Suppert | Help =
Welcame certain data source types that are =

Cloza page

[12EE Connector Architecture (321
authentication data entries

Field help
For field help information,
select a field label or list
marker when the help
cursar appears.

JZEE Connector Architectura (320)

authentication data entries > Save

Save your workspsce changes to the
rmaster configuration

Click Save to update the master Page help
repository with yaur changes, Click Mere information sbout
Discard to discard your changes and this page

begin work again using the master
repository configuration, Glick Cancel to
continue working with your changes

Total changed documnents: 1

¥ synchronize changes with Hodes

Save | | Discard Cancel

[ I —

Figure 6-19 Synchronizing the changes

5. When completed, verify that there were no errors with the synchronization

and click OK.

A new authentication alias called WESBCe11Manager01/db_alias is created, as

shown in Figure 6-20.

Welcorne admin | Legeut | Suppert | Help
cartain ats source types that are
LY Suallable on tha /0% platfarm 1 vou =1

are using WebSphere Application
Server for 2/05, see the information
center article entitled, Using Thread
Identity Support before making &
decision about your data source
security configuration,

B Guided Activities

Enabling global security
Routing requests from 2 Wb seruer
o an application server
Connecting ta a database

Read more about IDBC and
authantication aliases

Configure yaur Metwark Daployment
Environment

To create a new J2C authentication

Seruars alias, complete the following steps:
Applicstions
Click Click to perform to load
Resourcas the J2C suthantication
- sliases panel.
Sacunt 2. Click New on the J2¢
T suthentication data entriss
nuironment
panel.

3. Enter the alias, user ID,
password, and deseription
Click OK, The updated J2C
authentication alias list is
displayed.

4. To put the alias configuration
into effect you may have to
stop and start the server,

Integration Applicstions

Systern adrministration

Menitoring and Tuning

Troubleshooting

Close page

[12EE Connector Architecture (02C) authentication dataentries 7 — fHelp |

JZEE € ol data entries

i Qzc) icati

Specifies 3 list of user IDs and passwords for Java 2 connectar
security to use,

Preferences

New|  Delete

Description

select| Alias & User ID

- SCA Auh Allss SCA

alias uzed by
SCA to login
to a secured
STbus

For all DB
connectivity

[~ | wEsBGellManagern1/db aliss| ebtinstl

Total 2

Field hel
For field
select 3
rarker
cursor 3

Page he
More inf

Figure 6-20 New authentication alias created

6. Select Next step to continue to the Configure a JDBC™ provider panel.
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Creating a JDBC provider
The next step creates a JDBC provider for use by the data sources later:

1. In this panel, select Click to perform.

2. Set the scope to cell level only by clearing the Node and Server entry boxes
and clicking Apply, as shown in Figure 6-21.

welcome admin | Logout | Suppert |

Welcome
B Guided Activities

Enabling global security

Routing requests from 3 Web seruer
o an application server

Connecting ta a database

Configure yaur Metwark Daployment
Enuvironment

=

Servers

=

Applicatians

=

Resources

=

Security

=

Environment

=

Inteqration Applicstions

=

Systern adrninistration

=

Monitoring and Tuning

=

Troubleshacting

=

Service integration

=

ucDI

Help

Connecting to a database

Intraduction

Canfigura wredentials for secure
database access

E tonfigure a IDBC provider

To access a database, you must first
raprasent tha client drivar for the
dstabase vendor in webSphere
Application Server by creating a JDBC
provider,

To ereats a new JDBC provider,
complete the following steps:

1. click click to perform to load
the JDBC providars panal,

2. ¢lick New and the new JDBC
provider panel is displayed.

3. Follow the steps on the panel
to salact the databasa type,
provider type, and the
implamentation type,

4. ¢lick Next and the JDBC
provider detail panel is
displayad.

5. Enter the proparties faor the
JDBC provider and dick
Apply.

To continue, dick Nextstep,

B Click to perform "R MNext step
Configurs WebSphere variables
Configure 3 data source
Zave and synchronize configuration

Test database connaction

Hints and tips

AScope section exists on the JOBC Praviders collection page. Ifyou are using
WehSphere Application Server Metwork Deployment edition, you see a more
advanced setaf options displaved in the Scope selection panel. Selecting the
node scope (thatis, Scope: Cell="MyCell™ Node="MyNode") means thatthe
JDBC providers thatyou are configuring are available 1o all of the application
servers that are running on the specified node. Itis recommended that you use D

close page[s
D) 7 -

IDBC providers Field help

For field help infor
select 5 field label
rmarker when the h

cursor appears,

IDBC providers sre used by the installad
applications to sccess dats from databases.

B Seope: Cell=WESBCello1

Page help
Scope specifies the lsvel st which the y
More informatian af
resource definition is visible, For detailed 5
this page

information on what scope is and hou it
works, see the scope settings help

- cell
wEseCello
Hade
Browse Hodes
Server

Browse Servers =
Apply

Preferences

(heu]) Delete

C

Figure 6-21 Setting the cell scope

3. In the JDBC providers panel below the scope, click New, also highlighted in

Figure 6-21.
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4. From the Configuration panel, select DB2 as the database type, set the
provider type to DB2 Universal JDBC Driver Provider, and the
implementation type to XA data source. Click Next, as shown in Figure 6-22.

Welcome
B Guided Activities

Enabling global security

Routing requests from a Web server
to an application server

Connecting to a database

Configure your Metwork Deployment
Environment

Servers

Applications

Resources

Security

Enviranment
Integration Applications
Systern administration
Monitoring and Tuning
Troubleshooting
Service integration

uoet

welcome admin | Logout | Suppart | Help

Connecting to a database

Intraduction

Configure cradentizls for secure
atabase access

B Configure a IDBC provider

To accass a database, you must first
represent the dlient driver for the
database vendar in WebSphare
Application Server by creating a JDBC
pravider,

To ceate a new JGBEC provider,
carnplata the following steps:

1. ¢lick click to perform to laad
the JDBC providers panel,

2. click New and the neu JDBC
provider panel is displayed.

3. Follow the steps on the panel
to select the database type,
provider type, and tha
implarnentation type,

4. ¢lick Next and the JDBC
provider detail panal is
displayed.

5. Enter the properties for the
JDBC provider and dick
Apply.

Ta cantinue, dick Nextstep,

B click to perform "S MNext step
Configure WebSphere variables
Configure & data source
Save and synchronize configuration

Test database connection

Hints and tips

A Scope section exists on the JDBC Providers collection page. If you are using
WehSphere Application Server Metwork Deployment edition, you see a more
advanced set of options displayed in the Scope selection panel. Selecting the

node scope (thatis, Scope: Cell="MyCell" Node="MyNode") means thatthe

JDBC providers thatyou are configuring are available to all ofthe application

servers that are running on the specified node. Itis recommended that you use D

Close page
PDBC providers e e
IDBC providers > New Field help
Far fiald helf
Choose 3 type of DBC provider to create. colact 4 fiele
marker uher
Canfiguration cursor sppe:
Page help
General Properties More inform
this page

Stap 1: Selact the dstabase type
DBz -

Step 2: Selact the provider type
[DB2 Universal IGBC Driver Pravider =1

Step 3: Select the implementation type
#A data source B
Cancal

Figure 6-22 JDBC provider configuration

5. In the next panel, which names the provider and locates the driver files,
accept all the defaults and click OK.

Save and synchronize these changes and click OK when complete.

Select Next step to open the WebSphere variables panel and then in this
panel select Click to perform.

Setting the WebSphere variables

The JDBC provider uses WebSphere environment variables to identify the driver
file locations. For these variables to resolve, you need to set their values
appropriately. The scope for these variables should be Cell or Node, as shown in
Table 6-5 and Table 6-6.

Note: When setting the scope, the selection is not applied until you click
Apply.
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To set the WebSphere variables:

1. Clear the node and server entries, and click Apply to set the active scope to

the cell.

2. Create or modify each environment variable, and set the value as defined in

Table 6-5.

Table 6-5 Cell scope environment variables

Name Value Scope
UNIVERSAL_JDBC_DRIVER_PATH c:\db2client | Cell
DB2UNIVERSAL_JDBC_DRIVER_PATH c:\db2client | Cell
DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH | c:\db2client | Cell

3. When you have defined all three variables at the cell level, click Browse

Nodes. Select WESBNode01 and click OK. Click Apply to set the active

scope to the node.

Define the node scope environment variable

DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH, and set the value as shown
in Table 6-6. Also delete the other two variables shown in Table 6-6.

Attention: At the node scope, you must delete the environment variables

UNIVERSAL_JDBC_DRIVER_PATH and
DB2UNIVERSAL_JDBC_DRIVER_PATH.

Table 6-6 Node scope environment variables

Name Value Scope
DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH | c:\db2client | WESBNode01
WESBNode02
UNIVERSAL_JDBC_DRIVER_PATH Delete this | WESBNodeO1
variable WESBNode02
DB2UNIVERSAL_JDBC_DRIVER_PATH Delete this | WESBNodeO1
WESBNode02

variable

Chapter 6. Implementing the Basic topology for WebSphere ESB

119



120

Figure 6-23 provides an example of the environment variable configuration.

WebSphere Variables >
DBZUNIVERSAL JDEBC_DRIVER_MATIVEPATH

Substitution variables allow specifring a level of indirection for
values defined in the system, such as filesystemn roots, Variables
can be defined at the server, node, or cell level. when variables in
different scopes have the same name, the order of resolution is
zerver variables, then node variables, then cell variables,

Configuration

General Properties

# Mame
|DBZUNIVERSAL_JDBC_DRIVEF

Value
[evdbzclient

Description

Specifies the fully qualified
name of the directory containing
native files (2.q., .50 files)

needed by the DBZ Universal

JDBC Driver for processing, lz‘

Apply | ﬂ Reset| Cancel |

Figure 6-23 Setting an environment variable value

5. Repeat this process for WESBNode02 to remove the two environment variables,
and set the third to the value shown in Table 6-6 on page 119.

Save and synchronize these changes.

Select Next step and then Click to perform.
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Configuring the data sources

The next step is to configure the data sources using the JDBC provider that you

just created:

1. In the new panel, click the JDBC provider DB2 Universal JDBC Driver
Provider (XA), as shown in Figure 6-24.

welcome admin | Legout | Suppert | Help

Welcome Connecting to a database

B Guided Activities

Introduction
Enabling global security Gl

Routing requests from 3 Web seruer Configure credentials for secure
0 an spplication seruer database access

Connecting ta a database

2]

Cenfigure 3 JDBC provider
Configure yaur Metwark Daployment
Environment

B

Configure WebSphere variables

Seruers

- complete the follawing steps:
Enuiranment

B Configure a data source
Applicatians After the JDEC provider is configurad,
¥ou must use 3 data source to access
Rasources the database.
Security To crests a new data source,

Integration Applicstions

1. Click tlick to perform to load
the JDBG providers panel.
Systern adrinistration 2. Click on the name of the
= . JDBC providar that you want
HontonngandiTuning to create & dats source for,
Troubleshasting 3. Click Datasources under the
Additional Properties of the
- JDBES provider details panel,
4. To create a new dats source,
uop1 click New and the niew Data
source details panel is
displayed.
5. Enter the properties for the

Data source and click Apply.

To continue, click Next step,

Test database connection

B Click to peforn "R Next step

Save and synchronize configuration

O EEEA
Hints and tips

There are two methods of authertication with 3 datasource: Application
managed sign-on and Container-managed sign-on. For more information on
these types of authentication, see the information center article entitled, JZEE
Connector security.

Apply E
helo |

Field help

For field help infarr
select 2 fiald label
matker when the he
cursor appears.

Preferences

Mew| | Delete

5 [

Select Name 3 Description & Page help
i forrnati
Cloudscape IDBE Built-in Cloudscape T

Provider (KA1 JDBC Provider [HA)

(B2 Universsl DBS Y XA DB2 Universal =
Driver Provider (#4] ) JDBC Driver-

compliant Provider,
Datasources craated
under this provider
suppart the use of
A to parform 2-
phase commit
processing. Use of
driver type 2 on
WabSphare
Application Server for
2/08 is not
supported for
datasources ereated
under thiz provider,

Total 2

Figure 6-24 JDBC provider selection for data source creation

Chapter 6. Implementing the Basic topology for WebSphere ESB 121




122

2. Scroll to the right and click Data sources, as shown in Figure 6-25.

e
welcome admin | Logout | Suppart | Help ==

Welcome Connecting to a database

Hints and tips

B Guided Activities
Intraduction
Crackilog glad oosiy Thers are twa methods of authentication with a datasource: Application
managed sign-on and Container-managed sign-on. For more information on
these types of authentication, see the infarmation center article entitled, J2EE

Routing requests from a Web server
to an application server

Configure cradentizls for secure
database access

Connecting to a database

Configure 5 JDBC provider Connector security.
Configure your Metwork Deployment
Environment Configure WebSphere varisblas
Servers
B tonfigure a data source Close pags =
Applications After the JDBC provider is configured,
you must use 2 data source to access I
Resources the database.
Field halp
Security To creats & new dats sourcs, For field help informa

sentation class name will eliminate the

cornplate the following steps: r
urces and data sources version 4 fram

select a field label or |

Environment matker when the help

Integration Applications 1. cClick Click to perform to load fursar sppears

the JDBC providers panel, Page help
System administration 2. €lick on the name of the . -

JoBe der that t Jriver Provider (XA) More information abo:
Monitoring and Tuning PUENEIEL 3512 o0 Ll this page

to create s data source for,

1 =pplicstions to access data from databarses.
3. Click Data sources under the

Additional Propertias of the

JDBC provider details panel,
4. To create a new data source,

Troubleshooting

Service integration

uoet click New and the new Data
source details panel is Additional Properties
displayed.
5. Enter the properties for the Data sources

Data source and dlick Apply. -
[version 47

To continue, dick Nextstep, 2r (re)

B click to perform "R MNext step

Saue and synchronize configurstion [

Test database connection =l

1] C ] II!E‘

Figure 6-25 Selecting the additional data source property

3. You next need to create a data source for the messaging database, MEDB.
Click New to create a data source and set the parameters, as shown in

Table 6-7.

Table 6-7 Data source configuration

Parameter

Messaging Parameters

Name

MEDB DataSource

JNDI name

jdbc/medb

Description

Messaging engine data source

Component-managed authentication
alias

WESBCellManager01/db_alias

Authentication alias for XA recovery

Use component-managed authentication
alias

Database name

MEDB

Driver type

4

Server name

db2.itso

Port

50000
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Figure 6-26 shows the MEDB data source configuration page. You need to
enter the values that are identified in Table 6-7. To enter these values, you
need to scroll down in this panel.

Welcome
B Guided Activities

Enabling global security

Routing requests from a Web server
to an application server

Connecting to a database

Configure your Metwork Deployment
Environment

Servers

Applications

Resources

Security

Enviranment
Integration Applications
Systern administration
Monitoring and Tuning
Troubleshooting
Service integration

uoet

welcome | Logout | Support | Help

Connecting to a database

Intraduction

Configure cradentizls for secure
atabase access

Configure a JDBC provider
Canfigure WebSphere variablas

B Configure a data source

After the JDBC provider is configured,
you must use 3 data source to access
the database.

To craats a new dats zource,
complete the following steps:

1. click tlick to perform to load
the JDBC providers panel,

2. Click on the name of the
JDBE provider that you want
to create 2 data source for,

3. ¢lick Data sources under the
Additional Propertias of the
JDBE provider details panel,

4. To create a new data source,
click New and the new Data
source details panel is
displayed.

5. Enter the properties for the
Data source and click Apply.

To continue, click Nextstep,

# Click to perform "R Next step

Saue and synchroniza configurstion

Test database connaction

e

28e.
==
Hints and tips

There are two methods of authentication with & datasource: Application
managed sign-on and Container-managed sian-on. For more information on
these types of authentication, see the infarmation center article entitled, J2EE
Connector security,

Close pagefa]

[IDEC providers

Bl Messages

[} additional Properties for this abject will not be availsble §
geners| properties sre applied by clicking on either Apply o

pBC i > DB2 Universal JDBC Driver Provider (XA) > Data sources -

A data seurce is used by the application to access data from the database, A
JDBC provider, which supplies the spacific JDBC driver implermentation dazs,

Configuration

General Properties

# Seope
[callzswEseCellor

# Hame
[MEDE Datasaurce

INDI name
[idbesmed|

¥ Use this Data Source in container managed persistence (CMP)

__

Figure 6-26 Data source configuration

4. Click OK to create the new data source. When created save, and synchronize

the changes and click OK to complete.

5. Click Next step and then Next step again in the Save and synchronize
configuration panel (because you have already saved and synchronized).

Restarting the environment

You need to restart all nodes and the deployment manager to ensure that the
changes that you have made are distributed cell wide. Follow these steps:

1. Open the Administrative Console for the deployment manager hosted on

ebtO.

2. Navigate to System administration — Node agents and select both nodes.
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3. Click Restart to cause the nodes to stop and start, as shown in Figure 6-27.

Applications

Resources

c synchi t

Security
Preferences

Restart |

Envitanment

Integration Applications

The node agent process serves 33 an interrmediary between the spplication servers on
the node and the deployment manager, The node agent process runs on every node and
is specislized to perform node-specific administration functions, such as server process
file transfer, and request rauting.

Restart all Servers on Node

Bl systern administration

[E] 55 ()

cell
Select| Name 2 Node
Deployment manager
R I nodeagent WESENode01
Hod, It
ode agents ~ nodeagent WESBNode0?

Node graups
Save Changes to Master Repository Total 2
Console settings
Monitoring and Tuning
Troubleshooting
Service integration

uppl

Version Status ()
6.0,2,17 P
£.0,2,17 £

welcoma admin Logaut support Hel e
| g | PR | P 252
Welcome Clase page
Guided Activities Node agents W=
y
B servers Nade agents Field help

For field help infarmation,
select a field label or list
marker when tha halp
cursor appears,

Page help
More information about
thiz page

Figure 6-27 Node restart

Note: You need to refresh the Node agents view to see the change in

status.

4. Navigate to System administration — Deployment manager and click

Stop, as shown in Figure 6-28.

Welcome admin | Logout

Suppart | Help

Welcome

=

Guided Adtivitias

=

Seruers

Runtime | Configuration

=

Enuiranmmant

=

Integrstion Applicstions

m

Systern adrninistration

S General Properties

dmagr

Applicstions The deplogment manager provides a single, central point of administrative control for all
elernents of the WebSphere Application Server distributed cell, Specfy configuration

o

Goosurs settings for the deplaymant manager.

Security

Server Infr

Deployment manager
Nodes Hame

Hode agents
Hode groups

Saue Changes to Master Rapository

apply | [0K] [Resst]| [cancel

Jzva and Process Mansgerment

Additional Properties

Cors group servics

Console settings

Monitoring snd Tuning

Parts

Administration Services

O EEA

Close page

Field help
For field help information,
select a field label or list
marker when the help
cursor appears

Page help
Mere information about
this page

Figure 6-28 Stopping the deployment manager

5. Click OK in the verification panel and then start the deployment manager, as
described in step 13 of 6.2.6, “Creating the WebSphere ESB cell” on

page 103.
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Testing database connectivity
After the environment has restarted, ensure that the MEDB database is running

and test the newly created data sources:

1. Open the ebt0 Administrative Console and log in.

2. Navigate to Guided Activities - Connecting to a database — Test
database connection, as shown in Figure 6-29.

Welcome | Logout | Support |

Welcame
B Guided Activities

Enabling global security

Routing requests from 3 Web seruer
o an application server

Connecting ta a database

Configure yaur Metwark Daployment
Enuvironment

Servers

Applications

Resources

Security

Enviranrnent
Integration Applications
Systern administration
Monitaring and Tuning
Troubleshooting
Service integration

uppt

Help

Connecting to a database

Intraduction

Canfigura wedentials for secure
database access

Canfigurs 2 JDEC pravider
Canfigura WebSphere variables
Configure a data source

Save and synchronize configuration

B Testdatabase connection

Aftar you define and save a Data
zource, you can dick Test Connection
on the Data sources collaction panel
or the Data source details panel to
uerfy that the parameters in the dats
zource definition are correct.

If you have created a new 12
authentication alias or WebSphere
Variable, you may need to stop and
start your semer,

For more details, see the information
center article entitled, Testing 2
connection with the administrative
conzole,

 click to perform "RFinish

Common problems

e Formore infarmation on comman database connection issues, see the
following information center articles
© Cannotaccess a data source

© JDBC and data source ooting tips

=
fuelp = |

Field help

For field help inforr
selact 5 field label
marker when the b
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Seruer

Browss Seruars
Apply

Preferances

Mew| | Delete Page help
More information a
this page

& (o) 5 [

select Name 2 Description &

Built-in Cloudscape
JDBC Provider (Ha)

Cloudscape JOBG
Provider (A}

[~ | DE2 Universs| JDBC | XA DBZ Universal
Driver Provider (341 | JDBC Driver-
compliant Pravider,
Datasources crested
under this provider
suppart the use of

Figure 6-29 Testing the new data sources

Select Click to perform.

Verify that the scope is set to Cell and click the JDBC provider. In this
example, the provider is called DB2 Universal JDBC Driver Provider (XA).

5. In the next panel, scroll right and under Additional Properties, click Data

sources.
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6. From the data sources panel, select MEDB DataSource and click Test
connection, as shown in Figure 6-30.

e
Weleome Legout |  Suppert | Hels ‘ 08’
sas;

Welcame Connecting to a database

B Guided Activities Common problems

Introduction
* Formore information on common database connection issues, see the

Cenfigurs cradentials for sscurs following information center articles:
database access =
o Canr 3dala (-]

Configure a JDBC provider

Configure WebSphere variables

Configurs a data source

LI =S Save and synchronize configuration =l
Rezourcas - Fie
[l Test database connection Fo
Security sel
== After you define and save a Data al
T — source, you can click Test Connection con
on the Data sources collection panel . D
ey e Do e a G ne6e JIDBC providers > DB2 Universal IDBC Driver Provider (XA) > o
verify that the paramsters in the dats D a— ‘
System administration source definition are correct. application to sccess data from the ﬁ
urce is d under a JDBC provider, which =
Monitering and Tuning If you have created a new J2C 5  JDBC driver implementation class.
authentication alias or WebSphere
Troubleshacting Variable, you may nesd to stop and ance
start your server.
Service integration New| [ Delete | [ Test connection Manage state.
For more details, se= the information
® upot center article entitled, Testing = oy
cennection with the administrative 5 [
conzale.

JNDI name ¢ | Dascription { | Category &

® Click to sefform "REinish

jdsc/meds

Figure 6-30 Successful database connections

7. The Messages dialog box (at the top in Figure 6-30) should indicate that the
data source successfully connected to the database.

8. Click Finish.

6.3.2 Configuring the cell

To configure the network deployment infrastructure with the options that are
required for the Basic topology, follow these steps:
1. Open the Administrative Console on ebt0 and login.

2. Navigate to Guided Activities — Configure your Network Deployment
Environment and click Start.

3. Scroll down and select Click to perform in the expanded panel to see the list
of nodes.

The nodes are already federated, so select Next step.
The database configuration is already complete, so select Next step.
In the Creating clusters and cluster members panel, select Click to perform.
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7. Click New and enter a Cluster name of WESBCTuster01, as shown in
Figure 6-31.

welcome woderwick | Logout | Suppart | Help
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# Click to perform Next step. =

Cresting samars = Al [
Figure 6-31 Cluster creation
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8. Click Next and then add a first member of the cluster named WESBServer01 to
the node WESBNode01l. Set the template to defaultESBServer, as shown in

Figure 6-32.
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Figure 6-32 Adding the first cluster member

9. Click Apply to add this server to the new cluster.

10.Repeat this process for WESBServer02 on WESBNode02. However, the template
option will not be available now because all cluster members are of the type

that is defined
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by the first member.
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11.Click Apply to add the second cluster member and then click Next, as shown
in Figure 6-33.
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Figure 6-33 Cluster members added

12.At the summary page, click Finish.
13.Save and synchronize the changes.

14.Click Next step to continue, and then click Next step at the Creating
servers option because you require no more servers.

Configuring the environment
To configure the environment, follow these steps:

1. In the Configure your Environment panel, select Click to perform.
2. Click the radio button to configure a cluster.
3. Select WESBCluster01 from the drop-down menu and then click Add.
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4. Select Local for the SCA Destination for this cluster, and click Next, as

shown in Figure 6-34.
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Figure 6-34 Configuring SCA locally

5. From the JDBC provider drop-down list, select the appropriate provider. In this
example the provider is DB2 UDB 8.1 & 8.2 (DB2 Universal JDBC Driver
Provider (XA) type 4).

6. Set the user name to ebtinstl and the user password to itso4you, and click
Next, as shown in Figure 6-35.
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can use the Netvork Deployment
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naad for your envirenmant.
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Connecting ta a database

Configure yaur Metwark Daployment
Environment

JDBC Provider |DBZ UDB 8.1 & 82 (DBZ Universal JOBG Driver Provider (RA) type 4)

ebtinstl

Previous ‘ MNext Cance\‘
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Resources User Name
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Deployrnent Target:

= When the deployment target il
support Business Process,
Hurnan Tazk or Business State
Machines components you will

Figure 6-35 JDBC provider selection
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7. Under System Bus, select Use existing data source. In the drop-down
menu below, select the data source medb.

8. Set the schema name to SCASYS.

9. Under Application Bus, select Use existing data source. In the drop-down
menu below, select the data source medb.

10.Set the schema name to SCAAPP.

11.Clear Create tables because you have already created the tables manually
with the sibDDLgenerator.bat command.

Note: If the database is DB2, this option creates the SCA database
schemas the first time that you start the SCA messaging engines.
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Figure 6-36 shows these settings.

Configure selected clusters and servers E
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* Implementation dass name  [som.ibm. db2 jec, DB2ZRAD ataSource
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S!smm Bus

¥ Use existing data source
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# Gcherna name SCASTE

databaseName=SCADB =]
driverType=4

serverName=|ocalhost
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description=51B DataSource for 50A
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traceFile=
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results sthald abilig=2

currentPackagesets =

Database properties

Application Bus

M Use existing data source

medb -I
* Scherna nams SCAAPP

datsbaseName=5CADE
driverType=4
servertlames=|ocalhost
portiumber=50000

description=516 DataSource for SCA

Datsbase properties
prep traceLeval=

traceFile=
fullyMaterislizelobData=true
resultgetHoldability=2
currentPacksgeSets

[T create tables

Next Cancel

Figure 6-36 SCA Values

12.Click Next. Clear Enable service at server startup because this topology is
not CEl enabled.

13.Click Next and Finish on the summary page.

14.Save the changes to the master configuration and then save and synchronize
these changes. Click OK when this has completed.

15.Click Finish.
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You have now constructed the topology that is shown in Figure 6-37.

WESBCell01
Machine 1 Machine 2 Machine 3
WebSphere ESB WebSphere ESB WebSphere ESB
WESBCellManager01 WESBNode01 WESBNode02
I WESBServer01 WESBServer02 |
Dmgr01 : |
I E| SCA Queues (active) E| SCA Queues (standby) I
!_ WESBCluster01 I
IHS

Figure 6-37 Cluster with SCA queues

6.3.3 Verifying the topology

In this section, you verify the database schema and start the cluster.

Checking the database schema
In this example, DB2 is the RDBMS. To check the database schema, follow these
steps:

1. Log in to the database server as the instance user. In this example this is
ebtinstl.

2. Run the following commands:

db2 connect to MEDB
db2 select tabname from syscat.tables where tabschema=\’>SCAAPP\’
db2 select tabname from syscat.tables where tabschema=\’>SCASYS\’

Note: On Windows platforms do not use the backslashes (\) with the db2
select command.
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Each of the schemas has eight tables. Figure 6-38 shows example output for the
SCAAPP schema.

=

[ebtinstlfdbz ~]§ dbZ connect to medb
Database Connection Information
DEZ/LINUX 5.2.7

EETINST1
HEDE

Database server
3Q0L authorization ID
Local database alias

[ebtinstlifdbZ ~]§ dbZ select tabname from syscat.tables where tabschema=h ' SCLLPPY!

TAENANE

SIEBOOO
SIEBOOL
SIB00OZ
SIBCLASSHMAP
SIBEEYS
SIBLISTING
SIBOWNER
SIBXALCTS

§ recordis) selected.

[ebtinstlfdbz ~]§

Figure 6-38 SCAAPP schema

Starting the cluster
To start the cluster, follow these steps:

1. Ensure that all nodes are running. If a node is not running, start it with the
following commands:

a. Open a command prompt on the node’s host machine.

b. Change directory to the node’s bin directory:
cd\IBM\WebSphere\ESB\profiles\WESBNode01\bin

c. Start the node using this command (Figure 6-39):
startNode.bat

+|Command Prompk

C:~IBM~WebSphere\ESBsprof iles“WESBNodeB1“hin>startNode . bat
ADMUB116I: Tool information is being logged in file
C:~IBH~WebSphere“ESBsprof iles“WESBNodeBi~logs~nodeagentsstartServer.

oy

ADMUB1281: Starting tool with the WESBHode®l profile

ADMU3188]1 : Reading configuration for server: nodeagent

ADMU3I2ABI : Server launched. Waiting for initialization status.
ADMU3BBAI : Server nodeagent open for e-business; process id is 3892

C:~IBM~WebSphere“ESB \prof iles“WESBENodeBi~bin>_

Figure 6-39 Starting a node at the command line
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2. Start the cluster:
a. Open the Administrative Console and login.
b. Navigate to Servers — Clusters.
c. Select WESBCluster01 and click Start, as shown in Figure 6-40.

welcome Wigsh Logout Support Hel s00
gsby | 9 | PP | P -+
welcome Close page
Guided Adiities server cluster T [T
B servers SR Fieln: hl.;h; -
. For field help information,
gl oarem A server cluster consists of a group of application servers, If one of the member saruars salect = field label or list

Generic seruers fails, requests will be routed to other members of the duster, marker when the help

IMS Servers cursor appears.

Preferences
Web servers

Page hel
- tew] | Delete |((start [) stop | | Ripplestart | | 1mmediatestop S

Maore information sbout

Cluster topology Hare info
Core aroups oy thiz peas
Applications 'SE‘“* Mame & Status ()
Resources j[v| |WESBClusterol ®
Security Total 1

Enviranment
Integration Applications
Systern administration
Monitoring and Tuning
Troubleshooting

Service integration

uopt

Figure 6-40 Starting the WESBCluster01 cluster

d. Verify that the cluster starts successfully. The red cross should change to
a solid green arrow. You need to refresh the server clusters view to see
the change in status.

3. Verify that the messaging engines have started:
a. Navigate to Service integration — Buses.

There should be two buses listed—one for SCA Application and one for
SCA System—as shown in Figure 6-41.

Welcome Weginald Logout Support Hel) .80

a I 9 | PP | P aae:

Waleame Close page
Guided Activities uses 7 Qe ]
5 -

ervers e Field help
F—— For field help inform ation,
pplications A service integration bus supports applications using message-based and service- szlack  field label or list
o ariented architectures. A bus is a group of interconnected servers and dusters that have marker when the help
Lt il been added as merbers of the bus. Applications connect to a bus at one of the cursor appears,
—— ressaging engines associated with its bus members,
- preferences Page help
Enviranment Mare inform ation sbout
this pags
P — Men] | Dolets |

systern administration ] [

Monitoring and Tuning

Select| Name & Description {
Troubleshooting [ | SCAAPPLICATION WESBCeIOL.Bu M ing bus for Service
B service integration

[ | SCASYSTEM.WESBCslDL.Bu M ing bus for Servics

WSRR definitions
B Tatal 2
Web services

uppl

Figure 6-41 Service integration buses
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b. Click SCA.APPLICATION.WESBCell01.Bus.
c. Under the Topology section, click Messaging engines.

d. The status of the WESBCTuster01.000-SCA.APPLICATION.WESBCe1101.Bus
messaging engine should be started, as shown in Figure 6-42.

Welcome Wigsby | Logout | Suppart | Help

Close page
Buses . 7 -Mlwep -]
Buses > SCA.APPLICATION.WESBCell0 L Bus > Messaging angines Field help

ing inside a server, that manages messaging
are connected to & messaging engine when

Stary Stop mode: | Immediate =] | Stop
Integrstion Applicstions

Systern sdministration & &

Monitaring snd Tuning Select Marme & Deseri ption O Status & (@)
Troublashooting [~ | ESBClustsr0l.000- L]
ECAAPDLICATION. WESBCellD1.Bus
Bl Service integration
Total 1

WSRR definitions
Buses
Web services

upel

Figure 6-42 Messaging engine in started state

e. Repeat this process for the SCA.SYSTEM.WESBCe1101.Bus.

6.4 Installing and testing the scenario

This section describes how to install and test the topology that you have built by
deploying presentation logic, business module, and enterprise service layers.

6.4.1 Installing the enterprise applications

To test the business mediation logic for this topology, you need to create a
presentation logic layer and a remote enterprise service layer. The presentation
logic layer provides the client for the business module, and the remote enterprise
service layer provides the services that are mediated.

In this example the presentation logic and remote enterprise service layers are
provided by two stand-alone WebSphere Application Server instances. The
presentation logic enterprise application, ITSOESBSmplPrsApp.ear, is installed
on ebt3 to WASNode01 on serverl. The enterprise service enterprise application,
ITSOESBSmpISrvApp.ear, is installed on ebt3 to WASNode02 on serverl.

136 Production Topologies for WebSphere Process Server and WebSphere ESB V6



Deploying the mediation application
The application supporting the business mediation logic is provided by a single

EAR file. You must install this application to the cluster WESBCluster01. Follow
these steps:

1. Open the ebt0 Administrative Console and log in.
2. Navigate to Applications — Install New Application.

3. You install the enterprise application ITSOESBSmplBusApp.ear, which
includes the mediation logic. This file is included in the additional material that
is supplied with this book. To learn how to obtain it, see Appendix A,
“Additional material” on page 427. Copy ITSOESBSmplIBusApp.ear from the
additional material to c:\IBM\WebSphere\ESB\installableApps.

4. In the Administrative Console, select Local file system and click Browse.
5. Navigate to the c:\IBM\WebSphere\ESB\installableApps folder.

6. Select the ESB mediation module to be installed, in this example
ITSOESBSmplBusApp.ear, and click Open.

7. From the Administrative Console, click Next, as shown in Figure 6-43.

e
Welcorne Wigsby |  Logeut |  Suppert | Help ‘ ees”

Welcame

Guided Adtivities

Servers

B applications Specify the EAR, WAR or JAR madule to uplesd and install.

Enterprise Applications Path to the new application.

Instsll Mew Applicstion & Lacal file systom

2CA Modules

Spedify path
AR G IBMWebSphere\ESEN [ Biowss ;
Security ' Rermote file systermn
Envitanmnent t
Browse...

Integration Applications
Systern administration Contaxt root
Monitaring and Tuning Used only for standalone Web modules { war files)
Troubleshooting Cancel

Service intzgration

upel

Figure 6-43 Installing the business module

8. In the next panel, leave the settings at their default, and click Next. Leave all
the application deployment settings as the default.

9. Click the link to the summary panel, in this example Step 7: Summary.
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10.Click Finish, as shown in Figure 6-44.

welcorne wigsby | Lageut | Suppert | Help

telcame
Enterprise Applications Close page

B

Guided Activitias

Install New Application el ]
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Field help
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Enterprise Applications . ool e v i
Install Mew Application cursor appears,
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Page help
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Use Binary Configuration No thiz page
Security
Creste MBeans for resourcas Yes
Envi 3
peenmeny Cell/Hade/Sarver Click here
g Sepliens Reload interval in seconds
Systern administration Enable dass reloading Ne
Cilem i cmd T Process ambedded configuration Yas
Troubleshsoting Application name ITSOESERUsAPp
Walidate Input offfwarn/fail warn
Service integration B
Diractary to install spplication
uopt
Distribute application es
Deplay Web services Ha
Pre-compile ISP | ne
Deploy enterprise beans e

-3 Step 7: Summary

Previous Finish Cancel

Figure 6-44 Business module installation summary

11.After the application is shown as having been installed successfully, click
Save to Master Configuration.

12.Select Synchronize changes with Nodes, and click Save.
13.When completed successfully, click OK.
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14.Start the application (Figure 6-45):
a. Navigate to Applications — Enterprise Applications.
b. Select ITSOESBSmplBusApp and click Start.

E Meszages
started successfully,
started successfully,

WESBCluster0l,

Enterprise Applications
Lists installed applications, A single application can be deployed onto multiple servers,

Preferences

Start | | Stop Install Uninstall Update Rollout Update | Rernove File

mAppIication ITSOESESmplBusApp on server WESBServer0l and node WESBModeOl
mAppIication ITSOESESmplBusApp on server WESBServerlZ2 and node WESBENodeO2

mAppIication ITSOESESmplBusApp started successfully an all the servers in cluster

Export
el
Select| Marme & Status ()
|—( ITSOESESmplBusApp =3 )
r zca.sib.rmediation =3
Total 2

Enterprise Applications f N

Ei

Figure 6-45 Installed enterprise application ITSOESBSmplBusApp

Preparing the presentation logic and enterprise service

layers

You need to define a WebSphere Application Server server to host the

presentation logic layer and then install the presentation logic application. Follow

these steps:

1. Create a new WebSphere Application Server profile using the profile creation
wizard on ebt3. On Windows platforms, launch the Profile Wizard by clicking
Start —» All Programs — IBM WebSphere — Application Server Network

Deployment V6 — Profile creation wizard.
2. Define a profile with the following properties:

Profile type: Application Server profile
Profile name: WASNode01

Node name: WASNode01

Host name: ebt3.itso
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3. When the profile is created, navigate to the bin directory of the profile (which
on our system was C:\IBM\WebSphere\ESB\profiles\WASNode01\bin) and
start the server using the command:

startServer serverl
4. When the server is started, launch the Administrative Console:
http://ebt3.its0:9060/ibm/console

5. Install the presentation logic enterprise application ITSOESBSmplPrsApp.ear.
This file is located in the additional material that is supplied with this book. To
learn how to obtain it, see Appendix A, “Additional material” on page 427. To
install the application, follow these steps:

a. Copy ITSOESBSmplPrsApp.ear from the additional material that is
supplied with this book to c:\IBM\WebSphere\ESB\installableApps.

b. In the Administrative Console, click Applications — Install New
Application and install ITSOESBSmplPrsApp.ear. When the application
is installed, save the configuration.

c. Click Applications — Enterprise Applications and start
ITSOESBSmpIPrsApp (Figure 6-46).

Enterprise Applications . [ h N .

EH Meszages

mAppIication ITSOESESmplPrsfpp on server serverl and node WASNode0l started
successfully,

Enterprise Applications
Lists installed applications, A single application can be deployed onto multiple servers,

Preferences

Start | | Stop Install Uninstall Update Rollout Update | Rernove File Export
k| |4
w2
Select| Marme & Status ()
- Defaulttpplication =3
r ( ITSOESESmplPreApp =3 )

Figure 6-46 Installed enterprise application ITSOESBSmplPrsApp

You need to now define a WebSphere Application Server server to host the
enterprise service layer and then install the enterprise service application. Follow
these steps:

1. Create a new WebSphere Application Server profile using the profile creation
wizard on ebt3. On Windows platforms, launch the Profile Wizard by clicking
Start —» All Programs — IBM WebSphere — Application Server Network
Deployment V6 — Profile creation wizard.
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2. Define a profile with the following properties:

Profile type: Application Server profile
Profile name: WASNode02

Node name: WASNode02

Host name: ebt3.itso

3. When the profile is created, navigate to the bin directory of the profile (which
on our system was C\IBM\WebSphere\ESB\profiles\WASNode02\bin) and
start the server using the command:

startServer serverl
4. When the server is started, launch the Administrative Console:
http://ebt3.its0:9061/ibm/console

5. Install the presentation logic enterprise application
ITSOESBSmpISrvApp.ear. This file is located in the additional material that is
supplied with this book. To learn how to obtain it, see Appendix A, “Additional
material” on page 427. Then, follow these steps:

a. Copy ITSOESBSmpISrvApp.ear from the additional material that is
supplied with this book to c:\IBM\WebSphere\ESB\installableApps.

b. In the Administrative Console, click Applications — Install New
Application and install ITSOESBSmplISrvApp.ear. When the application
is installed, save the configuration.

c. Click Applications — Enterprise Applications and start
ITSOESBSmpISrvApp (Figure 6-47).

Enterpiise Applications . N

E Meszages

mAppIication ITSOESESmplSrvapp on server serverl and node WASNode0Z2 started
successfully,

Enterprise Applications
Lizts installed applications, A single application can be deployed onto multiple servers,

Preferences

Start | | Stop Install Uninstall Update Rollout Update | Rernove File Export

ElGlc

Select| Marme 2 Status ()
r Defaulttpplication =3
m (ITSOESBSmQISruAQQ ={>)

Figure 6-47 Installed enterprise application ITSOESBSmplSrvApp
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6.4.2 Configuring IBM HTTP Server

142

You need to install and configure a router in front of the mediation cluster so that
all members of the cluster can be accessed by the presentation logic layer.

Client requests from the browser are made to the presentation layer that runs in a
stand-alone WebSphere Application Server. The JSP running on this
stand-alone application server cannot make requests to multiple destinations
hosting the Web service. The IBM HTTP Server and WebSphere Plugin work
together to provide a single point of access for the JSP, routing requests from the
presentation logic layer to the mediation cluster members, as illustrated in
Figure 6-48. Mediation then takes place, and a Web services call is made to the
appropriate target. The response is directed back through the original cluster
member.

Presentation Topology Remote Enterprise

Browser logic implementation Services
( A A NS 3
WebSphere B WebSphere

S Cluster A

Application Application

Server IBM Server

Stand-alone HTTP Stand-alone

> Server ///' Ne

U.K. Broker

//\
X/

\ 9%
@ Plugin

U.S. Broker

Figure 6-48 Load-balanced and failover-capable mediation cluster

The following products must already be installed:
» IBM HTTP Server in c:\IBMIHS
» The WebSphere plugin for IBM HTTP Server in c:\IBM\WebSphere\Plugins

For instructions on how to install these products, refer to Appendix B, “Product
installation” on page 429.

Adding the Web server to the cell
To add the Web server to the cell, follow these steps:

1. Open a command prompt on the machine where the Web server plugin is
installed.
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Change to the c:\IBM\WebSphere\Plugins\bin directory.

Note: In this example, the Web server is named webserverl. Therefore, the
configuration script is named configurewebserveri.bat.

Copy the configurewebserveri.bat file to % WAS_HOMEY%\bin on any node in
the cell.

Change to the % WAS_HOME%\bin directory and run
configurewebserver1.bat.

This script adds the Web server into the cell and deploys the applications to the
Web server.

Configuring the plug-in
To configure the plug-in, follow these steps:

1

Open the Administrative Console on ebt0 and login.

2. Navigate to Servers — Web servers.
3.
4

. When complete, the message text identifies the location of the generated

Select webserver1 and click Generate Plug-in.

plug-in file. In this example, it is:
c\IBM\WebSphere\ESB\profiles\Dmgr01\config\cells\WESBCell01\nodes\
ebt0.itso\servers\webserver1\plugin-cfg.xml

Move the plugin-cfg.xml configuration file.

The location of plugin-cfg.xml that the WebSphere Plug-in uses is specified
by the WebSpherePluginConfig variable within the httpd.conf configuration file
of IBM HTTP Server. Therefore, you must move the generated plugin-cfg.xml
to the path that is defined by this variable. In this example, the command is:

move
c:\IBM\WebSphere\ESB\profiles\Dmgr0l\config\cel1s\WESBCel101\nodes\e
bt0.itso\servers\webserverl\plugin-cfg.xml
c:\IBM\WebSphere\PTlugins\config\webserverl\plugin-cfg.xml

Restart IBM HTTP Server for the changes to take effect.

cd c:\IBMIHS\bin
Apache -k restart
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Configuring the application deployment
There are two additional steps to configure the application deployment:

1. Configuring the presentation application for the mediation export
2. Configuring the mediation application for the remote enterprise services

Presentation logic connectivity to mediation layer
To configure the presentation logic connectivity to the mediation layer:

1. Open the presentation logic layer's WebSphere Application Server
Administrative Console and login (for example
http://ebt3:9060/ibm/console).

Navigate to Applications — Enterprise Applications.

Click the presentation application, ITSOESBSmpIPrsApp.

Under Related ltems, click Web modules.

Click the Web Archive (WAR) file, ITSOESBPrsWeb.war.

Under Additional Properties, click Web services client bindings.
Under Port Information, click Edit (Figure 6-49).

N o o~ ooDb

Enterprise Applications > ITSOESESmplPrs App > Web dule > ITSOESBPrsWeb.war > Web services client bindings

The cient bindings define the Web service WSDL file name, preferred ports and other port information, A Web service can specif|
the relative path within the module of a compatible WSDL file containing the actual URL to be used for requests, This is needed
only if the ariginal WSDL file did not contain a URL or when a different URL is needed. For a service endpoint with multiple ports

defined, a preferred port mapping specifies the default port to use for a port type, A timeout, an overridden endpeoint URL, and

an overridden binding namespace can be set in the port information,

Preferrad
Wweb Service WwSDL Filenarne Port
Mappings

stock OrderExportl_stock OrderHbpService IUse default (WEB-INF.I"wsdl.l"stockOrderExportl_stockO;I Edit...

Port
Information

Apply | ﬂ Reset| Cancel |

Figure 6-49 Editing port information for the presentation logic layer

8. Change the Overridden Endpoint URL to that of the IBM HTTP Server, in this
example:

http://ebt0.itso:80/ITSOESBBusWeb/sca/stockOrderExport
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Note: This Endpoint URL is constructed from:

— The host name of the IBM HTTP Server and the port on which it
listens. In this example ebt0.itso:80.

— The context-root of the Web module that is defined in the
deployment descriptor of the mediation application, ITSOESBBusWeb.

— The Web service URL-pattern that is defined in the deployment
descriptor of the WAR file within the mediation application. In this
example sca/stockOrderExport.

Figure 6-50 shows this step.

Close page

Enterprise Applications ] W b W N AR

Enterprise Applications > ITSOESBSmplPrsApp > Web dule > ITSDESBPrsWeb.war > Web services client bindings =
stock OrderExportl_stock OrderHtip Service

Specifies a request timeout, an overridden endpoint URL, and an overridden binding namespace can be set for a port, The tir
seconds to wait for a request, A value of zero dizables the timeout, The current endpoint and binding narmespace can be oven

Port Information for Web service stockOrd m m ruice _

Requeast
Port Timeout Overridden Endpaint URL Gvertidden Bindin
[seconds)

stack OrderExportl_stockOrderHttpPort 1 Q]ttp:,.",."eth.itso:BD,-"ITSOESBBusWebfscajstocg|

Apply | ﬂ Reset| Cancel |

Figure 6-50 Configuring the Endpoint URL

9. Click OK. Save the changes.

Mediation layer connectivity to remote enterprise services
To configure the mediation layer connectivity to the remote enterprise services:

o o~ 0 Db~

Open the WESBCe11 deployment manager’s Administrative Console and login.
Navigate to Applications — Enterprise Applications.

Click ITSOESBSmpIBusApp.

Under Related Items, click EJB Modules.

Click the JAR file that is presented, ITSOESBBuUsEJB.jar.

Under Additional Properties, click Web services client bindings.
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7. For the sca/import/USImport service, click Edit under Port Information, as
shown in Figure 6-51.

Enterprise Applications

Close
Enterprise Applications Jdd

Enterprise Applications > ITSOESBESmplBus App > EJB Modules > ITSOESBBusEJB.jar > Web services client bindings

The cient bindings define the Web service WSDL file name, preferred ports and other port information, A Web service
can specify the relative path within the rodule of a compatible WSDL file containing the actual URL to be uszed for
requests, This iz needed anly if the original WSDL file did not contain a URL or when a different URL is needed, For a
service endpoint with rultiple ports defined, a preferred port mapping specifies the default port to use for a port type,
Atimeout, an overridden endpoint URL, and an overridden binding namespace can be set in the port information,

Prefarred Part
Wweb Service EJB WSDL Filenarne Fort .
. Information
Mappings
scafimpory/USImport | Module IUse default (META-INF.I"wsdl.l"USImport_USbrokerIHttp_;I Edit... ‘ Edit... ’
scafimpory/ UKImport | Module IUse default (META-INF.I"wsdl.l"Importl_UKbrokerIHttp_E;l Edit... Edit...

Apply | ﬂ Reset| Cancel |

Figure 6-51 Editing port information for the remote enterprise services

8. Change the host and port to that of the WebSphere Application Server that is
hosting the remote enterprise services, in this example
http://ebt3.itso0:9081/ (Figure 6-52). Click OK.

Enterprise Applications

Enterprise Applications 0 h N h N

Close pa

Enterprise Applications > ITSOESESmplBus App = EJE Modules > ITSOESBBusEJB.jar > Web services client bindings > sca /i

Specifies a request timeout, an overridden endpoint URL, and an overridden binding namespace can be set for a port. The ti
many seconds to wait for a request, A value of zero disables the timeout, The current endpoint and binding narmespace can |

Request

Port Timeout Gverridden Endpaint URL Cvertidden Binding Mames:
[seconds)

™~
UsImport_USbrokerlHtpPaort I @ttp:,-" 1 ITSOESBUSsr\a’Web,ﬂ'SEﬂ |

Appll,ll ﬂ Reset| Cancel |

Figure 6-52 Configuring the host for the remote enterprise services

9. Repeat the previous step for the sca/import/UKImport service.
10.Save and synchronize the changes, and click OK when complete.
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It is possible to test each of the remote enterprise services with a browser that is
directed at the following URLs:

» http://ebt3.its0:9081/ITSOESBUSsrvieb/services/USbrokerIExportl USbrok
erIHttpPort

» http://ebt3.its0:9081/ITSOESBUKsrvieb/services/UKbrokerIExportl UKbrok
erIHttpPort

The mediation Web services can be reached directly on the following URLSs:

» http://ebtl.itso:9080/ITSOESBBusWeb/sca/stockOrderExport

» http://ebt2.its0:9080/ITSOESBBusWeb/sca/stockOrderExport

Figure 6-53 shows an example response.

$http:/ATSOBankLib/stockOrder/Binding}stockOrderExportl_stockOrderHttpPort

Hi there, this is a Web service!

Figure 6-53 Example response from Web service call

By appending ?wsd1 to these URLs, the actual WSDL definition can be displayed,
as shown in Figure 6-54.

File Edit Miew Favorites Tools  Help

OBack =3 T x] [2] . l,- Search 7 Favorites 4

Address I http:,l’,l’eth.itso:9D8D,I’ITSOESBBusWeb,l’sca,l’stockOrderE(port?wsdl )
N—

=7xml version="1.0" encoding="UTF-8" 7=
- =wsdlidefinitions name="stockOrderExport1_stockOrderHttp_Service" targetMamespace="http:/ /ITSO
amins="http:/ /schemas.xmlsoap.org/wsdl/" smins:Port_0="http:/ /ITSOBankLib/stockOrder"
smins: soap="http:/ fschemas.xmlsoap.org/wsdl/soap/" zmins:soapenc="http:/ /schemas.xmlsoaf
amins: this="http:/ /ITSOBankLib/stockOrder/Binding" xmins:wsdl="http://schemas.xmlsoap.org/y
<wsdliimport location="stockOrder.wsdl" namespace="http:/ /ITSOBankLib/stockOrder" /=
=wsdlibinding name="stockOrderExport1_stockOrderHttpBinding" type="Port_0:stockOrder">

<soap: binding style="document" transport="http://schemas.xmlsoap.org/soap/http" />
- =wsdl:operation name="getOrder">

<soap:operation /=

Figure 6-54 Requesting the WSDL definition
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6.4.3 Testing the scenario

This section tests the environment and the application that it hosts and shows
both mediation and load-balancing that occurs.

Starting the environment
To start the environment, follow these steps:

1. Ensure that all three layers of the environment (presentation, mediation, and
remote enterprise services) are started.

2. Ensure that all applications are running in these layers.
3. Start up IBM HTTP Server with the following commands:

cd c:\IBMIHS\bin
Apache.exe -k start

Testing the mediation

Testing the application involves accessing the JSP front end and sending in a
request:

1. Open a Web browser and launch the presentation logic JSP (Figure 6-55).
We used:

http://ebt3.its0:9080/ITSOESBPrsWeb/stockOrder. jsp

Fle Edt Wiew Fovorites Tools  Help ‘ o

Qback - &) - [ 2 Search rFavorites 42 | (0 L B
Address |§§| hitkps/febt3:9080/ITSOESEPrsWebjstackOrder . jsp B> ‘L\nks =

Place A Stock Order To ITSO Bank

Stock name leZ—
Chuantity lm—
Price: lBBH—
Stockplace country: lUKIi

Flace order

Figure 6-55 Accessing the presentation layer JSP

2. Complete the fields, making sure to specify a Stockplace country value of UK.
Click Place order. The mediation logic places the order with the U. K. broker
service and returns a confirmation ID as shown in Figure 6-56.

Order complete. Confirmation Id from broker: 44

Figure 6-56 Sample response from U. K. broker
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3. Enter a second request, this time specifying a Stockplace country value of
USA. Click Place order. The mediation logic places the order with the USA
broker service and returns a confirmation ID as shown in Figure 6-57.

Order complete. Confirmation Id from broker: 8

Figure 6-57 Sample response from U. S. broker

This example shows mediation occurring based on the Stockplace country data
that is provided by the JSP in the presentation layer. In one case, the
UKbrokerIExportl UKbrokerIHttpPort remote service is called, and in the other
case the USbrokerIExportl USbrokerIHttpPort remote service is called.

Testing load-balancing

By default, the WebSphere Plug-in passes requests made to the HTTP server
onto the mediation cluster, using the round-robin balancing algorithm.

By changing the WebSphere Plug-in logging level defined in the plugin-cfg.xml
file, it is possible to view which mediation cluster member is selected as each
request is made. Follow these steps:

1. Open the plugin-cfg.xml file using an appropriate text editor, which in this
case is located at
c\IBM\WebSphere\Plugins\config\webserver1\plugin-cfg.xml.

2. Inthe first Log stanza, change the LogLevel parameter to Stats, as shown in
Figure 6-58.

<7xm] wversjon="1.0" encoding="I50-885%-1"7>
<! ——HTTF server p1ug1n config file for the webserver WESBCel10l.ebto.itso.wehserverl generat
<C0nf1- £ “false" ac ntent— fa1se erPortPreference— HostHeadsr "

; ( ] E se Wttp_plugin. 2

<Pr0perty Mame="ESIMaxCachesize" wvalue="1024"/>
<Property Mame="EsSIInwvalidationmonitor"” wvalue="false"/»
<virtualHostGroup Name="default_host"»>
irtualHost Mames="*:9080" />
</irtualHost Mames="#:80"/>
irtualHosT Mame="#:9443" />
</irtualHost mMame="ebtl.itso0:9080" />
<virtualHost mMame="ebtl.itso:80"/ >
<virtualHost mMame="ebtl.its0:9443" />
<virtualHost mMame="ebt2.its0:9080" />
</irtualHost Mame="gbt2.its0:80" />
<virtualHost nMame="ebt2.its50:9443" />

Figure 6-58 Changing the logging level for the WebSphere Plug-in

3. Save the plugin-cfg.xml file and restart the HTTP server:

cd c:\IBMIHS\bin
Apache -k restart

4. Submit a series of requests to the presentation layer JSP, as described in
“Testing the mediation” on page 148.
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5. Open the WebSphere Plug-in log file in an appropriate text editor, in this case
c\IBM\WebSphere\Plugins\logs\webserveri\http_plugin.log.

6. A series of lines shows each request that is passed to members of the
mediation cluster in turn, as shown in Figure 6-59.

Command Prompt - f http_plugin.log

[Tue Febh 13 14:51:14 28071 ABBAA188 BABBAYA8 — STAT Ws_SEFUVEr_group: serverGro .
upCheckServerStatus: Checking status of WESBNodeBZ UWESBServerBZ. ignorelleights @
- markedDown B, PethNow a, wlhﬂllows 1 PeachedHaxConnect1onsL1m1t a

[Tue Feb A B67 T oe6e8 POBBBYB8 — STATS: ws_server: serverSetFailov
ergta¥¥s Seruer HESBNodeBZ HESBSEPUEPBZ gendlngConnectlons B failedConnection
3 af f invty P

[Tue Feh 13 14 Li:14 2337] BBBBBISB BAAAA?AE — STATS: ws_server_group: serverGro
upCheckServerStatus: Checking status of WESBNodeBl UWESBServerdl. ignorelleights @
- markedDown B, PethNow a, wlhﬂllows 1 PeachedHaxConnect1onsL1m1t a

[Tue Febh 2887 T 00068 BOBBBeB8 — STATS: ws_server: serverSetFailov
ergta¥¥s Seruer HESBNDdeBi HESBSeruerBi gendlngConnectlons @ failedConnection
3 af f inkty

[Tue Feh 13 14 £1:15 2337] BBBBBISB BaAAA?AE — STATS: ws_server_group: serverGro
upCheckServerStatus: Checking status of WESBNodeBZ WESBServerB2,. ignorelleights @
. markedDown B, retryNow B, wlbAllows 1 PeachedHaxConnectionsLimit a

[Tue Febh B8 — STATS: ws_server: serverSetFailow
erStatus Seruer HESBNodeBZ HESBSEPUEPBZ pendingConnections B failedConnection

= B affin
[Tue Feh 13 14:51:15 280871 BABAA1808 BBBBB?BS — 8TATS: ws_server_group: serverGro
upCheckServerStatus: Checking status of WESENodeBl UWESBServerdl. ignorelleights @

. markedDown B, retryNow B, wlbAllows 1 PeachedHaxConnectionsLimit a

[Tue Febh as — BTATS: ws_server: serverS8etFailou
ergta¥¥s Seruer HESBNDdeBi HESBSeruerBi fgndingﬂonnections B failedConnection

s af f intey6 .

[Tue Feb 13 14:51:16 206871 00800188 DOAAA?A8 — STATS: ws_server_group: serverGro
upCheckServerStatus: Checking status of WESBNodeBZ WESBServerB2,. ignorelleights @

. markedDown B, PethNow A, wlhﬂllows 1 PeachedHaxConnect1onsL1m1t a

[Tue Feb 4 5 AAAAOI 80 BPAEBYHa8 — STATS: ws_server: serverSetFailou
erStatU§ Seruer HESBNodeBZ HESBSEPUEPBZ pendingConnections @ failedConnection

|

Figure 6-59 Load-balanced requests
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Implementing the
Full Support topology
for WebSphere ESB

This chapter details the steps to implement the Full Support topology for
WebSphere ESB and to deploy a sample application to this topology. We discuss
the following topics:

» Selecting and implementing the Full Support topology

» Generic steps for creating WebSphere ESB clusters

» Specific configuration steps for the Full Support topology
» Installing and testing the scenario

For simplicity, this chapter does not implement any security. To be considered a
production topology, the addition of security is essential. Chapter 9,
“Implementing the Full Support topology for WebSphere Process Server” on
page 319 shows how to add security to a production topology.
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7.1 Selecting and implementing the Full Support
topology

This section includes the following sections:

>

Scenario requirements

Summarizes the fictitious business scenario that we deploy to the Full
Support topology we build in this chapter.

Selecting the appropriate topology

Demonstrates why we select the Full Support topology for WebSphere ESB
to host this business scenario.

Overview of how to implement the Full Support topology

Describes the steps that are necessary to build the Full Support topology for
WebSphere ESB.

Note: For an overview of the Full Support topology, refer to 4.4, “Full Support
topology” on page 53.

7.1.1 Scenario requirements

You must build a production topology to host a WebSphere ESB mediation flow
that is built for the fictitious organization ITSO Bank. The mediation flow (shown
in Figure 7-1) performs the following functions:

1.

Bank customers place stock orders through a traditional trading Web
application.

The Web application sends a synchronous call to the Stock Purchase
mediation flow running in WebSphere ESB.

The mediation flow determines by which of two stock brokers the stock order
should be fulfilled—either a U. S. broker or a U. K. broker.

Under certain conditions, a Common Business Event (CBE) event is logged
to CEl before the broker is invoked.

A Web service request is sent to the appropriate broker, and a response is
returned to the trading Web application (through the mediation response
flow).
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Presentation Remote enterprise
logic Business mediation logic service

I I Stock Purchase I | |

Mediation Module

Event
Emitter
(no US/UK)

ITSO
Bank Order Broker u.s.
Trading Export request country Interface U.S. Broker
data choice mapping
U.K.
Interface U.K. Broker
mapping

Figure 7-1 Complex mediation scenario for WebSphere ESB

ITSO Bank has the following business and IT requirements for this scenario:

» Failover capability

The application internals are well understood

The flow from consumer to provider is synchronous
Event management services are required

vvyy

Note: For more detailed information about this scenario, refer to 5.1.3,
“Complex mediation scenario” on page 71.

7.1.2 Selecting the appropriate topology

Based on the ITSO Bank requirements for the mediation flow scenario, we can
select an appropriate production topology to host the Stock Purchase mediation
module. To help us select the appropriate topology, we use the topology
selection flowchart, as described in 4.5.2, “Topology selection flow chart” on
page 62. Figure 7-2 shows that by using the topology selection flowchart, can
select the Full Support topology as the topology of choice for the ITSO Bank
mediation flow scenario.
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WebSphere Process Server Cluster START
Webspher: rEsB Cluster Distributed Platforms (Non-Z Platforms)

Does your solution need load
balancing or fail over (high
availability)?

Can you commit the hardware
resources for the Full Support topology
without further consideration?

Are design details of
components and invocation patterns
of the components currently
unknown?

Does your solution need CEI?
(Common Event
Infrastructure)

Full
Support
Topology

Figure 7-2 Topology selection for the complex mediation flow scenario

The main decision points for ITSO Bank are:

» A highly available solution with load balancing is required, so a clustered
topology is needed.

» ITSO Bank do not wish to commit the hardware resources required to
implement the Full Support topology unless the applications they are
deploying to the topology require it.

» Their application solution uses CEl, therefore there is an application
requirement to implement the Full Support topology.
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7.1.3 Overview of how to implement the Full Support topology

Figure 7-3 summarizes the steps to build the Full Support topology.

Generic steps
for creating
clusters

Hardware plan
e —

Product installation
—_

Create the database and schemas
T T

Create the cell

Create the nodes

Specific
configuration steps
for the Full Support

topology

Configure database connectivity
—_—
Create clusters and cluster members
N ——
Configure SCA destinations
e

Verify the topology

Install and
test the
scenario

¥ |

Install the enterprise applications

Configure IBM HTTP Server
— T

Test the scenario

Figure 7-3 Building the Full Support topology for WebSphere ESB
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Figure 7-4 shows the topology that we build in this chapter.

WESBCell01

Machine 1

Machine 2

Machine 3

WebSphere ESB

WebSphere ESB

WESBCellManager01

Dmgr01

webserver1

IHS

Plug-in

WESBNode01

MEServer01
El SCA Queues (active)

E| CEIl Queues (active)

MECluster01

| WESBServer01 j
WESBCluster01

CElServer01 j

CEICluster01

WebSphere ESB

WESBNode02

MEServer02
El SCA Queues (standby)

El CEIl Queues (standby)

i i

| S — )

Figure 7-4 Full Support topology implementation

7.2 Generic steps for creating WebSphere ESB clusters

This section describes the hardware plan and describes how to prepare a

WebSphere ESB cluster.

7.2.1 Hardware plan for the topology

This section describes the hardware that is required to support the Full Support
topology. In this topology (illustrated in Figure 7-5 on page 158), three machines
are used to support the cell hosting mediation module and one machine is used
to host the client and Web services applications for testing purposes. A final
shared machine provides the database functionality. The hardware plan

includes:

» The first machine (egt0) hosts the deployment manager and the IBM HTTP

Server and associated plugin.
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» The second and third machines (egtl and egt2) host three clusters, as well

as the node agents, in a horizontally clustered configuration:

— The mediation cluster
— A separate messaging cluster
— The CEl cluster

These machines need more resources because they are hosting four JVMs
each.

Note: In a production environment with high throughput, the mediation
bottleneck might be the messaging engine response. In this case, the
messaging engine cluster might be hosted on separate hardware to the
mediation cluster. Similarly, if the CEIl footprint becomes high, there is a

possibility that the monitoring infrastructure (CEI cluster) might impact the
mediation application. Again, you can host this cluster on different
hardware to alleviate any impact.

» The fourth machine (egt3) hosts the client application to access the mediation
module and the Web services applications in two stand-alone WebSphere
application servers.

» A fifth machine (db2), not shown in the diagram, hosts the database that is
required to support the messaging engines and CEL.

Note: Although this is the configuration that we used, you can choose any
combination of machines to create this topology.

Table 7-1 describes how we use these machines.

Table 7-1 Systems used for this topology

System name | Host name Operating system

egto egt0.itso Windows 2003 Server

egti egtl.itso Windows 2003 Server

egt2 egt2.itso Windows 2003 Server

egt3 egt3.itso Windows 2003 Server

db2 db2.itso RedHat Advanced Server 4 U4
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Note: You can define a hosts file that maps the host names that are defined in
Table 7-1 to the IP address of each of your machines to help when following
the steps in this chapter.

You can find the hosts file on Windows platforms at:
<WINDOWS_HOME>\system32\drivers\etc

egt1 egt2
WESBNode01 WESBNode02
E CElServer01 CElServer02 i
egt3 i MEServer01 MEServer02 i
— e R E— |
WASNode02:Server1 i WESBServer01 WESBServer02 i
L occccoomos [ Spepepp———— I O e o——boooooosooooh
egt0
WASNode01:Server1 WebSphere Plug-in
IBM HTTP Server Deployment Manager
e

Figure 7-5 Hardware plan for the full support topology

The end-to-end flow for this topology, as shown in Figure 7-5, is:

1. A user makes a request from a browser to the front-end client application,
running as a JSP on WASNode0O1:serverl on host egt3.

2. The client application is configured to forward the request to IBM HTTP
Server running on egt0.

3. The WebSphere Plugin distributes the request to a cluster member hosting
the mediation module. The cluster member is WESBServer01 or WESBServer02
hosted on egtl or egt2 respectively.
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4. The mediation application running on this cluster member performs the
appropriately mediated call to one of the Web services hosted on
WASNode02:serverl on host egt3. Any CEIl primitive calls are also made here.

5. The return path through the infrastructure is the reverse of this flow.

7.2.2 Product installation

It is assumed that the following products have been installed:

» WebSphere ESB V6.0.2
» IBM HTTP Server V6
» DB2 Universal Database Enterprise Server V8.2

Note: For information about how to install these products, refer to Appendix B,
“Product installation” on page 429.

7.2.3 Creating the messaging database

The first task in creating this topology is to create the messaging database. For
this chapter, we assume the Relational Database Management System
(RDBMS) is DB2, the instance is called egtinstl, and the administrative user
name is egtinstl.

Log in as the database administrative user and issue the following commands
from a DB2 command window to create the required database:

db2start

db2 create database MEDB

If the create command is successful, you see the following message:
DB20000I The CREATE DATABASE command completed successfully

7.2.4 Copying the database driver files

The Java driver files for DB2 are located on the database system. In our DB2
example, they are in the directory /opt/IBM/db2/V8.1/java.

On each of the nodes and the deployment manager, copy the database driver
files to a standard location. In this example the standard location for the driver
files is c:\db2client.
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7.2.5 Creating the messaging database schemas

The messaging database includes three schemas that support the messaging
engines in this topology:

» SCA Application
» SCA System
» CEI

You can create the DB2 commands for generating the schemas on any system
with the WebSphere ESB product installed. On any WebSphere ESB node,
create the data definition language (DDL) files for the Service Integration Bus
(SIB) SCA schemas as detailed in Table 7-2.

Table 7-2 WebSphere ESB SCA schemas

Schema name | Database | Purpose

SCASYS MEDB System bus messaging store
SCAAPP MEDB Application bus messaging store
CEIMSG MEDB CEl messaging store

In this example:
» The database user name is egtinstl.

» The script to generate the schemas is located in the % WAS_HOME%)\bin
directory (for example, C:\IBM\WebSphere\ESB\bin).

» The database target for the DDL generated is running on a Linux system.

To create the messaging database schemas, follow these steps:
1. Open a command prompt and issue the following commands:
cd C:\IBM\WebSphere\ESB\bin

Note: Each of the commands in this series of steps is a single line
although in the format of this book they might wrap. Also, the commands
assume that the database is running on a UNIX platform. If you are using
Windows, you need to replace -platform unix with -pTlatform windows.

2. Issue the following command for the SCASYS DDL generation - SCA System
Schema:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
SCASYS -statementend ; -user egtinstl >
c:\createSIBSchema_SCASYS.dd1
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3.

5.

Issue the following command for the SCAAPP DDL generation - SCA
Application Schema:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
SCAAPP -statementend ; -user egtinstl >
c:\createSIBSchema_SCAAPP.dd1

Issue the following command for the CEIMSG DDL generation - CEl
Messaging Schema:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
CEIMSG -statementend ; -user egtinstl >
c:\createSIBSchema CEIMSG.dd1

Transfer the DDL files to the DB2 database server and execute them.

a. Transfer c:\createSIBSchema_SCASYS.ddl,
c:\createSIBSchema_SCAAPP.ddI and c:\createSIBSchema_CEIMSG.dd
to the DB2 database server. In this example, we transferred the DDL files
to /timp on the database server.

Attention: If you transfer these files from Windows to UNIX, there might be
return characters (\r) at the end of each line. To run the DDL scripts, you
must remove these characters. A UNIX utility such as dos2unix will remove
these characters.

b. Login to the DB2 server as the appropriate user (egtinstl) and run the
following commands to create the tables:

db2 connect to MEDB

db2 -tf /tmp/createSIBSchema_SCAAPP.dd1
db2 -tf /tmp/createSIBSchema SCASYS.dd1
db2 -tf /tmp/createSIBSchema CEIMSG.dd1
db2 connect reset

Note: These DB2 commands report various informational index and primary
key messages, such as:

SQLO598W Existing index "SIB SCAA.SIBOOOPKIX" is used as the index
for the primary key or a unique key. SQLSTATE=01550.

These are not errors. You can ignore these messages.
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7.2.6 Creating the WebSphere ESB cell
This task creates the WebSphere ESB cell, which is achieved by creating a
deployment manager profile. Follow these steps:
1. Login to the egt0.1itso machine, which becomes the deployment manager.

2. Open the profile creation wizard by selecting Start — All Programs — IBM
WebSphere — Enterprise Service Bus 6.0 — Profile creation wizard.

Note: For information about how to launch the Profile creation wizard on
other platforms, see:

http://publib.boulder.ibm.com/infocenter/dmndhelp/v6rxmx/index.js
p?topic=/com.ibm.websphere.nd.doc/info/ae/ae/tpro_instances.html

3. In the Profile creation wizard, click Next.

4. Select Deployment manager profile and click Next.

5. Leave the default profile name as Dmgr(01 and click Next.

6. Leave the default profile directory and click Next.

7. Specify the Node name, host name, and cell name according to the following
specifications and click Next, as shown in Figure 7-6:
— Node name: WESBCel1Manager01
— Host name: egt0.itso
— Cell name: WESBCe1101

R Profile Wizard [_ O] x|

i Node, host, and cell names

Specify a node name, a host name, and a cell name for this profile. Refer to
the installation and migration infarmation for detailed field descriptions and
migration considerations.

Mode name:
|WESBCelManagerd1

Host name:
|egtD.itso s

Cell name:
[wESBEeNn

Node name: The node name is for administration and must be unigue.

InstallZhield

= Back | Mext = Cancel |

Figure 7-6 Node, host and cell name configuration
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8. Leave the port numbers at their default settings and click Next.

9. In the Windows service definition panel, select Automatic and click Next, as
shown in Figure 7-7.

gl Profile Wizard

I[=] E3

| v

Windows service definition

Choose whether to use a'Windows service to run the WebSphere ESBE.
Windows Services can start and stop the WebSphere ESE, and configure
startup and recovery actions.

v Run the YWebSphere ESB process as a Windows service.

* Log on as a local system account

- Log on as a specified user account

User name: IAdministratc
Passward: I

Startup type:

The user account that runs the Windows Service must have the following user
rights:

Jud|

InstallZhield

= Back Hext = Cancel |

Figure 7-7  Windows service settings

10.0n the Service Component Architecture configuration panel, click Next.
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11.Confirm that the details are correct on the Profile summary panel, and click
Next, as shown in Figure 7-8.

gl Profile Wizard M= E3

Profile summary

The profile that you are creating has the following characteristics:

# Type - Deployment manager

# Location - CABMWWebSpheralESB\profiles\Dimgr01
» Mame - Dmgr01

# Hostname - egtl.itso

# MNode name - WESECellManager01

# Cell name - WESECell01

» Size- 49.1 MB

Click Mext to create this profile or click Back to change the characteristics of the
profile.

InstallZhield

Cancel

Figure 7-8 Deployment manager creation summary

12.A panel displays the progress. When complete, clear the Launch the First

Steps console check box and click Finish. The deployment manager now
exists.

13.0pen a command prompt on egt0, change directory to
% WAS_HOME%\profiles\Dmgr01\bin (for example,
C:\IBM\WebSphere\ESB\profiles\Dmgr01\bin), and issue this command:

startManager.bat

Figure 7-9 shows the output from this command.

o+ | Command Prompt =] 3

C:~1BH~WebSphere\ESB~prof iles “DngrBlsbin>startManager.bat
ADHMU?7811: Because dmgr is registered to run as a Windows Service. the request

to start this server will be completed by starting the associated
Windows Service.

ADMUB116I: Tool information is being logged in file
C:~IBM~WebSphere\ESB \prof iles“Dngrdlslogs dngristartServer. log

ADMUB1281: Starting tool with the DmgrBl profile _J

ADMU3188]1 : Reading configuration for server: dmge

ADMU3I2ABI : Server launched. Waiting for initialization status.

ADHU3BBAI : Server dmgr open for e-business; process id is 1156

C:~IBH~WebSphere~ESBx\prof iles “DngrB1~bin>_

Figure 7-9 Starting the deployment manager

It should now be possible to connect to the Administrative Console that is
running on the deployment manager by opening a browser to:

Production Topologies for WebSphere Process Server and WebSphere ESB V6



http://egt0.its0:9060/ibm/console

Log in to the Administrative Console (as any user). Figure 7-10 shows the Web
that opens. It might be necessary to set the available task filters to A/l in the Filter
administrative tasks panel and click Apply on the Welcome page of the
Administrative Console to override the default filtering of the available options.

Welcorne Wowy | Logeut | Support | Help ‘ ﬁ_‘:'

Welcome [=
Guided Activities Welcome to WebSphere Enterprise Service Bus
Servers
Applications @& WebSphere ESB product information About yourwebSphere ESB
Resolicesl Use the [B4 web site to find WESB product information Product Hame: IBM isbSphers Erterpriss Service E
p——— Inclusling WESE protuct support, FAGs, Technotes, hints and =

I “ersion Kumber: £.0.2.0

Enuironmant

Builed Number: m0549.11
Integration Applications - -
|iransant Matarisl Drmart of 96
System administration
Monitoring and Tuning

Troubleshooting

e —— WebSphere ESB ® WebSphere ESB Documentation
upoI Get the latest technical articles, best practices, tulorials and For documertation, including srticles and PDF files, visit the:
much more in the YishSshere Business Interation Zone. onine ibrary.

@ Task filtering selector
Filter administrative tasks — A N U 7
Ausilsble task filkers

Application Integration
Sarver and Bus

Apply

K1

Figure 7-10 First login to the administration console

7.2.7 Creating the nodes

The next step in building this topology is to create the profiles and associated
nodes for the topology. The deployment manager must be running on egt0.itso
to enable node federation, the nodes are created on egtl.itso and egt2.itso.

Note: Ensure that the time difference between the deployment manager
machine and the custom profile machines is within five minutes.

To create the nodes, follow these steps:

1. On egtl, open the profile creation wizard by selecting Start — All
Programs — IBM WebSphere — Enterprise Service Bus 6.0 — Profile
creation wizard.

In the profile creation wizard, click Next.
Select Custom profile and click Next.
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4. Enter the host name of the deployment manager, in this example egt0.itso,
leave the SOAP port as the default (8879), ensure that Federate this node
later is not selected and click Next, as shown in Figure 7-11.

IS[=] E3

Eh Profile Wizard

-

Federation

Acustom profile containg an empty node that must be federated to a
deployment manager to become a functional managed node. [dentify a
running deployment manager that will administer the node ar choose to
federate the node later using the addMode command.

The host name orthe IP address for the deployment manager:

|egtD.itso
The SOAP port for the deployment manager (88749 is the defaulf):
|EEE

™ Federate this node later using the addMode command.

You must federate this node later it the deployment manager :

# iz not running. LI

InstallZhield

= Back | Mext = Cancel |

Figure 7-11 Deployment manager location and federation

5. Set the Profile name appropriately (WESBNode01) and click Next.
6. Accept the default profile directory and click Next.
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7. Specify the node name (WESBNode01) and host name (egtl.itso) and click
Next, as shown in Figure 7-12.

gl Profile Wizard M= E3

Node and host names

Specify a node name and a host name far this profile. Refer to the installation
and migration information for detailed field descriptions and migration
considerations.

Mode name:
[wESBNadent

Host name:
|egt1.itso

Node name:  The node name is used by the deployment manager for
administration. The name must he unigue within the cell.

Host name:  The host name is the domain name system (DRS) name
(short or long) or the IP address ofthis computer. j

InstallZhield — S S

= Back Mext = Cancel |

Figure 7-12 Node and host name

8. Leave the default port numbers and click Next.
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9. Confirm that the details are correct on the Profile summary panel and click
Next, as shown in Figure 7-13.

gk Profile Wizard M [=]E3

Profile summary

The profile that you are creating has the following characteristics:

# Type - Custam profile (Federate a custom profile to create a managed
node)

# Location - CABMWehSpheralESE\profilesWWESBNadel

» Mame - WESBMNodel

# Hostname - egtl itso

# Size- 29.1 MB

Click Mext to create this profile or click Back to change the characteristics of the
profile.

InstallZhield — z S

= Back Mext = Cancel

Figure 7-13 Node creation summary

10.A panel displays the progress. When complete, clear the Launch the First
Steps console check box and click Finish.

The node now exists and is federated into the cell. The federation process starts
the node automatically.

Repeat these steps for the second node, using the values that are shown in

Table 7-3.

Table 7-3 Second node details
Setting Value
Profile name WESBNode02
Node name WESBNode02
Host name egt2.itso
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After you have created both nodes, verify that they are running in the

Administrative Console by following these steps:

1. Open a browser to http://egt0.itso0:9060/ibm/console.

Note: You need to logout from any existing console sessions.

2. Navigate to System administration — Nodes and verify that all nodes are
running as indicated by the green symbol next to each node, as shown in

Figure 7-14.

Note: Upon initial login to the Administrative Console you might need to
change the Task filter selection to A/l and click Apply to view all available

functionality.

welcome admin | Legout | Suppart | Hzlp
Welcome
Guided Activities Nodes r N AN

Servers
Nodes

Applications

A node conresponds to a physical coraputer systern with a distinet IP host sddress. The node name is usually the
& same as the host name for the computer, The following table lists the nodes in this cell. vou can add new nodes rnarker wher
(O S inte the cell by dicking on "Add Node" and specifying a remote, running WebSphere Application Server instance,

°ee .
|l g38E
800;
Close pags
h N | 7 — Wrelb |
Field halp
Far field hel|

select a fielc

cursor sppe:

Monitoring and Tuning
Troubleshooting
Service integration

uoet

Security Praf
vafarances Page help
LI nenG Add Hode | | Remove Node Force Delete Full h | | step More infarm
thiz page
Integration Applications B e
T -
El Systsm administration 2 %
cell Select Name 2 Versian Discovery Protacal £ Status )
Deployment manager O WESECellMananernl 60,217 TP L5
e
Noda agents [~ | iEseNodens 6.0,2.17 TP [5)
(ot groms O WESBHode02 £0.217 Tcp &
Save Changes to Master Repository
Console settings Total 3

Figure 7-14 Successful node installation and startup
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You have now constructed the topology shown in Figure 7-15.

WESBCell01
Machine 1 Machine 2 Machine 3
WebSphere ESB WebSphere ESB WebSphere ESB
WESBCellManager01 WESBNode01 WESBNode02

Dmgr01

IHS

Figure 7-15 Cell and nodes defined

7.3 Specific configuration steps for the Full Support
topology

This section describes the following:

» Configuring database connectivity
» Configuring the cell

» Configuring CEIl for DB2

» Deploying the CEI applications
» Verifying the topology

7.3.1 Configuring database connectivity
This section describes how to connect successfully to the database that is

required by WebSphere ESB in the Full Support topology (the MEDB -
Messaging database).

Note: We configure the CEI database later in 7.3.5, “Verifying the topology” on
page 206.
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To configure database connectivity, follow these steps:

1. On egt0, open the deployment manager Administrative Console and login.
We used the following URL:

http://egt0.itso:9060/ibm/console

2. Navigate to Guided Activities —» Connecting to a database and click Start,
as shown in Figure 7-16.

Welcome admin | Logout | Support | Help

Welcome Connecting to a database

B Guided Activities

Introductis
Enabling global security El Intracuction

Routing requests from a Web server This guided activity l2ads you through
to an application server & set of steps to configure databasze

p access for an application. It is

Lo cE NaleaRYd sk B e assumed that the datsbase software

Cenfigurs your Metwark Deployment is installed and configured. After
Environment completing these steps, your
spplicstion will be able to access the
data from a database.

Servers

Applications To_continue, dick Start,

Resaurcas

Security Configure credentials for secure Assumptions

database sccess

=

Environment Itis assurmed that you are installing an application that needs to securely

access data from a relational database. For more information on this task, see
Configure WebSphere variables the following sources in the infarmation center:

Configure 3 JDBC provider

=

Integration Applications

B

Systam administration

Canfigure s data source

=B

Monitoring and Tuning . @ Creating and configuring a JOBC provider and data source

Save and synchronize configuration
- @

=

Troubleshooting
Deploying data access applications

=

Service integration Test database cannaction
uoDI . @ Learn about data access resources

B

Before you begin

Verify thatthe database and JDBC provider is supported by WehSphere
Application Server. For more information see Yendor-specific data
sources minirmurm required settings in the infarmation center.

Create and configure any required databases ortables and werify that vou
can connectio the databases using the datahase vendor tools.

Install the database client drivers on the same node as the WehSphere
Application Server that accesses the database.

Figure 7-16 Starting the guided database activity

3. Select Click to perform in the new panel.
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Authenticating the alias
You need to set the user and password values for database access. Follow
these steps:

1. Click New to create a new authentication alias to connect to the database, as
shown in Figure 7-17.

el d | L t | s r | Hel ee0:
elcome admin agaul uppo elp 833

certam gats source types tat are

Welzome Svailabla on the 2708 platforme IF you (2 Close page

& Eitiod) Al sre using WebSphere Application

Server for 2/ 08, see the information

) . E
lata entries

Identity Support bafore making a

Routing requests from 3 Wab seruer Tratn o e A soms Field help
o an application seruer security configuration, J2EE i (azc) ic a i For field help informat
Connecting to a database data entries SE'EEt a ﬁhE‘d ‘-:bEL Dlr !
Read rmore about JDBC and marker when the halp
Configure your Metwark Deployment (a i Spacfies a list of user IDs and passwords for Java 2 cursor appears.
& authentication aliases P
nuironment connector security to use.
R To create a new JZC authentication  — Preferences Page help

alias, complete the following steps: More information abay

Applications e this pece
O [

=

1. Click Click to perform to load
Resourcas the 128 authentication

=]

=
sliazes panel. - L

Securit
il 2. Click New on the J2¢ Select| Alias & User 1D & | Description &
CE— authentication data entries v % v
el [~ SCA muth alias | sca This is the
Integration Applications 3. Enter the alias, user ID, alias used by
password, and dascription, SCA £5 login
Systemn administration Click DK, The updated J2¢ to a secured
authentication alias list is SIBus
Manitaring and Tuning displayed.
4. To put the alias configuration Total 1
Troubleshosting inte effact you map haus to
stop and start the server,
Service integration This will be parfarmed later in

the Test database connection
step of the quided activity.

2]

upDI

To continue, dick Nextstep,
B Click to perform "S- Next step
Configure a JDBC provider

Configure WebSphere variables

Configure & data source

ave and synchronize configuration

Test database connection E.

Figure 7-17 Creating a new authentication alias

2. Complete the appropriate information for the database as shown in Table 7-4
and click OK.

Table 7-4 Authentication alias parameters

Parameter Value

Alias db_alias

User ID egtinst1

Password itso4you

Description For all DB connectivity
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Figure 7-18 shows an example.

welcorne Clawissa | Logout | Suppert |

Welcome
B Guided Activities

Enabling global security

Routing requests from a Web server
to an application server

Connecting to a database

Configure your Metwork Deployment
Environment

Servers
Applications

Resources

Security

Environment:
Integration Applications
System administration

Monitoring and Tuning

Troubleshosting

Service integration

ucDI

Help

certain data source types that are
available on the z/&§ platform. If you
ars using WabSphare Application
server for /05, see the information
center article entitled, Using Thread
Identity Support before making a
decisian about your data source
sacurity configuration,

Read more about JDBC and
authentication aliases

To create a new J2C authentication
alias, complate the fallowing steps:

L

click Click to perform to load
the J2€ authentication
aliases panel.

Click New an the 12¢
authantication dsta antrias
pansl,

3. Enter the alias, user ID,
password, and description,
Click OK. The updated J2¢
authantication slias list is
displayed.

Ta put the aliss configuration
into effect you may have &
stop and start the server,

will be parformed latar in
the Test database connection
step of the guided activity.

To continue, click Nextstep,

 Click to perform Next step.

urs 2 JDBC pravider
Canfigure WebSphere variables
Configure a data source

Saus snd synchroniza configuration

Test database connection

=

12EE Connector Archi
suthentica

ecture (12
ion data entries

Specifies 3 list of user 1Dz and passwords for
Jaus 2 connector security to use,

Configuration

General Properties
* Alias

db_alias
* User ID

egtinstl

# Paszuord

Description

For all DB connactivity

[oK| [ Reset | | Gancel

O EsEA
o0

Cloza page
Field help
specifies an optional
desaription for the
authentication data entry.
Far exarnple, this

authentication data entry
used to connect to DBZ,

Page help
formation about
this page

Figure 7-18 Authentication data entries

3. After the values are configured, click Save towards the top of the Web page.
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4. Select Synchronize changes with Nodes and click Save, as shown in

Figure 7-19.

available on the z/&§ platform. If you
ars using WabSphare Application
server for /05, see the information
center article entitled, Using Thread
Identity Support before making a
decisian about your data source
sacurity configuration,

B Guided Activities

Enabling global security
Routing requests from a lWeb server
5 an spplication server

Connecting to a database

Read more about IDBC and
authentication aliases

Configure your Metwork Deployment
Environment

To creste a new J2C authentication

Servers alias, complete the following steps:
Applications
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Resources the 120 authentication
aliases panel.
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suthentication dsts antrias

panel.

Enter the alias, us=r 1D,

password, and description,

Glick OK, The updated 12¢

suthentication aliss list is
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4. To put the sliss configuration
into effect you may have to
stop and start the server,
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the Test database connection
step of the guided activity.

Environment

Integration Applications
System administration
Monitoring and Tuning

Troubleshosting

Service integration

ucDI

To continue, click Nextstep,
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e
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[12EE Connector Architecture (321
authentication data entries

Field help
For field help information,
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marker when the help
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JZEE Connector Architectura (320)

authentication data entries > Save

Save your workspsce changes to the
rmaster configuration

Click Save to update the master Page help
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begin work again using the master
repository configuration, Glick Cancel to
continue working with your changes

Total changed documnents: 1

¥ synchronize changes with Hodes

Save | | Discard Cancel

[ I —

Figure 7-19 Synchronizing the changes

5. When completed, verify that there were no errors with the synchronization

and click OK.

A new authentication alias called WESBCe11Manager01/db_alias is created, as

shown in Figure 7-20.

Welcorne admin | Legeut | Suppert | Help
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connectivity
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Figure 7-20 New authentication alias created

6. Select Next step to continue to the Configure a JDBC provider panel.
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Creating a JDBC provider
The next step creates a JDBC provider for use by the data sources later:

1. In this panel, select Click to perform.

2. Set the scope to cell level by clearing the Node and Server entry boxes and
clicking Apply, as shown in Figure 7-21.

welcome admin | Logout | Suppert |

Welcome
B Guided Activities

Enabling global security

Routing requests from 3 Web seruer
o an application server

Connecting ta a database

Configure yaur Metwark Daployment
Enuvironment

=

Servers

=

Applicatians

=

Resources

=

Security

=

Environment

=

Inteqration Applicstions

=

Systern adrninistration

=

Monitoring and Tuning

=
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JDBC provider and dick
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Figure 7-21 Setting the cell scope

3. In the JDBC providers panel below the scope, click New, also highlighted in

Figure 7-21.
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4. From the Configuration panel, select DB2 as the database type, set the
provider type to DB2 Universal JDBC Driver Provider, and the
implementation type to XA data source. Click Next, as shown in Figure 7-22.

0
welcome admin | Logout | Suppart | Help 000

Welcome Connecting to a database

B Guided Activities Hints and tlps
Enabli lobal Introduction
puing s e A Scope section exists on the JDBC Providers collection page. Ifyou are using

Routing requests from 3 Web server gnfigurslzadantialsliczactie webSphere Application Server Metwork Deployment edition, you see a mare
to an application server atabase access i v !
< ting te a datab advanced set of options displayed in the Scope selection panel. Selecting the
EOAA e 6 COTEee Bl Configure a IDBC provider node scope (thatis, Scope: Cell="HyC=11", Node="MyNade") means that the
@i o Do el JDBC providers thatyou are configuring are available to all of the application
Environment To access a database, you must first
represent the client driver for the servers that are running on the specified node. Itis recommended that you use D
B database vendar in WebSphare
Application Server by creating a JDBC Close page
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IDBC providers | 4 . N 2 _NHelp |
Resources To ceate a new JGBEC provider,
— carnplata the following steps: IDBE providars > N3 Field help
SERTY For field hely
Erviranmment 1. Click Click to perform to load Choose a type of JDBC provider to create. bR A e
the JDBC providers panel, P — rmarker wher
Integration Applications 2. click New and the neu JDBC S cursor sppe:
provider panel is displayed. page hel
Systern administration 3. Follow the steps on the panel ) age help
to select the database tppe, General Properties More inform
Monitoring and Tuning provider type, and the this page

e — e v g e iy Step 1: Selact the databasa type
ey 4. Click Next and the JDBC D2 |
provider detail panel is
displayed. Step 2: Selact the provider type
uppt 5. Enter the properties for the [DB2 Universal IGBC Driver Pravider = |
JDBC pravider and dick

Apply. Step 3; Selact the implementation type
#A dats source -

To continue, click Next step,

@ Click to perform S text step Cancal

Configure WebSphere variables

Service integration

Configure & data source
Save and synchronize canfiguration

Test database connection

Figure 7-22 JDBC provider configuration

5. In the next panel, which names the provider and locates the driver files,
accept all the defaults and click OK.

Save and synchronize these changes and click OK when complete.

Select Next step to open the WebSphere variables panel and then in this
panel select Click to perform.

Setting the WebSphere variables

The JDBC provider uses WebSphere environment variables to identify the driver
file locations. For these variables to resolve, you need to set their vales
appropriately. The scope for these variables should be Cell or Node, as shown
in Table 7-5 and Table 7-6.

Note: When setting the scope, the selection is not applied until you click
Apply.

To set the WebSphere variables:

1. Clear the node and server entries, and click Apply to set the active scope to
the cell.
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2. Create or modify each environment variable, and set the value as defined in
Table 7-5.

Table 7-5 Cell scope environment variables

Name Value Scope
UNIVERSAL_JDBC_DRIVER_PATH c:\db2client Cell
DB2UNIVERSAL_JDBC_DRIVER_PATH c:\db2client Cell

DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH | c:\db2client Cell

3. When you have defined all three variables at cell level, click Browse Nodes.
Select WESBNode01 and click OK. Click Apply to set the active scope to the
node.

4. Define the node scope environment variable
DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH, and set the value as
shown in Table 7-6. Also delete the other two variables shown in Table 7-6.

Attention: At the node scope, you must delete the environment variables
UNIVERSAL_JDBC_DRIVER_PATH and
DB2UNIVERSAL_JDBC_DRIVER_PATH.

Table 7-6 Node scope environment variables

Name Value Scope
DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH | c:\db2client WESBNodeO01
WESBNode02
UNIVERSAL_JDBC_DRIVER_PATH Delete this WESBNode01
variable WESBNode02
DB2UNIVERSAL_JDBC_ DRIVER_PATH Delete this WESBNode01
variable WESBNode02
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Figure 7-23 shows an example of the environment variable configuration.

WebSphere Variables >
DBZUNIVERSAL JDEBC_DRIVER_MATIVEPATH

Substitution variables allow specifring a level of indirection for
values defined in the system, such as filesystemn roots, Variables
can be defined at the server, node, or cell level. when variables in
different scopes have the same name, the order of resolution is
zerver variables, then node variables, then cell variables,

Configuration

General Properties

# Mame
|DBZUNIVERSAL_JDBC_DRIVEF

Value
[evdbzclient

Description

Specifies the fully qualified
name of the directory containing
native files (2.q., .50 files)

needed by the DBZ Universal

JDBC Driver for processing, lz‘

Apply | ﬂ Reset| Cancel |

Figure 7-23 Setting an environment variable value

5. Repeat this process for WESBNode02 to remove the two environment variables
and set the third to the value shown in Table 7-6 on page 177.

Save and synchronize these changes.

Select Next step and then Click to perform.
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Configuring the data sources
The next step is to configure the data sources using the JDBC provider that you
just created:

1. In the new panel, click the new JDBC provider DB2 Universal JDBC Driver
Provider (XA), as shown in Figure 7-24.
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Figure 7-24 JDBC provider selection for data source creation
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2. Scroll to the right and click Data sources, as shown in Figure 7-25.
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Figure 7-25 Selecting the additional data source property

3. You need to create a data source for the messaging database, MEDB. Click
New to create a data source and set the parameters, as shown in Table 7-7.

Table 7-7 Data source configuration

Parameter

Messaging Parameters

Name

MEDB DataSource

JNDI name

jdbc/medb

Description

Messaging engine data source

Component-managed authentication
alias

WESBCellManager01/db_alias

Authentication alias for XA recovery

Use component-managed authentication
alias

Database name

MEDB

Driver type

4

Server name

db2.itso

Port

50004
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Figure 7-26 shows the MEDB data source configuration page. You need to
enter all the values that are identified in Table 7-7. To enter these values, you
need to scroll down in this panel.
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4. To create a new data source,
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5. Enter the properties for the
Data source and click Apply.
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==
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Figure 7-26 Data source configuration

4. Click OK to create the new data source. When created, save and synchronize

the changes and click OK to complete.

5. Click Next step and then Next step again in the Save and synchronize
configuration panel (because you have already saved and synchronized).

Restarting the environment

You need to restart all nodes and the deployment manager to ensure that the
changes that you made are distributed cell wide. Follow these steps:

1. Open the Administrative Console for the deployment manager hosted on

egtO.

2. Navigate to System administration — Node agents and select both nodes.
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3. Click Restart to cause the nodes to stop and start, as shown in Figure 7-27.
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The node agent process serves 33 an interrmediary between the spplication servers on
the node and the deployment manager, The node agent process runs on every node and
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Figure 7-27 Node restart

Note: You need to refresh the Node agents view to see the change in

status.

4. Navigate to System administration — Deployment manager and click
Stop, as shown in Figure 7-28.
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Figure 7-28 Stopping the deployment manager

5. Click OK in the verification panel and then start the deployment manager, as
described in step 13 of the section 7.2.6, “Creating the WebSphere ESB cell”’

on page 162.
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Testing database connectivity
After the environment has restarted, ensure that the MEDB database is running

and test the newly created data sources:

1. Open the egt0 Administrative Console and login.

2. Navigate to Guided Activities - Connecting to a database — Test
database connection, as shown in Figure 7-29.
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Figure 7-29 Testing the new data source

Select Click to perform.

Verify the scope is set to Cell and click the JDBC provider. In this example,
the provide is called DB2 Universal JDBC Driver Provider (XA).

5. In the next panel, scroll right, and under Additional Properties, click Data

sources.
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6. From the data sources panel, select MEDB DataSource and click Test
connection, as shown in Figure 7-30.

e
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Figure 7-30 Successful database connections

7. The Messages dialog box (at the top in Figure 7-30) should indicate that the
data source successfully connected to the database.

8. Click Finish.

7.3.2 Configuring the cell

To configure the network deployment infrastructure with the options that are
required for the Full Support topology, follow these steps:
1. Open the Administrative Console on egt0 and login.

2. Navigate to Guided Activities — Configure your Network Deployment
Environment and click Start.

3. Scroll down and select Click to perform in the expanded panel to see the list
of nodes.

The nodes are already federated, so select Next step.
The database configuration is already complete, so select Next step.
In the Creating clusters and cluster members panel, select Click to perform.
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7. Click New and enter a Cluster name of WESBCTuster01, as shown in
Figure 7-31.
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Figure 7-31 Cluster creation
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8. Click Next and then add a first member of the cluster named WESBServer01 to
the node WESBNode01l. Set the template to defaultESBServer, as shown in

Figure 7-32.
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Figure 7-32 Adding the first cluster member

9. Click Apply to add this server to the new cluster.

10.Repeat this process for WESBServer02 on WESBNode02. However, the template
option will not be available now because all cluster members are of the type

that is defined
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by the first member.
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11.Click Apply to add the second cluster member and then click Next, as shown

in Figure 7-33.
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Figure 7-33 Cluster members added

12.At the summary page, click Finish.

13.Repeat this process for the messaging cluster, using the details that are listed

in Table 7-8.

Table 7-8 Messaging cluster configuration

Cluster name

Cluster members

Node name

Template

MEClIuster01 MEServer01

MEServer02

WESBNode01
WESBNode02

default
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14.Repeat this process for the CEI cluster, using the details that are listed in

Table 7-9.

Table 7-9 CEl cluster configuration

Cluster name

Cluster members

Node name Template

CEICluster01

CElServer01
CElServer02

WESBNode01
WESBNode02

defaultESBServer

The three clusters are created, as shown in Figure 7-34.
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Figure 7-34 Clusters created

15.Save and synchronize the changes.

16.Select Next step to continue, and then select Next step at the Creating
servers option because you require no more servers.
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Configuring the environment
To configure the environment, follow these steps:

1.

In the Configure your Environment panel, select Click to perform.

2. Click the pull-down menu to configure a cluster, and select the following
configuration settings:

a.
b.
c.
d.
e.
f.

Select WESBCluster01 and click Add.
Select MECluster01 and click Add.
Select CEICluster01 and click Add.
Select Remote for the SCA Destination for WESBCTuster01.
Select Local for the SCA Destination for MECluster01.

Select Remote for the SCA Destination for CEICTuster0l.

Figure 7-35 shows the configuration settings.
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Figure 7-35 Configuring SCA for each cluster

Click Next.

From the JDBC provider drop-down list, select the appropriate provider. In
this example, the provider is DB2 UDB 8.1 & 8.2 (DB2 Universal JDBC
Driver Provider (XA) type 4).
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5. Set the user name to egtinst1 and the user password to itsodyou, and click
Next, as shown in Figure 7-36.
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Figure 7-36 JDBC provider selection

6. Under System Bus, select Use existing data source. In the drop-down
menu below, select the data source medb.

Set the schema name to SCASYS.

8. Under Application Bus, select Use existing data source. In the drop-down
menu below, select the data source medb.

9. Set the schema name to SCAAPP.

10.Clear Create tables because you have already created the tables manually
with the sibDDLgenerator.bat command.

Note: If the database is DB2, this option creates the SCA database
schemas the first time that you start the SCA messaging engines.
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Figure 7-37 shows these settings.
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11.Click Next.
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12.This panel configures the WebSphere ESB and CEI clusters to use a remote
destination for SCA. The default should set MECluster01 because of the
remote location, as shown in Figure 7-38.
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Figure 7-38 Remote SCA configuration

13.Click Next to move to the next CEI configuration panel.

14.Ensure that Enable service at server startup is selected, leave the other
default values as is, and click Next, as shown in Figure 7-39.
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Figure 7-39 Startup CEIl service settings
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15.In the summary panel click Finish as shown in Figure 7-40.

Figure 7-40 Cluster configuration summary

16.The network deployment environment is now configured. When it completes
save and synchronize the changes.

7.3.3 Configuring CEI for DB2

This section tells you how to create the CEIl database (CEIDB) and how to
configure the cell that is associated with CEI. In this example, you create the
database manually by transferring the creation scripts to the DB2 server.

Generating the CEI database script

You need to generate the scripts to create the CEIl database and the associated
cell configuration scripts manually. Follow these steps:

1. Open a command prompt on the cell deployment manager system.

2. Change directory to % WAS_HOME%\profiles\Dmgr01\event\dbconfig. In this
example, the directory is
C:\IBM\WebSphere\ESB\profiles\Dmgr01\event\dbconfig.

3. Copy the file DB2ResponseFile.txt to NewDB2ResponseFile.txt.
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4. Using an appropriate editor, edit NewDB2ResponseFile.txt with the correct
information for the environment. Table 7-10 lists the changes for this example.

Table 7-10 NewDBZ2Responsfile.txt settings

Property Value

SCOPE cell

DB_NAME CEIDB

DB_NODE_NAME db2 (look in db2nodes.cfg on the DB2 server)
JDBC_CLASSPATH c:\db2client

UNIVERSAL_JDBC_CLASSPATH | c:\db2client

JDBC_DRIVER_TYPE 4
DB2_HOST_NAME db2.itso
DB2_INSTANCE_PORT 50000
EXECUTE_SCRIPT NO

5. Save the new configuration file.

6. From the same directory, run the following script to generate the CEIl
configuration scripts:

config _event database.bat NewDB2ResponseFile.txt

The scripts to configure the cell for CEIl are created in the directory
% WAS_HOME%\profiles\DmgrO1\event\dsscripts\db2. In this example, the
directory is C:\IBM\WebSphere\ESB\profiles\DmgrO1\event\dsscripts\db2.

The C:\IBM\WebSphere\ESB\profiles\Dmgr01\event\dbscripts\db2 directory is
also generated, and it includes the CEIDB database creation scripts.

Creating the CEIl database

This section describes the steps that are necessary to create the DB2 database,
CEIDB, on the database server. You need to transfer the scripts from a
WebSphere ESB server to the DB2 server because the DB2 windows client is
not installed on the members of the cell. It is assumed that the instance is
running, in this case the instance name is egtinstl.
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To create the CEI database, follow these steps:

1.

Transfer the CEIDB creation scripts directory for DB2,

% WAS_HOME%\profiles\DmgrO1\event\dbscripts\db2, to the database
server. In this example, the directory is
C:\IBM\WebSphere\ESB\profiles\Dmgr01\event\dbscripts\db2.

Attention: If you transfer these files from Windows to UNIX, there might be
return characters (\r) at the end of each line. To run the DDL scripts, you
must remove these characters. A UNIX utility such as dos2unix will remove
these characters.

2. Login to the DB2 server db2.1itso as the instance owner egtinstl.
3. Change directory to the /home/egtinst1/db2.

Run the CEIDB creation script:
./cr_event_db2.sh

Table 7-11 lists the command line responses.

Table 7-11 cr_event_db2.sh responses

Response Description
1 script is running on the DB2 server
egtinst1 DB2 user

This series of steps creates the database and appropriate tables.

Configuring the CEl database cell

To configure the cell for connection to the CEIDB database:

1. On the cell deployment manager where the scripts were generated, open a

command line window.

Run the JDBC configuration script. In this example, we are running on
Windows and the database is DB2. Therefore, the following commands
configure the cell:

cd C:\IBM\WebSphere\ESB\profiles\DmgrOl\event\dsscripts\db2
cr_db2_jdbc_provider.bat cell
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Table 7-12 shows the command line responses to this script.

Table 7-12 CEI JDBC Provider responses

Response Description

egtinst1 DB2 user for CEIDB

itsodyou DB2 password for CEIDB

3. Open the Administrative Console, log in, and navigate to Resources —
JDBC Providers. You should see a JDBC provider at the cell scope for CEI
called Event _DB2_JDBC_Provider, as shown in Figure 7-41.
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Figure 7-41 CEI JDBC provider

4. Click the Event_DB2_JDBC_Provider that is highlighted in Figure 7-41.

5. In the next panel, scroll right, and under Additional Properties click Data
sources.
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6. From the data sources panel, select the event and event_catalog
datasources and click Test connection, as shown in Figure 7-42.
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Figure 7-42 Successful database connections

The Messages dialog box (at the top in Figure 7-42) should indicate that the data
sources successfully connected to the database.

7.3.4 Deploying the CEIl applications

This section explains how install the CEI applications into the CEICTuster01
cluster.

Installing the CEIl Event Server application
To install the CEl Event Server application:

1. Open a command prompt on the deployment manager.

2. Change directory to % WAS_HOME%\profiles\DmgrO1\event\application. In
this example, this directory is
C:\IBM\WebSphere\ESB\profiles\DmgrO1\event\application.

3. Execute the command to install the CEI Event Server application. For
example:

..\..\bin\wsadmin -f event-application.jacl -profile
event-profile.jacl -action install -earfile event-application.ear
-backendid DB2UDBNT_V82_1 -cluster CEICTuster0l
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The final line of all the responses should say Configuration updates have been
saved. Figure 7-43 shows example output.

SB CMD IH[=] B3

ete.

ADMASB131: Application EventServer installed successfully.
Feb 22, 2087 3:33:12 PM com.ibm.events.install.msg

INFO: CEIINB5AAI The enterprise application EventServer is detected.

Feb 22, 2087 3:33:1%9 PM com.ibm.events.install.msg

INFO: CEIINB6381 The registered enterprise application of the Common Event Infra
structure service at scope cluster=CEIClusterBl is EventServer.

Feb 22, 2087 3:33:1%9 PM com.ibm.events.install.msg

INFO: CEIINB6381 The registered enterprise application of the Common Event Infra
structure service at scope cluster=CEIClusterBl is EventServer.

Feb 22, 2087 3:33:1% PM com.ibm.events.install.msg

INFO: CEIINB668I The enterprise application EventServer has been installed succe
ezfully on cluster CEICluster®l.

Feb 22, 2087 3:33:1%9 PM com.ibm.events.install.msg

INFO: CEIINB6BBAI The Common Event Infrastructure resource of type EventBusTransm
issionProfile with the name Default Common Event Infrastructure event bus transm
ission for CEICluster®l at scope Cell:WESBCell®@1l has been created successfully.
Feb 22, 2087 3:33:20 PM com.ibm.events.install.msg

INFO: CEIINB613I The emitter factory profile Default Common Event Infrastructure
emitter for CEICluster®l at scope Cell:WESBCellBl has been created successfully

ﬁeh 22, 2887 3:33:22 PM com.ibm.events.install.msg
INFO: CEIINB5461 Configuration updates have been saved. :J

C:~IBM~WebSphere“ESB \prof iles DngrBlseventsapplication>_

Figure 7-43 CEl application deployment responses

Adding asynchronous capabilities to the CEl Event Server
application

To add asynchronous capabilities to the CEI Event Server application:

1. Open a command prompt on the deployment manager.

2. Change directory to % WAS_HOME%\profiles\Dmgr01\event\application. In
this example, this directory is
C:\IBM\WebSphere\ESB\profiles\Dmgr01\event\application.

3. Execute the command to install the CElI MDB application. For example:

..\..\bin\wsadmin -f default-event-message.jacl -profile
event-profile.jacl -earfile event-message.ear -action install
-cluster CEICluster0l

Table 7-13 shows the command line responses to this script.

Table 7-13 CEI MDB application responses

Response Description

sca embedded messaging authentication user

itsodyou embedded messaging authentication password
itsodyou verified embedded messaging authentication password
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The final line of the responses should say Configuration updates have been

saved. Figure 7-43 shows example output.

WSCA3B23I: The EAR file app3?i121.ear iz bheing loaded for the SCA module.
WSCA3B14]1: Resources for the SCA application EventServerMdbh have bheen configure
successfully.
ECJB48AI = Successfuly updated the application EventServerMdb with the appContex
IDForSecurity information.
DHESBIiI: The cleanup of the temp directory for application EventServerMdh is c
mplete.
: Application EventServerMdb installed successfully.

2087 3:58:43 PM com.ibm.events.install.msg
enterprise application EventServerMdbh iz detected.

. 2887 3:58:43 PM com.ibm.events.install.msg
INFO: CEIINB638I The registered enterprise application of the Common Event Infra
tructure service at scope cluster=CEIClusterdl iz EventServer EventServerMdh.
eh 22, 2007 3:58:44 PM com.ibm.events.install.msg
INFO: CEIINB6381 The registered enterprise application of the Common Event Infra
tructure service at scope cluster=CEIClusterdl iz EventServer EventServerMdh.
eh 22, 2007 3:58:44 PM com.ibm.events.install.msg
INFO: CEIINB668] The enterprise application EventServerMdh has been installed su
cessfully on cluster CEIClusterdi.
eh 22, 2087 3:58:47 PM com.ibm.events.install.msg
INFO: CEIINB5461 Configuration updates have been saved. :J

S IBMsWebSphere“ESBs\prof iles DmgrBlseventsapplication>_

Figure 7-44 CEI MEDB application deployment response

Modifying the CEI configuration

The default configuration for CEl assumes local messaging engines. In this
topology, the messaging engines are located on the MECTuster01 cluster
members.

Deleting bus member CEICIuster01
To delete CEICTuster01l:

1. Open the Administrative Console and login.

2. Navigate to Service integration — Buses.

3. Click the CommonEventinfrastructure_Bus bus.
4

Under the Topology heading, click Bus members.
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5. CEICluster01l is a member of the bus. However, in the case of a remote
messaging environment, this member name should be MECTuster01. Select
Cluster=CEICluster01 and click Remove as shown in Figure 7-45.
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Figure 7-45 Removing CEICluster01 from the bus

6. Save and synchronize the changes, and click OK when complete.

Deleting the Cloudscape data source
To delete the Cloudscape™ data source, follow these steps:

1. Navigate to Resources — JDBC Providers.

2. Set the scope to the CEICIluster01 cluster, and click Apply.
3. Click Cloudscape JDBC Provider (XA).

4. Under Additional Properties, click Data sources.
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5. Select CEICluster01-CommonEventinfrastructure_Bus and click Delete,
as shown in Figure 7-46.
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Figure 7-46 Deletion of the CEICluster01-CommonEventinfrastructure_Bus data source

6. Save and synchronize the changes, and click OK when complete.

Adding MECluster01 to the CEl bus
To add MECluster01 to the CEI bus:

1.

2
3.
4

Click Add.

Navigate to Service integration — Buses.
Click CommonEventinfrastructure_Bus.
Under Topology, click Bus members.
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5. Select Cluster, select MECluster01, and set the Data source JNDI name to
jdbc/medb, as shown in Figure 7-47.
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Figure 7-47 Adding the MECluster01 bus member

6. Click Next.
7. In the confirmation panel, click Finish.

8. Save and synchronize the changes, and click OK when complete.

Setting the CEIMSG schema
To set the CEIMSG schema:

1. Navigate to Service integration — Buses.
Click CommonEventinfrastructure_Bus.
Under Topology, click Bus members.
Click bus member Cluster=MECluster01.

Click the messaging engine
MECTuster01.000-CommonEventInfrastructure_Bus.

ISAE o A

6. Under Additional Properties, click Data store.
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7. Setthe Schema name to CEIMSG, and select WESBCellManager01/db_alias
from the Authentication alias drop-down list, as shown in Figure 7-48.
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Figure 7-48 Schema configuration for CEl messaging engine

8. Clear the Create tables check box.
9. Click OK.

10.Save and synchronize the changes, and click OK when complete.

Setting the JMS destinations
To set the JMS destination, follow these steps:

1. Navigate to Service integration — Buses.

Click CommonEventinfrastructure_Bus.
Under Destination resources, click Destinations.
Click New.

Set the destination type to Queue, and click Next.

o > 0D
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6. Set the Identifier to CommonEventInfrastructureQueueDestination and click
Next, as shown in Figure 7-49.
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Figure 7-49 Setting the CEI queue attributes

7. Select MECluster01 from the Bus member drop-down list, and click Next.
8. At the confirmation window, click Finish.

9. Click New.

10.Set the destination type to Topic space, and click Next.

11.Set the Identifier to CommonEventInfrastructureTopicDestination, and click
Next.

12.At the confirmation window, click Finish.

13.Save and synchronize the changes, and click OK when complete.

Setting asynchronous event emission
To set asynchronous event emission, follow these steps:

1. Navigate to Resources —> Common Event Infrastructure Provider.
2. Set the scope to the cell, and click Apply.

3. Under Additional Properties, click Emitter Factory Profile.

4. Click Default Common Event Infrastructure emitter.
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5. Clear the Preferred synchronization mode check box and clear the
Synchronous Transmission Profile JNDI Name entry, as shown in

Figure 7-50.
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Figure 7-50 Configuration of synchronous mode

6. Click OK.

Click Default Common Event Infrastructure emitter for CEICIluster01

emitter.

8. Clear Preferred Synchronization Mode.

9. Click OK.

10.Save and synchronize the changes, and click OK when completed.
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You have now constructed the topology that is shown in Figure 7-51.
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WebSphere ESB WebSphere ESB WebSphere ESB

WESBNode02

MEServer02
El SCA Queues (standby)

El CEIl Queues (standby)

e g |

e )

Figure 7-51 Clusters with SCA queues

7.3.5 Verifying the topology

206

In this section, you verify the database schema and start the cluster.

Checking the messaging engine database schemas
In this example, DB2 is the RDBMS. To check the database schema, follow

these steps:

1. Log in to the database server as the instance user. In this example this is

egtinstl.

2. Run the following commands:

db2
db2
db2
db2

connect to MEDB

select tabname from syscat.tables where tabschema=\’SCAAPP\’
select tabname from syscat.tables where tabschema=\’SCASYS\’
select tabname from syscat.tables where tabschema=\’CEIMSG\’
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Note: On Windows platforms, do not use the backslashes (\) with the db2
select command.

Each of the schemas should have eight tables. Figure 7-52 shows example
output for the SCAAPP schema.

[ebtinstlfdbz ~]§ dbZ connect to medb
Database Connection Information
DEZ/LINUX 5.2.7

EETINST1
HEDE

Database server
3Q0L authorization ID
Local database alias

[ebtinstifdbZ ~]§ dbZ select tabname from syscat.tables where tabschema=h ' SCLLPFY !

TAENANE

SIEBOOO
SIEBOOL
SIB00OZ
SIBCLASSHMAP
SIBEEYS
SIBLISTING
SIBOWNER
SIBXALCTS

§ recordis) selected.

[ebtinstlfdbz ~]§

Figure 7-62 SCAAPP schema

Checking the CEIl database schemas

In this example, DB2 is the RDBMS. To check the CEIl database schemas, follow
these steps:

1. Log in to the database server as the instance user. In this example this is
egtinstl.

2. Run the following commands:

db2 connect to CEIDB
db2 1ist tables
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There are 35 tables. Figure 7-53 shows example output.

fegtinsﬂ @db2:~

M=%

S
[egtinstifdbz ~]1§ dbZ list tables
Table/View Schema Type Creation time
CEI_T_ ANYELMNTOO EGTINST1 T Z007-02-22-14.16.17.477656
CEI_ T ANYELMNTO1 EGTINST1 T Z007-02-22-14.16.19.715232
CEI_T AS30C_ENG EGTINST1 T Z007-02-22-14.16.16.824562
CEI_T CAT_EVENTDEF EGTINST1 T Z007-02-22-14.16.23.493723
CEI T CAT EXTZCATHAP EGTINST1 T Z007-02-22-14.16.23.579309
CEI_T CAT EXTDATADEF EGTINST1 T Z2007-02-22-14.16.23.907230
CEI_T CAT EXTDATADESC EGTINST1 T Z007-02-22-14.16.23. 653099
CEI_T CAT PROPDESC EGTINST1 T Z007-02-22-14.16.23.750789
CEI_T CAT PROFPFERM EGTINST1 T Z007-02-22-14.16.24.024547
CEI_T_CEE_MAP EGTINST1 T 2007-02-22-14.16.16.633545
CEI_T_COMPIDOO EGTINST1 T Z007-02-22-14.16.16.95895911
CEI_T COMPIDOL EGTINST1 T Z007-02-22-14.16.19.221711
CEI_T CONTEXTOO EGTINST1 T Z007-02-22-14.16.17.312295
CEI_T CONTEXTO1 EGTINST1 T Z007-02-22-14.16.15.544373
CEI_T_EVENTOO EGTINST1 T Z007-02-22-14.16.16.29065587
CEI_T_EVENTO1 EGTINST1 T 2007-02-22-14.16.19.045555
CEI_T EVENT_RELNOO EGTINST1 I Z007-02-22-14.16.17.071756
CEI_T EVENT_RELNO1 EGTINST1 T Z007-02-22-14.16.19.313760
CEI_T_EXT_ELOEOO EGTINST1 T Z007-02-22-14.16.17.965942
CEI_T EXT ELOEO1 EGTINST1 T Z007-02-22-14.16.19.906554
CEI_T_EXT DATEOO EGTINST1 T Z2007-0z2-22-14.16.15.4185832
CEI_T _EXT DATEO1 EGTINST1 T Z007-02-22-14.16.20.342062
CEI_T_EXT_ELEMOO EGTINST1 T Z007-02-22-14.16.17.703478
CEI_T _EXT _ELENO1 EGTINST1 T Z007-02-22-14.16.19.816763
CEI_T EXT_FLOATOO EGTINST1 T Z007-02-22-14.16.18.055171
CEI_T EXT FLOATO1 EGTINST1 T Z007-02-22-14.16.20.067350
CEI_T EXT_INTOO EGTINST1 T Z007-02-22-14.16.18.342197
CEI_T EXT_INTO1 EGTINST1 T Z007-02-22-14.16.20.255952
CEI_T EXT_3TRINGOO EGTINST1 T Z007-02-22-14.16.18.257437
CEI_T EXT 3TRINGO1 EGTINST1 T Z007-02-22-14.16.20.159326
CEI_T M3G_TOEENOO EGTINST1 T Z007-02-22-14.16.17.3585078
CEI_T M3G_TOKENO1 EGTINST1 T Z007-02-22-14.16.19. 629973
CEI_T FROPERTIES EGTINST1 T Z007-02-22-14.16.16.373505
CEI_V_EELN_ENGOO EGTINST1 v Z007-02-22-14.16.18.499300
CEI V_FELN_ENGO1 EGTINST1 v Z007-02-22-14.16.20.423415
35 recordis) selected.
[egtinstlfidbz ~]§ w

Figure 7-53 CEIDB tables
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Starting the messaging cluster
To start the messaging cluster, follow these steps:

1. Ensure that all nodes are running. If a node is not running, start it with the
following commands:

a. Open a command prompt on the node’s host machine.
b. Change directory to the node’s bin directory:
cd \IBM\WebSphere\ESB\profiles\WESBNode01l\bin
c. Start the node using this command (Figure 7-54):
startNode.bat

C:~IBM~WebSphere\ESBsprof iles“WESBNodeB1“hin>startMHode . bat
ADMUB116I: Tool information is being logged in file
C:~IBM~WebSphere“ESBsprof iles“WESBNodeBl~logs~nodeagentsstartServer. 1

g

ADMUB1281 = Starting tool with the WESBHode®l profile

ADMU3188]1 : Reading configuration for server: nodeagent

ADMU3I2AAI : Server launched. Waiting for initialization status.
ADMU3BBAI : Server nodeagent open for e-business; process id is 3892

C:~IBM~WebSphere“ESB \prof iles“WESBNodeBixbin>_

Figure 7-54 Starting a node at the command line

2. Start the cluster:
a. Open the Administrative Console and login.
b. Navigate to Servers — Clusters.
c. Select MECluster01 and click Start, as shown in Figure 7-55.

welcome Wupert Logout Support Hel s00

P | g | PP | P aae:

welcome Close page
Guided Activities Server ClusteR i 1 7 - Whelp ]
B &z Server Cluster Field help

i For field help information,
AnplicationCEEER A server cluster consists of a group of application servers, If one of the member servers select = field label or list
Generic servers fails, requests will be routed to other members of the duster,

IMS Servers

marker when the help

Preferences cursor appears,

Web servers Page help

Hew] | Delete o) Ripplestart Immediatestol
Clustars I -’ stop | e | 2 More information sbout
Cluster tapology — this page

[ [

Core aroups

Select Nsme & Status ()
Applications =

CEICusterdl ®
Resources
[E— MEClusternt ®
Envitanment O WEGRCluster0l ®
Integration Applications Total 3

Systern administration

Figure 7-55 Starting the MECluster01 cluster

d. Verify that the cluster starts successfully. The red cross should change to
a solid green arrow. You need to refresh the view to see the change in
status.
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3. Verify that the messaging engines have started:
a. Navigate to Service integration — Buses.

There should be three buses listed—two for the SCA Application and SCA
System buses and a third CommonEventinfrastructure bus—as shown in
Figure 7-56.

B s i
ervers Buses Fleln: hledlph ‘ .

" For fiel &lp inform ation,
Cgplisen oarem A service integration bus supports applications using message-based and service- select a field labal or list
Generic servers oriented architectures, A bus is a group of interconnected servers and dusters that have marker when the help
IMS Servers been added a5 rembers of the bus, Applications connect to a bus at ane of the cursor appears.,

messaging engines assodsted with its bus mambers,
Web seruers
Page help

Preferences
Clustars Mors information sbout

Cluster topology New| | Delete this page

Caore groups
) (o
4 (¥
Applications

Resources Select| Name 3 Description {

p— (m] Bus Garmm ueture Bus
curity

T — [ | SCAAPELICATION. WESBCellol.Bu " ing bus for Sarica

Integration Applications (m] SCASYSTEM.WESBCe|lOL Bu; i bus for Service

Systern administration
Total @

Monitoring and Tuning

Troubleshooting

Figure 7-56 Service integration buses

b. Click SCA.APPLICATION.WESBCell01.Bus.
Under the Topology section, click Messaging engines.

The status of the WESBCTuster01.000-SCA.APPLICATION.WESBCe1101.Bus
messaging engine should be started, as shown in Figure 7-57.

Wel wigsky | Lageut | 5 | Hel s
elcomne wigs ogou uppo B =
asby g PP 13 ‘ ees
Welcome Clase page
Guided Activities Buses . 7 - Wuelp =
y
B Servers e > 522 SO ATION L.Bus > Py Field help
| _ For field help information,
Applications A messaging engine is 3 camponant, running insids a ssrer, that manages messaging select 5 field lsbel o list
resources for a bus member. Applications sre connected to 2 messsging engine when
T P ging =ng rmarker when the help
accessing 2 sarvice integration bus, eirec anp=ars!
Seeurity @ Preferences
Page help

Envircnmant More information about
start| | Stop mode: |Immediate x| | Stop this page

Integration Applications

v
Systern administration 0 [ 2|
Monitaring and Tuning Select Name & Description O status & ()
Troubleshooting (] WESEClusterdL, 000~ &

SCAAPPLICATION. WESBCall0d. Bus
B service integration

Total 1
WERR definitions

Buses

Web services

uoet

Figure 7-57 Messaging engine in started state

e. Repeat this process for the SCA.SYSTEM.WESBCe1101.Bus and
CommonEventInfrastructure Bus buses.
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Starting the remaining clusters
To start the remaining clusters, follow these steps:

1. Open the Administrative Console and login.
2. Navigate to Servers — Clusters.

3. Select the cluster check box for each stopped cluster and click Start, as
shown in Figure 7-55.

Welcorne Wupert | Lageut | Suppert | Help =

welcome Clase page
Guided Activities Server Cluster | 4 7 -heln. -]

server Cluster

consists of a group of application servers, If ane of the member servers
will be routed to other members of the duster,

Page help
New| | Delste Sto Ripplestart Irnrnediatesto

this page
) 52

Select Mams 2 Status ()

Applications

v
Resources I3
Sacurity | MEClusteros Y

Environmen 3 [V | WESRClusterd 8]

CEICluster0l ®

Integration Applications Totsl 3

Systern administration

nd Tuninag

Figure 7-58 Starting the remaining clusters

4. Verify that the clusters start successfully. The red cross should change to a
solid green arrow. You can view detailed information in SystemOut.log on
each cluster member.

7.4 Installing and testing the scenario

This section describes how to test the topology that you have built by deploying
presentation logic, business module, and enterprise service layers.

7.4.1 Installing the enterprise applications

To test the business mediation logic for this topology, you need to create a
presentation logic layer and a remote enterprise service layer. The presentation
logic layer provides the client for the business module, and the remote enterprise
service layer presents services to be mediated.

In this example the presentation logic and remote enterprise service layers are
provided by two stand-alone WebSphere Application Server instances. The
presentation logic enterprise application, ITSOESBCplIxPrsApp.ear, is installed
on egt3 to WASNode0O1 on serverl. The enterprise service enterprise application,
ITSOESBCpIxSrvApp.ear, is installed on egt3 to WASNode02 on serverl.
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Deploying the mediation application

The application supporting the business mediation logic is provided by a single
EAR file. You must install this application to the cluster WESBCluster0l. Follow
these steps:

1. Open the egt0 Administrative Console and log in.
2. Navigate to Applications — Install New Application.

3. You will install the enterprise application ITSOESBSmplBusApp.ear, which
includes the mediation logic. This file is located in the additional material that
is supplied with this book. To learn how to obtain it, see Appendix A,
“Additional material” on page 427. Copy ITSOESBCpIxBusApp.ear from the
additional material to c:\IBM\WebSphere\ESB\installableApps.

4. In the Administrative Console, select Local file system and click Browse.
5. Navigate to the c:\IBM\WebSphere\ESB\installableApps folder.

6. Select the ESB mediation module to be installed, in this example
ITSOESBCp1xBusApp.ear, and click Open.

7. From the Administrative Console, click Next, as shown in Figure 7-59.

T8e.
Welcorne Wigsby |  Logeut |  Suppert | Help ‘ ee0:

Welcame

Guided Adtivities

Servers

B applications Specify the EAR, WAR or JAR madule to uplesd and install.

Enterprise Applications Path to the new application.

Instsll Mew Applicstion & Lacal file systom

2CA Modules

Spedify path
AR G IBMWebSphere\ESEN [ Biowss ;
Security ' Rermote file systermn
Envitanmnent t
Browse...

Integration Applications
Systern administration Contaxt root
Monitaring and Tuning Used only for standalone Web modules { war files)
Troubleshooting Cancel

Service intzgration

upel

Figure 7-59 Installing the business module
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8. In the next panel, leave the settings as default and click Next.

All the other application deployment settings will be left as default, but notably
the application must be deployed to the WESBCTuster01 cluster in step 2 of the
wizard, ‘Map modules to servers’ as shown in Figure 7-60.

Welcome Wuperk | Logout | Suppart | Help

el . .
leems stall Wew Application

Close page

Guided Adtivitias

stall New Application
Seruers

Bl Applicstions pecify options for installing enterprise applications and medules.

Enterprise Applications
Install Mew Applicatian
SCA Modules

Map madules to servers

Spacify targets such as application servers ar clusters of application servers where you want to install the
—» Step 2:Map modules contained in your application. Modules can be installed on the same application server or
PR TR dispersed armong several application servers, Also, specify the Web servers as targets that will serve as

routers for requasts to this application. The plug-in configuration file (plugin-cfa.xml) for esch Web seruar
is genarated based on the applications which are routed through it.

ez I |

Security

Clusters and Servers:
WehSphere: cell=WESBCell01,cluster=WESBCluster01

=

Environment

Integration Applications WebSphere: call=WESBCeIIN1 cluster=MECIusterD1
WebSphere: call=WESBC 2l cluster=CEIClustarnl Apply
Systern administration e — _
E
Monitoring and Tuning
Troubleshooting Select Module URT Semver
T —— O | ims e seoe R:&E::E:iﬂ?"ahmm- WebSphere: cell=WESBCalDL, cluster=WESBClusterd1
uopt

ITSOESBBusWeb, war, WEB- WebSphara:cell=WESBCell0L, cluster=WESB ClusterDl
[T | 1TsoEsBBUsWab | 12 st

Previous | Next| Cancel

Figure 7-60 \Verification of the correct application module mapping

9. Click the link to the summary panel, in this example Step 7: Summary.
10.Click Finish, as shown in Figure 7-61.

Figure 7-61 Business module installation summary

Welcame Wigsby | Logout | Support | Help
Welcome -
Enterprise cations Close page
Guided Activities
Install New Application H
Serusrs
Field help
El applicstions Specify options for installing enterprise applications and medules, For field help information,
" A . lect 5 field label or list
Enterprise Applications ==
P PP Summary marker when the help
Install Mew Application cursar appears,
SCA Modules Summary of installation optians
Page help
Resources Options Values More information about
Use Binary Configuration Ne thiz page
Security
Crests MBeans for rasources Yas
E 3
g e CelliHodefServer Click here
Infigretien Sepihesinems Reload interval in seconds
Systern administration Enable caszs relaading Ne
e Process embedded configuration es
Troublashooting application name ITSOESBRUsARR
walidate Input offfwarn/fail warn
Service integration &
Diractary to install spplication
uoet
Distribute application ves
Deploy Web servicas Na
Pre-compile J5P Ha
Deploy enterprise beans Mo
=3 Step 7: Summary
Previous Finish Cancel
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11.When the application has been installed successfully, click Save to Master
Configuration.

12.Select Synchronize changes with Nodes, and click Save.
13.When completed successfully, click OK.
14.Start the application (Figure 7-62):
a. Navigate to Applications — Enterprise Applications.
b. Select ITSOESBCp1xBusApp and click Start.

Close p
Enterprise Applications W h N i
E Meszages
mAppIication ITSOESBCPIxBusApp on server WESEServerll and node WESBMNodeOl
started successfully,
mAppIication ITSOESBCPIxBusApp on server WESEServer02 and node WESENodeO2
started successfully,
mAppIication ITSOESBCPIxBusApp started succeszsfully on all the servers in cluster
WESBCluster0l,
Enterprise Applications
Lists installed applications, A single application can be deployed onto multiple servers,
Preferences
Start | | Stop Install Uninstall Update Rollout Update | Rernove File Export Export DDL

ElGlc

Select| Marme 2 Status ()
r EventServer =3

r EventServeridh =3

r ( ITSOESBCplxBusApp ﬂ

r zca.sib.rmediation =3

Total 4

Figure 7-62 Starting the mediation module

Preparing the presentation logic and enterprise service
layers

Define a WebSphere Application Server server to host the presentation logic
layer, then install the presentation logic application. Follow these steps:

1. Create a new WebSphere Application Server profile using the profile creation
wizard on egt3. On Windows platforms, launch the Profile Wizard by clicking
Start — All Programs — IBM WebSphere — Application Server Network
Deployment V6 — Profile creation wizard.
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2. Define a profile with the following properties:

Profile type: Application Server profile
Profile name: WASNode01

Node name: WASNode01

Host name: egt3.itso

3. When the profile is created, navigate to the bin directory of the profile (which
on our system was C\IBM\WebSphere\ESB\profiles\WASNode01\bin) and
start the server using the command:

startServer serverl
4. When the server is started, launch the Administrative Console:
http://egt3.itso:9060/ibm/console

5. Install the presentation logic enterprise application
ITSOESBSmplPrsApp.ear. This file is located in the additional material that is
supplied with this book. To learn how to obtain it, see Appendix A, “Additional
material” on page 427.

a. Copy ITSOESBCplxPrsApp.ear from the additional material that is
supplied with this book to c:\\IBM\WebSphere\ESB\installableApps.

b. In the Administrative Console, click Applications — Install New
Application and install ITSOESBCpixPrsApp.ear. When the application is
installed, save the configuration.

c. Click Applications — Enterprise Applications and start
ITSOESBCpIxPrsApp (Figure 7-63).

Enterprise Applications 4 WA

E Meszages

mAppIication ITSOESECR|xPrsApp on server serverl and node WASHNodeOl started
successfully,

Enterprise Applications
Lists installed applications, A single application can be deployed onto multiple servers,

Preferences

Start | | Stop Install Uninstall Update Rollout Update | Rernove File Export

T3 ‘t‘ ?

Select| Marme 2 Status ()
r Defaulttpplication =3
O ITSOESECRIxPrsApp =3

Figure 7-63 Installed enterprise application ITSOESBCplIxPrsApp
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Define a WebSphere Application Server server to host the enterprise service
layer, then install the enterprise service application. Follow these steps:

1.

Create a new WebSphere Application Server profile using the profile creation
wizard on egt3. On Windows platforms, launch the Profile Wizard by clicking
Start —» All Programs — IBM WebSphere — Application Server Network
Deployment V6 — Profile creation wizard.

Define a profile with the following properties:

Profile type: Application Server profile
Profile name: WASNode02

Node name: WASNode02

Host name: egt3.itso

When the profile is created, navigate to the bin directory of the profile (which
on our system was C:\IBM\WebSphere\ESB\profiles\WASNode02\bin) and
start the server using the command:

startServer serverl
When the server is started, launch the Administrative Console:
http://egt3.its0:9061/ibm/console

Install the presentation logic enterprise application ITSOESBCpIxSrvApp.ear.
This file is located in the additional material that is supplied with this book. To
learn how to obtain it, see Appendix A, “Additional material’ on page 427.
Then, follow these steps:

a. Copy ITSOESBCplxSrvApp.ear from the additional material supplied with
this book to c:\IBM\WebSphere\ESB\installableApps.

b. In the Administrative Console, click Applications — Install New
Application and install ITSOESBCplIxSrvApp.ear. When the application is
installed, save the configuration.
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c. Click Applications — Enterprise Applications and start
ITSOESBCpIxSrvApp (Figure 7-64).

Cla:
Enterprise Applications

E Meszages

mAppIication ITSOESBCPIxSrvApp on server serverl and node WASHNodeDZ started
successfully,

Enterprise Applications
Lists installed applications, A single application can be deployed onto multiple servers.

Preferences

Start | | Stop Install Uninstall Update Rollout Update | Rernove File Export
k| |4
w2
Select| Marme 2 Status ()
r Defaulttpplication =3
r ITSOESECRIxSrwApp =3

Figure 7-64 Installed enterprise application ITSOESBCpIxSrvApp

7.4.2 Configuring IBM HTTP Server

You need to install and configure a router in front of the mediation cluster so that
all members of the cluster can be accessed by the presentation logic layer.

Client requests from the browser are made to the presentation layer that runs in
a stand-alone WebSphere Application Server. The JSP running on this
stand-alone application server cannot make requests to multiple destinations
hosting the Web service. The IBM HTTP Server and WebSphere Plugin work
together to provide a single point of access for the JSP, routing requests from the
presentation logic layer to the mediation cluster members, as illustrated in
Figure 7-65. Mediation then takes place, and a Web services call is made to the
appropriate target. The response is directed back through the original cluster
member.
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Figure 7-65 Load-balanced and failover-capable mediation cluster

The following products must already be install:
» IBM HTTP Server in c\IBMIHS
» The WebSphere plugin for IBM HTTP Server in c:\IBM\WebSphere\Plugins

For instructions on how to install these products, refer to Appendix B, “Product
installation” on page 429.

Adding the Web server to the cell
To add the Web server to the cell, follow these steps:

1. Open a command prompt on the machine where the Web server plugin has
been installed.

2. Change directory to c:\IBM\WebSphere\Plugins\bin.

Note: In this example, the Web server is named webserverl. Therefore, the
configuration script is named configurewebserver1.bat.

3. Copy the configurewebserveri.bat file to %WAS_HOME%\bin on any node in
the cell.

4. Change directory to %WAS_HOME%\bin and run configurewebserver1.bat.

This script adds the Web server into the cell, and deploys the applications to the
Web server.
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Configuring the plug-in
To configure the plug-in, follow these steps:

1.

Open the Administrative Console on egt0 and login.

2. Navigate to Servers — Web servers.
3.
4

. When complete, the message text identifies the location of the generated

Select webserver1 and click Generate Plug-in.

plug-in file. In this example, it is:

c:\IBM\WebSphere\ESB\profiles\Dmgr0l\config\cel1s\WESBCel1101\nodes\e
gt0.itso\servers\webserverl\plugin-cfg.xml

Move the plugin-cfg.xml configuration file.

The location of plugin-cfg.xml that WebSphere Plug-in uses is specified by
the WebSpherePluginConfig variable within the httpd.conf configuration file of
IBM HTTP Server. Therefore, the generated plugin-cfg.xml must be moved to
the path that is defined by this variable. In this example, the command is:

move
c:\IBM\WebSphere\ESB\profiles\Dmgr0l\config\cell1s\WESBCel101\nodes\e
gt0.itso\servers\webserverl\plugin-cfg.xml
c:\IBM\WebSphere\Plugins\config\webserverl\plugin-cfg.xml

Configuring the application deployment
There are two additional steps to configure the application deployment:

1.
2.

Configuring the presentation application for the mediation export

Configuring the mediation application for the remote enterprise services

Presentation logic connectivity to mediation layer
To configure the presentation logic connectivity to the mediation layer:

1

o 0 r 0Db

. Open the presentation logic layer's WebSphere Application Server

Administrative Console and login (e.g. http://egt3.its0:9060/ibm/console).
Navigate to Applications — Enterprise Applications.

Click the presentation application, ITSOESBCpIxPrsApp.

Under Related Items, click Web modules.

Click the Web Archive (WAR) file, ITSOESBPrsWeb.war.

Under Additional Properties, click Web services client bindings.
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7. Under Port Information, click Edit, as shown in Figure 7-66.

Close pags
Enterprise Applications |

Enterprise Applications > ITSOESBCplxPrs App > Web module > ITSOESBPrsWeb.war > Web services client bindings

The cient bindings define the Web service WSDL file name, preferred ports and other port information, A Web service can speci
the relative path within the module of a compatible WSDL file containing the actual URL to be used for requests, This is needed
only if the ariginal WSDL file did not contain a URL or when a different URL is needed. For a service endpoint with multiple ports
defined, a preferred port mapping specifies the default port to use for a port type, A timeout, an overridden endpeoint URL, and
an overridden binding namespace can be set in the port information,

Preferrad Part
Wweb Service WSDL Filenarne Port .
. Information
Mappings
stock OrderExportl_stock OrderHbpService IUse default (WEB-INF.I"wsdl.l"stockOrderExportl_stockO;] Edit...

Figure 7-66 Editing port information for the presentation logic layer

8. Change the Overridden Endpoint URL to that of the IBM HTTP Server, in this
example:

http://egt0.itso:80/ITSOESBBusWeb/sca/stockOrderExport

Note: This Endpoint URL is constructed from:

— The host name of the IBM HTTP Server and the port on which it
listens. In this example egt0.itso:80

— The context-root of the Web module that is defined in the
deployment descriptor of the mediation application, ITSOESBBusWeb.

— The Web service URL-pattern that is defined in the deployment
descriptor of the WAR file within the mediation application. In this
example sca/stockOrderExport.

Figure 7-67 shows this step.

Welcome -

Close page
E Guided Activities Enterprise Applications
Enabling global security
N Enterprise Applications > ITSOESBPrsApp > Web module > ITSOESBPrs Web.war > Web services client bindings > stock OrderExp
Routing requests fram a Web server e
to an application server Specifies a request imeout, an overridden endpoint URL, and an overridden binding namespace can be set for a port. The timeout
P ——... s2conds to wait for & request. A& value of zero disables the timeout, The current endpaint and binding namespace can be overridder
e Part Information for Web service stockOrderExportl_stockOrderHttpService
Application servers Request
EL Port Tiimmeni: Overridden Endpoint URL e B Her
Web servers (secands)
B applications stockOrderExporti_stockorderHttpPort | [htip://ebtl.itso: 80/ TSOE SBBusWeb/sca/stock | |
Enterprise Applications
Tnstsll Mew Application

B Resources [pply | [oK| [Reset] [ cancal

B 1ms Providers

Figure 7-67 Configuring the Endpoint URL

9. Click OK. Save and synchronize the changes.
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Mediation layer connectivity to remote enterprise services
To configure the mediation layer connectivity to the remote enterprise services:

Open the WESBCe11 deployment manager’s Administrative Console and login.
Navigate to Applications — Enterprise Applications.

Click ITSOESBCpIxBusApp.

Under Related Items, click EJB Modules.

Click the JAR file that is presented, ITSOESBBuUsEJB.jar.

Under Additional Properties, click Web services client bindings.

N o o s~ Db~

For the sca/import/USImport service, click Edit under Port Information, as
shown in Figure 7-68.

Enterprise Applications Close

Enterprise Applications o . o 7 |

Enterprise Applications > ITSOESBCplxBus App > EJB Modules > ITSOESEBBusEJB.jar > Web services client bindings

The cient bindings define the Web service WSDL file name, preferred ports and other port information, A Web service
can specify the relative path within the rmodule of a2 compatible WSDL file containing the actual URL to be uszed for
requests, This iz needed anly if the original WSDL file did not contain a URL or when a different URL is needed, For a
service endpoint with rultiple ports defined, a preferred port mapping specifies the default port to use for a port type,
A timeout, an overridden endpoint URL, and an overridden binding narmespace can be set in the port information,

Preferrad

Wweb Service EJB WwSDL Filenarne Port PG .
. Information
Mappings
scafimpory/USImport | Module ]Use default (META-INF.I"wsdl.l"USImport_USbrokerIHttp_;I Edit... Edit...
scafimpory UKImport | Module IUse default (META-INF.I"wsdl.l"Importl_UKbrokerIHttp_E;I Edit... Edit...

Figure 7-68 Editing port information for the remote enterprise services

8. Change the host and port to that of the WebSphere Application Server that is
hosting the remote enterprise services, in this example
http://egt3.its0:9081/ (Figure 7-69).

Enterprise Af ations Close p:

Enterprise Applications > ITSOESBCplxBus App > EJB Modules > ITSOESBBusEJB.jar > Web services client bindings > sca /i

Specifies a request timeout, an overridden endpoint URL, and an overridden binding namespace can be set for a port. The t
rmany seconds to wait for a request, A value of zero disables the timeout, The current endpoint and binding narmespace can

m or Web service scafimportfUSImport, EJB Module

Request
Port Timeout Cvertidden Endpaint URL Gvertidden Binding Mame

[seconds)

USImport_USbrokerlHttpPaort I (http:,-" eqt3

Appll,ll ﬂ Reset| Cancel |

N
EI)/ TSOESBUSsnAveb/seni) |

Figure 7-69 Configuring the host for the remote enterprise services
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9. Repeat the previous step for the sca/import/UKImport service.
10.Save and synchronize the changes, and click OK when complete.

It is possible to test each of the remote enterprise services with a browser
directed at the following URLs:

» http://egt3.its0:9081/ITSOESBUSsrvWeb/services/USbrokerIExportl UShrok
erIHttpPort

» http://egt3.its0:9081/ITSOESBUKsrvWeb/services/UKbrokerIExportl UKbrok
erIHttpPort

The mediation Web services can be reached directly on the following URLSs:

» http://egtl.itso:9080/ITSOESBBusWeb/sca/stockOrderExport

» http://egt2.itso0:9080/ITSOESBBusWeb/sca/stockOrderExport

Figure 7-70 shows an example response.

{http://ITSOBankLib/stockOrder/Binding}stockOrderExportl_stockOrderHitpPort

Hi there, this is a Web service!

Figure 7-70 Example response from Web service call

By appending ?wsd1 to these URLs, the actual WSDL definition can be displayed,
as shown in Figure 7-71.

/3 http:/ /ebt2.its0:9080, 1TSOESBBusWeb, 'sca/stockOrderExport/wsdl, stockOrderExport1_stockOrderHttp_ - Microsoft Internet E

File Edit Miew Fawvorites Tools Help

QBack ~ ) - [x] 2 o | ' Search " Favarites £ AT NG
Address | http: fiebt2 its0: 9030/ 1TSOESBBUsWeb scafstockOrderEfport Pwsd| )

N—"

=7xml version="1.0" encoding="UTF-8" ?>
- =wsdlidefinitions name="stockOrderExport1_stockOrderHttp_Service" targetMamespace="http:/ /ITSO
smins="http://schemas.xmlsoap.org/wsdl/" smins:Port_0="http:/ /ITSOBankLib/stockOrder"
amlns: soap="http:/ fschemas.xmlsoap.org/wsdl/soap/" zmins:soapenc="http:/ /schemas.xmlsoaf
amlns: this="http:/ /ITSOBankLib/stockOrder/Binding" xmins:wsdl="http://schemas.xmlsoap.org/y
=wsdliimport location="stockOrder.wsdl" namespace="http:/ /ITSOBankLib/stockOrder" /=
=wsdlibinding name="stockOrderExport1_stockOrderHttpBinding" type="Port_0:stockOrder">

<soap: binding style="document" transport="http://schemas.xmlsoap.org/soap/http" />
- =wsdl:operation name="getOrder">

<soap:operation /=

Figure 7-71 Requesting the WSDL definition
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7.4.3 Testing the scenario

This section tests the environment and the application that it hosts and shows
both mediation and load-balancing that occurs. It also demonstrates the logging
of CEl messages.

Starting the environment
To start the environment, follow these steps:

1. Ensure that all three layers of the environment (presentation, mediation, and
remote enterprise services) are started.

2. Ensure that all applications are running in these layers.
3. Start up IBM HTTP Server with the following commands:

cd c:\IBMIHS\bin
Apache.exe -k start

Testing the mediation
Testing the application involves accessing the JSP front end and sending in a
request:

1. Open a Web browser and launch the presentation logic JSP (Figure 7-72).
We used:

http://egt3.itso0:9080/ITSOESBPrsWeb/stockOrder.jsp

/J stockOrder.jsp - Microsoft Internet Explorer
e Edit b

Favortes Took  Help | &
@back - o) - | 2 0| O Seach - Favorites & =
Address |9;| hittps/febt3:9080/ITSOESEPrsWebfstackOrder. jsp B> ‘L\nks =

Place A Stock Order To ITSO Bank

Stock name leZ—
Cruantity lm—
Price: lBBH—
Stockplace country: lUKIi

Flace order

Figure 7-72 Accessing the presentation layer JSP
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2. Complete the fields, making sure to specify a Stockplace country value of UK.
Click Place order. The mediation logic places the order with the U. K. broker
service and returns a confirmation ID as shown in Figure 7-73.

Order complete. Confirmation Id from broker: 44

Figure 7-73 Sample response from U. K. broker

3. Enter a second request, this time specifying a Stockplace country value of
USA. Click Place order. The mediation logic will place the order with the UK
broker service, and will return a confirmation id as shown in Figure 7-74 on
page 224.

Order complete. Confirmation Id from broker: 8

Figure 7-74 Sample response from U. S. broker

4. Enter a third request, this time specifying a Stockplace country of Canada.
Click Place order. The non-U. K. or non-U. S. stockCountry causes a CEl
event to be generated that can be viewed using the Common Base Event
Browser (Figure 7-75). The order is then placed with the U. S. broker.

Order complete. Confirmation Id from broker: 8

Figure 7-75 Sample response from US broker

This example shows mediation occurring based on the Stockplace country data
that is provided by the JSP in the presentation layer. In one case, the
UKbrokerIExportl UKbrokerIHttpPort remote service is called and in the other
two cases the USbrokerIExportl USbrokerIHttpPort remote service is called.

Testing load-balancing

By default, the WebSphere Plug-in passes requests made to the HTTP server
onto the mediation cluster, using the round-robin balancing algorithm.

By changing the WebSphere Plug-in logging level defined in the plugin-cfg.xml
file, it is possible to view which mediation cluster member is selected as each
request is made. Follow these steps:

1. Open the plugin-cfg.xml file using an appropriate text editor. In this case, the
directory is c:\IBM\WebSphere\Plugins\config\webserver1\plugin-cfg.xml.
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2. Inthe first Log stanza, change the LogLevel parameter to Stats, as shown in
Figure 7-76.

<7xm] wversjon="1.0" encoding="I50-885%-1"7>
<! ——HTTP server p1ug1n config file for the webserver WESBCel10l.ebto. itso.wehserverl generat
<Configa fal acceptallcontent="false" A ServerPortPreference DstHeader

<Property Name="ESIMaxCachesize" value= 1024“
<Property Mame="ESIInwvalidationMonitor"” walue=' fa1se“I>
<virtualHostGroup Name="default_host"»>

</irtualHost Mame="#:9080" />

</irtualHost Mames="#:80"/>

irtualHosT Mame="#:9443" />

<virtualHost mMame="ebtl.its0:9080" />

</irtualHost mMame="ebtl.itso:80"/ >

<virtualHost mMame="ebtl.its0:9443" />

<virtualHost mMame="ebt2.its0:9080" />

</irtualHost mMame="ebt2.its0:80" />

<virtualHost mMame="ght2.its50:9443" />

Figure 7-76 Changing the logging level for the WebSphere Plug-in

3. Save the plugin-cfg.xml file and restart the HTTP server:

cd c:\IBMIHS\bin
Apache -k restart

4. Submit a series of requests to the presentation layer JSP, as described in
“Testing the mediation” on page 223.

5. Open the WebSphere Plug-in log file in an appropriate text editor, in this case
c\IBM\WebSphere\Plugins\logs\webserveri\http_plugin.log.

6. A series of lines shows each request that is passed to members of the
mediation cluster in turn, as shown in Figure 7-77.

[Tue Feh 13 14:51:14 200871 A0BAA180 BABBAT7A8 STAT Ws_SEervVer_group: serverGro .
upCheckServerStatus: Checking status of WESBNodeBZ UWESBServerB2,. ignorelleights @
- _markedDown B, PethNow a, wlhﬂllows 1 PeachedHaxConnect1onsL1m1t a

[Tue Feb A4 55 (151415 Oo008B88 — STATS: ws_server: serverSetFailov
ergta¥¥s Seruer HESBNodeBZ HESBSEPUEPBZ gendlngConnectlons B failedConnection
3 af f inv6y P

[Tue Feh 13 14 Li:14 2337] BBBBBISB BaAAA?AE — STATS: ws_server_group: serverGro
upCheckEerverStatus: Checking status of WESBNodeBl WESBServerBl. ignorelleights @
. markedDown B, PethN a lhﬂllows 1 eachedHaxConnectionsLimit a

[Tue Feh A3 . 71 BaaaE18e—8 988 — STATS: ws_server: serverSetFailov
erStatus pendingConnections @ failedConnection
= B affin 9.

[Tue Febh 13 14 Bi: 15 2337] BBBBBISB BBBBB?BS — 8TATS: ws_server_group: serverGro
upCheckServerStatus: Checking status of WESBNodeBZ UWESBServerB2,. ignorelleights @
. markedDown B, retryl a Allous eachedHaxConnectionsLimit a

[Tue Feb 2 718 Qmms 288 — STATS: ws_server: serverSetFailov
erStatus Seruer HESBNodeBZ HESBSEPUEPBZ pendingConnections @ failedConnection

= B affin 9.
[Tue Feh 13 14:51:15 280871 BAARA180 ABAAA?BE — STATS: ws_server_group: seruerGPo-J

upCheckServerStatus: Checking status of WESBNodeBl WESBServerBl. ignorelleights @
. markedDown B, PethNow a, wlhﬂllows 1 PeachedHaxConnect1onsL1m1t a

[Tue Febh Be7 T B0008 POBBBYB8 — STATS: ws_server: serverSetFailov
ergta¥¥s Seruer HESBNDdeBi HESBSeruerBi 2) pendingConnections B failedConnection
s affin .
[Tue Feh 13 14:51:16 28671 BAPAA180 ABAPAA?AE — STATS: ws_server_group: serverGro
upCheckServerStatus: Checking status of WESBNodeBZ UWESBServerB2,. ignorelleights @
. markedDown B, PethNow A, wlhﬂllows 1 PeachedHaxConnect1onsL1m1t a

[Tue Feb A 5 AAAARTSE OoPAAYeA8 — STATS: ws_server: serverS8etFailou
erStatU§ Seruer HESBNodeBZ HESBSEPUEPBZ pendingConnections @ failedConnection

|

Figure 7-77 Load-balanced requests

Chapter 7. Implementing the Full Support topology for WebSphere ESB 225



226

Viewing Common Events

To view Common Events:

1. In the Administrative Console of egt0, navigate to Applications —
Enterprise Applications.

Click the EventServer application.

3. Under Additional Properties, click Provide JNDI Names for Beans.

4. Note the contents of the JNDI name field for the EventAccessEjb EJB, as

shown in Figure 7-78.

Welcome | Logout | Suppark | Help

Welcome
Guided Activities

Seruers N

Enterprise Applications

> EventServar > Provida INDI Names for Beans

Bl Applicstions
Enterprise Applications
Install Mew Applicatian
SCA Modules

=

Resources

=

Security

=

Environment

=

Integration Applications

=

Systern administration

=

Monitoring and Tuning

=

Troubleshosting

=

Service integration

=

ucDI

[

EventServerib.j

EventCatalog

EventCatalog

EventCatalog

EventCatalog

EventCatalog

EventCatalog

EventCatalog

xmlstare-gjb

Provide JNDI Names for Beans

EJB module ElB

DatastoreEjb.jar | DefaultDataStoreEle

DstaStoreEjb.jar | DataStoreHelperElB

EventServerib jar| FuantBusEib

EventCatalog

EventhefinitionStore
ExtensionTodategoryMap
ExtendedDataElementDescriptionStore
PropertyDescriptionStare
ExtendadDataElementDescriptionDefaultvalue

PropartyDescriptionPermittedValue

xmlstore-sjb Rrnlstore

HmlstoreHelper

Each non-message-driven enterprise bean in your application or module must be bound to 3 Java Naming and
Directory Intarface (JNDI) name.

URI

TEEEA

Close page [4]

R N B 0

INDI narme

jarMETA-
HFf ejbjar.xml

[e1bi comyiibmsevents/dat

Jar.META-
IHFf ejbjar.xml

EventServerEib.jar,META-
HFf ejbjar. sl

EventSeruerEb.jar,META-
INFf ejb=jar. sl

EventCatalogEjb.jar, META-

INF/ gjbjar.xml

EvertCatalogEib.jar, META-

INF/ gjbjar.xml

EventCatalogEib.jar META-

INF/ jbjar.xml

EventCatalagEjb.jar, META-

INF/ jbjar.xml

EventCatalagEjb.jar, META-

INF/ eib-jar =l

EventCatalagEib. jar, META-

N/ ejb-far.xml

EventCatalogEjb.jar, META-

IHFf jbjsr.scrnl

xrlstore-ejb.jar, META-
IHFf jbjsr. sl

xrlstore-ejb.jar, META-
IHFf ejb-jar. sl

[eibi comiibmysevents/dat

eib/carn/ibrn/ suants/bul

‘ i

Figure 7-78 Obtaining the JNDI name for the EventAccessEJB

5. Navigate to Integration Applications - Common Base Event Browser.
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6. At the top of the panel, set the Event Data Store entry to ce11/clusters/<CEI
cluster>/ and the JNDI name noted earlier. In this example, the entry is
cell/clusters/CEICIuster01/ejb/com/ibm/events/access/EventAccess, as
shown in Figure 7-79. This is required where CEl is clustered.

e
welcome | Logout | Support | Help |

Welcome

WebSphere software

Gk ceimies Common Base Event Browser

Seruers
GetEvents | Help |
Applications

Resources Event Views Get Events N

All Events Retrieve set of Common Base Events from the Common Events Infrastructure to view.
BPEL Process

Security

Envitanment

Event Data Store Properties
Events e EvEMT D SIS ge JMDI name used to

Bl integration Applications

Comman Baze Event
Browser

S celliclusters/CEICIuster0 /ejbieom/iomieventsiaccess/E O o8 fe CEl event
\ cess EJB

Systern administration

Monitoring and Tuning Humber of Evert Group The event group from
Troubleshating CIICHTS All events \;;Q\r‘cgvg]c? events are
Service integration Th i b ¢
& rrigd mumm number o
uoel +Mandmum Number of Events to Retrieve events to retrieve fram the
500 Common Events
Infrastructure

Event Filter Properties (Optional)

Creation Date Creation Date

[ @ [ @ The range of creation
dates and times of events

to retrieve

From To
Creation Time Creation Time

\ @
Server Name The name of the server on

‘ which the retrieved events
originated

The sub-component on the |

Figure 7-79 Setting the Event Data Store JNDI name

7. At the bottom of the panel, click Get Events to load CEIl events from the
CEIDB database.

8. Under Event Views, click All Events to display the list of events.
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9. Events can be viewed by clicking the Creation Time field, as shown in
Figure 7-80.

welcorme | Logout | Support | Help

Welcome

WebSphere software

S CEi s Common Base Event Browser N\

Sarils Getvents | Help |
Applications ﬂ
Resources Event iews 2 2] (£ 2] | (B8 [# | |- Select Action - B
Security
Select ~| Creation Time  ~ | Name ~ | Priority ~ | Severity ~
Enviranmant BPEL Process
Events @ SOESBBuS._stockOrderhiedietion_EventEmitier!_Rew
(B e CrRlE s W oerDaty [e ITSOESEBUs_stockGrderMediation_EventEmiter!_Req
ERlplet Lhdi — e 2007-02-23T20:25: 34,5472 TSOESBBuS_stockOrderbediation_EventEmiti=r!_Req
Soreankronts e 2007-02-23T20:25.37 5967 TSOESEEUE_stock® ition,_ itterl_Req
Syshe d trati
e eSmineten O 2007-02-23T20025:44 2507 ITSOESBBUs_stockOrderMediation_EventEmitter1_Reg
Clenefiesits oo Tl Humber of o 200702 23T20:25:46 4067 MSOESBBUs_stockOrderhsdistion_EventEmitier_Reg
Troubleshastin events: 14
9 e 2007-02-23T20:34.06 5627 TSOESHBUS_stock! on_F 1_Reg
Service integration O 2007-02-23T20:35:11 BS6Z ITSOESBBus_stockOrderdedistion_EventEmitter1_Req
uopl fo 2007-02-23120, 122 MSOESSBuS_stocko) ietion_ ittert_Ren
fe 2007-02-23T20:36:45.3757 [TSOESBBuS _stockOrderMedition_EvertEmitier!_Req
Page 10f 2 [» 1 Go Total 14 Filtered: 14 Displayed: 10 Selected: 1

J ]
extendedDatablement / Message
extendedDataElement / Message | getOrder
extendedDatablement / Message J getOrder § stockname: 1A

el

extendedDataElement / Message / getCreler f stackCourtry 1T
extendedDatablemert / Message / getOrder § stockGty 0
extendedDataElemert | Message / getOrder J stockPrice 400

L

reporter Comporenti

TP e S I _’lﬂ

Figure 7-80 Viewing CEl events

228 Production Topologies for WebSphere Process Server and WebSphere ESB V6



Part 3

Production
topologies for
WebSphere

Process Server



230 Production Topologies for WebSphere Process Server and WebSphere ESB V6



Implementing the Loosely
Coupled topology for
WebSphere Process Server

This chapter details the steps to implement the Loosely Coupled topology for
WebSphere Process Server and to deploy a sample business process to this
topology. We discuss the following topics:

» Selecting and implementing the Loosely Coupled topology

» Generic steps for creating WebSphere Process Server clusters
» Specific configuration steps for the Loosely Coupled topology
» Installing and testing the scenario

For simplicity, this chapter does not implement any security. To be considered a
production topology, the addition of security is essential. Chapter 9,
“Implementing the Full Support topology for WebSphere Process Server” on
page 319 shows how to add security to a production topology.
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8.1 Selecting and implementing the Loosely Coupled
topology

This section includes the following sections:

>

Scenario requirements

Summarizes the factious business scenario that we deploy to the Loosely
Coupled topology we build in this chapter.

Selecting the appropriate topology

Demonstrates why we select the Loosely Coupled topology for WebSphere
Process Server to host this business scenario.

Overview of how to implement the Loosely Coupled topology

Describes the steps that are necessary to build the Loosely Coupled topology
for WebSphere Process Server.

Note: For an overview of the Loosely Coupled topology, refer to 4.3, “Loosely
Coupled topology” on page 48.

8.1.1 Scenario requirements

You must build a production topology to host a WebSphere Process Server
business process that is built for the fictitious organization ITSO Bank.The
business process (shown in Figure 8-1) performs the following functions:

1.

A bank employee submits an account closure order to the business process.
The interaction between the presentation and the business module is
implemented using a Service Component Architecture (SCA) binding export.

. The Constraints check service is invoked. The connection between the

process and the service is a Web service binding that is invoked
synchronously.

The next service is invoked in the same way, with a synchronous Web service
binding.

The process invokes the Closure service with an asynchronous one-way Web
service binding.

The process terminates successfully and confirmation is returned.
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Business Process

Constraints Check | .| ITSO Bank
Service K "| Legal EIS
A
Account Dependents ITSO Bank
Check Service K | Services EIS
A
Account Closure | .| ITSO Bank
Service Account EIS
A 4

Figure 8-1 Account closure process, simple business scenario

ITSO Bank has the following business and IT requirements for this scenario:
» Failover capability.

» There is insufficient hardware resources available to implement the Full
Support topology. In this example, it is assumed that the bank is not investing
in new hardware for the process implementation.

» To implement the new process, the bank has decided to use existing services
within the enterprise.

» The ITSO Bank Account EIS service is a one-way call and is invoked
asynchronously

» Event management services are not required.

Note: For more detailed information about this scenario, refer to 5.2.2, “Simple
business process scenario” on page 75.
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8.1.2 Selecting the appropriate topology

Based on the ITSO Bank requirements for the business process scenario, we
can select an appropriate production topology to host the business process. To
help us select the appropriate topology, we use the topology selection flowchart,
as described in 4.5.2, “Topology selection flow chart” on page 62. Figure 8-2
shows that by using the topology selection flowchart, we can select the Loosely
Coupled topology as the topology of choice for the ITSO Bank simple business
process scenario.

WebSphere Process Server Cluster START Loosely Coupled

or . q
WebSphere ESB Cluster Distributed Platforms (Non-Z Platforms) Topology

Does your solution need load
balancing or fail over (high

Can you commit the hardware
resources for the Full Support topology
without further consideration?

Does your solution
need a /ocation
tolerant topology?

Are design details of
components and invocation patterns
of the components currently
unknown?

Does your solution
need a cluster size
tolerant topology?

Does your solution have
async with deferred response
invocations?

Does your solution need CEI?
(Common Event
Infrastructure)

Does your solution
Contain long running BPEL processes;
or business state machines,
or human tasks?

Does your solution
contain JMS, MQ-JMS,
or Native MQ bindings?

Is your solution comprised of
only WEBSERVICE-SYNC or
SCA-SYNC calls?

Is message sequencing
important?

No

Figure 8-2 Topology selection for the simple business process scenario
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The main decision points for ITSO Bank are:

» A highly available solution with load balancing is required, so a clustered

topology is needed.

» ITSO Bank do not want to commit the hardware resources that are required to

implement the Full Support topology unless the applications that they are

deploying to the topology require it.

» The business process is short-running and does not include business state
machines or human tasks.

» There is a single asynchronous call that does not return a response.

» The Loosely Coupled topology meets the needs of the business process and
is topology that we select.

8.1.3 Overview of how to implement the Loosely Coupled topology

Figure 8-3 summarizes the steps to build the Loosely Coupled topology.

Generic steps
for creating
clusters

Hardware plan
S —

Product installation
e e

Create the database and schemas
- e

Create the cell

Create the nodes

Specific
configuration steps
for the Loosely
Coupled topology

Configure database connectivity
-

Create cluster and cluster members
—_—

Configure SCA destinations

S

Configure business process and
human task containers

Create additional messaging engines

Verify the topology

Install and
test the
scenario

|

Install the enterprise applications

Configure IBM HTTP Server
— -

Test the scenario

Figure 8-3 Building the Loosely Coupled topology for WebSphere Process Server
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Figure 8-4 shows the topology that we build in this chapter.

WPSCell01
Machine1 Machine2 Machine3
WebSphere Process Server WebSphere Process Server WebSphere Process Server
WPSCellManager01 WPSNode01 WPSNode02
: WPSServer01 WPSServer02 I
Dmgr01
I BPC/HTM BPC /HTM I
I containers containers I
I E| SCA Queues (active) E| SCA Queues (active) I
I E| BPC Queues (active) E| BPC Queues (active) I
webserver1 I I
WPSCI r01
IHS y WeSClusterot L L J
Plug-in

Figure 8-4 Loosely Coupled topology implementation

For each cluster bus member of SCA bus, there are multiple messaging engines.
The SCA queue destination is partitioned through the cluster. Each messaging
engine running on the cluster member owns one partition of the queue and
shares the workload that is delivered to the cluster.

In this topology, there is a single WebSphere Process Server cluster that
consists of two or more cluster members. This cluster is configured for SCA with
local destinations.

The Business Process Choreographer (BPC) container is configured also within
this cluster. If the BPC Explorer is required, you need to configure the Human
Task Manager (HTM) container in this cluster because HTM is required to have
BPC Explorer work correctly.
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8.2 Generic steps for creating WebSphere Process
Server clusters

This section describes the hardware plan and how to prepare a WebSphere
Process Server cluster.

8.2.1 Hardware plan for the topology

This section describes hardware that is required to support the Loosely Coupled
topology. In this topology (illustrated in Figure 8-5 on page 238), three machines
are used to host the cell hosting the business process and one machine is used
to host the Web services application for testing purposes. A final shared machine
provides the database functionality. The hardware plan includes:

» The first machine (w1t0) hosts the deployment manager and the IBM HTTP
Server and associated plugin.

» The second and third machines (w1t1 and wlt2) host the business process
cluster, as well as the associated nodes, in a horizontally clustered
configuration. These machines also host the client application to invoke the
sample business process.

» The fourth machine (w1t3) hosts the Web services application in a
stand-alone WebSphere Application Server.

» A fifth machine (db2), not shown in the diagram, hosts the database that is
required to support the messaging engines.

Note: Although this is the configuration that we used, you can choose any
combination of machines to create this topology.

Table 8-1 describes how we use these machines. You can choose to use a
different combination of machines and operating systems. In total, the topology in
this chapter consumes about 2.5 GB of memory.

Table 8-1 Systems used for this topology

System name Host name Operating system

wit0 wilt0.itso Windows 2003 Server

wit1 wit1.itso Windows 2003 Server

wit2 wlt2.itso Windows 2003 Server

wit3 wit3.itso Windows 2003 Server

db2 db2.itso Red Hat Advanced Server 4 U4
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Note: You can define a hosts file that maps the host names that are defined in
Table 8-1 to the IP address of each of your machines to help when following
the steps in this chapter.

You can find the hosts file on Windows platforms at:
<WINDOWS_HOME>\system32\drivers\etc

wit1 wit2
WPSNode01 WPSNode02
wit3
WASNode01:Server1 pmooooooo — B o L Lt J------------.
i WPSServer01 WPSServer02 |1
wit0
WebSphere Plug-in
(o
J IBM HTTP Server Deployment Manager

Figure 8-5 Hardware plan

The end-to-end flow for this topology, as shown in Figure 8-5, is:

1. A user makes a request from a browser to the server, which load balances
through the plugin.

2. IBM HTTP Server passes the request to the front-end client application,
running as a JSP on WPSNode01:WPSServer0l or WPSNode02:WPSServer02 on
eitherwltl or wit2 respectively.

3. The client application is configured to forward the request to the business
application that is running on the same server (w1tl or wit2).

4. The business process application starts the account closure process and
calls the appropriate Web service (running on w1t3) to gather account details.

5. A confirmation is returned to the user either stating that the account has been
closed or that the process has been terminated.
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8.2.2 Product installation

It is assumed that the following products have been installed:

» WebSphere Process Server V6.0.2
» IBM HTTP Server V6
» DB2 Universal Database Enterprise Server V8.2

Note: For information about how to install these products, refer to Appendix B,
“Product installation” on page 429.

8.2.3 Creating the databases

To create the WebSphere Process Server clusters, you need to create the
databases. This section explains how to create the databases you need.

For the Loosely Coupled topology, you need three databases. You do not need
to use the same names for your databases that we use in our examples, but you
must your environment consistent if you use other names for the databases. You
can find more information about the databases at the following Web site:

http://publib.boulder.ibm.com/infocenter/dmndhelp/v6rxmx/topic/com.ibm.
wsps.602.ins.doc/doc/cins_db_specs.html

Creating the messaging database

The first task is to create the messaging database. We assume the Relational
Database Management System (RDBMS) is DB2, the instance is called
wltinstl and the administrative user name is wltinstl.

Log in as the database administrative user and issue the following commands
from a DB2 command window to create the required database:

db2start

db2 create database MEDB

If the create command is successful, you see the following message:
DB20000I The CREATE DATABASE command completed successfully

Creating the WebSphere Process Server common database

The next task is to create the common database for WebSphere Process Server,
WPRCSDB. This database is the shared database that is used by applications such
as the Failed Event Manager, Relationship, and CBE Browser.
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Log in as the database administrative user and issue the following command
from a DB2 command window to create the required database:

db?2 create database WPRCSDB

If the create command is successful, you see the following message:
DB20000I The CREATE DATABASE command completed successfully

Creating the WebSphere Process Server BPEDB database

The next task is to create the BPEDB database for WebSphere Process Server
business container. This database stores the process-related information.

The DB2 commands for generating the BPEDB database are located in the script
% WAS_HOME%\dbscripts\ProcessChoreographer\DB2\createDatabase.sql.
This script exists on any system with the WebSphere Process Server product
installed. To create the BPEDB database:

1. Transfer this file to the DB2 server. On our environment, this script was at
C:\IBM\WebSphere\ProcServendbscripts\ProcessChoreographen\DB2.

Attention: If you transfer these files from Windows to UNIX, there might be
return characters (\r) at the end of each line. To run the DDL scripts, you
must remove these characters. A UNIX utility such as dos2unix will remove
these characters.

2. By default, this script creates a database called BPEDB. If you want to create
the database using a different name, edit createDatabase.sql and replace
BPEDB with the database name of your choice (Example 8-1). We used the
default name.

Example 8-1 Modify the database name

CREATE DATABASE BPEDB USING CODESET UTF-8 TERRITORY en-us;
CONNECT TO BPEDB;

3. Log in as the database administrative user (in this example witinst1) and
issue the following command from a DB2 command window to create the
required database:

db2 -tf createDatabase.sql

Note: The default script creates a schema set as the currently logged in user
(wltinst1). You can modify the script to your specific requirements.

When completed successfully, the BPEDB database exists.
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Listing the created databases

Confirm that all three databases were created successfully in DB2 by following
these steps:

1. Run the following command to list the databases that are defined to DB2:
db2 T1ist db directory

2. The three databases should be listed. Example 8-2 shows the first of these
(WPRCSDB).

Example 8-2 System database directory

System Database Directory
Number of entries in the directory = 3

Database 1 entry:

WPRCSDB
WPRCSDB

Database alias
Database name

8.2.4 Copying the database driver files

The Java driver files for DB2 are located on the database system. In our DB2
example, they are in the directory /opt/IBM/db2/V8.1/java.

On each of the nodes and the deployment manager, copy the database driver
files to a standard location. In this example, the standard location for the driver
files is c:\db2client.

8.2.5 Creating the messaging database schemas
The messaging database includes three schemas that support the messaging
engines in this topology:

» SCA Application
» SCA System
» Business processes
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You can create the DB2 commands that generate the schemas on any system
with the WebSphere Process Server product installed. On any system where
WebSphere Process Server is installed, create the data definition language
(DDL) files for the Service Integration Bus (SIB) schemas as detailed in

Table 8-2.

Table 8-2 WebSphere Process Server SCA schemas

Schema name | Database | Purpose

SCASYS MEDB System bus messaging store
SCASYS2 MEDB System bus messaging store
SCAAPP MEDB Application bus messaging store
SCAAPP2 MEDB Application bus messaging store
BPCMSG MEDB Business process messaging store
BPCMSG2 MEDB Business process messaging store

In this example:
» The database user name is wltinstl.

» The script to generate the schemas is located in the % WAS_HOMEY%\bin
directory (for example, C:\IBM\WebSphere\ProcServer\bin).

» The database target for the DDL generated is running on a Linux system.

To create the messaging database schemas, follow these steps:
1. Open a command prompt and issue the following command:
cd C:\IBM\WebSphere\ProcServer\bin

Note: Each of the commands in this series of steps is a single line
although in the format of this book they might wrap. Also, the commands
assume that the database is running on a UNIX platform. If you are using
Windows, you need to replace -platform unix with -pTatform windows.

2. Issue the following command for the SCASYS DDL generation - SCA System
Schema:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
SCASYS -statementend ; -user wltinstl >
c:\createSIBSchema_SCASYS.dd1

242 Production Topologies for WebSphere Process Server and WebSphere ESB V6



3. Issue the following command for the SCASYS2 DDL generation - SCA
System Schema for second messaging engine:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
SCASYS2 -statementend ; -user wltinstl >
c:\createSIBSchema_SCASYS2.dd1

4. l|ssue the following command for the SCAAPP DDL generation - SCA
Application Schema:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
SCAAPP -statementend ; -user wltinstl >
c:\createSIBSchema SCAAPP.dd1

5. lIssue the following command for the SCAAPP2 DDL generation - SCA
Application Schema for second messaging engine:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
SCAAPP2 -statementend ; -user wltinstl >
c:\createSIBSchema_SCAAPP2.dd1

6. Issue the following command for the BPCMSG DDL generation - Business
Process Schema:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
BPCMSG -statementend ; -user wltinstl >
c:\createSIBSchema BPCMSG.dd]

7. lssue the following command for the BPCMSG2 DDL generation - Business
Process Schema for second messaging engine:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
BPCMSG2 -statementend ; -user wltinstl >
c:\createSIBSchema BPCMSG2.dd1

8. Transfer the DDL files to DB2 database server. In this example, we transferred
the DDL files to /tmp on the database server.

Attention: If you transfer these files from Windows to UNIX, there might be
return characters (\r) at the end of each line. To run the DDL scripts, you
must remove these characters. A UNIX utility such as dos2unix will remove
these characters.
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9. Login to the DB2 server as the appropriate user (wltinstl) and run the
following commands to create the tables:

db2 connect to MEDB

db2 -tf /tmp/createSIBSchema_ SCAAPP.dd1
db2 -tf /tmp/createSIBSchema_ SCAAPP2.dd1
db2 -tf /tmp/createSIBSchema_SCASYS.dd1
db2 -tf /tmp/createSIBSchema_ SCASYS2.dd1
db2 -tf /tmp/createSIBSchema BPCMSG.dd1
db2 -tf /tmp/createSIBSchema BPCMSG2.dd1

Note: These DB2 commands report various informational index and
primary key messages, such as:

SQLO598W Existing index "SIB SCAA.SIBOOOPKIX" is used as the
index for the primary key or a unique key. SQLSTATE=01550.

These are not errors. You can ignore these messages.

8.2.6 Configuring the WebSphere Process Server cell

This task creates the WebSphere Process Server cell, which is achieved by
creating a deployment manager profile. Follow these steps:
1. Log in to the w1t0 machine, which becomes the deployment manager.

2. Open the profile creation wizard by selecting Start — All Programs — IBM
WebSphere — Process Server 6.0 — Profile creation wizard.

Note: For information about how to launch the Profile creation wizard on
other platforms, see:

http://publib.boulder.ibm.com/infocenter/dmndhelp/v6rxmx/index.js
p?topic=/com.ibm.websphere.nd.doc/info/ae/ae/tpro_instances.html

In the Profile creation wizard, click Next.
Select Deployment manager profile and click Next.
Leave the default profile name as Dmgr01 and click Next.

o 0 ko

Leave the default profile directory and click Next.
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7. Specify the node name, host name, and cell name according to the following
specifications and click Next, as shown in Figure 8-6:

— Node name: WPSCel1Manager01
— Host name: wit0.itso
— Cell name: WPSCe1101

gl Profile Wizard M= E3

| v

Node, host, and cell names

Specify a node name, a host name, and a cell name for this profile. Refer to
the installation and migration infarmation for detailed field descriptions and
migration considerations.

Mode name:
[nPSCeliManagernt

Host name:
fwitaitso

Cell name:
frPscennt

Node name:  The node name is for administration and must be unigue.

|

InstallZhield —
= Back | Mext = Cancel |

Figure 8-6 Node, host, and cell name configuration

8. Leave port numbers at their default settings and click Next.
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9. In the Windows service definition panel, select Automatic and click Next, as
shown in Figure 8-7.

gl Profile Wizard M= E3

Windows service definition

Choose whether to use a'Windows service to run the WebSphere Process
Server. Windows Services can start and stop the WebSphere Frocess Server,
and configure startup and recavery actions.

[V Run the WebSphere Process Server process as a Windows service.

* Log on as a local system account

- Log on as a specified user account

Lsar namea: IAdministratc J
Passward: I

Startup type:

139.... [

InstallZhield —

Figure 8-7 Windows service settings

10.0n the Service Component Architecture configuration panel, click Next. You
will not secure the SBI™ in this scenario.

246 Production Topologies for WebSphere Process Server and WebSphere ESB V6



11.From the Database Configuration panel, select Use an existing database.
This example uses DB2 Universal as the database product and WPRCSDB
as the database name, as shown in Figure 8-8.

gl Profile Wizard M= E3

Database Configuration
Warious components use the WehSphere Process Server commaon database.
Choose a datahase type and enter the information hazed on that type.
Create a new (local) database.
The augmentation of thiz profile will fail if the databhase already exists.
[(3' Use an existing database. )

" Setup a new or existing database separately.

Choose a datahase product:
|D82 Universal LI

Database name:
[wPRCSDE

InstallZhield

= Back Mext = Cancel

Figure 8-8 WPRCSDB database settings

12.Click Next to continue. In the subsequent database configuration panel, set
the values as shown in Table 8-3 then click Next.

For information about using other database products, refer to:

http://publib.boulder.ibm.com/infocenter/dmndhelp/v6rxmx/topic/com.1
bm.wsps.602.1ins.doc/doc/cins_common_database.html

Table 8-3 Database settings

Name Value

User ID to authenticate with the database | wltinst1

Password (for database authentication) itsodyou
Password confirmation itso4you
Location (directory) of JDBC driver c:\db2client
classpath files

Database server host name db2.itso
Server port 50000
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Figure 8-9 shows these settings.

gk Profile Wizard M [=]E3 I

Additional Database Configuration Information

Due to the database product that you selected, additional infarmation is required.

User D to authenticate with the database:
fwitinstt

Fassword ithe password for databasze
authentication):

I

FPassword confirmation:

)eeee&en-(elﬂeeteﬁ)\ofJDElC driver classpath files:

3 i _' (“c:\db2client )

Datahase server host name (for example, IP address):
Jab2.itsa

/§erverp0rt\

{50000 ) - Specify correct port

Erowse...

InstallShield ——

= Back Mext = Cancel

Figure 8-9 Additional database configuration information

13.Confirm that the details are correct on the Profile summary panel, and click
Next.

14.A panel displays the progress. When complete, deselect Launch the First
Steps console and click Finish. The deployment manager now exists.

15.0pen a command prompt on w1t0, change directory to
% WAS_HOME%\profiles\Dmgr01\bin (for example,
C:A\IBM\WebSphere\ProcServer\profiles\Dmgr01\bin), and issue the

command:

startManager.bat
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Figure 8-10 shows the output from this command.

¢+ |Command Prompt

\IBH\HehSphere\PPocSeruer\prof1les\DmgP31\h1n)staPtHanager hat

DMU??811: Because dmgr is registered to run as a Windows Service. the reguest
to start this server will be completed by starting the associated
Windows Service.

DMUB116I: Tool information iz heing logged in file
C:xIBM~WebSpheresProcServersprof iles \DngrAislogs dmngristartServer. log

DMUB128I: Starting tool with the DmgrBl profile

DMU318AI : Reading configuration for server: dmgr

DMU328AI : Server launched. Waiting for initialization status.
DHU3@ABBI : Server dmgr open for e—business; process id is 2888

:~IBM~WebhSphere ProcBerversprof iles \DmgrBl-bin>_ j

Figure 8-10 Starting the deployment manager

It should now be possible to connect to the Administrative Console that is
running on the deployment manager by opening a browser to:

http://wlt0.itso:9060/ibm/console

Log in to the Administrative Console (as any user). Figure 8-11 shows the Web
page that opens. It might be necessary to set the available task filters to 4// in the
Filter administrative tasks panel and click Apply on the Welcome page of the
Administrative Console to override the default filtering of the available options.

Welcome Waddiffe | Logout |  Support | Help m“

Welcome =]
Guided Activities ® Common Administrative Tasks About your¥ebSphere Process Server
Sarvars WiehSphere Application Server Chest Sheets guide you

IBM WehSphere Process Server, 5.0.2.0

thraugh comman administrative tsks. Mo Chest Sheets ars [ A ——— E

Applications : )
currertly Installed. Visl WebSghere Apoiication Server e
Resources Support to browse and dovenload the available Chest Sheets.
T Licensed Material - Property of [BM
Tl e ) oD E ST =

]

Enviranmeant

2]

Integration Applications

2]

Systern administration

@®® WebSphere Process Server on ® Documentation
Manitating and Tuning IBM.com
T For complets WekiSphers Procsss Server documentation, visi
Lize the IBM Wieh site o find product information about the Process Server Inforimation Center
Service intagration WehSphers Process Server or WshSphers Application Documertation for WebSphere Application Server is avaiable
U Server. in the YehSphers Application Server Information Certer

developerWorks WebSphere

Gt the latest technical articles, best practices, tutorisls and
much more in the YiehSphere #ppiication Server Zone.
Influsrice the evolution of YebSphere Application Server and
request new product festures.

®® Task filtering selector

Filter administrative tasks 7 -

Auailable tazk filkars

Figure 8-11 First login to the Administrative Console
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8.2.7 Creating the nodes

250

The next step in creating the Loosely Coupled topology is to create the profiles
and associated nodes for the topology. The deployment manager must be
running on w1t0.1itso to enable node federation, the nodes are created on
wltl.itso and wlt2.itso.

Note: Ensure that the time difference between the deployment manager
machine and the custom profile machines is within five minutes.

To create the nodes, follow these steps:

1. On wl1tl open the profile creation wizard by selecting Start — All
Programs — IBM WebSphere — Process Server 6.0 — Profile creation
wizard.

2. In the profile creation wizard, click Next.
3. Select Custom profile and click Next.

4. Enter the host name of the deployment manager, in this example w1t0.itso,
leave the SOAP port as the default (8879), ensure that Federate this node
later is not selected, and click Next, as shown in Figure 8-12.

Eh Profile Wizard M= E3

-

Federation

Acustomn profile containg an empty node that must be federated to a
deployment manager to become a functional managed node. Identify a
running deployment manager that will administer the node ar choose to
federate the node later using the addMode command.

The host name arthe IF address for the deployment manager:
fwitaitso

The SOAP port for the deployment manager (88749 is the default):
e

™ Federate this node later using the addMode command.

ou must federate this node [ater ifthe deployment manager :

# iz not running. LI

nstallShield

= Back | Mext = Cancel |

Figure 8-12 Deployment manager location and federation

5. Set the Profile name appropriately (WPSNode01) and click Next.
6. Accept the default profile directory and click Next.
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7. Specify the node name (WPSNode01) and host name (witl.itso) on the
subsequent panel and click Next, as shown in Figure 8-13.

Eh Profile Wizard M= E3

| v

Node and host names

Specify a node name and a host name far this profile. Refer to the installation
and migration information for detailed field descriptions and migration
considerations.

Mode name:
[rPstodent

Host name:
fwitt itso

Node name:  The node name is used by the deployment manager for
administration. The name must he unigue within the cell.

Host name:  The host name is the domain name system (DRS) name
(short or long) or the IP address ofthis computer. L‘

InstallZhield — S S

= Back Mext = Cancel |

Figure 8-13 Node and host name

8. Leave the default port numbers and click Next.

Chapter 8. Implementing the Loosely Coupled topology for WebSphere Process Server 251



9. In the Database Configuration panel, set the database product to DB2
Universal and the JDBC driver classpath to ¢:\db2client as shown in
Figure 8-14. Click Next.

gl Profile Wizard M= E3

Database Configuration
Warious components use the WehSphere Process Server commaon database.
Choose a datahase type and enter the information hazed on that type.

Choose the datahase product used on the Deplayment Manager:
|D82 Universal :J

Location {directond of JDBC driver classpath files:
Jedbzclient

Erowse... |

InstallZhield

= Back Mext = Cancel

Figure 8-14 Database configuration

10.Confirm that the details are correct on the Profile summary panel and click
Next.

11.A panel displays the progress. When complete, clear the Launch the First
Steps console check box and click Finish.

The node now exists and is federated into the cell. The federation process starts
the node automatically.

Repeat these steps for the second node on w1t2, using the values that are shown

in Table 8-4.

Table 8-4 Second node details
Setting Value
Profile name WPSNode02
Node name WPSNode02
Host name wit2.itso
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After you have created both nodes, verify that they are running in the
Administrative Console by following these steps:

1. Open a browser to http://w1t0.its0:9060/ibm/console.
Note: You need to logout from any existing console sessions.

2. Navigate to System administration — Nodes and verify that all nodes are
running as indicated by the green symbol next to each node, as shown in
Figure 8-15.

Note: Upon initial login to the Administrative Console, you might need to
change the Task filter selection to A/l and click Apply to view all available
functionality.

e
welcomne wadcliffe | Logout | suppert | Help =
o0
Welcome Close pags
Guided Activities Nodes M. AN h N | 7 —Wrels |
Seruers S Field help
For field hel|
Applications A rnode corresponds to a physical cornputer systern with & distinet 1P host sddress. The node narme is usually the select a fielc
& same as the host name for the computer, The following table lists the nodes in this cell. vou can add new nodes rnarker wher
EsoMrees into the cell by dicking on "add Node" and specifying a remote, running WebSphere Application Server instance, cursor apped
Security Praf
vafarances Page help
LI nenG Add Hode | | Remove Node Force Delete h Full h | | step More infarm
thiz page
Integration Applications B e
T -
El Systsm administration s .
cell Select Name 2 Versian Discovery Protacal £ Status )
Deployment manager [~ | WRSCellMansgsrdl £.0.2.17 TCP as
e
Noda agents [~ | iBsNodens 6.0,2.17 TP [5)
(ot groms O WPSNodeD2 £0.217 Tcp &
Save Changes to Master Repository
Console settings Total 3
Monitoring and Tuning

Figure 8-15 Successful node installation and startup
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At this point, you have a WebSphere Process Server cell with the configuration
as shown in Figure 8-16.

WPSCell01
Machine1 Machine2 Machine3
WebSphere Process Server WebSphere Process Server WebSphere Process Server
WPSCellManager01
Dmgr01
WPSNode01 WPSNode02
IHS
_ |

Figure 8-16 Cell and nodes defined

8.3 Specific configuration steps for the Loosely
Coupled topology

This section describes the following:

» Configuring database connectivity for the Loosely Coupled topology
» Configuring the cell
» Verifying the topology

8.3.1 Configuring database connectivity for the
Loosely Coupied topology
This section describes how to connect successfully to the databases that are

required by WebSphere Process Server in the Loosely Coupled topology,
including the following databases:

» MEDB - Messaging database
» BPEDB - Business container database

254 Production Topologies for WebSphere Process Server and WebSphere ESB V6



Upon cell creation, the data source jdbc/WPSDB is created automatically, along
with the data source provider at cell scope, DB2 Universal JDBC Driver Provider
(XA). You can reuse this data source provider. Follow these steps:

1. Open the cell Administrative Console on w1t0 and login. We used the
following URL:

http://wlt0.its0:9060/ibm/console

2. Navigate to Guided Activities —» Connecting to a database and click Start,
as shown in Figure 8-17.

Welcorme admin | Logout | Support | Help
Welcome Gonnecting to a database =]}
B Guided Activities
Introductis -~
Enabling global security e on i
to an application server & set of steps to configure databasze )
p access for an application, It is LR
onnecting to a databaze; assumed that the database software 5 )
Configure your Mewwark Deplayment is installed and configured, After S
Environment cornplating thesa staps, your e o m
spplication will be able to access the =
SN data from a database.
Applications To_continue, dlick Start.

Resaurcas

Assumptions

Security Configure credentials for secure

= database access

B Envirenment It iz assurmed that you are installing an application that needs to securely
Canfigure a JDBC provider

Integrstion Applications access data from a relational database. For more information on this task, see

Gonfigure WebSphere variables the following sources in the infarmation center:

Systern administration

Menitoring and Tuning Configure 2 data sourcs

. m Creating and configuring a JDBC provider and data source

Troubleshooting Save and synchronize configuration
. m Ceploying data access applications

Service intzgration Test database connection

uppl . @ Learn about data access resources

Before you begin

= Verifythatthe database and JDOBC provider is supported by WebSphere
Application Server. For more information see Yendor-specific data
sources minimurm required settings in the infarmation center.

e Create and configure any required databases ortables and werify thatyou
can connectio the databases using the datahase vendor tools.

+ Install the database client drivers on the same node as the WebSphere
Application Server that accesses the database.

Figure 8-17 Starting the guided database activity
3. Select Click to perform.

Authenticating the alias

You need to set the user and password values for database access. Because
you are creating all databases in the same DB2 instance (w1tinstl) with the
same user (wltinstl), you can reuse the existing authentication alias. You
created this alias when you configured the deployment manager. By default, it is
WPSDBAT1as. To set the user and password value, select Next step to continue to
the Configure a JDBC provider panel.

Creating a JDBC provider

The next step creates a JDBC provider for use by the data sources later. Again
you reuse the existing provider called DB2 Universal JDBC Driver Provider
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(XA) that you defined at cell scope. To create a JDBC provider, select Next step
to continue to the Configure WebSphere variables panel.

Setting the WebSphere variables

The JDBC provider uses WebSphere environment variables to identify the driver
file locations. For these variables to resolve, you need to set their vales
appropriately. The scope for these variables should be Cell or Node, as shown in
Table 8-5 and Table 8-6.

Note: When setting the scope, the selection is not applied until you click
Apply.

To set the WebSphere variables:
1. Select Click to perform.

2. Clear the node and server entries, and click Apply to set the active scope to
the cell.

3. Create or modify each environment variable, and set the value as defined in
Table 8-5.

Table 8-5 Cell scope environment variables

Name Value Scope
UNIVERSAL_JDBC_DRIVER_PATH c:\db2client Cell
DB2UNIVERSAL_JDBC_DRIVER_PATH c:\db2client Cell

DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH | c:\db2client Cell

4. When you have defined all three variables at cell level, click Browse Nodes.
Select WPSNode01 and click OK. Click Apply to set the active scope to the
node.

5. Set the value of the node scope environment variable
DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH, as shown in Table 8-6. Also
delete the other two variables shown in Table 8-6.

Attention: At the node scope, you must delete the environment variables
UNIVERSAL_JDBC_DRIVER_PATH and
DB2UNIVERSAL_JDBC_DRIVER_PATH.
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Table 8-6 Node scope environment variables

Name Value Scope
DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH | c:\db2client WPSNode0O1
WPSNode02
UNIVERSAL_JDBC_DRIVER_PATH Delete this WPSNode01
variable WPSNode02
DB2UNIVERSAL_JDBC_DRIVER_PATH Delete this WPSNode01
variable WPSNode02

6. Repeat the process for WPSNode02 to remove the two environment variables
and set the third to the value shown in Table 8-6.

7. Save and synchronize these changes.
8. Click Next step.

Configuring a data source

The next step is to configure the data sources using the existing JDBC provider

that you just created:
1. Select Click to perform.

2. Inthe new panel, click the JDBC provider that is defined at the cell scope DB2
Universal JDBC Driver Provider (XA), as shown in Figure 8-18.

Note: To change the scope to Cell, remove any values in the Node and

Server scope text boxes and click Apply.
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Test database connection
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Hints and tips

There are two methods of authentication with a datasource: Application
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Figure 8-18 JDBC provider selection for data source creation

3. Scroll to the right and click Data sources, as shown in Figure 8-19.
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Figure 8-19 Selecting the additional data source property
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4. You need to create a data source for:

— Messaging database (MEDB)
— Business container database (BPEDB)

Click New to create a data source and set the parameters, as shown in

Table 8-7.

Table 8-7 Data source configuration

XA recovery

component-managed
authentication alias

Parameter MEDB Data Source BPEDB Data Source
Values Values

Name MEDB Data Source BPEDB Data Source

JNDI name jdbc/medb jdbc/bpedb

Description Messaging engine data Business process
source container data source

Component-managed WPSDBAlias WPSDBAlias

authentication alias

Authentication alias for Use Use

component-managed
authentication alias

Database name MEDB BPEDB
Driver type 4 4
Server name db2.itso db2.itso
Port 50000 50000
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Figure 8-20 shows the MEDB data source configuration page. You need to
enter all the values that are identified in Table 8-7. To enter these values, you
need to scroll down in this panel.

O
welcorne Wandelph | Logout | Suppeort | Help o0e.

Welcome Connecting to a database i i
B Guided azmities Hints and tips
Intraduction
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(iomehry R e e @ G ey §°“fL9”’e redentials for securs managed sign-on and Container-managed sign-on. For mare information on
5 an spplication server t ! : ? '
P stabase accas: these types of authentication, see the information center article entitied, J2EE
Connecting to 2 database Corfigure 2 JDBC provider Connector securi
a P
Gonfigure your Network Deployment
Environment Corfigure WebSphare variables
Servers B Configure a data source
IDEE providers > DB2 Universal JDBC Driver Provider (%A) * Data sources 12|
Applications After the JDBC provider is configurad, N
o st use 8 dats ource to acers A data source is ussd by the spplication to accass dsta from the database. &
Resources the database. JDBC provider, which supplies the specfic JDBC driver implementation dass,
Security To crasts a new dats sourcs, Canfiguration
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Enviranment " 9 sten
Integration Applications 1. Click Click to perform to load General Properties
the JDBC providers pansl, P
System sdministration 2. cClick on the nama of the * Scope
JBBC provider that you want .
Cienfiorig emd T &0 create s data source for. {58 oI
Troubleshooting 3. Click Data sources under the # Mame
Additional Properties of the D P
Gaiea iEEein JBBC provider details panal.
4. To creste a naw data source
2 IMDI name
uoet click New and the new Data [ ab
source details panel is o'me
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5. Enter the properties for the ¥ Use this Data Source in container managed persistence (CMP)

Data source and dlick Apply.

Description

Tt ik Redtcis, Messaging engine data source

# Click to perform "R Next step
Ssue and synchronize configuration

Categor
B —— 2

([l —— II!E‘

Figure 8-20 Data source configuration

5. Click OK to create the new data source. When created, save and synchronize
the changes and click OK to complete.
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6. Repeat this process for the BPEDB data source. Figure 8-21 shows all the data

sources.
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to create 2 data source for,
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Additional Propertias of the
JDBE provider details panel,

4. To create a new data source,
click New and the new Data
source details panel is
displayed.

5. Enter the properties for the
Data source and click Apply.

To continue, click Nextstep,
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Sauve and synchronize canfigurstion

Test database connection

Hints and tips

There are two methods of authentication with & datasource: Application
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Figure 8-21 Data sources created

7. Click Next step and then Next step again in the Save and synchronize
configuration panel (because you have already saved and synchronized).

Testing database connectivity

Note: Because the data sources are reusing the existing authentication alias,
WPSDBAT1as, there is no need to restart the environment. You can test these
data sources immediately.

Ensure that the MEDB and BPEDB databases are running and test the newly
created data sources:

1. Select Click to perform.

2. Click the JDBC provider that is defined at the cell scope DB2 Universal
JDBC Driver Provider (XA).

3. Scroll to the right and click Data sources.
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4. Select the check box next to the new data sources as shown in Figure 8-22
and click Test connection.
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Figure 8-22 Testing the new data source
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5. The Messages dialog box (at the top in Figure 8-23) should indicate that the
data source successfully connected to the database.
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Figure 8-23 Successful database connections

6. Click Finish.

8.3.2 Configuring the celi
To configure the network deployment infrastructure with the options that are
required for the Loosely Coupled topology. Follow these steps:
1. Open the Administrative Console on w1t0 and login.

2. Navigate to Guided Activities — Configure your Network Deployment
Environment and click Start.

3. Scroll down and select Click to perform in the expanded panel to see the list
of nodes.

The nodes are already federated, so click Next step.
The database configuration is already complete, so click Next step.
In the Creating clusters and cluster members panel, select Click to perform.
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7. Click New and define a new cluster (Figure 8-24).

a. Enter a Cluster name of WPSCluster01.

b. Select Prefer local. This indicates that, if possible, Enterprise JavaBean
(EJB) requests are routed to the client node. After you enable this feature,
performance is improved because client requests are sent to local

enterprise beans.

c. Select Create a replication domain for this cluster. Use replication
domains to transfer data, objects, or events for session manager, dynamic
cache, or stateful session beans among the application servers in a

cluster.
d. Click Next.

Creating clusters and cluster members

“four Metwork Deployrent Environment
requires the configuration of multiple
clusters or application servers before the
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applications,

A typical Metwork Deployrment setup consists
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functionz like Cormmmon Event Infrastructure
and business rule manager), Sometimes
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single cluster or can be eliminated fram
vour topalogy, You can learn more about
custornizing your environment in the
information center, This will help you decide

on how to distribute vour cluster member.

Server Cluster

[:reateanewAclust_ ‘ ‘ ‘ 0 ? -

Create a new custer

Enter basic cluster information.

( [wrsclusteror )

¥ prefer local

@reate a replication darain for this

cluster

MNext Cancel

Figure 8-24 Specify the basic cluster information
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8. Add a first member of the cluster named WPSServer01 to the node WPSNode01.
Set the template to defaultProcessServer, as shown in Figure 8-25.
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Figure 8-25 Adding the first cluster member

9. Click Apply to add this server to the new cluster.

10.Repeat this process for WPSServer02 on WPSNode02. However, the template
option will not be available now because all cluster members are of the type
that is defined by the first member.
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11.Click Apply to add the second cluster member and then click Next, as shown
in Figure 8-26.
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Figure 8-26 Cluster members added

12.At the summary page, click Finish.
13.Save and synchronize the changes.
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You have now created the cluster WPSCluster01. Figure 8-27 shows the
current topology.

WPSCell01
Machine1 Machine2 Machine3
WebSphere Process Server WebSphere Process Server WebSphere Process Server
WPSCellManager01 WPSNode01 L WPSNode02
I WPSServer01 WPSServer02 :
Dmgr01 : |
IHS I_ WPSCluster01 I

Figure 8-27 The logical view of the cell with cluster created

14.Click Next step to continue and then Next step at the Creating servers option
because this example does not require more servers.

Configuring the environment

In this section, we describe how to configure SCA, BPC, and HTM for the cluster
WPSCluster01.

Configuring the cluster for SCA
To configure the cluster for SCA:

1. In the Configure your Environment panel, select Click to perform.
2. Click the pull-down menu to configure a cluster.
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3. Select WPSCluster01 and click Add (Figure 8-28).

Select your clusters and servers to configure ]

Add your servers and clusters that vou would like to configure by clicking an
Add, Select in the table the services that vyou would like to configure for the
given target,

If a particular zervice has already been installed, then this is shown in the
table, ¥ou may not uninstall an already installed and configured service by
unchecking the selection,

If vou configure a service on rmore than one host, then default
configurations are applied if no configuration panel is shown or the
configuration panel settings apply to the services on all hosts, If vou zelect
one application, then you are able to fine tune each aspect of vour service
configuration during this wizard session, Run the wizard for each service that
vou need to have differnt custorn configurations,

Select a cluster to configure
Select a server to configure
¢ |wPshodenl/waASServer0l x|
Rernove
Select| Server/Cluster| Mode | Setup SCA Business | Business Human
Marne 2 o Desztination Rule Proceszes Tashks
Manager
Local | Remote
none
Total 0

MNext Cancel

Figure 8-28 Select the cluster to be configured

4. In the configuration table, select the components that you need to configure
for the cluster. You configure SCA, BPC and HTM for cluster WPSCluster01:

— Select Local for the Setup SCA Destination
— Select Business Processes
— Select Human Tasks
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Figure 8-29 shows these options. When set, click Next.

Select a cluster to configure

[ IWPSCIusterDl vl

Select a server to configure
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Figure 8-29 Select the component to be configured on the cluster

5. From the JDBC provider drop-down list, select the appropriate provider. In this
example, the provider is DB2 UDB 8.1 & 8.2 (DB2 Universal JDBC Driver
Provider (XA) type 4).

6. Set the user name to witinstl and the user password, and click Next, as
shown in Figure 8-30.

Choose your Common Database Template Settings h N o

The cormnmon database termplate allows you to fill out all configurations with your database provider type,
the uzer narme and password, You are still able to override these settings, but you may want to choose your
rmost cornmon database type here in order to aveid typing in the same information again, Skip this step if
vou plan to use many different database types for vour setup,

JDBC Provider  [Lpz UDE 8.1 & 8.2 (DBZ Universal JDBC Driver Pravider [#A) type 4] =l

User Marne wltinstl

User Paszword  [peesssse

Previous | Next| Cancel|

Figure 8-30 JDBC provider selection

7. Under System Bus, select Use existing data source. In the drop-down
menu, select the data source medb.

Set the schema name to SCASYS.

Under Application Bus, select Use existing data source. In the drop-down
menu, select the data source medb.

10.Set the schema name to SCAAPP.
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11.Clear Create tables because you created tables manually with the
sibDDLgenerator.bat command.

Note: If the database is DB2, this option creates the SCA database
schemas the first time that you start the SCA messaging engines.

Figure 8-31 shows these settings.

System Bus
|7 Use existing data source
I medb I
* Schermna name SCASYS
databazeMame=5CADE |
driverType=4
zerverMame=localhost
portMurnber=50000
Database properties description=5IB DataSource f i
tracelevel=
traceFile=
fu terializelobData=true
resu tHoldability=2
currentPackagese ':l
Application Bus
|7 Use existing data source
I medb I
* Schermna name SCAAPP
bazeMame=5 2 l:‘
Type=d
ze larme=localhost
port ber=50000
Database prope descrif =5IB DataSource SCh
tracelev
traceFile=
fullyMateriali bOata=true
rezultSetHolda =z
currentPackages l:‘
[T crests tables N

Figure 8-31 SCA values

12.Click Next.

13.Specify the Common Event Infrastructure (CEIl) related configuration
information. In this topology, there is no CEI configured, so here you can just
click Next.
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14.Configure the Business Process Container by selecting Configure with the
business process container installation wizard (Figure 8-32). You use the
external installation wizard to configure BPC, because the wizard exposes
more options than this panel. Click Next.

Configure selected clusters and servers

Business Processer

I Config with the business process container installation wizard,

Data Source

* JDBC Provider IDBZ UDE 2.1 % 8.2 (DB2 Universal JDBC

Data Source User Marme  |yl4dinst

RSl o oo e

WPS5Clustero 1 Schema name
Hurnan # IMS User Id
# IMS User Paszword
Surmnmmay S
=

Figure 8-32 Specify the BPC configuration information

15.Configure the Human Task Container by selecting Configure with the
human task container installation wizard (Figure 8-33). You use the
external installation wizard to configure the Human Task Container, because
the wizard exposes more options than this panel. Click Next.

Configure selected clusters and servers =

Human Tasks

I Configure with the hurnan task container installation wizard,

IMS Provider

* Jms User Id

* Jmsz Uszer Password

Human Task Manager Security

=3 Step 4: Human
Tasks * Ezcalation user ID

WPSCluster01 #* Ezcalation password |

St Surnrmay

* pdrninistrator security role mapping

Figure 8-33 Specifying the human task container configuration information
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16.Click review the summary information (Figure 8-34) and click Finish.

Configure selected clusters and servers =

Summay

Setup SCA Destination

Configure a destination location true
System Bus
Use existing data source medb
Application Bus
Use existing data source medb
Common Event Infrastructure Destination

Enable service at server startup true

HEnS Eoemis IRESuEe SRy comnfibmy events/ configuration/ermitter/ Default

factory JNDI narne

Business Processes

=3 Step 5: Summay Config with the business process container installation wizard, true
Configure with the hurnan task container installation wizard, true
Previous | Finish | Cancel |

Figure 8-34 Summary information

17.WebSphere Process Server completes the configuration for SCA. Wait for the
configuration to complete.

18.Click Save to Master Configuration.
19.Select Synchronize changes with Nodes and click Save.
20.Wait for the synchronization to complete and then click OK.

Configuring the cluster for BPC

When configuring the cluster for BPC, you are prompted to Install your Business
Process and Human Task Containers.

Note: At this point, do not click Finish. Otherwise, the process terminates.
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To configure the cluster for BPC, follow these steps:

1. Click WPSCluster01 under Business Process Container Installation as
shown in Figure 8-35 to launch the external BPC installation wizard.

1

Install your Business Process and Human Task Containers

“fou have chosen not to configure your business process
containers or hurnan tazk containers. Pleasze dink on the links
below to configure your containers on the given host,

Business Process Container Installation

WPSClusterdl

Human Task Container Installation

WPRSClusterdl
Finish Cancel

Figure 8-35 Launch the BPC installation wizard

2. Set the values for BPEDB as shown in table Table 8-8.

Table 8-8 DB2 settings for BPC wizard

Name Value

JDBC providers DB2 UDB 8.1 & 8.2 (DB2 Universal JDBC Driver Provider (XA)

type 4)
Data source user | wiltinsti
name
Data source itsodyou
password

databaseName BPEDB

driverType 4
serverName db2.itso
portNumber 50000
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Figure 8-36 illustrates this configuration.

—+Step 1:

#* IDBC providers

name

Classpath

Data source password

Custorn Properties

Implementation class

Data source user narme

Cancel |

Mext | Reset |

Select the desired JDBC pravider, A new XA datazource will be created for this provider. [

Select the database configuration that this business process container will use

IDBZ UDE 2.1 & 8,2 (DBZ2 Universal JDBC Driver Provider ($A) type 4]

|com.ibm.db2.jcc.DElZ><ADataSource

${DBZUNIVERSAL_JDBC_DRIVER_PATH}M dbZjccjar
${UNIVER SAL_JDBC_DRIVER_PATH}/ db2jcc_license_cu.jar
${DBZUNIVERSAL_IDBC_DRIVER_PATH} dbZjcc_license_cisuz.jar

|wltinst1

databaseMarme=BPECE -
driverType=4

zerverMame=db2.itsal

portMurnber=50000

description=CataSource for Process Choreagrapher

tracelevel=

traceFile=

fullyMaterializeLobD ata=true

resultSetHaldability=2

currentPackageSet= -

=la

H The Java dass
nare of the JDBC
driver implermentation,

H A list of paths ar
JAR. file names which
together form the
location for the
rezource provider
classes, Class path
entries are separated
by using the ENTER
key and rmust not
contain path separatar
characters (such as ;'
ar '), Class paths
rmay contain variable
[symbolic) names that
can be substituted
using a variable map.
Check your driver
inztallation notes for
specific JAR file names
that are required,

H The user name
used to access the
data source

H The password used
to access the data
saurce

H caonsult the help
docurmnentation for
rmore information
about properties that
might be required by
the JDBC provider,

Figure 8-36 Setting the database configuration from the BPC

3. Click Next.
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4. Set the values for JMS Configuration, SCA Bindings, and Security, as shown

in Table 8-9.

Table 8-9 JMS Configuration settings

Name Value
JMS user ID sca
JMS password itsodyou

Webservice Endpoint

BFMIF_WPSCluster01

JMS API User ID

sca

JMS API password

itsodyou

Administrator security role mapping

Administrators

System monitor security role mapping

Administrators

Note: You do not enable global security in this scenario, so the
Administrators group and the sca user are dummy values.

Figure 8-37 illustrates the JMS configuration.

Select the JMS configuration. [

IMS configuration

-+ Step 2: Configure the IJMS configuration, SCA Bindings and Security settings

# IMS uszer ID |5c;a

I The queue connedtion factory uses this user ID to
establizh a connection to the queue,

* IMS password |........

SCA Bindings configuration

I The password far the uszer ID entered above

Endpoint fscafcomiibribpe apif scafBFMWS

Business process container security configuration

* Websersice  httpi/fhostiporty | BPMIF_\WPSCluster01

*#IMS APT User ID |5c;a

*# IMS API password |........

* Administrator security

role mapping |Adm|n|strat0rs

* Systern monitor security

role mapping |Adm|n|strat0rs

Frevious | Next| Reset| Cancel |

H specifies the Webservice endpaint for the
Wwebservice API entered previously,

[ The uszer ID that the business process container uses when
processing asynchronous API calls,

I The password far the uszer ID entered above

H The group from the darmain's user ragistry that is
associated with the business process administrator rale,

H The group from the darmain's user ragistry that is
associated with the business process systern rmonitor rale,

Figure 8-37 Setting the JMS, SCA, and security configuration for the BPC

5. Click Next.
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6. Provide details for the Business Process Explorer, audit logging, and
Common Event Infrastructure. Leave this panel at the defaults, and click Next
(Figure 8-38).

-+ Step 3: Configure the Business Process Choreographer Explorer, Business Process Choreographer Obse

Choose whether to install the Business Process Choreographer Explorer and the Business Process Chaoreographer Observer, In
state observer logging.

Business Process Chareographer Explorer,

|7 Select thiz check box to install the Business Process Chareographer Explorer (Web client), ﬂ

Context Root [fbpe
State observer logging
|F Enable audit lagging for all processes running in this cantainer. [
|F Enable Commaon Event Infrastructure logging for all processes running in this container. [l
Business Process Chareographer Observer,

IH | select this check box to install the Business Process Chaoreographer Observer and the Business Process Chareograph

# IMS User ID H
* IMS password | 7]
A WA & |
Previous | MNext | Reset | Cancel |

" A D e ——————
Figure 8-38 Other settings for the BPC

7. At the summary panel, click Finish.

8. After the installation completes, verify that the configuration is successful
(Figure 8-39).

ADMAS013I Application BPEContainer_WPSCluster01 installed successfully.
ADMAS013Il Application BPCExplorer _WPSCluster01 installed successfully.

After saving your changes to the master configuration, you must also restart the server to be able to use
the busil Process

In order to use human task capabilties, the Human Task Manager must also be configured. The Human Task Manager
configuration is here.,

To start the application, first save changes to the master configuration.

Save to Master Configuration

Figure 8-39 Verify the installation of BPC

9. Save and synchronize the changes.

10.The panel returns to Install your Business Process and Human Tasks
Container.
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Configuring the cluster for the Human Task Manager
To configure the cluster for the Human Task Manager:

1. Under Human Task Container Installation, click WPSCluster01 to launch the
Human Task Manager installation wizard (Figure 8-40).

1

Install your Business Process and Human Task Containers

“fou have chosen not to configure your business process
containers or hurnan tazk containers. Pleasze dink on the links
below to configure your containers on the given host,

Business Process Container Installation

WPSClusterdl

Human Task Container Installation

WPSClusterdl

Finish Cancel

Figure 8-40 Launch the HTM installation wizard

2. Set the configuration for JMS, SCA bindings, and security settings, as
detailed in Table 8-10.

Table 8-10 Configuration settings

Name Value

JMS user ID sca

JMS password itso4you

Webservice Endpoint HTMIF_WPSCluster01(Default)
Escalation user ID escalation

Escalation password itsodyou

Administrator security role mapping Administrators

System monitor security role mapping Administrators

Note: You do not enable global security in this scenario, so the
Administrators group and the sca and escalation users are dummy
values.
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Figure 8-41 illustrates these settings.

-+ Step 1: Configure the JMS configuration, SCA Bindings and Security settings

Select the JMS configuration. [

IMS configuration

* IMS user ID |SCa

* IMS password |........

SCA Bindings configuration

[ The queue connedion factary uses this uszer ID to establish
a connection to the queue,

I The password far the uszer ID entered above

* Websersice  httpiirhostiparty |HTMIF_WPSCluster0l
Endpaint fscafcomfibmftaskf apifsca/HTMW S

Hurnan Tazk Manager security configuration

* Escalation user ID |esca|ati0n

#* Ezcalation password |........

* Administrator security

role mapping |Adm|n|strat0rs

#* Sustern monitor security
rale mapping

Nextl Reset | Cancel |

|!Administrat0rs

H specifies the Webservice endpaoint for the
Webservice API entered previously,

[ The user ID that the Hurman Task Manager will use when
processing escalations,

I The password far the uszer ID entered above

[ The group fram the darmain's user ragistry that is
associated with the human tazk administrator role.

H The group from the darmain's user ragistry that is
associated with the hurman task systern ronitor rale,

Figure 8-41 Setting JMS, SCA, and security

3. Click Next.

4. Select mail session, Common Event Infrastructure logging ,and audit

logging for ail human tasks. You do not use the features for this scenario, so

you can click Next here (Figure 8-42).

Step 1 Configure the JMS configuration, SCA Bindings and Security settings

W N
-+ Step 2: Select the Mail Session and Logging
A Y .

Select the mail session and state observer logaging. [

Mail zezzion resource

- Mail session for Human Task Manager [

State observer logaing

I Enable Common Event Infrastructure logging [
|F

Enable audit logging for all human taszks [
A

Previous | Next| Reset| Cancel |

A
-:*.— Step 3 Surmary

Figure 8-42 Setting mail session and logging

5. On the Summary window, click Finish.

6. Save and synchronize the configuration.
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At this point, you have installed the BPC and HTM containers, as shown in
Figure 8-43.

Note: So far, there is only one active messaging engine for the SCA bus and
BPC bus in the cell.

WPSCell01
Machine1 Machine2 Machine3
WebSphere Process Server WebSphere Process Server WebSphere Process Server
WPSCellManager01 WPSNode01 WPSNode02
I WPSServer01 WPSServer02 :
Dmgr01 I
| BPC /HTM BPC /HTM |
I containers containers I
I El SCA Queues (active) |§| SCA Queues (standby) I
I El BPC Queues (active) E| BPC Queues (standby) I
IHS I_ WPSCluster01 |

Figure 8-43 SCA and BPC configured with active/standby

Reconfiguring the BPC Bus and messaging engine
To reconfigure the BPC Bus and messaging engine:

1. Open the Administrative Console on w1t0 and log in.
2. Navigate to Service integration — Buses.

3. Click the BPC.WPSCe1101.Bus bus.
4

. Select WPSCell01/BPEAuthDataAliasdMS_WPSCluster01 from the
Inter-engine authentication alias drop-down list.

Chapter 8. Implementing the Loosely Coupled topology for WebSphere Process Server 279




280

5. Select WPSCell01/BPEAuthDataAliasJMS_WPSCluster01 from the
Mediations authentication alias drop-down list, as shown in Figure 8-44.

The application that we use in this example does not require secure
mediations; however, we enable the capability as a best-practice.

Security

¥ secure

Inter-engine authentication alias

Mediations authentication alias

| wPSCell0l/BPEAUhD atasliasIMS_WRSClusterdl x|

Inter-engine transport chain

[ Discard messages

I Configuration reload enabled

High rnessage threshold
|SDDDD rmessages

Appll,ll ﬂ Reset| Cancel |
Figure 8-44 Setting the BPC bus authentication aliases

Click Apply.

Under Topology, click Messaging engines.

Click the WPSCluster01.000-BPC.WPSCell01.Bus messaging engine.
Under Additional Properties, click Data store.

© ©o N o
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10.In the Configuration panel (Figure 8-45):

a.
b.
C.

d.
e.

Set the Data source JNDI name to jdbc/medb

Set the Schema name to BPCMSG, as created earlier

Select WPSCell01/BPEAuthDataAliasDb2_WPSCluster01 from the
Authentication alias

Clear the Create tables check box

Click OK.

BPC
The

Buses > BPC.WPSCelld1.Bus > M i i > WPSCluster01.000-

WP5Cell0l.Bus > Data store

Configuration

General Properties

persistent store for messages and other state ranaged by the messzaging engine.

uuIo Related Items
SDBZCE11CFEZIDIF J2EE

# Data source JNDI name Connector
" Architecture
[idbe/medb o

authentication
Scherna name data entries

[ercmes

Authentication alias
| wPSCell0l/BPEAUthD atafliasDb2_WPRSClusterll |

[T Create tables

Apply | K| | Reset Cancel

Figure 8-45 Correcting the BPC messaging engine schema

11.Save and synchronize the changes, and click OK when complete.

Def

ining additional messaging engines

To support multiple active SCA and BPC queues, you need to define additional

mes

1. In the Administrative Console of w1t0, navigate to Service integration —

saging engines. Follow these steps:

Buses.
2. Click SCA.APPLICATION.WPSCell01.Bus.

3. Click Bus members under Topology.
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4. There is only one bus member displayed, Cluster=WPSCluster0l. Click this
bus member (Figure 8-46).

Buses

Buses > SCA.APPLICATION.WPSCell01.Bus > Bus members
Bus members are the servers and clusters that have been added to the bus.

Preferences

Add Rermove
w2

Select| Mame 2

- Cluster=wWPSClusterdl

Total 1

Figure 8-46 The cluster bus member

5. This bus member has a single messaging engine defined
(WPSCTuster01.000-SCA.APPLICATION.WPSCe1101.Bus). Define a new one.

Click Add messaging engine (Figure 8-47).

Buses > SCA.APPLICATION. WPSCelld1.Bus > Bus bers = M, ging

A reszaging engine is a component, running inside a server, that manages messaging resources for a bus member,
Applications are connected to 2 messaging engine when accessing a service integration bus,

Preferences

( Add messaging engine h Rernove rmessaging engine | Start Stop mode: IImmediate 'I Stop
e A

Select Mame 2 Dezcription Status o (&

O WPSClusterdl, 000~ ()
SCAAPPLICATION, WRSCell0l.Bus

Total 1

Figure 8-47 Messaging engine
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6. Define the messaging engine configuration using the values that are specified

in Table 8-11.
Table 8-11 Messaging engine configuration information for SCA application bus
Setting Value
Data source JNDI name jdbc/medb
Schema name SCAAPP2
Authentication alias WPSCell01/_WPSCluster01
Create tables No

Figure 8-48 shows these settings.

Buses > SCA.APPLICATION. WPSCelld1.Bus > Bus bers = M i i >
Data store

The persistent store for messages and other state managed by the messaging engine,

Configuration

General Properties

uuIo Related Items
F BF
4720466 C0 TA N
# Data source JNDT name Connector
: Architecture
[dbermedt eeh

authentication
Scherna name data entries

[scanprz

Authentication alias
| wPscallol/_wPsClusteril =1

[T create tables

Apply | K| | Reset Cancel

Figure 8-48 Define an additional messaging engine for the SCA application bus
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7. Click OK. A second messaging engine is now defined (Figure 8-49).

Buses > SCA.APPLICATION. WPSCelld1.Bus > Bus bers = M,

A reszaging engine is a component, running inside a server, that manages messaging resources for a bus member,
Applications are connected to 2 messaging engine when accessing a service integration bus,

Preferences

Add messaging engine Rernove rmessaging engine | Start Stop mode: IImmediate 'I Stop
k| |4
=&
Select| Mame 2 Dezcription Status o
r WPSClusterdl, 000~ ()

SCAAPPLICATION WPSCell0l,Bus

r WPSClusterdl, 001~ ()
SCAAPPLICATION, WPSCell0l.Bus

Total 2

Figure 8-49 Additional messaging engine for the SCA application bus

8. Repeat these steps to define an additional messaging engine for the
SCA.SYSTEM.WPSCe1101.Bus bus.

a. Click Service integration — Buses.

b. Click SCA.SYSTEM.WPSCell01.Bus — Bus members -
Cluster=WPSCluster01.

c. Click Add messaging engine and define the messaging engine
configuration using the values specified in Table 8-11.

Table 8-12 Messaging engine configuration information for SCA application bus

Setting Value

Data source JNDI name jdbc/medb

Schema name SCASYS2

Authentication alias WPSCell01/_WPSCluster01
Create tables No
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d. Click OK. You should see a second messaging engine defined
(Figure 8-50).

Buses > SCA.5YSTEM.WPSCell01.Bus = Bus bers = M,

A reszaging engine is a component, running inside a server, that manages messaging resources for a bus member,
Applications are connected to 2 messaging engine when accessing a service integration bus,

Preferences

Add messaging engine

| [start

Rermove messaging engine

Select| Mame 2 Dezcription Status & (&

WPSClusterdl, 000~ ()
SCASTSTEM WESCell0l.Bus

r WPSClusterdl, 001~ ()
SCASYSTEM. WPSCell0l,Bus

Total 2

Stop rode: IImmediate 'I Stop

Figure 8-50 Additional messaging engine for the SCA system bus

9. Repeat these steps to define an additional messaging engine for the
SCA.SYSTEM.WPSCe1101.Bus bus.

a. Click Service integration — Buses.

b. Click BPC.WPSCell01.Bus — Bus members —
Cluster=WPSCluster01.

c. Click Add messaging engine and define the messaging engine
configuration using the values that are specified in Table 8-11.

Table 8-13 Messaging engine configuration information for SCA application bus

Setting Value
Data source JNDI name jdbc/medb
Schema name BPCMSG2

Authentication alias

WPSCell01/_WPSCluster01

Create tables

No
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d. Click OK. You should see a second messaging engine defined
(Figure 8-50).

Buses > BPC.WPSCell01.Bus > Bus bers > M

A reszaging engine is a component, running inside a server, that manages messaging resources for a bus member,
Applications are connected to 2 messaging engine when accessing a service integration bus,

Preferences

Add messaging engine Rernove rmessaging engine | Start Stop mode: IImmediate 'I Stop
w2

Select| Mame 2 Dezcription Status o

o

™ | wPscClusterol.ooo- @
BPC.WPSCell0l.Bus

I~ | wPsClusterol.o01- @
BPC.WPSCell0l.Bus

Total 2

Figure 8-51 Additional messaging engine for the BPC bus
10.Save and synchronize the changes.

Creating HA Manager policies
To create HA Manager policies:

1. In the Administrative Console of w1t0, navigate to Servers — Core
groups — Core group settings.

2. Click DefaultCoreGroup (Figure 8-52).

Coregroups L h N hd 7 -

Core groups

A core group is a grouping of WebSphere cell processes, A core group can contain stand-
alone servers, cluster merbers, node agents, and the deployment rmanager, A core
group rnust contain at least one node agent or the deployment rmanager, In order to
delete a core group, the core group must be empty, Connected core groups are those
conneckted to this core group via access point groups,

Preferences

Mew Delete

W (9

Select Mame 2 Dezcription Connected core groups X
DefaultCoreGroup Default Care Group, The
default core group cannot
be deleted.
Total 1

Figure 8-52 DefaultCoreGroup
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3. Click Policies under Additional Properties (Figure 8-53).

Core groups

S
Core groups > DefaultCore Group

A core group is a grouping of WebSphere cell processes, A core group can contain stand-
alone servers, cluster members, node agents and the deployment manager,

Runtirne Configuration

General Properties Additional Properties
# Mame

Loré group servers

DefaultCoreGroup Core group servers
Custorn properties

Description Policies

Default Care Group, The default l:‘
core group cannot be deleted,

Preferred coordinator servers

l:‘ Related Items

# Mumnber of coordinators
1

Core group bridge settings

Transport type
& Channel framework

Channel chain name
Dce -

' Unicast

Figure 8-53 Policies link

4. Alist of existing policies is displayed (Figure 8-54). Click New to define a new
policy.

Coregroups L

Core groups > DefaultCoreGroup > Policies

This panel provides a list of the core group's policies, Policies are used by the
coordinatars to determine on which core group servers the group members are activated
or deactivated,

Preferences

Mew Delete

Select| Mame 2 Dezcription Policy type 2 Match criteria X
- Clustered TM TM One-Of-N One of M policy | type=WAS_TRANSACTIONS
Policy Policy

r Default SIBus SIBus One-Of-N | One of N policy | type=WSAF_SIB
Policy Palicy

Total 2

Figure 8-54 Create a new policy
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5. Select One of N policy, then click Next (Figure 8-55).

Core groups JdJ

Core groups > DefaultCoreGroup > Policies > New

Select the type of policy you want to create,

Configuration

General Properties

Policies

Cancel

Figure 8-55 Specify the policy type as One of N
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6. Specify the configuration information for the policy (Figure 8-56):
a. Enter WPSCluster01.000-SCA.APPLICATION.WPSCel1101.Bus in the Name
field.

Tip: We set the policy name to match the name of the messaging

engine to which this policy applies to help identify easily what each
policy does.

b. Select Fail back to ensure that the preferred server that is specified by this

policy will always have high priority to run the messaging engine that is
matched by the policy.

Core groups

A 7 %
Core groups > DefaultCoreGroup > Policies > New

Define a policy that will activate one group member in the core group,
Configuration

General Properties

The additional properties will not be
available until the general
# Marme properties for thiz item are saved,
i er0l,000-5CA APP Additional Properties
* Policy type
Cne of M palicy
Description

# Is alive timer
[o

zeconds

I Quorarm
ail back

I” Preferred servers anly

Apply I kK| | Reset

Cancel

Figure 8-56 Specify the policy configuration information

7. Click Apply.
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8. Click Match criteria under Additional Properties. You add two matching
criteria. Follow these steps:

a. Click New.

b. Set the Name to WSAF_SIB_MESSAGING_ENGINE.

c. Set the Value to WPSCluster01.000-SCA.APPLICATION.WPSCe1101.Bus.
d. Click OK (Figure 8-57).

Core groups > DefaultCoreGroup > Policies > WPSCluster01.000-
S5CA.APPLICATION.WPS5Cell01.Bus > Match criteria > New

Specify an arbitrary name and value pair of data, where the name is a property key and the value
iz a string value,

Configuration

General Properties

Marne
[wsaF_siB_MESSAGING_EMGINE

Value :
GWPSCNSterDl.DDD-SCA.APPLICATION.WPSCe”Dl.Busl

Description

&
Appll,ll ﬂ Reset Cance||

Figure 8-57 Specify information for the first matching criteria

e. Click New to create a second matching criteria.
f. Setthe Name to type.
g. Set the Value to WSAF_SIB.
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h. Click OK (Figure 8-58).

Core groups > DefaultCoreGroup > Policies > WPSCluster01.000-
S5CA.APPLICATION.WPS5Cell01.Bus > Match criteria > New

Specify an arbitrary name and value pair of data, where the name is a property key and the value
iz a string value,

Configuration

General Properties

# Mame
[type

Walue
[wsar_stel

Description

=

&
Appll,ll ﬂ Reset Cance||

Figure 8-58 Specify information for the second matching criteria

9. You need to define two match criteria (Figure 8-59).

Core groups > DefaultCoreGroup > Policies > WPS5Cluster01.000-
S5CA.APPLICATION.WPS5Cell01.Bus > Match criteria

Define the match criteria for the policy, Match criteria consists of name and value pairs of
data, where the narme iz a property key and the value is a string value,

Preferences

Mew Delete

Select Mame 2 Value Dezcription

m| WEAF SIB MESSAGING EMGIME | WPSClusterdl, 000~
SCAAPPLICATION. WPSCell0l,Bus

— tupe WSAF_SIB

Total 2

Figure 8-59 Match policy for the first SCA application messaging engine

10.Return back to the Policy panel, and select
WPSCluster01.000-SCA.APPLICATION.WPSCell01.Bus.

11.Click Preferred servers under Additional Properties of the policy panel.
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12.Highlight WPSNode01/WPSServer01 and click Add to add it to the preferred

servers list (Figure 8-60).

Core groups

Core groups > DefaultCoreGroup > Policies > WPSCluster01.000-5CA.APPLICATION. WPSCell01.Bus =

Preferred servers

Configuration

General Properties

Define the ordered list of preferred servers for the palicy, The policy gives preference to the servers in this list
when activating group members, Adjust the arder of the list by clicking Move up or Mave down,

Core group servers

WESBCellManager0l/drgr
WPSNode0l/nodeagent
WPSNode02/nodeagent
WPENodeD2/ WPSServerl2

Preferred servers

Mave up ™ Maove down v |

-~ Y
Add == WRENodeDl/WPSServerll )
Rernove <<

Figure 8-60 WPSServer01 as the preferred server

13.Click OK. Save and synchronize the changes.

14.Create another policy for the second messaging engine on the

SCA.APPLICATION.WPSCel1101.Bus bus using the values specified in Table 8-14.

Table 8-14 Policy for second messaging engine on the SCA application bus

Setting Value

Policy type One of N policy

Policy name WPSCluster01.001-SCA.APPLICATION.
WPSCell01.Bus

Fail back Yes

Match criteria 1 name

WSAF_SIB_MESSAGING_ENGINE

Match criteria 1 value

WPSCluster01.001-SCA.APPLICATION.

WPSCell01.Bus

Match criteria 2 name type
Match criteria 2 value WSAF_SIB
Preferred server WPSNode02/WPSServer02
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15.Create a policy for the first messaging engine on the
SCA.APPLICATION.WPSCe1101.Bus bus using the values that are specified in

Table 8-15.

Table 8-15 Policy for first messaging engine on the SCA system bus

Setting Value

Policy type One of N policy

Policy name WPSCluster01.000-SCA.SYSTEM.WPS
Cell01.Bus

Fail back Yes

Match criteria 1 name

WSAF_SIB_MESSAGING_ENGINE

Match criteria 1 value

WPSCluster01.000-SCA.SYSTEM.WPS
Cell01.Bus

Match criteria 2 name type
Match criteria 2 value WSAF_SIB
Preferred server WPSNode02/WPSServer01

16.Create a policy for the second messaging engine on the
SCA.APPLICATION.WPSCe1101.Bus bus using the values that are specified in

Table 8-15.

Table 8-16 Policy for second messaging engine on the SCA system bus

Setting Value

Policy type One of N policy

Policy name WPSCluster01.001-SCA.SYSTEM.WPS
Cell01.Bus

Fail back Yes

Match criteria 1 name

WSAF_SIB_MESSAGING_ENGINE

Match criteria 1 value

WPSCluster01.001-SCA.SYSTEM.WPS
Cell01.Bus

Match criteria 2 name type
Match criteria 2 value WSAF_SIB
Preferred server WPSNode02/WPSServer02
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17.Create a policy for the first messaging engine on the BPC.WPSCell01.Bus
bus using the values that are specified in Table 8-15.

Table 8-17 Policy for first messaging engine on the BPC bus

Setting Value

Policy type One of N policy

Policy name WPSCluster01.000-BPC.WPSCell01.Bus
Fail back Yes

Match criteria 1 name WSAF_SIB_MESSAGING_ENGINE
Match criteria 1 value WPSCluster01.000-BPC.WPSCell01.Bus
Match criteria 2 name type

Match criteria 2 value WSAF_SIB

Preferred server WPSNode01/WPSServer01

18.Create a policy for the second messaging engine on the BPC.WPSCell01.Bus
bus using the values that are specified in Table 8-15.

Table 8-18 Policy for second messaging engine on the BPC bus

Setting Value

Policy type One of N policy

Policy name WPSCluster01.001-BPC.WPSCell01.Bus
Fail back Yes

Match criteria 1 name WSAF_SIB_MESSAGING_ENGINE
Match criteria 1 value WPSCluster01.001-BPC.WPSCell01.Bus
Match criteria 2 name type

Match criteria 2 value WSAF_SIB

Preferred server WPSNode02/WPSServer02
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19.At this point, you have defined six HA Manager policies—four for SCA
messaging engines and two for BPC messaging engines—as shown in

Figure 8-61.

Core groups > DefaultCoreGroup > Policies

This panel provides a list of the core group's policies, Policies are used by the coordinators to determine on which core group

servers the group merbers are activated or deactivated,

Preferences

Mew Delete
k| |4
w2
Select| Mame 2 Description 3 | Policy type 3 | Match criteria
- Clustered TM Policy TM One-Of-H | One of N type=WAS_TRANSACTIONS
Palicy policy
- Default STBus Policy SIBus One- One of M type="W3SAF_SIE
Of-H Palicy policy

I_ WPSClusternd, 000~ Cne of M WSAF_SIB_MESSAGING_EMGINE=WPSClusterdl,000-
EPC.WPSCell0l,Bus policy BRPC.WRSCell0l,Bus, type=WSAF_SIB

I_ WPSClusternd, 000~ Cne of M WESAF_SIB_MESSAGING_EMGINE=WPSClusterdl, 000-
SCAAPPLICATION WPSCell0l,Bus policy SCAAPPLICATION WPSCell0l Bus, type="WSAF_SIB

I_ WPSClusternd, 000~ Cne of B WSAF_SIB_MESSAGING_EMGINE=WPSClusterdl,000-
SCASYSTEM. WRSCellDl,Bus policy SCASYSTEM WPSCellD1l,Bus, type=WSAF_SIB

I_ WPSClusternd, 001~ Cne of M WEAF_SIB_MESSAGING_EMGINE=WPSClusterdl, 001~
EPC.WPSCell0l,Bus policy BRPC.WPRSCell0l,Bus, type=WSAF_SIB
WPSClusternd, 001~ Cne of M WEAF_SIBE_MESSAGING_EMGINE=WPSClusterdl, 001~
SCAAPPLICATION WPSCell0l,Bus policy SCAAPPLICATION WPSCell0l,Bus, type="WSAF_SIB

I_ WPSCluster0d, 001~ Cne of B WEAF_SIB_MESSAGING_EMGINE=WPSClusterdl, 001~
SCASYSTEM. WRSCellD1l,Bus policy SCASYSTEM WPSCellD1l,Bus, type=WSAF_SIB

Total &

Figure 8-61 Six HA Manager policies
20.Save and synchronize the changes.

Restarting the environment

You need to restart all nodes and the deployment manager to ensure that the
changes that you made are distributed cell wide. Follow these steps:

1. Open the Administrative Console for the deployment manager hosted on
wltO.

2. Navigate to System administration — Node agents and select both nodes
by clicking the check boxes next to them.
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3. Click on the Restart button to cause the nodes to stop and start, as shown in

Figure 8-62.

Node agents Jdd

Node agents

The node agent process serves as an intermediary between the application servers on
the node and the deployment manager, The node agent process runs on every node
and is specialized to perform node-specific administration functions, such asz server
process monitoring, configuration synchronization, file transfer, and request routing,

Preferences

Restart |)

Restart all Servers on Node

Select| Mame 2 Mode X Version Status ()
nodeagent WPSNodedz 6.0,2,17 =3
nodeagent WPSModeOl 6.0,2,17 =3

Total 2

Figure 8-62 Restarting the node

Note: You have to refresh the Node agents view to see the change in status.

4. Navigate to System administration — Deployment manager and click

Stop, as shown in Figure 8-63.

Welcome admin | Logout | Suppart | Help

Welcome

=

Guided Adtivitias

=

s
aruars drgr

=

Applications

=

Rasucay settings for the deployment manager.

=

Security Runtime | Configuration

=

Enuironrmant

Intagration Applications
@

=

The deplogment manager provides a single, central point of administrative control for all
lernents of the WebSphere Application Server distributed cell. Specify configuration

Saue Changas to Master Repository

Apply | [OK] [Resst] [cancel Cors aroup ssrvics

Cansels settings Ports

Monitoring snd Tuning Adrninistration Services

Bl Systern sdministration
Cell
p General Properties s
aploymant managar Server
Mame
(edks Jzva and Process Management
Node agents
Node groups Additional Properties

Close page

Field help
For field help information,
select a field label or list
marker when the help
cursor appears

Page help
Mere information about
this page

Figure 8-63 Stopping the deployment manager

5. Click OK in the verification panel.
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6. Start the deployment manager. Open a command prompt on w1t0, change
directory to %WAS_HOME%\profiles\Dmgr01\bin (for example,
C:\IBM\WebSphere\ProcServer\profiles\Dmgr01\bin), and issue the following
command:

startManager.bat

At this point, the cluster is ready to host the business modules. Figure 8-64
shows the cell infrastructure.

WPSCell01
Machine1 Machine2 Machine3
WebSphere Process Server WebSphere Process Server WebSphere Process Server
WPSCellManager01 WPSNode01 L WPSNode02
I WPSServer01 WPSServer02 :
Dmgr01 I
I BPC/HTM BPC /HTM I
I containers containers I
I El SCA Queues (active) E| SCA Queues (active) I
I El BPC Queues (active) E| BPC Queues (active) I
IHS !_ WPSCluster01 M

Figure 8-64 The SCA and BPC destinations are partitioned

8.3.3 Verifying the topology
This section describes how to verify the topology by starting the cluster, verifying

the messaging engines, verifying the HA Manager policies, and verifying the
SCA destinations.
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Starting the cluster
To start the cluster:

1. Ensure that all nodes are running. If a node is not running, start it with the
following commands:

a. Open a command prompt on the node’s host machine.
b. Change directory to the node’s bin directory:
cd\IBM\WebSphereProcServer\profiles\WPSNode01\bin
c. Start the node using the following command:
startNode.bat
2. Start the cluster:
a. Open the w1t0 Administrative Console and login.

b. Navigate to Servers — Clusters.
c. Select WPSCluster01 and click Start.
d. Verify that the cluster starts successfully. The red cross should change to
a solid green arrow (Figure 8-65). You need to refresh the server clusters
view to see the change in status.
Server Cluster h W = N h N h. VWIS

Server Cluster

A oserver cluster consists of a group of application servers, If one of the member servers
failz, requests will be routed to other members of the cluster,

Preferences

Mew Delete Start | | Stop Ripplestart | ImrnediateStop

& [ [

Selact Mame 2

Status ()
r WPSClusterdl =3

Total 1

Figure 8-65 Cluster in started state
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Verifying the messaging engine

Confirm the messaging engine configuration by following these steps:

1. In Administrative Console of w1t0, click Service integration — Buses.
2. Select SCA.APPLICATION.WPSCell01.Bus (Figure 8-66).

!Eﬁ

A service integration bus supports applications using message-based and service-
oriented architectures, A bus is a group of interconnected servers and clusters that have
been added as mermbers of the bus, Applications connect to a bus at one of the
messaging engines associated with its bus members,

Preferences

Mew Delete

% [

Select| Mame 2 Dezcription

- EPC.WPSCell0l,Bus Meszsaging bus for Process
Chareographer

- CSCA.APPLICATION.WPSCeIIDl.B@ Mezsaging bus for Service

- SCASYSTEM WPSCell0l.Bus Meszsaging bus for Service

Total 3

Figure 8-66 Select the bus SCA.APPLICATION.WPSCell01.Bus

3. Under Topology, click Messaging engines.

4. The messaging engines should be in a status of Started, signified by a green
arrow (Figure 8-67).

Buses > SCA.APPLICATION.WPSCell01.Bus > Messaging engines

A rmeszaging engine is a component, running inside a server, that manages messaging
resources for a bus member, Applications are connected to a messaging engine when
accessing & service integration bus,

Preferences

Start Stop rode: IImmediate ~| | Stop
2= &

Select Mame 2 Dezcription Status o (&

r WwPSClusterdl, 000 =3
SCAAPPLICATION WPSCell0l,Bus

O WPSClusterdl, 001- =3
SCAAPPLICATION WPSCell01,Bus

Total 2

Figure 8-67 Messaging engines for SCA.APPLICATION bus

5. Repeat these steps to verify the status of the other messaging engines that
are located in the other buses.
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Verifying the HA Manager policy
To verify the HA Manager policy:

1. In Administrative Console of w1t0, click Servers — Core groups — Core
group settings — DefaultCoreGroup.

2. Go to the Runtime tab (Figure 8-68).

Core groups “
Core groups > DefaultCore Group

A core group is a grouping of WebSphere cell processes, A core group can contain stand-
alone servers, cluster members, node agents and the deployment manager,

Runtirne Configuration

Group name properties

# Group name properies
|*

Murnber of matches

El Calculate groups

Show groups | Show servers |

Figure 8-68 Runtime tab

3. Click Show groups to delay a list of high availability groups.
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4. Click the high availability group for

WPSCluster01.000-SCA.APPLICATION.WPSCell01.Bus (Figure 8-69).

Core groups

Preferences

Core groups > DefaultCore Group > High awvailability groups

A high availability group iz a grouping defined by a cormponent and consists of core group mermbers, Multiple high availability groups
which members, if any, are activated, The table is limited to 100 entries,

Enable Dizable

Select| High availability group £

m| ES HA=ES HAIBM he=WPSCluster0l type=WSAF SIB

GH PS=WPSCell01\WPSNodeD1\ WPSServer0l IBM he=WPRSClusterDl type="WAS TRANSACTICONS

GH PS=WPRSCell01\WPSNoded2\ WPSServer02, IBM he=WPRSClusterDl type="WAS TRANSACTIONS

IBM he=wWPSCluster0l WSAF SIB BUS=BPC. WPSCellD1l,Bus, WSAF SIB MESSAGIMNG EMGIME=WPRSClusterdl, 000

EPC.WPSCell0l.Bus type="WSAF SIB

IBM he=wWPSCluster0l WSAF SIB BUS=BPC. WPSCellD1l,Bus, WSAF SIB MESSAGING EMGIMNE=WPSClusterdl, 001

T o I I

BRPC.WPRSCellDl,Bus, type="WSAF SIB

IBM he=WPSCluster0l WEAF SIB BUS=SCAAPPLICATION WPSCell0l,Bus,WSAF SIE MESSAGING EMGIME=WPRSCluster0l, 000-

SCAAPPLICATION WPSCell0l, Bus type=WSAF SIB

-

IBM he=wWPSCluster0l WEAF SIB BUS=SCAAPPLICATION WPSCell0l, Bus, WSAF SIB MESSAGING EMGIME=WPSCluster0l, 001~

SCAAPPLICATION WPSCell0l, Bus type=WSAF SIB

m| IBM he=WPSCluster0l WEAF SIB BUS=SCA SYSTEM. WPSCellD1l,Bus, WSAF SIB MESSAGING EMGINE=WPSClusterdl, 000

SCASYSTEM. WPSCellD1l,Bus,type="WSAF SIB

m| IBM he=WPSCluster0l WEAF SIB BUS=SCA SYSTEM. WPRSCellD1l,BPus, WEAF STB MESSAGING EMGINE=WPSClusterdl, 001

SCASYSTEM. WPSCellD1l,Bus,type="WSAF SIR

Total 9

Figure 8-69 The core group policy list

5. For this policy, the preferred server is WPSServer01 and the server is active, so

the WPSCTuster01.000-SCA.APPLICATION.WPSCe1101.Bus messaging engine is
associated with WPSServer01l. If you shutdown the server WPSServer01, the
messaging engine moves to WPSServer02 automatically (Figure 8-70).

Core groups > DefaultCoreGroup = High awailability groups > High ilability group

List of the current merbers of a high availability group, Use this panel to rmanage the
ztate of the members,

Preferences

Enable | Dizable Activate Deactivate
k][4
Select| Mame 2 Mode X Version Status ()
O WPRSServerdl WPSNodeOl 6.0,2,17
l_ WPSServerl2 WPSNode02 6.0.2.17 |1

Total 2

Figure 8-70 The preferred server is displayed
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6. Verify the preferred server for other messaging engines according to the

information listed in Table 8-19.

Table 8-19 The map between messaging engines and preferred servers

Messaging Engines Preferred Server
WPSCluster01.001-SCA.APPLICATION.WPSCell01.Bus WPSServer02
WPSCluster01.000-SCA.SYSTEM.WPSCell01.Bus WPSServer01
WPSCluster01.001-SCA.SYSTEM.WPSCell01.Bus WPSServer02
WPSCluster01.000-BPC.WPSCell01.Bus WPSServer01
WPSCluster01.000-BPC.WPSCell01.Bus WPSServer02

Verifying the destinations for SCA buses
To verify the destinations for SCA buses, follow these steps:

1. In Administrative Console of w1t0, click Service integration — Buses —
SCA.SYSTEM.WPSCell01.Bus — Destinations.
2. Notice that the SYSTEM.Exception destination is partitioned across the two

messaging engines of SCA system bus (Figure 8-71).

Buses > SCA.SYSTEM.WPSCell01.Bus > Destinations
A bus destination iz a virtual place, within a service integration bus, to which applications attach as producers, consurers, or both
Preferences
Mew Delete | Mediate Unrnediate
o
o [ @
Select| Identifier 2 Twpe 3 | Description 3
Il Default. Topic. Space Taopic
zpace
- WEL FailedEvent, WPSClusterdl Queue
I— SYSTEM.Exception, Destination WPSCluster0l, 000- Queue
SCASYSTEM WRSCellDl,Bus
r SYSTEM.Exception, Destination WPSCluster0l, 001~ Queue
SCASYSTEM, WRSCellD1l,Bus

Figure 8-71 System exception destination is partitioned cross two messaging engines
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3. Click the queue destination sca/BFMIF_WPSCluster01 (Figure 8-72).

Buses > SCA.SYSTEM.WPS5Cell01.Bus > Destinations

A bus destination is a virtual place, within a service integration bus, to which applications attach as producers, cansumers, or be

Preferences

Mew Delete | Mediate Unrediate
=&
Select| Identifier 2 Twpe 3 | Dezcription 3
- Default. Topic. Space Taopic
zpace

- WBI FailedEvent, WPSClusterdl Queue
I— SYSTEM.Exception, Destination WPSCluster0l, 000- Queus

SCASYSTEM. WRSCellD1l,Bus
I— SYSTEM.Exception, Destination WPSCluster0l, 001 - Queue

SCASYSTEM. WRSCellDl,Bus
- I sca/BFMIF WPRSCluster0d I Queues | active:sca/BFMIF_WPSClusterdl

- scafBFMIF WPRSClusterdlf/component/comfibrf/bpe/apifsca/BFMWsdl | Queue | active:isca/BFMIF_WPSClusterdlfcamg

Figure 8-72 Verify a queue destination

4. Click Queue points under Message points.

5. Two queue points are displayed—one point associates with one messaging
engine (Figure 8-73).

Buses > SCA.SYSTEM. WPSCelld1.Bus > Destinati > sca/BFMIF WPSClusterldl > Queue points

The message point for a queue, for point-to-paint messaging.
Preferences
k| |4
=&
Select Identifier 2

m| zca/BFMIF WPSCIusterDl@WPSCIusterD]!DDDISCA. SYSTEM WERSCell0l, Bus

m| zca/BFMIF WPSCIusterDl@WPSCIusterD@SCA. SYSTEM WERSCell0l, Bus

Total 2

Figure 8-73 Queue points configuration

You can also verify the queue points for other destinations in a similar way.
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8.4 Installing and testing the scenario

This section describes how to test the topology that you have built by deploying
presentation logic, business module, and enterprise service layers.

8.4.1 Installing the enterprise applications

To test the business process logic for this topology, you need to create a
presentation logic layer and a remote enterprise service layer. The presentation
logic layer provides the client for the business module, and the remote enterprise
service layer presents services that are required for the business flows.

In this example the presentation logic layer is hosted on the business cluster
alongside the business application.The remote enterprise service layer is hosted
on a stand-alone WebSphere Application Server instance.

The presentation logic application ITSOWPSSmplPrsApp.ear is installed on wlt1
and wlt2 to WPSCluster0l . The enterprise service application
ITSOWPSSmpISrvApp.ear is installed on wit3 to WASNodeOl on serverl.

Deploying the business application

The application that supports the business process logic is provided by a single
EAR file. This application must be installed to the cluster WPSCTuster01. Follow
these steps:

1. Open the w1t0 Administrative Console and log in.
2. Navigate to Applications — Install New Application.

3. You will install the enterprise application ITSOWPSSmplBusApp.ear, which
includes the business process logic. This file is located in the additional
material that is supplied with this book. To learn how to obtain it, see
Appendix A, “Additional material’ on page 427. Copy
ITSOWPSSmplBusApp.ear from the additional material that is supplied with
this book to c:\IBM\WebSphere\ProcServeninstallableApps.

4. In the Administrative Console, select Local file system and click Browse.
5. Navigate to the c:\IBM\WebSphere\ProcServeninstallableApps folder.

6. Select the business module to be installed, in this example
ITSOWPSCpIxBusApp.ear, and click Open.
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7. From the Administrative Console, click Next, as shown in Figure 8-74.

Welcorme Weece | Logout | Suppert | Help
Welcome
Guided Activities
Preparing for the application installation
Servers
B applications Specify the EAR, WAR or JAR module to upload and install,
Enterprize Applications Path to the new application.
Install Mew Application & Local file systern
SCA Modules
Specify path
Resources
Security ' Remote file systern
Environrment
Bro
Integration Applications
Systern adrministration Contaxt root
Monitoring and Tuning Used only for standalone Web modules [ war files)
Troubleshoaoting Cancel
Service integration

Figure 8-74 Installing the business module
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8. In the next panel, leave the settings as default and click Next.

All the other application deployment settings are left as default, but notably
the application must be deployed to the WPSCluster01 cluster in step 2 of the
wizard, ‘Map modules to servers’ as shown in Figure 8-75.

Install New Application W=

Specify options for installing enterprize applications and rmodules,

Map modules to servers

Specify targets such as application servers or clusters of application servers where you want to install the modules
=3 Step 2: Map contained in your application. Modules can be installed on the same application server or dispersed among several

modules to servers application servers, Alsa, specify the Web servers as targets that will serve as routers for requests to this
application, The plug-in configuration file (plugin-cfg.xml) for each Web server is generated based on the
applications which are routed through it

Clusters and Servers:
IWebSphere:ce||=WPSCel|Dl,c|uster=WPSC|uster01 Apply

=

Select| Module URI Sarver

ITSCOWPSSmplBusEIB jar,META- §webSphere:cell=WPSCell0l,cluster="wPSClusterdl

(| ITSOWPSSmplBusEJR INFfeib-jaroxml

ITSCOWPSSmplBusWweb, war, WER-§ WebSphere:cell=WPSCell0l,cluster=wPSClusterol

(| ITSOWPSSmpIBusWebl e

Previous | MNext Cancel |

Figure 8-75 Verification of the correct application module mapping

9. Click the link to the summary panel, in this example Step 8: Summary.
10.Click Finish.

11.When the application has been installed successfully, click Save to Master
Configuration.

12.Select Synchronize changes with Nodes, and click Save.
13.When completed successfully, click OK.
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14.Start the application:

a. Navigate to Applications — Enterprise Applications.

b. Select ITSOWPSSmplIBusApp and click Start. The status of the

application should change to Started (represented by a green arrow), as
shown in Figure 8-76.

Enterprise Applications h N ViE

E Meszages

mAppIication ITSOWPSSmplBusApp on server WPSServerll and node WPSHodeOl
started successfully,

mAppIication ITSOWPSSmplBusApp on server WPSServerl2 and node WPSHNodeO2
started successfully,

mAppIication ITSOWPSSmplBusApp started successfully on all the servers in cluster
WPRSClusterol,

Enterprise Applications
Lists installed applications, A single application can be deployed onto multiple servers,

Preferences

Start M Install Uninstall Update Rollout Update | Rernove File Export Export DDL
=&

Select| Marme 2 Status ()

r AppScheduler =3

r EPCExplorar WPSClusterdl =3

I— BPEContainer WPSClusterOl =3

r IITSOWPSSmQIBusAQQ ={>I

r Fernotesl &

Figure 8-76 Installed enterprise application ITSOWPSSmplBusApp

Deploying the presentation logic application
To deploy the presentation logic application:

1.

Repeat the steps that are described in “Deploying the business application”
on page 304 to deploy and start the presentation logic application
ITSOWPSSmplPrsApp.ear to the cluster WPSCTuster0l. You can also find this
file can in the additional material that accompanies this book.
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2. Verify that the application starts, as shown in Figure 8-77.

Enterprise Applications Jdd

E Meszages

mAppIication ITSOWPSSmplPrsApp on server WPSServer0l and node WRSNodeOl1
started successfully,

mAppIication ITSOWPSSmplPrsApp on server WPSServerd2 and node WPRSNode02
started successfully,

mAppIication ITSOWPSSmplPrsapp started successfully on all the servers in cluster
WPRSClusterol,

Enterprise Applications
Lists installed applications, A single application can be deployed onto multiple servers,

Preferences
Start | | Stop Install Uninstall Update Rollout Update | Rernove File Export Export DDL

% [

Select| Marme 2 Status (9
r AppScheduler =3

r EPCExplorer WPSClusterdl =3

I— BPEContainer WPSClusterOl P

r ITSOWPSSmplBusApp &

r I ITSOWPSSmplPreApp QI

r Fernotesl Ed

Figure 8-77 Installed enterprise application ITSOWPSSmpIPrsApp

3. Verify that the presentation logic application is running on WPSServer01 and
WPSServer02 within the cluster by entering the following URLs into a browser.
You should see the Account Closure Process, as shown in Figure 8-78.

— http://wltl.its0:9080/ITSOWPSSmp1PrsWeb/startProcess.jsp
— http://wlt2.its0:9080/ITSOWPSSmp1Prsieb/startProcess.jsp

Address i@ hitbp: Sl 1 ikso: 9080/ ITSOWPSSmplPrsiWeb/startProcess, jsp

Account Closure Process

Account l—
numkber:
Eranch Id: |

Close account |

Figure 8-78 Account Closure Process panel
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Preparing the enterprise service layer

You need to define a WebSphere Application Server server to host the enterprise
service layer, then install the enterprise service application. Follow these steps:

1.

Create a new WebSphere Application Server profile using the profile creation
wizard on w1t3. On Windows platforms, launch the Profile Wizard by clicking
Start —» All Programs — IBM WebSphere — Application Server Network
Deployment V6 — Profile creation wizard.

Define a profile with the following properties:

Profile type: Application Server profile
Profile name: WASNode01

Node name: WASNode01

Host name: wit3.itso

When you have created the profile, navigate to the bin directory of the profile
(which on our system was
C:\IBM\WebSphere\ProcServer\profiles\WASNode01\bin) and start the
server using the following command:

startServer serverl
When the server is started, launch the Administrative Console:
http://wit3.its0:9060/ibm/console

Install the enterprise service logic enterprise application
ITSOWPSSmplSrvApp.ear. This file is located in the additional material that is
supplied with this book. To learn how to obtain it, see Appendix A, “Additional
material” on page 427. To install this file:

a. Copy ITSOWPSSmpISrvApp.ear from the additional material that is
supplied with this book to c:\IBM\WebSphere\ProcServeninstallableApps.

b. In the Administrative Console, click Applications — Install New
Application and install ITSOWPSSmpISrvApp.ear. When the application
is installed, save the configuration.
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c. Click Applications — Enterprise Applications and start
ITSOWPSSmpISrvApp (Figure 8-79).

Enterprise Applications

E Meszages

mAppIication ITSOWPSSmplSreapp on server serverl and node WASHNodeOl started
successfully,

Enterprise Applications
Lists installed applications, A single application can be deployed onto multiple servers,

Preferences

Start | | Stop Install Uninstall Update Rollout Update | Rernove File Export Export DL
k| |4
w2
Select| Marme 2 Status
r Defaulttpplication 2
r ( ITSOWPSSmmplSredy ={>)

Figure 8-79 Installed enterprise application ITSOWPSSmpISrvApp

8.4.2 Configuring IBM HTTP Server

You need to install and configure a router in front of the presentation layer
running on the business process cluster WPSCTuster01. This router enables load
balancing to the presentation logic layer.

Client requests from the browser are made to the IBM HTTP Server. The IBM
HTTP Server passes the request to the WebSphere plugin. The plugin load
balances to the presentation applications running in the business cluster.

It is assumed that the following products have been installed:

» [BM HTTP Server in c:\IBMIHS

» The WebSphere plugin for IBM HTTP Server in c:\IBM\WebSphere\Plugins

Adding the Web server to the cell
To add the Web server to the cell:

1. Open a command prompt.
2. Change directory to c:\IBM\WebSphere\Plugins\bin.

Note: In this example, the Web server is named webserverl. Therefore, the
configuration script is named configurewebserver1.bat.

3. Copy the configurewebserver1.bat file to % WAS_HOMEY%\bin on any node in
the cell.
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4. The Windows operating system has a limitation for the filename length. In
order to avoid the exception caused by that limitation, you should do some

additional configuration regarding the working directory of WebSphere
Process Server.

a. In Administrative Console, click System Administration — Deployment

Manager — Java and Process Management — Process Definition
Java Virtual Machine — Custom Properties

b. Click New and create a new property with the attributes:

¢ Name: websphere.workspace.root
e Value: C:/w

c. Click OK.
d. Save and synchronize the configuration.
e. Restart the deployment manager.

-

5. Change directory to %WAS_HOME%\bin and run configurewebserveri.bat.

Note: Ensure that the deployment manager has restarted before issuing

this command.

This script adds the Web server into the cell and deploys the applications to the
Web server.

Configuring the plug-in
To configure the plug-in:

1.

Open the Administrative Console and login.

2. Navigate to Servers — Web servers.
3.
4

. When complete, the message text identifies the location of the generated

Select the webserverl check box and click Generate Plug-in.

plug-in file. In this example, it is:

c:\IBM\WebSphere\ProcServer\profiles\DmgrO1\config\cellsS\WPSCell01\
nodes\wlt0.itso\servers\webserver1\plugin-cfg.xml

Move the plugin-cfg.xml configuration file.
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The location of plugin-cfg.xml that the WebSphere Plug-in uses is specified
by the WebSpherePTuginConfig variable within the httpd.conf configuration file
of IBM HTTP Server. Therefore, the generated plugin-cfg.xml must be moved
to the path defined by this variable. In this example, the command is:

move
c:\IBM\WebSphere\ProcServer\profiles\Dmgr0l\config\cel1s\WPSCe1101\n
odes\wlt0.itso\servers\webserverl\plugin-cfg.xml
c:\IBM\WebSphere\Plugins\config\webserverl\plugin-cfg.xml

Configuring application deployment
There is are additional steps to configure the end-to-end application deployment:

» Configuring the presentation layer for the business applications

» Configuring the business application for the remote enterprise services

Presentation layer connectivity to the business layer

To configure the presentation layer connectivity to the business layer, follow
these steps:

Open the cell deployment manager's Administrative Console and login.
Navigate to Applications — Enterprise Applications.

Click ITSOWPSSmplPrsApp.

Under Related Items, click Web Modules.

Click the JAR file presented, ITSOWPSSmplPrsWeb.war.

Under Additional Properties, click Web services client bindings.

N o o~ 0 Ddb =

For the simpleACProcessIExport ProcessIHttpService service, click Edit
under Port Information, as shown in Figure 8-82.

Enterprise Applications > ITSOWPSSmplPrs App > Web dule > ITSOWPSSmplPrsWeb.war > Web services client bindings

The cient bindings define the Web service WSDL file name, preferred ports and other port information, A Web service can specify

the relative path within the module of a compatible WSDL file containing the actual URL to be used for requests, This is needed on
if the original W5DL file did not contain a URL or when a different URL is needed, For a service endpoint with rultiple ports defined
a preferred port mapping specifies the default port to usze for a port type, A timeout, an overridden endpoint URL, and an overridds
binding narmespace can be set in the port information,

Preferrad
Wweb Service WSDL Filenarne Port

Mappings

Port
Information

simpleACProcessIExport_ProcessIHttpService IUse default (WEB-INF.I"wsdl.l"simpleACProcessIExport_F;I Edit...

Apply | ﬂ Reset| Cancel |

Figure 8-80 Editing port information for the business process application
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8. Change the Overridden Endpoint URL to that of the IBM HTTP Server, in this
example:

http://wlt0.itso:80/ITSONPSSmp1BusWeb/sca/simpleACProcessIExport
This change is shown in Figure 8-83.

nterprise Applications A N

Enterprise Applications > ITSOWPSSmplPrs App > Web dule > ITSOWP$SmplPrsWeb.war > Web services client bindings
simple ACProcessIExport_ProcessIHHp Service

Specifies a request timeout, an overridden endpoint URL, and an overridden binding namespace can be set far a port, The tim
to wait for a request, A value of zero dizables the tirmeout, The current endpoint and binding namespace can be averridden,

Port Information for Web service simpleACProcessIExport_ProcessIHttp A _

Request

Port Timeout Cvertidden Endpaint URL Cyvertidden Bin|
[seconds)

simpleACProcessIExport_ProcessIHttpPort Iht‘[pZ;"MHD.HSDZBD,-"|TSOWPSSmp|BUSWE!b,|"SCB,l" I

Apply | ﬂ Reset| Cancel |

Figure 8-81 Configuring the Endpoint URL

9. Click OK.

Business layer connectivity to remote enterprise services

To configure the business layer connectivity to remote enterprise services, follow
these steps:

Open the cell deployment manager’'s Administrative Console and login.
Navigate to Applications — Enterprise Applications.

Click ITSOWPSSmplBusApp.

Under Related Items, click EJB Modules.

Click the JAR file presented, ITSOWPSSmpIBusEJB.jar.

Under Additional Properties, click Web services client bindings.

o ok~ w0 Dd =
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7. Forthe sca/import/LegalServices service, click Edit under Port
Information, as shown in Figure 8-82.

Enterprise Applications

Enterprise Applications > ITSOWPSSmplBus App > EIB Modules > ITSOWPSSmplBusEJB.jar > Web services client bindings

The cient bindings define the Web service WSDL file name, preferred ports and other port information, A Web service can speci
the relative path within the module of a compatible WSDL file containing the actual URL to be used for requests, This is needed
only if the ariginal WSDL file did not contain a URL or when a different URL is needed. For a service endpoint with multiple ports
defined, a preferred port mapping specifies the default port to use for a port type, A timeout, an overridden endpeoint URL, and
overridden binding namespace can be set in the port information,

Preferrad

Wweb Service EJB WSDL Filenarne Port PG .
. Informatio
Mappings
scafimportfLegalServices Module IUse default (META-INF.I"wsdl.-"LegaISeruices_LegaISerui-Ll Edit...
scafimportfAccountServicesImpaort| Module IUse default (META-INF.I"wsdl.-"AccountSeruicesImport_A-;I Edit... Edit...
scafimporyDependentsServices Module IUse default (META-INF.I"wsdl.l"DependentsSeruices_Dep;I Edit... Edit...

Apply | ﬂ Reset| Cancel |

Figure 8-82 Editing port information for the remote enterprise services

8. Change the host and port to that of the WebSphere Application Server that is
hosting the remote enterprise services, in this example
http://wlt3.its0:9080/ (Figure 8-83).

Enterprise Applications . [0 h N h N
Enterprise Applications > ITS0WPSSmplBus App > EJB Modules > ITSOWPS$5mplBusEJB.jar > Web services client binding:
sca/import/Legal Services:Module

Specifies a request timeout, an overridden endpoint URL, and an overridden binding namespace can be set far a port. The
seconds to wait for a request, A value of zero dizables the timmeout, The current endpoint and binding namespace can be o

Request

Port Timeout Cvertidden Endpaint URL Cvertidden Bindi
[seconds)

LegalSersices_LegalServicasIHttpPart| | [nttp-fuit3. ts0 S08GTSOWPSSmplSriweh/se | |

Apply | ﬂ Reset| Cancel |

Figure 8-83 Configuring the host for the remote enterprise services

9. Click OK.

10.Repeat the previous step for the sca/import/AccountServicesImport and the
sca/import/DependentsServicesImport services.

11.Save and synchronize the changes, and click OK when complete.
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It is possible to test each of the remote enterprise services directly with a browser
at the following URLs:

» http://wlt3.its0:9080/ITSONPSSmp1SrvWeb/services/LegalServices LegalSe
rvicesIHttpPort

» http://wlt3.its0:9080/ITSOWPSSmp1Srvieb/services/AccountServicesImport
_AccountServicesIHttpPort

» http://wlt3.its0:9080/ITSOWPSSmp1Srvieb/services/DependentsServices De

pendentsServicesIHttpPort

Figure 8-84 shows an example response.

{http://TTSOWPSSmplBus/LegalServicesl/Binding}
LegalServices_LegalServicesIHttpPort

Hi there, this is a Web service!

Figure 8-84 Example response from Web service call

By appending ?wsd1 to these URLSs, you can display the actual WSDL definition,
as shown in Figure 8-85.

<wsdl:definitions name="LegalServices_LegalServicesIHttp_Service"

targetMamespace="http:/ /ITSOWPSSmplBus/LegalServicesI/Binding"
amins="http://schemas.xmlsoap.org/wsdl/"
smins: Port_0="http:/ /ITSOWPSSmplBus/LegalServicesI"
smins:soap="http:/fschemas.xmlsoap.org/wsdl/soap/"
umins: soapenc="http://schemas.xmlsoap.org/soap/encoding/"
amins: this="http:/ /ITSOWPSSmplBus /LegalServicesl/Binding"
amins: wsdl="http://schemas.xmlsoap.org/wsdl/">
<wsdliimport location="LegalServicesI.wsdl"
namespace="http:/ /ITSOWPSSmplBus/LegalServicesI" /=
<wsdl binding name="LegalServices_LegalServicesIHttpBinding" type="Port_0:LegalServicesI"=
=soap: binding style="document" transport="http://schemas.xmlsoap.org/soap/http" />
- =wsdl:operation name="getLegalCons">
<soap:operation /=
- =wsdlinput name="getLegalConsRequest">
<soap: body use="literal" />
=fwsdllinput>
- =wsdlioutput name="getLegalConsResponse":
zsoap: body use="literal" />
=/wsdloutputs=
=/wsdloperation=
=/wsdl binding=
=wsdliservice name="LegalServices_LegalServicesIHttpService">
- =wsdlport binding="this:LegalServices_LegalServicesIHttpBinding"
name="LegalServices_LegalServicesIHttpPort">
<soap: address
location="http://wit3.its0:9082/ITSOWPSSmplSrvWeb/services/LegalServices_LegalServices
=/wsdliport=
</fwsdl services

Figure 8-85 Requesting the WSDL definition
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8.4.3 Testing the scenario

This section tests the environment and the application it hosts.

Starting the environment
To start the environment, follow these steps:

1. Ensure that all layers of the environment are started and that all applications
running in these layers are started.

2. Start up IBM HTTP Server with the following commands:

cd c:\IBMIHS\bin
Apache.exe -k start

Testing the business process
To test the business process:

1. Launch the presentation layer by browsing to the following URL to launch the
presentation layer JSP (Figure 8-86):

http://wlt0.itso/ITSOWPSSmp1PrsWeb/startProcess.jsp

Account CI re Process

Account ,——

numkber:

Branch Id: |
Close account l

Figure 8-86 Account Closure Process JSP

2. Enter an Account number, for example 888888.
3. Enter a Branch ID, for example 12345.
4. Click Close account.
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5. If the topology is working, you receive the message Account closing
completed successfully as shown in Figure 8-87.

Account Closure Process
Account l—
numkber:

Eranch Id: |
Close account |

Gccount closing completed successfully)

Figure 8-87 The account is closed successfully

6. Try submitting a few more requests.

7. Open the SystemOut.log file of WPSServer0l. You can find the log files in the
WPS_HOME\profiles\WPSNode01\logs\WPSServer01 directory (for example
in our environment, the WPSServer01 log is stored in the
c\IBM\WebSphere\ProcServer\profiles\WPSNode01\logs\WPSServer01\
directory).

You find that the router has dispatched the requests to different cluster
members (Example 8-3 and Example 8-4).

Example 8-3 The messages from WPSServer01

00000066 SystemOut 0 ##### Account closure service called in
asynchronous way for account 666666.#####

00000066 SystemOut 0 ##### Account closure service called in
asynchronous way for account 0345678.#####

Example 8-4 The messages from WPSServer02

0000006a SystemQut 0 ##### Account closure service called in
asynchronous way for account 888888.#####
0000006a SystemOut 0 ##### Account closure service called in
asynchronous way for account 999999.#####

Note: Try sending requests from multiple clients to fully test the load
balancing.
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Implementing the Full
Support topology for
WebSphere Process Server

This chapter details the steps to implement the Full Support topology for
WebSphere Process Server and to deploy a sample business process to this
topology. We discuss the following topics:

» Selecting and implementing the Full Support topology

» Generic steps for creating WebSphere Process Server clusters
» Specific configuration steps for the Full Support topology

» Installing and testing the scenario

This chapter also describes how to secure this topology using global security
with an LDAP registry, and SSL.
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9.1 Selecting and implementing the Full Support
topology

This section includes the following sections:

>

Scenario requirements

Summarizes the fictitious business scenario that we deploy to the Full
Support topology we build in this chapter.

Selecting the appropriate topology

Demonstrates why we select the Full Support topology for WebSphere
Process Server to host this business scenario.

Overview of how to implement the Full Support topology

Describes the steps that are necessary to build the Full Support topology for
WebSphere Process Server.

Note: For an overview of the Full Support topology, refer to 4.4, “Full Support
topology” on page 53.

9.1.1 Scenario requirements

You must build a production topology to host a WebSphere Process Server
business process that is built for the fictitious organization ITSO Bank. The
business process (shown in Figure 9-1) performs the following functions:

1.
2.

A bank employee submits an account closure order to the business process.

The Constraints check service is invoked. The connection between the
process and the service is a Web service binding invoked synchronously.

The next service is invoked in the same way, with a synchronous Web service
binding.

A service is invoked to calculate the account balance. A human task provides
the bank employee with the account balance information. Based on this value
(for example the balance exceeds U. S. $10 000), the employee decides
whether to proceed with account closure or to take another action. In the
second case, the process stops without invocation of the closure service, and
the bank employee takes some account retention action.

If the account is to be closed, the process invokes the Closure service with an
asynchronous one-way Web service binding.

The process terminates successfully and confirmation is returned.
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\ 4

Business Process

Constraints Check | .| ITSO Bank
Service N | Legal EIS

!

Account Dependents | .| ITSO Bank

Check Service i "| Services EIS
l ITSO Bank
Get Balance ™ Balance EIS

A= ]

Human Decision

4

Account Closure | .| ITSO Bank
Service N | Account EIS

Figure 9-1 Account closure process, complex business process scenario

ITSO Bank has the following business and IT requirements for this scenario:

>

>

Failover capability.

ITSO Bank has acquired new hardware resources and wants to use them to
build this topology

To implement the process, the bank has decided to use existing services
within the enterprise.

The ITSO Bank Account EIS service is a one-way call and is invoked
asynchronously.

Event management services are not required.
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Note: For more detailed information about this scenario, refer to 5.2.3,
“Complex business process scenario” on page 79.

9.1.2 Selecting the appropriate topology

Based on the ITSO Bank requirements for the business process scenario, we
can select an appropriate production topology to host the business process. To
help us select the appropriate topology, we use the topology selection flowchart,
as described in 4.5.2, “Topology selection flow chart” on page 62. Figure 9-2
shows that by using the topology selection flowchart, we can select the Full
Support topology as the topology of choice for the ITSO Bank complex business
process scenario.

WebSphere Process Server Cluster START
or et
WebSphere ESB Cluster Distributed Platforms (Non-Z Platforms)

Does your solution need load
balancing or fail over (high
availability)?

Can you commit the hardware
resources for the Full Support topology
without further consideration?

\ 4

Full
Support
Topology

Figure 9-2 Topology selection for the complex business process scenario
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The main decision points for ITSO Bank are:

» A highly available solution with load balancing is required, so a clustered
topology is needed.

» ITSO Bank have sufficient hardware resources to host the Full Support
topology. They want to implement the Full Support topology (even if the
current business process deployed to this topology does not require it) so that
they can support the deployment of any type of application in the future.

» The Full Support topology is selected.

9.1.3 Overview of how to implement the Full Support topology

Figure 9-3 summarizes the steps to build this topology.

Hardware plan
_ 0 1

Generic steps Product installation
for creating X
clusters

Create the database and schemas
— T

Create the cell
— i e W

Create the nodes

Configure database connectivity

e
Create cluster and cluster members
Specific —
configuration steps
for the Full Configure SCA destinations
Support topo_logy ]
iR SSourig Configure business process and
human task containers
Enable security
Verify the topology
Install the enterprise applications
Install and .
test the Configure IBM HTTP Server
scenario - |
with security Enable SSL
—
3 Test the scenario

Figure 9-3 Building the Full Support topology for WebSphere Process Server
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Figure 9-4 shows the topology that we build in this chapter.

WPSCell01

Machine 1

Machine 2

Machine 3

WebSphere Process Server

WebSphere Process Server

WPSCellManager01

Dmgr01

webserver1

IHS

Plug-in

WPSNode01

MEServer01
E| SCA Queues (active)

E| BPC Queues (active)
E| CEIl Queues (active)
MEClIuster01

WPSServer01

BPC/HTM
containers

WPSCluster01

SupportServer01

Business rules

CEl applications

SupportCluster01

WebSphere Process Server

WPSNode02

MEServer02
El SCA Queues (active)

E| BPC Queues (active)

E| CEI Queues (active)

WPSServer02
BPC/HTM
containers

SupportServer02

CEl applications

e e A gy |

Figure 9-4 Full Support topology implementation

9.2 Generic steps for creating WebSphere Process

324

Server clusters

This section describes the hardware plan and describes how to prepare a
WebSphere Process Server cluster.
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9.2.1 Hardware plan for the topology

This section describes the hardware that is required to support the Full Support
topology. In this topology (illustrated in Figure 9-5 on page 326), three machines
are used to support the cell hosting the business module and one machine is
used to host the client and Web services applications for testing purposes. A final
shared machine provides the database functionality. The hardware plan includes:

»

The first machine (wps0) hosts the deployment manager and the IBM HTTP
Server and associated plug-in.

The second and third machines (wpsl and wps2) host three clusters, as well
as the node agents, in a horizontally clustered configuration:

— The business cluster (also hosting the presentation logic)
— A separate messaging cluster
— The support cluster

These machines need more resources because they are hosting four JVMs
each.

Note: In a production environment with high throughput, the bottleneck
might be the messaging engine response. In this case, the messaging
engine cluster might be hosted on separate hardware to the business
cluster. Similarly, if the support application (CElI and BRM) footprint
becomes high, there is a possibility that this might impact the business
application. Again, you can host this cluster on different hardware to
alleviate any impact.

The fourth machine (wps3) hosts the Web services application in a
stand-alone WebSphere Application Server.

The fourth machine (db2), not shown in the diagram, hosts the databases that
are required to support WebSphere Process Server (MEDB, WPRCSDB,
BPCDB, and CEIDB).

The final machine (1dap), not shown in the diagram, hosts the LDAP ITDS
V6.03 server and an associated DB2 instance.

Note: Although this is the configuration that we used, you can choose any
combination of machines to create this topology.

Chapter 9. Implementing the Full Support topology for WebSphere Process Server 325



326

Table 9-1 describes these machines.

Table 9-1 Systems used for this topology

System name | Host name Operating system

wps0 wpsO0.itso Windows 2003 Server

wps1 wps1.itso Windows 2003 Server

wps2 wps2.itso Windows 2003 Server

wps3 wps3.itso Windows 2003 Server

db2 db2.itso Red Hat Advanced Server 4 U4
Idap Idap.itso Red Hat Advanced Server 4 U2

Note: To help follow along with this chapter, you might want to define a hosts

file on each of your machines. The hosts file maps the host names that are
defined in Table 9-1 to the IP address of each of your machines.

You can find the hosts file on Windows platforms:
<WINDOWS_HOME>\system32\drivers\etc

wps3

WASNode01:Server1

(o

wps1 wps2

WPSNode01 WPSNode02

i SupportServer01 SupportServer02

{|  MEServer01 MEServer02

— 8 —— 1 E— 1 I .

{| wpsserver01 WPSServer02

) Secccoooos p Spppp—— R Y N B o—edoomoooomoon
wps0

WebSphere Plug-in
IBM HTTP Server Deployment Manager

Figure 9-5 Hardware plan for the full support topology
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The end-to-end flow for this topology is (Figure 9-5):

1.

A user makes a request from a browser to the server, which will load balance
through the plug-in.

IBM HTTP Server passes the request to the front-end client application,
running as a JSP on WPSNode01:WPSServer0l or WPSNode02:WPSServer02 on
either wps1 or wps2 respectively.

The client application is configured to forward the request to the business
application running on the same server (wpsl or wps2).

The business process application starts the account closure process, calls
the appropriate Web service (running on wps3) to gather account details and
generates a human task (specific to this scenario). The user receives a
response that the process started successfully.

Because the request has now been submitted the continuation of this account
closure task requires the user to check for new account closure confirmation
instances from the presentation application.

If the user confirms an account closure instance, the process continues to
completion by means of a call to the Web services closure service that is
running in the Web services layer on wps3.

If the user denies an account closure instance, the process stops and the
account is not closed. No call is made to the Web services layer in this case.

A confirmation is returned to the user either stating the account has been
closed or that the process has been terminated.

9.2.2 Product installation

It is assumed that the following products have been installed:

>

>
| 2
>
>

WebSphere Process Server V6.0.2

IBM HTTP Server V6

Global Security Kit for IBM HTTP Server

DB2 Universal Database Enterprise Server V8.2
IBM Tivoli Directory Server V6

Note: For information about how to install these products, refer to Appendix B,
“Product installation” on page 429.
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9.2.3 Creating the databases

This section describes how to create the messaging engine database,
WebSphere Process Server common database, and the WebSphere Process
Server BPEDB database.

You do not need to use the same names for your databases that we use in our
examples, but your environment must be consistent if you use other names for
the databases. You can find more information about the databases at the
following Web site:

http://publib.boulder.ibm.com/infocenter/dmndhelp/v6rxmx/topic/com.ibm.
wsps.602.ins.doc/doc/cins_db_specs.html

Creating the messaging database

The first task is to create the messaging database. We assume the Relational
Database Management System (RDBMS) is DB2, the instance is called
wpsinstl, and the administrative user name is wpsinst1.

Log in as the database administrative user and issue the following commands
from a DB2 command window to create the required database:

db2start
db2 create database MEDB

If the create command is successful, you see this message:
DB20000I The CREATE DATABASE command completed successfully

Creating the WebSphere Process Server common database

The next task is to create the common database for WebSphere Process Server,
WPRCSDB. This database is the shared database that is used by applications such
as the Failed Event Manager, Relationship, and CBE Browser.Log in as the
database administrative user and issue the following commands from a DB2
command window to create the required database:

db2start
db2 create database WPRCSDB

If the create command is successful, you see the message:
DB20000I The CREATE DATABASE command completed successfully
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Creating the WebSphere Process Server BPEDB database

The next task is to create the BPEDB database for WebSphere Process Server
business container. This database stores the process-related information.

The DB2 commands for generating the BPEDB database is located in the script
% WAS_HOME%\dbscripts\ProcessChoreographer\DB2\createDatabase.sql.
This script exists on any system with the WebSphere Process Server product
installed. To create the BPEDB database:

1. Transfer this file to the db2 server. On our environment, this script was at
C:\IBM\WebSphere\ProcServer\dbscripts\ProcessChoreographen\DB2.

Attention: If you transfer these files from Windows to UNIX, there might be
return characters (\r) at the end of each line. To run the DDL scripts, you
must remove these characters. A UNIX utility such as dos2unix will remove
these characters.

2. Login as the database administrative user (in this example wpsinst1) and
issue the following commands from a DB2 command window to create the
required database:

db2start
db2 -tf createDatabase.sql

Note: The default script creates a database called BPEDB with the schema
set as the currently logged in user (wpsinstl). You can modify the script to
specific requirements.

When completed successfully, the BPEDB database exists.
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Listing the created databases
Confirm that all three databases were successfully created in DB2:

1. Run the following command to list the databases that are defined to DB2:
db2 1ist db directory

2. The three databases should be listed. Example 9-1 shows the first of these
(WPRCSDB).

Example 9-1 System database directory

System Database Directory
Number of entries in the directory = 3
Database 1 entry:

WPRCSDB
WPRCSDB

Database alias
Database name

9.2.4 Copying the database driver files

The Java driver files for DB2 are located on the database system. In our DB2
example, they are in the directory /opt/IBM/db2/V8.1/java.

On each of the nodes and the deployment manager, copy the database driver
files to a standard location. In this example, the standard location for the driver
files is c:\db2client.

9.2.5 Creating the messaging database schemas

The messaging database includes four schemas that support the messaging
engines in this topology:

SCA Application
SCA System
Business processes
CEl

v

vyvyy
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You can create the DB2 commands that generate the schemas on any system
with the WebSphere Process Server product installed. On any system where
WebSphere Process Server is installed, create the data definition language
(DDL) files for the Service Integration Bus (SIB) schemas as detailed in

Table 9-2.

Table 9-2 WebSphere Process Server SCA schemas

Schema name | Database | Purpose

SCASYS MEDB System bus messaging store
SCAAPP MEDB Application bus messaging store
BPCMSG MEDB Business process messaging store
CEIMSG MEDB CEIl messaging store

In this example:
» The database user name is wpsinstl.

» The script to generate the schemas is located in the % WAS_HOMEY%\bin
directory (for example, C:\IBM\WebSphere\ProcServer\bin).

» The database target for the DDL generated is running on a Linux system.

To create the messaging database schemas, follow these steps:
1. Open a command prompt and issue the following command:
cd C:\IBM\WebSphere\ProcServer\bin

Note: Each of the commands in this series of steps is a single line
although in the format of this book they might wrap. Also, the commands
assume that the database is running on a UNIX platform. If you are using
Windows, you need to replace -platform unix with -platform windows.

2. Issue the following command for the SCASYS DDL generation - SCA System
Schema:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
SCASYS -statementend ; -user wpsinstl >
c:\createSIBSchema SCASYS.dd1

3. Issue the following command for the SCAAPP DDL generation - SCA
Application Schema:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
SCAAPP -statementend ; -user wpsinstl >
c:\createSIBSchema_SCAAPP.dd1
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4. Issue the following command for the BPCMSG DDL generation - Business
Process Schema:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
BPCMSG -statementend ; -user wpsinstl >
c:\createSIBSchema_BPCMSG.dd1

5. lIssue the following command for the CEIMSG DDL generation - CEI
Messaging Schema:

sibDDLGenerator.bat -system db2 -version 8.1 -platform unix -schema
CEIMSG -statementend ; -user wpsinstl >
c:\createSIBSchema CEIMSG.dd1

6. Transfer the DDL files to DB2 database server. In this example, we transfer
the DDL files to /tmp on the database server.

Attention: If you transfer these files from Windows to UNIX, there might be
return characters (\r) at the end of each line. To run the DDL scripts, you
must remove these characters. A UNIX utility such as dos2unix will remove
these characters.

7. Login to the DB2 server as the appropriate user (wpsinstl) and run the
following commands to create the tables:

db2 connect to MEDB

db2 -tf /tmp/createSIBSchema SCAAPP.dd1
db2 -tf /tmp/createSIBSchema_SCASYS.dd1
db2 -tf /tmp/createSIBSchema BPCMSG.dd1
db2 -tf /tmp/createSIBSchema CEIMSG.dd1

Note: These DB2 commands report various informational index and
primary key messages, such as:

SQLO598W Existing index "SIB SCAA.SIBOOOPKIX" is used as the
index for the primary key or a unique key. SQLSTATE=01550.

These are not errors. You can ignore these messages.

9.2.6 Configuring WebSphere Process Server cell
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This task creates the WebSphere Process Server cell which is achieved by
creating a deployment manager profile.

1. Login to the wps0.itso machine which becomes the deployment manager.

2. Open the profile creation wizard by selecting Start — All Programs — IBM
WebSphere — Process Server 6.0 — Profile creation wizard.
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Note: For information about how to launch the Profile creation wizard on
other platforms, see:

http://publib.boulder.ibm.com/infocenter/dmndhelp/v6rxmx/index.js
p?topic=/com.ibm.websphere.nd.doc/info/ae/ae/tpro_instances.html

3. In the Profile creation wizard, click Next.

4. Select Deployment manager profile and click Next.

5. Leave the default profile name as Dmgr(0! and click Next.

6. Leave the default profile directory and click Next.

7. Specify the Node name, Host name and Cell name on the subsequent panel
and click Next, as shown in Figure 9-6. We used:
— Node name: WPSCel1Manager01
— Host name: wps0.itso
— Cell name: WPSCe1101

gl Profile Wizard M= E3

| v

Node, host, and cell names

Specify a node name, a host name, and a cell name for this profile. Refer to
the installation and migration infarmation for detailed field descriptions and
migration considerations.

Mode narme:
[WPSCelManager01

Host name:
|wpsD.itso s

Cell name:
fPsicennt

Node name:  The node name is for administration and must be unigue.

lIEhigld ——

= Back | Mext = Cancel |

Figure 9-6 Node, host and cell name configuration

8. Leave port numbers at their default settings and click Next.
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9. In the Windows service definition panel, select Automatic and click Next, as
shown in Figure 9-7.

gl Profile Wizard M= E3

Windows service definition

Choose whether to use a'Windows service to run the WebSphere Process
Server. Windows Services can start and stop the WebSphere Frocess Server,
and configure startup and recavery actions.

[V Run the WebSphere Process Server process as a Windows service.

* Log on as a local system account

- Log on as a specified user account

Lsar namea: IAdministratc J
Passward: I

Startup type:

139.... [

InstallZhield — S S

Figure 9-7 Windows service settings

10.0n the Service Component Architecture configuration panel, select
Configure the Service Integration Bus in a secured mode and enter the
user ID and password for secured SCA communications as detailed in
Table 9-3.

When you enable global security, this user must exist within the user registry.
In this example, we use IBM Tivoli Directory Server. This user is for inter-bus
communication and not database access.

Table 9-3 SCA User information

Name Value
User Id sca
Password itsod4you
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Figure 9-8 shows these security settings.

gl Profile Wizard

InstallZhield

I[=] E3

Service Component Architecture configuration

WebSphere Process Server 6.0 provides the capability for components to
communicate asynchranously. Please provide a user name and password to be
used to connect to the Service Integration Bus in a secured mode.

V¥ Caonfigure the Service Integration Bus in a secured mode

Uszer |D to authenticate when connected to a secured Service Integration Bus:
|sca

Fassword for Service Integration Bus connection authentication:

I

FPassword confirmation:

—

= Back J Mext = | Cancel

Figure 9-8 SCA security settings

11.Click Next to move to the Database Configuration panel.
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12.From the Database Configuration panel, select Use an existing database.
This example uses DB2 Universal as the database product and WPRCSDB as
the database name as shown in Figure 9-9.

gl Profile Wizard M= E3

Database Configuration
Warious components use the WehSphere Process Server commaon database.
Choose a datahase type and enter the information hazed on that type.
Create a new (local) database.
The augmentation of this prafile will fail ifthe database already exists.
& Use an existing database.
" Setup a new or existing database separately.

Choose a datahase product:
|D82 Universal LI

Database name:
[wPRCSDE

InstallZhield

= Back Mext = Cancel

Figure 9-9 WPRCSDB database settings

13.Click Next to continue. In the subsequent database configuration panel, set
the values as shown in Table 9-4 and click Next.

Table 9-4 Database settings

Name Value

User ID to authenticate with the database | wpsinsti

Password (for database authentication) itsodyou
Password confirmation itsodyou
Location (directory) of JDBC driver c:\db2client
classpath files

Database server host name db2.itso
Server port 50000
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Figure 9-10 shows these settings.

Eh Profile Wizard M= E3

Additional Database Configuration Information ]

Due to the database product that yvou selected, additional infarmation is
required.

User D to authenticate with the database:
|wpsinst1

Fassword ithe password for databasze
authentication):

I

FPassword confirmation:

I

Location {directond of JDBC driver classpath files:
| 2client

Erowse... ’

Datahase server host name (for example, IP address):
Jab2.itsa

Server port:
{50000

Led

InstallZhield —

= Back Mext = Cancel

Figure 9-10 Additional Database Configuration
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14.Confirm that the details are correct on the Profile summary panel, and click
Next, as shown in Figure 9-11.

gl Profile Wizard M= E3

Profile summary

The profile that you are creating has the following characteristics:

# Type - Deployment manager

# Location - CABMWWehSpherelProcServenprofiles\Dimgri]
» Mame - Dmgr01

# Hostname - wps.itsa

# Mode name - WPESCellManager0l

# Cell name - WPSCell01

# Size- 2.9 MB

Click Mext to create this profile or click Back to change the characteristics of the
profile.

InstallZhield

= Back Cancel

Figure 9-11 Deployment manager creation summary

15.A panel displays the progress. When complete, clear the Launch the First
Steps console check box and click Finish. The deployment manager now
exists.

16.0pen a command prompt on wpsO0, change directory to
% WAS_HOME%\profiles\Dmgr01\bin (for example,
C:AIBM\WebSphere\ProcServer\profiles\Dmgr01\bin), and issue the following
command:

startManager.bat
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Figure 9-12 shows the output from this command.

¢+ |Command Prompt

\IBH\HehSphere\PPocSeruer\prof1les\DmgP31\h1n)staPtHanager hat

DMU??811: Because dmgr is registered to run as a Windows Service. the reguest
to start this server will be completed by starting the associated
Windows Service.

DMUB116I: Tool information iz heing logged in file
C:xIBM~WebSpheresProcServersprof iles \DngrAislogs dmngristartServer. log

DMUB128I: Starting tool with the DmgrBl profile

DMU318AI : Reading configuration for server: dmgr

DMU328AI : Server launched. Waiting for initialization status.
DHU3@ABBI : Server dmgr open for e—business; process id is 2888

:~IBM~WebhSphere ProcBerversprof iles \DmgrBl-bin>_ j

Figure 9-12 Starting the deployment manager

It should now be able to connect to the Administrative Console running on the
deployment manager by opening a browser to:

http://wps0.itso:9060/ibm/console

Log in to the Administrative Console (as any user). Figure 9-13 shows the Web
page that opens. It might be necessary to set the available task filters to 4/l in the
Filter administrative tasks panel and click Apply on the Welcome page of the
Administrative Console to override the default filtering of the available options.

welcarne Waddiffe | Logout |  Support | Help m"‘

Welcome =]
T — ® Common Administrative Tasks About yourwehSphere Process Server W
Seers WiebSphere Application Server Chesl Sheets guide you

IEM WebSphers Frocess Server, .0.2.0 E
Build Number: mDE49 .11
Builed Date: 1 2/8/06

through common administrative tasks. ho Cheat Sheets ars
currerly installed. Vist WebSphere Apolication Server
Resourcas Support to browse snd download the avalisble Cheat Sheets

Applications

Security Licensed Material - Property of IBM
S =

Environment

Integration Applications

System administration

®® WebSphere Process Server on ® Documentation
Monitoring and Tuning IBM.com
e T—— For complets ebisphsrs Proosss Ssrvst documeration, visi
Lise the IBM ieh sit= o find product information about the Process Server Infarmation Center
Service intearation WebSphere Process Server or WekSphere Application Documertation for WebSphere &pplication Server is available
= Server in the YehSphers Application Server Information Certer

developerWorks WebSphere

Get the latest technical srticles, best practices, tutorisls and
much more in the ViehSehere #nplication Server Zone.
Influsrice the evolution of YebSphere Application Server and
veguest new product festures.

®® Task filtering selector

Filter administrative tasks 7 -

Auailable tazk filkars

Figure 9-13 First login to the Administrative Console
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9.2.7 Creating the nodes
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The next step in creating this topology is to create the profiles and associated
nodes for the topology. The deployment manager must be running on wps0.itso
to enable node federation, the nodes are created on wps1l.itso and wps2.itso.

Note: Ensure that the time difference between the deployment manager
machine and the custom profile machines is within five minutes.

To create the nodes, follow these steps:

1. On wpsl open the profile creation wizard from the Start — All Programs —
IBM WebSphere — Process Server 6.0 — Profile creation wizard.

2. In the profile creation wizard, click Next.
3. Select Custom profile and click Next.

4. Enter the host name of the deployment manager, in this example wps0.itso,
leave the SOAP port as the default (8879), ensure that Federate this node
later is not selected, and click Next, as shown in Figure 9-14.

gl Profile Wizard M= E3

-

Federation

Acustom profile containg an empty node that must be federated to a
deployment manager to become a functional managed node. [dentify a
running deployment manager that will administer the node ar choose to
federate the nade later using the addMode command.

The host name arthe IP address for the deployment manager:
|wpsD.itso

The SOAP port for the deployment manager (88749 is the default):
|EELE

I Federate this node later using the addNode command.

You must federate this node later ifthe deployment manager :

# iz not running. LI

= Back | Mext = Cancel |

Figure 9-14 Deployment manager location and federation

5. Set the Profile name appropriately (WPSNode01) and click Next.
6. Accept the default profile directory and click Next.
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7. Specify the node name (WPSNode01) and host name (wpsl.itso) on the
subsequent panel and click Next, as shown in Figure 9-15.

gl Profile Wizard M= E3

Node and host names

Specify a node name and a host name far this profile. Refer to the installation
and migration information for detailed field descriptions and migration
considerations.

Mode name:
frPstodent

Host name:
|wps1.itso

Node name:  The node name is used by the deployment manager for
administration. The name must he unigue within the cell.

Host name:  The host name is the domain name system (DRS) name
(short or long) or the IP address ofthis computer. L‘

InstallZhield — S S

Cancel |

Figure 9-15 Node and host name

8. Leave the default port numbers and click Next. Specify the node name
(WPSNode01) and host name (wps1.itso) on the subsequent panel and click
Next.
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9. In the Database Configuration panel, set the database product to DB2
Universal and the JDBC driver classpath to ¢:\db2client as shown in
Figure 9-16. Click Next.

gl Profile Wizard M= E3

Database Configuration
Warious components use the WehSphere Process Server commaon database.
Choose a datahase type and enter the information hazed on that type.

Choose the datahase product used on the Deplayment Manager:
|D82 Universal :J

Location {directond of JDBC driver classpath files:
Jedbzclient

Erowse... |

InstallZhield

= Back Mext = Cancel

Figure 9-16 Database configuration

10.Confirm that the details are correct on the Profile summary panel and click
Next, as shown in Figure 9-17.

gl Profile Wizard M= E3

Profile summary

The profile that you are creating has the following characteristics:

# Type - Custam profile (Federate a custom profile to create a managed
node)

# Location - CUBMWWebhSpherelProcServenprofilesWWPSMNode01

» Mame - YWPSNodel

# Host name - wps1.itsa

# Size-52.9 MB

Click Mext to create this profile or click Back to change the characteristics of the
profile.

InstallZhield

= Back Cancel

Figure 9-17 Node creation summary
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11.A panel displays the progress. When complete, clear the Launch the First
Steps console check box and click Finish.

The node now exists and is federated into the cell. The federation process starts
the node automatically.

Repeat these steps for the second node using the values shown in Table 9-5.

Table 9-5 Second node details

Setting Value

Profile name WPSNode02
Node name WPSNode02
Host name wps2.itso

After you have created both nodes, verify that they are running in the
Administrative Console by following these steps:

1. Open a browser to http://wps0.itso:9060/ibm/console.
Note: You need to logout from any existing console sessions.

2. Navigate to System administration — Nodes and verify that all nodes are
running as indicated by the green symbol next to each node, as shown in
Figure 9-18.

Note: Upon initial login to the Administrative Console, you might need to
change the Task filter selection to A/l and click Apply to view all available
functionality.
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Welcome Waddliffe | Logout | Suppert |

Welcome
Guided Adtivities
Servers
Applications

Resgurcas

B

Security

B

Environment

B

Integration Applications

)

Systemn administration

Cell

Deployment manager

figdes

Hode agents

Hede araups

Bave Changes to Master Repository
Console settings

Monitoring and Tuning

Help s
ose,

Nodes

A node comesponds to a physical computer systerm vith 3 distingt IP host sddress. The node name is usually the
same as the host name for the computer, The following table lists the nedes in this cell. You can 2dd new nodes
inta the cell by dicking an "Add Node" and specifying a remote, running WebSphere Application Server instance,

Preferences

Add Hode | | Remove Node

o F ®

Force Delete Synchranize

Full Resynchronize | | Stop

Select Marme & Version 2 Discavery Protacol J Status ()
WPSCellManager0l 6.0,2.17 TP

r

[~ | wPSnodeny 6.0,2.17 TEP &
WPSNode02 60,217 TEP

O o

Total 3

Close page

Field help

For field hel|
select » fielc
marker wher
cursor appe-

Page help
More informn
thiz page

Figure 9-18 Successful node installation and startup

At this point, you have a WebSphere Process Server cell with the configuration
as shown in Figure 9-19.

WPSCell01

Machine1

Machine2 Machine3

WebSphere Process Server

WebSphere Process Server

WPSCellManager01

Dmgr01

WebSphere Process Server

WPSNode01 WPSNode02

IHS

Figure 9-19 Cell and nodes defined
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9.3 Specific configuration steps for the Full Support
topology

This section describes the following:

Configuring database connectivity for the Full Support topology
Configuring the cell

Setting the preferred server for messaging engines

CEl configuration for DB2

Deploying the CEIl applications

Enabling security

Configuring IBM HTTP Server

Enabling SSL

Configuring the remote enterprise service

Verifying the topology

YVYyVYVYVYVYVYVYYVYY

9.3.1 Configuring database connectivity for the Full Support
topology

This section describes how to connect successfully to the databases that are
required by WebSphere Process Server in the Full Support topology, including
the following databases:

» MEDB - Messaging database
» BPEDB - Business container database

Upon cell creation the data source jdbc/WPSDB is created automatically, along
with the data source provider at cell scope, DB2 Universal JDBC Driver Provider
(XA). You can reuse this data source provider. Follow these steps:

1. Open the cell Administrative Console on wps0 and login. We used the
following URL:

http://wps0.its0:9060/ibm/console
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2. Navigate to Guided Activities —» Connecting to a database and click Start,

as shown in Figure 9-20.

Welcome
Bl Guided Activities

Enabling global security

Routing requests from a Web server
o an application server

annecting o a databaze!
Configure yaur Metwork Deployment
Environment

Servers

Applications

Resources

Security

Enviranment
Integration Applications
Systern administration
Monitoring and Tuning
Troubleshooting
Service integration

uoet

welcome admin | Logout | Suppart | Help

Connecting to a database

B Intraduction
This guided activity leads you through
2 set of steps to configure database
access for an application, It is
assurnad that the datshase software
is installed and configured, After
complating these steps, your
application will be able to access the
data fram a database.

Tg continue, click Start.,

Configure credentizls for secure
atabase access

Configure a JDBC provider
Configure WebSphere variables
Configure 2 data source

Save and synchronize canfiguration

Test datsbaze connaction

R
e
eso0;

Assumptions

Itis assumed that you are installing an application that needs to securely
access data from a relational database. For maore information an this task, see
the following sources in the information center.

. @ Creafing and configuring & JOBG provider and data source

. @ Deploying data gecess applications

. @ Learn aboutdata access resources

Before you begin

« Verifythatthe database and JDBC provider is supported by WebSphere
Application Server. For more infarmation see Vendorspecific data
sources minimurm reguired seffings in the infarmation center,

« Creste and configure any required databases ortables and verify thatyou
can connectto the databases using the datahase wendor tools.

s Install the database client drivers on the same node as the WebSphere
Application Server that accesses the database.

Figure 9-20 Starting the guided database activity

3. Select Click to perform.

Authenticating the alias
You need to set the user and password values for database access. Because
you are creating all databases in the same DB2 instance (wpsinstl) with the
same user (wpsinstl), you can reuse the existing authentication alias. You

created this alias when you configured the deployment manager. By default, it is
WPSDBAT1as.

You can find step-by-step instructions for the configuration of an authentication
alias in 9.3.1, “Configuring database connectivity for the Full Support topology”
on page 345.

To set the user and password value, select Next step to continue to the
Configure a JDBC provider panel.

Creating a JDBC provider

The next step creates a JDBC provider for use by the data sources later. Again
you reuse the existing provider called DB2 Universal JDBC Driver Provider
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(XA) that you defined at cell scope. To create a JDBC provider, select Next step
to continue to the Configure WebSphere variables panel.

Setting the WebSphere variables

The JDBC provider uses WebSphere environment variables to identify the driver

file locations. For these variables to resolve, you need to set their vales

appropriately. The scope for these variables should be Cell or Node, as shown in

Table 9-6 and Table 9-7.

Note: When setting the scope, the selection is not applied until you click

Apply.

To set the WebSphere variables:
1. Select Click to perform.

2. Clear the node and server entries, and click Apply to set the active scope to

the cell.

3. Create or modify each environment variable, and set the value as defined in

Table 9-6 on page 347.

Table 9-6 Cell scope environment variables

Name Value Scope
UNIVERSAL_JDBC_DRIVER_PATH c:\db2client | Cell
DB2UNIVERSAL_JDBC_DRIVER_PATH c:\db2client | Cell
DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH | c:\db2client | Cell

4. When you have defined all three variables at cell level, click Browse Nodes.
Select WPSNode01 and click OK. Click Apply to set the active scope to the

node.

5. Set the value of the node scope environment variable

DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH, as shown in Table 9-7. Also

delete the other two variables shown in Table 9-7.

Attention: At the node scope, you must delete the environment variables

UNIVERSAL_JDBC_DRIVER_PATH and
DB2UNIVERSAL_JDBC_DRIVER_PATH.
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Table 9-7 Node scope environment variables

Name Value Scope

DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH | c:\db2client WPSNode01

WPSNode02

UNIVERSAL_JDBC_DRIVER_PATH Delete this

variable

WPSNode01
WPSNode02

DB2UNIVERSAL_JDBC_DRIVER_PATH Delete this

variable

WPSNode01
WPSNode02

6. Repeat the process for WPSNode02 to remove the two environment variables
and set the third to the value shown in Table 9-7.

Save and synchronize these changes.
8. Click Next step.

Configuring a data source

The next step is to configure the data sources using the existing JDBC provider
that you just created:

1. Select Click to perform.

2. In the new panel, select the JDBC provider that is defined at the cell scope
DB2 Universal JDBC Driver Provider (XA), as shown in Figure 9-21.

elcarne admin agoul uppe elp —_—
Welcome Connecting to a database i i
B Guided Activities Hints and tIpS
-~ . . Introduction

A - Thers are twa methods of authentication with a datasource: Application

Routing requests from a Web server Configure credentizls for secure

o an application server
Connecting te a database
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Figure 9-21
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3. Scroll to the right and select Data sources, as shown in Figure 9-22.
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source details panel is
displayed.
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Data source and click Apply.
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Service integration

uoet
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Figure 9-22 Selecting the additional data source property

4. You need to create a data source for:

— Messaging database (MEDB)

— Business container database (BPEDB)

Click New to create a data source and set the parameters, as shown in
Table 9-8 under the MEDB Data Source Values column.

Table 9-8 Data source configuration

Parameter MEDB Data Source BPEDB Data Source
Values Values
Name MEDB DataSource BPE DataSource

JNDI name jdbc/medb

jdbc/bpedb

Description
source

Messaging engine data

Business process
container data source

Component-managed WPSDBAIlias

authentication alias

WPSDBAlias

Authentication alias for
XA recovery

Use
component-managed
authentication alias

Use
component-managed
authentication alias
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MEDB Data Source
Values

BPEDB Data Source
Values

Parameter

Database name MEDB BPEDB

Driver type 4 4

Server name db2.itso db2.itso

Port 50000 50000

Figure 9-23 shows the MEDB data source configuration page. To enter these
values, you need to scroll down in this panel.
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Figure 9-23 Data source configuration

5. Click OK to create the new data source. When created, save and synchronize
the changes and click OK to complete.
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6. Repeat this process for the BPEDB data source, as shown in Table 9-8 under
the BPEDB DataSource Values column. Figure 9-24 shows all the data

sources.
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Additional Propertias of the
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4. To create a new data source,
click New and the new Data
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5. Enter the properties for the
Data source and click Apply.

To continue, click Nextstep,

# Click to perform "R Next step
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Test database connaction

Hints and tips

There are two methods of authentication with & datasource: Application
managed sign-on and Container-managed sign-on. For more information on
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Connector security,

Close page
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Figure 9-24 Data sources created

7. Click Next step and then Next step again in the Save and synchronize
configuration panel (because you have already saved and synchronized).

Testing database connectivity

Note: Because the data sources are reusing the existing authentication alias,
WPSDBAT1as, there is no need to restart the environment. You can test these
data sources immediately.

Ensure that the MEDB and BPEDB databases are running and test the newly
created data sources:

1. Select Click to perform.

2. Click the JDBC provider that is defined at the cell scope DB2 Universal
JDBC Driver Provider (XA).

3. Scroll to the right and select Data sources.
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4. Select the check box next to the new data sources as shown in Figure 9-25

and click Test connection.
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Figure 9-25 Testing the new data source
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5. The Messages dialog box (at the top in Figure 9-26) should indicate that the
data source connected successfully to the database.
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Figure 9-26 Successful database connections

6. Select Finish.

9.3.2 Configuring the celli
To configure the network deployment infrastructure with the options that are
required for the Full Support topology. Follow these steps:
1. Open the Administrative Console on wps0 and login.

2. Navigate to Guided Activities — Configure your Network Deployment
Environment and click Start.

3. Scroll down and select Click to perform in the expanded panel to see the list
of nodes.

The nodes are already federated, so click Next step.
The database configuration is already complete, so click Next step.
In the Creating clusters and cluster members panel , select Click to perform.
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7. Click New and enter a Cluster name of WPSCluster01, as shown in

Figure 9-27. Click Next.
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Figure 9-27 Cluster creation
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8. Add a first member of the cluster named WPSServer01 to the node WPSNode01.
Set the template to defaultProcessServer, as shown in Figure 9-28.
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Figure 9-28 Adding the first cluster member

9. Click Apply to add this server to the new cluster.

10.Repeat this process for WPSServer02 on WPSNode02. However, the template
option will not be available now because all cluster members are of the type
that is defined by the first member.
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11.Click Apply to add the second cluster member and then select Next, as
shown in Figure 9-29.
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Figure 9-29 Cluster members added

12.At the summary page, click Finish.

13.Repeat this process for the messaging cluster using the details in Table 9-9.

Table 9-9 Messaging cluster configuration

Cluster name Cluster members | Node name Template

MEClIuster01 MEServer01

MEServer02

WPSNode01
WPSNode02

default

14.Repeat this process for the support cluster using the details in Table 9-10.

Table 9-10 Support cluster configuration

Cluster name

Cluster members

Node name

Template

SupportCluster01

SupportServer01
SupportServer02

WPSNode01
WPSNode02

defaultProcessServer
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15.Save and synchronize the changes. The three clusters are created as shown
in Figure 9-30.
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Figure 9-30 Clusters created

16.Click Next step to continue and then Next step at the Creating servers option
because you require no more servers.

The environment now includes three clusters (as illustrated in Figure 9-31). You
will create a fourth cluster later for CEI.

WPSCell01

Machine 1 Machine 2 Machine 3

WebSphere Process Server WebSphere Process Server WebSphere Process Server

WPSCellManager01 WPSNode01 WPSNode02

MEServer01 MEServer02
Dmgro01 |

e

| MEClIuster01

I WPSServer01 WPSServer02

| g |

| WPSCluster01
IHS

I SupportServer01 SupportServer02

g

| SupportCluster01

Figure 9-31 Clusters defined
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Configuring the environment

In this section, we describe how to configure SCA, BPC, and HTM for the cluster
WPSCluster01.

Configuring the cluster for SCA
To configure the cluster for SCA:

1. In the Configure your Environment panel, select Click to perform.
2. Click the pull-down menu to configure a cluster.

3. Select WPSCluster01 and click Add.

4. Select MECluster01 and click Add.

5. Select SupportCluster01 and click Add.

6. Select Remote for the SCA Destination for WPSCluster01.

7. Select Local for the SCA Destination for MECluster01.

8. Select Remote for the SCA Destination for SupportCluster0l.

9. Select Business Processes and Human Tasks for WPSCluster01.
1

0.Check the check boxes under Business Rule Manager for
SupportCluster0l.

Figure 9-32 shows the configuration settings.
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Figure 9-32 Configuring SCA for each cluster
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11.Click Next.

12.From the JDBC provider drop-down list, select the appropriate provider. In this

example the provider is DB2 UDB 8.1 & 8.2 (DB2 Universal JDBC Driver
Provider (XA) type 4).

13.Set the user name to wpsinstl and the user password to itsodyou, and click
Next, as shown in Figure 9-33.
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Welcorme Wandalph Logout Support Hel, 08—
ph | a | pport | 1 |l [ess
el Setup Databases
<lcome B setup = Close page 2
B Guided Activitias Creati lust d =l
Enablng alsbal securty dtar ambar Choose your Commeon Database Template Setfings
Routing requeste from 2 Creing SeeE The common database template allows you to fill out all configurations with your database provider
b serverto an the user name and password, Yau are still sble to averride these sethings, but you may want to che
I
ELEBEO SR (3 Cenipmaier? mast common database type here in arder to svcid typing in the same information again. Skip thi:
Connecting to a databass (Erm e you plan to use many different datsbase types for your setup,
oy Now that you have the
Deployment Enviranment dusters created you need JDBC Provider [DBZ UDE .1 8 2.2 (DBZ Universal JDBC Driver Provider (XA) type 4)
to configure thern sa they
can fulfill the function or
User Name
B servers role to which they are wpsinstl
Applicati destined, You can use the
SrEs e Metwork Deployment User Passuord [sesaeass] |
Ep— wizard by using the Click
o perform link below to
Security S W Previous Mext Cancel
environment. You have
E— now successfully setup

Figure 9-33 JDBC provider selection

14.Under System Bus, select Use existing data source. In the drop-down
menu, select the data source medb.

15.Set the schema name to SCASYS.

16.Under Application Bus, select Use existing data source. In the drop-down
menu, select the data source medb.

17.Set the schema name to SCAAPP.

18.Clear the Create tables check box because you created tables manually with
the sibDDLgenerator.bat command.

Note: If the database is DB2, this option creates the SCA database
schemas the first time that you start the SCA messaging engines.
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Figure 9-34 shows these settings.
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Figure 9-34 SCA Values

19.Click Next.
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20.This panel configures the WPS and Support clusters to use a remote
destination for SCA. The default should set MECTuster01 as the remote
location (Figure 9-35).

welcorne Wandelph | Logout | Suppeort | Help
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Systern administration configure your environrment, You
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Deployment Target:
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and Human Task check boxes.
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radie button,

<
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Figure 9-35 Remote SCA configuration

21.Click Next.

22.Ensure that Enable service at server startup is selected, leave the other
default values, and click Next as shown in Figure 9-36.

Welcorne Wandalph | Logaut | Suppert | Help
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= odes

Connecting o a database Setup Databases [¥ Enable serice at semer startup
Configure your Network Events Infrastructure emitter factory JNDI name
Deployment Envirenment Cresting dusters and duster

members @ [comfibmy events/ configuration/emitter/ Default |

Servers

Creating semers oo ]
Applications
B ctonfigure your Environment
Rasources
Mow that you have the dusters St 3:c
E— craated you nead to configure S
them o they can fulfill the e
[ T function or rale to which they are D" :,5 ﬁ‘ Lo
destined. You can use the Netwark SEERSaan
Integration Applications Geployrment wizard by using the .
Click to perform link below to ;”’“""f(*f":‘ ot
Systern sdministration configure your envirenment, You NIRRT

Figure 9-36 Startup CEl service settings
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23.1n the Business Rule Manager panel, ensure that Install business rules
manager is selected, as shown in Figure 9-37.

welcorne Wandelph | Logout | Suppeort | Help
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= odes
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Configure yaur Metvark

Figure 9-37 Business Rule Manager selected

24.Click Next, and in the Business Processer (sic) panel, select Configure with
the business process container wizard installation, because the wizard
exposes more options than this panel.

25.Click Next, and in the Human Tasks panel, select Configure with the human
task container wizard installation, because the wizard exposes more
options than this panel.

26.Click Next, and in the summary panel, click Finish as shown in Figure 9-38.
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Figure 9-38 Cluster configuration summary

27.The network deployment environment is now configured. When completed,

click Save to Master Configuration.

28.Save and synchronize the changes, and click OK when complete.
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Configuring the cluster for BPC
To confirm the cluster for BPC, follow these steps:

1. The next panel allows configuration of the Business Process and Human Task
Containers. Select WPSCluster01 under the Business Process Container
Installation heading to start the wizard.

2. Set the values as shown in table Table 9-11.

Table 9-11 DB2 settings for BPC wizard

Name Value

JDBC providers DB2 UDB 8.1 & 8.2 (DB2 Universal JDBC Driver Provider (XA)

type 4)
Data source user | wpsinsti
name
Data source itsodyou
password
server Name db2.itso
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Figure 9-39 shows this configuration.

—+Step 1: Selectthe database configuration that this business process conta

Select the desired JDBC pravider, A new XA datazource will be created for this provider. [
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portMumber=50000]

Figure 9-39 BPC database configuration

3. Click Next.
4. Set the JMS configuration as detailed in Table 9-12.

Table 9-12 JMS Configuration settings

Name Value

JMS user ID sca

JMS password itso4you

JMS API User ID sca

JMS API password itsodyou
Administrator security role mapping Administrators
System monitor security role mapping Administrators
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The Administrators group and the sca user must exist in the LDAP registry
which will be configure in a later step. Figure 9-40 shows the JMS

configuration.
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Figure 9-40 JMS configuration settings

5. Click Next.
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6. In the BPC Explorer configuration, select Enable Common Event
Infrastructure logging and leave the other values as the defaults, as shown
in Figure 9-41.

process i i llation wizard

Step 1 Select the database configuration that thiz business process container will use
Step 2 Configure the JMS configuration, SCA Bindings and Security settings

-+ Step 3: Configure the Business Process Choreographer Explorer, Business Process Choreographer Obse

Choose whether to install the Business Process Choreographer Explorer and the Business Process Chaoreographer Observer, In
state observer logging.

Business Process Chareographer Explorer,

|7 Select thiz check box to install the Business Process Chareographer Explorer (Web client), H;l

Context Root [fbpe
State observer logging
|F Enable audit lagging far all processes running in this cantainer. [
F Enable Commaon Event Infrastructure logging for all processes running in this container. [
Business Process Chareographer Observer,
|F Select thiz check box to install the Business Process Choreographer Observer and the Business Process Chareograp

# MG User ID H

2]

* IMS password

Previous | Next| Reset| Cancel |

Step 4 Surmnrmary

Figure 9-41 BPC Explorer Configuration

7. Click Next. In the summary panel click Finish.
8. When complete, click Save to Master Configuration.
9. Save and synchronize the changes and click OK when complete.
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Configuring the cluster for the Human Task Manager

To confirm the cluster for the Human Task Manager, follow these steps:

1. Select the cluster WPSCluster01 under the Human Task Manager
Installation heading to start the wizard.

2. Set the JMS configuration as detailed in Table 9-13.

Table 9-13 JMS Configuration settings

Name Value

JMS user ID sca

JMS password itso4you
Escalation user ID escalation
Escalation password itso4you
Administrator security role mapping Administrators
System monitor security role mapping Administrators

The Administrators group and the escalation user must exist in the LDAP

registry which you will configure later. Figure 9-40 shows the JMS
configuration.

-+ Step 1: Configure the IJMS configuration, SCA Bindings and Security settings

Select the JMS configuration. [
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role mappin
PRing role,

* Systermn rmonitor

security role mapping |Administrat0rs iz associsted with the hurnan task systemn
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MNext | Reset | Cancel |
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-:*:— Step 3 Surmary
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#
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Figure 9-42 JMS configuration settings
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3. Click Next.

4. In the Mail Session and Logging panel configuration, select Enable

Common Event Infrastructure logging and leave the remaining options

clear (Figure 9-43).

task c i [ llation wizard

Step 1 Configure the JMS configuration, SCA Bindings and Security settings
-+ Step 2: Select the Mail Session and Logging

Select the mail session and state observer logaging. [

Mail zeszion resource

|F Mail session for Hurnan Task Manager 3§

State observer logging

F Enable Common Event Infrastructure logging @ |
|F Enable audit lagging for all human taszks [

A ¥ - AR
Previous | MNext | Reset | Cancel |
. W -

-:*:— Step 3 Surmary

Figure 9-43 BPC Explorer Configuration

5. Click Next.

6. In the summary panel click Finish.

7. When complete, click Save to Master Configuration. Save and synchronize

the changes, and click OK when complete.
8. Click Finish and click Finish again.

Reconfiguring the BPC Bus and messaging engine
To reconfigure the BPC Bus and messaging engine:

1. Open the wps0 Administrative Console and log in.
2. Navigate to Service integration — Buses.

3. Select the BPC.WPSCell01.Bus bus.
4

. Select WPSCell01/BPEAuthDataAliasdJMS_WPSCluster01 from the
Inter-engine authentication alias drop-down list.
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5. Select WPSCell01/BPEAuthDataAliasJMS_WPSCluster01 from the

Mediations authentication alias drop-down list, as shown in Figure 9-44.

The application that we use in this example does not require secure
mediations; however, we enable the capability as a best practice.

Security

¥ secure

Inter-engine authentication alias

Mediations authentication alias

| wPSCell0l/BPEAUhD atasliasIMS_WRSClusterdl x|

Inter-engine transport chain

[ Discard messages

I Configuration reload enabled

High rnessage threshold
|SDDDD rmessages

Appll,ll ﬂ Reset| Cancel |
Figure 9-44 Setting the BPC bus authentication aliases

Click Apply.

Under Topology, click Messaging engines.

Click the MECluster01.000-BPC.WPSCell01.Bus messaging engine.
Under Additional Properties, click Data store.

© © N o
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10.In the Configuration panel (Figure 9-45):

a. Set the Data source JNDI name to jdbc/medb

b. Set the Schema name to BPCMSG, as created earlier

c. Select WPSCell01/BPEAuthDataAliasDb2_WPSCluster01 from the
Authentication alias

d. Clear the Create tables check box

e. Click OK.

Buses > BPC.WPSCelld1.Bus > M i i > MECluster01.000-
EPC.WPSCell01.Bus > Data store

The persistent store for messages and other state managed by the messaging engine,

Configuration

General Properties

uuIo Related Items
BEDCTE4442FAZ4BC J2EE

# Data source JNDI name 20?‘[';:9'::0?’
[fdbermeds] Jf;C' ecture

authentication
Scherna name data entries

[ercmes

Authentication alias
| wPSCellol/BPEAUhD atasliasDb2_WPSCluster0l x|

[T Create tables

Apply I K| | Reset Cancel

Figure 9-45 Correcting the BPC messaging engine schema

11.Save and synchronize the changes, and click OK when complete.

9.3.3 Setting the preferred server for messaging engines

By default, all messaging engines are hosted on the first cluster member in the
MECTuster0l cluster that starts. To balance the workload of the messaging
engines, you need to modify the HA Manager policy to distribute the load. The
messaging engines for SCAAPP and SCASYS are configured to have the MEServer01
cluster member as their preferred server, and the messaging engines for CEIMSG
and BPCMSG are configured to have the MEServer02 cluster member as their
preferred server.
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To set the preferred server, follow these steps:

1. Open the wps0 Administrative Console and login.

2. Navigate to Servers — Core groups — Core group settings.

3. Select DefaultCoreGroup.

4. Under Additional Properties select Policies.

5. Alist of existing policies displays (Figure 9-46). Click New to define a new
policy.

Core groups [ 1A

Core groups > DefaultCoreGroup > Policies

This panel provides a list of the core group's policies, Policies are used by the
coordinatars to determine on which core group servers the group members are activated
or deactivated.

Preferences

Mew Delete

Select| Mame 2 Dezcription Policy type Match criteria 2
- Clusterad TM TM One-Of-N One of M policy | type=WAS_TRANSACTIONS
Policy Palicy

- Default SIBus SIBus One-Of-N | One of N policy | type=WSAF SIB
Policy Palicy

Total 2

Figure 9-46 Create a new policy

6. Select One of N policy in the Policies pull-down menu, then click Next
(Figure 9-47).

Coregroups. = h N dic

Core groups > DefaultCoreGroup > Policies > New

Select the type of policy you want to create,

Configuration

General Properties

Cancel

Figure 9-47 Specify the policy type as One of N
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7. Specify the configuration information for the policy (Figure 9-48 on page 372).

a. Enter MECTuster01.000-SCA.APPLICATION.WPSCe1101.Bus in the Name
field.

Tip: We have set the policy name to match the name of the messaging

engine to which this policy applies. This helps to identify easily what
each policy does.

b. Select Fail back to ensure that the preferred server that is specified by

this policy will always have high priority to host the messaging engine that
is matched by the policy.

Core groups A |

Core groups > DefaultCoreGroup > Policies > MECluster01.000-
S5CA.APPLICATION.WPS5Cell01.Bus

Define a policy that will activate one group member in the core group,

Configuration

General Properties Additional Properties
# Mame )

Custorn properties
[MECIustern1, 000-5CA.APFLI] . TRBra =2

Match criteria
# Policy type pro ;
Cne of M palicy referred servers

Description

# Is alive timer
|D zeconds

I Quorarm

back

[T preferred servers aonly

Apply | ﬂ Reset| Cancel |

Figure 9-48 Specify the policy configuration information

8. Click Apply.
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9. Click Match criteria under Additional Properties. You add two matching

criteria.
a. Click New.
Set the Name to WSAF_SIB_MESSAGING_ENGINE.

b.
c. Set the Value to MECluster01.000-SCA.APPLICATION.WPSCe1101.Bus.
d.

Click OK (Figure 9-49).

Core groups > DefaultCoreGroup > Policies > MECluster01.000-
S5CA.APPLICATION.WPSCell01.Bus > Match criteria > W5SAF_SIB_MESSAGING_ENGINE

Specify an arbitrary name and value pair of data, where the name is a property key and the
iz a string value,

Configuration

General Properties

# Name N\
[wsaF_siB_MESSAGING_EMGINE J

# Walue N\
[MECIustarnl. DOD-5CA APPLICATION WPSCellDL, Bus )
Description

Apply | ﬂ Reset| Cancel |

Figure 9-49 Specify information for the first matching criteria

o

Click New to create a second matching criteria.

bl

Set the Name to type.
Set the Value to WSAF_SIB.
Click OK.

Y
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10.You need to define two match criteria (Figure 9-50).

Core groups > DefaultCoreGroup > Policies > MECluster01.000-
S5CA.APPLICATION.WP5Cell01.Bus > Match criteria

Define the match criteria for the policy, Match criteria consists of name and value pairs of
data, where the name is a property key and the value iz a string value,

Preferences

Mew Delete

Select| Mame 2 Value Dezcription

m| WEAF SIB MESSAGING EMGIME | MECluster0l,000-
SCAAPPLICATION. WPSCell0l,Bus

m| tupe WSAF_SIB

Total 2

Figure 9-50 Match policy for the first SCA application messaging engine

11.From the Policies panel select the
MECIuster01.000-SCA.APPLICATION.WPSCell01.Bus policy.

12.Click Preferred servers under Additional Properties.
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13.Highlight WPSNode01/MEServer01 and click Add to add it to the preferred

servers list (Figure 9-51).

(111
Help 200
L L 1]

ore groups > DefaultCore Group > Policies > MECluster01.000-5CA. APPLICATION.WPSCell0 1.Bus > Preferred
ervers

efine the ordered list of preferred zervers for the policy, The policy gives preference to the servers in this list
hen activating group members, Adjust the arder of the list by clicking Move up or Mave down,

Konfiguration

General Properties

Core group servers Preferred servers

Maove up ™ Maove down v |
WESCellManagerdl/dmgr Add == ( WESNode01/ MEServerl )
WPSNode02/nodeagent 2 <
WPSNode0l/nodeagent gemoue

WPENodeD1l/WPSServerll
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Wil

Figure 9-51 MEServer01 as the preferred server

14.Click OK and save and synchronize the changes.

15.Create another policy for the messaging engine on the

SCA.SYSTEM.WPSCel1101.Bus bus using the values specified in Table 9-14.

Table 9-14 Policy for the SCA system bus

Setting Value

Policy type One of N policy

Policy name MECIuster01.000-SCA.SYSTEM.WPSCe
1101.Bus

Fail back Yes

Match criteria 1 name WSAF_SIB_MESSAGING_ENGINE
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Setting

Value

Match criteria 1 value

MECIuster01.000-SCA.SYSTEM.WPSCe
1101.Bus

Match criteria 2 name type
Match criteria 2 value WSAF_SIB
Preferred server WPSNode01/MEServer01

You have now created the HA Manager policy for the messaging engine on
the SCA.APPLICATION.WPSCe1101.Bus and SCA.SYSTEM.WPSCe1101.Bus buses.

16.Create a policy for the messaging engine on the BPC.WPSCell01.Bus bus

using the values specified in Table 9-15

Table 9-15 Policy for the BPC messaging engine

Setting Value

Policy type One of N policy

Policy name MEC]Iuster01.000-BPC.WPSCell01.Bus
Fail back Yes

Match criteria 1 name

WSAF_SIB_MESSAGING_ENGINE

Match criteria 1 value

MECIuster01.000-BPC.WPSCell01.Bus

Match criteria 2 name type
Match criteria 2 value WSAF_SIB
Preferred server WPSNode02/MEServer02

17.Create a policy for the messaging engine on the

CommonEventInfrastructure.WPSCel101.Bus bus using the values that are
specified in Table 9-16.

Table 9-16 Policy for second messaging engine on the BPC bus

Setting Value

Policy type One of N policy

Policy name MECIuster01.000-CommonEventinfrastru
cture. WPSCell01.Bus

Fail back Yes
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Setting Value

Match criteria 1 name WSAF_SIB_MESSAGING_ENGINE

Match criteria 1 value MECIuster01.000-CommonEventinfrastru
cture.WPSCell01.Bus

Match criteria 2 name type
Match criteria 2 value WSAF_SIB
Preferred server WPSNode02/MEServer02

18.At this point, you have defined four HA Manager policies—two for SCA
messaging engines and one each for BPC and CEI messaging engines—as
shown in Figure 9-52.

Core groups A WA ANy . u—v 7

E Meszages

&Changes have been made to your local configuration, Click Save to apply changes to
the rmaster configuration,

[ The server may need to be restarted for thesze changes to take effect

Core groups > DefaultCoreGroup > Policies

This panel provides a list of the core group's policies, Policies are used by the coordinators to determine on which core
group servers the group members are activated or deactivated,

Preferences

Mew Delete

B @ & 2

Select| Mame & Description & | Policy type % | Match criteria
e o o o
- Clustered TM Policy TM One-Of-H | One of M type=WAS_TRANSACTIONS
Policy policy
I Cefault STBus Palicy SIBus One- One of M type="W3SAF_SIB
for Dol L
- MECluster0l, 000- One of M type=W3SAF_SIB,
BEC,WRSCell0l,Bus policy WESAF_SIB_MESSAGING_EMGINE=MEC|uster0l,000-
BPC.WPSCell0l.Bus
- MEC|uster0l, 000- One of M type=W3SAF_SIB,
CornrmonEventlnfrastrucure Bus policy WSAF_SIE_MESSAGING_EMGINE=MEC|uster0l, 000-
CornmonEventInfrastructure_Bus
- MECluster0l, 000- One of M type=W3SAF_SIB,
SCAAPPLICATION WPRSCell0l,Bus policy WSAF_SIB_MESSAGING_EMGINE=MEC|uster0l,000-

SCAAPPLICATION. WPSCell0l,Bus

MEC|uster0l,000- One of M type=W3SAF_SIB,

-

SCASYSTEM. WRSCellDl,Bus policy WSAF_SIB_MESSAGING_EMGINE=MEC|uster0l,000-
SCASYSTEM. WPSCell0l,Bus

Total &

Figure 9-52 Six HA Manager policies

19.Save and synchronize the changes.

Chapter 9. Implementing the Full Support topology for WebSphere Process Server 377



9.3.4 CEI configuration for DB2

This section details the creation of the CEIl database (CEIDB) and the cell

configuration that is associated with CEl. In this example, we create the database

manually by transferring the creation scripts to the DB2 server.

Generating the CEIl database script

You need to generate the scripts to create the CEl database and the associated

cell configuration scripts manually for the CEI database. Follow these steps:

1. Open a command prompt on the wpsO0.

2. Change directory to %WAS_HOME%\profiles\Dmgr01\event\dbconfig. In this

example, the directory is

C:\IBM\WebSphere\ProcServer\profiles\Dmgr01\event\dbconfig.
3. Copy the file DB2ResponseFile.txt to NewDB2ResponseFile.txt.

4. Using an appropriate editor, edit NewDB2ResponseFile.txt with the correct

information for the environment. Table 9-17 lists the changes for this example.

Table 9-17 NewDBZ2Responsfile.txt settings

Setting Value
SCOPE cell
DB_NAME CEIDB

DB_NODE_NAME

db2 (look in db2nodes.cfg on the DB2 server)

JDBC_CLASSPATH c:\db2client
UNIVERSAL_JDBC_CLASSPATH | c:\db2client
JDBC_DRIVER_TYPE 4
DB2_HOST_NAME db2.itso
DB2_INSTANCE_PORT 50000
EXECUTE_SCRIPTS NO

5. Save the new configuration file.

6. From the same directory, run the following script to generate the CEl

configuration scripts:

config _event database.bat NewDB2ResponseFile.txt
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The scripts to configure the cell for CEl are created in the directory
% WAS_HOME%\profiles\DmgrO1\event\dsscripts\db2. In this example, the
directory is C:\IBM\WebSphere\ProcServer\profiles\Dmgr01\event\dsscripts\db2.

The C:\IBM\WebSphere\ProcServer\profiles\Dmgr01\event\dbscripts\db2
directory is also generated, and it includes the CEIDB database creation scripts.

Creating the CEIl database

This section describes the steps that are necessary to create the DB2 database,
CEIDB, on the database server. You need to transfer the scripts from a
WebSphere Process Server server to the DB2 server because the DB2 windows
client is not installed on the members of the cell. It is assumed that the instance
is running, in this case the instance name is wpsinstl.

To create the CEIl database, follow these steps:

1. Transfer the CEIDB creation scripts directory for DB2,
% WAS_HOME%\profiles\DmgrO1\event\dbscripts\db2, to the database
server. In this example, this directory is
C:\IBM\WebSphere\ProcServer\profiles\Dmgr01\event\dbscripts\db2.

Attention: If you transfer these files from Windows to UNIX, there might be
return characters (\r) at the end of each line. To run the DDL scripts, you
must remove these characters. A UNIX utility such as dos2unix will remove
these characters.

2. Log in to the DB2 server db2.itso as the instance owner wpsinstl.
3. Run the CEIDB creation script as follows:

chmod 755 *
./cr_event_db2.sh

Table 9-18 shows the command line responses.

Table 9-18 cr_event_db2.sh responses

Response Description
1 script is running on the DB2 server
wpsinst1 DB2 user

This series of steps creates the database and appropriate tables.
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Configuring the CEIl database cell
To configure the cell for connection to the CEIDB database:

1. On the cell deployment manager, where the scripts were generated, open a
command line prompt.

2. Run the JDBC configuration script. In this example, we are running on
Windows and the database is DB2. Therefore, the following commands
configure the cell:

cd C:\IBM\WebSphere\ProcServer\profiles\Dmgr0l\event\dsscripts\db2
cr_db2_jdbc_provider.bat cell

Table 9-19 shows the command line responses to this script.

Table 9-19 CEI JDBC Provider responses

Response Description

wpsinst1 DB2 user for CEIDB

itsodyou DB2 password for CEIDB

3. Open the wps0 Administrative Console, log in, and navigate to Resources —
JDBC Providers. You should see a JDBC provider at the cell scope for CEI
called Event DB2_JDBC_Provider, as shown in Figure 9-53.

el Wuopert | L t | s m | Hel e
eleorne Wupe goul uppo - HH
I3 4 PP 3 M
Welcome a IDBC providers E
Guided Actiuitias JDBC providers are used by the installad applications to access data from databases. hatp |
Servers B Scope: Cell=WPSCello 1 Field help

Applicstions Far field help informati

Scope specifies the level at which the resource definition is visible. For detailed information select a field label or li

S an what scaps is and how it works, ses the scops setings help e rher i the bl
L can cursor appasrs.
IMS Providars =
IDBC Provid wPsCallnd Page help
"~ More information about
Resource Adapters Hode Cluster this page
Asynchronous basns Browse Nodes Browse Clusters
Schedulers

Servar
Cache instances

I Browse Servers
Object pool managers
Remote Artifacts Apply

Mall Providers
URL Providers
Fesource Envirenment Providers Freferences

Estended Messaging Prouider Mew| | Delete

Staff plug-in provider

lebSphere Business Integration e
Adapters
Common Event Infrastructurs Select| Hame & Description
Provider
Cloudscape JOBC Provider [2a) Built-in Cloudscape JDBC Provider (24)
Security [~ | DB2 Universsl JDBC Driver Provider (%41 %A DB2 Universal JDBC Driver-compliant
Provider, Datasources created under this
Envirenmant provider support the use of XA to perform
= Z-phase commit pracessing, Use of driver
Bl Integration Applications type 2 an WebSphere Application Gervar for
2705 is not supported for datasources
Systam administration craated under this providar,
Monitoring and Tuning [~ | Euent DB2 JDBC Provider DEZ Universal JDBC Driver Provider (XA) for
the Comman Event Infrastructure
Troublezhooting
Total 3
Service integration =
uoet [l & | [

Figure 9-53 CEI JDBC provider
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Click the Event_DB2_JDBC_Provider that is highlighted in Figure 9-53.

In the next panel, scroll right and under Additional Properties click Data
sources.

6. From the data sources panel, select the event and event_catalog data
sources and click Test connection, as shown in Figure 9-54.

wWel Wupert | L t | s | Hel s
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welcome Close page
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Sacurity drngr at node WPSCellManagerdl was successful,
Page help
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Integration Applications JDEC providers > Event DB2 JDBC Provider > Data sources this page

A dats source is used by the application to access data fram the database. A dats source
is created under 3 JDBC provider, which supplies the specific JDBC driver implem=ntation
class.

Systern sdministration
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Figure 9-54 Successful database connections

The Messages dialog box (at the top in Figure 9-54) should indicate that the data
sources connected successfully to the database.

9.3.5 Deploying the CEIl applications

This section explains the steps that are required to install the CEI applications
into the SupportCluster01l cluster.

Installing the CEIl Event Server application
To install the CEI Event Server application:

1. Open a command prompt on the deployment manager.

2. Change directory to % WAS_HOME%\profiles\Dmgr01\event\application. In
this example, the directory is
C:\IBM\WebSphere\ProcServer\profiles\Dmgr01\event\application.

3. Execute the command to install the CEl Event Server application. For
example:

..\..\bin\wsadmin -f event-application.jacl -profile
event-profile.jacl -action install -earfile event-application.ear
-backendid DB2UDBNT V82 1 -cluster SupportCluster0l
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The final line of all the responses should say Configuration updates have been
saved. Figure 9-55 shows example output.

PSCMD

[=] E3

ete.

ADMASB131: Application EventServer installed successfully.
Feb 27. 2087 6:16:13 PM com.ibm.events.install.msg
INFO: CEIINB5ABAI The enterprise application EventServer is detected.
Feb 27. 2087 6:16:21 PM com.ibm.events.install.msg
INFO: CEIINB6381 The registered enterprise application
structure service at scope cluster=SupportClusterdl is
Feb 27. 2087 6:16:22 PM com.ibm.events.install.msg
INFO: CEIINB6381 The registered enterprise application
structure service at scope cluster=SupportClusterdl is
Feb 27. 2087 6:16:22 PM com.ibm.events.install.msg
INFO: CEIINB668I The enterprise application EventServer has been installed succe
mzfully on cluster SupportClusterdl. _J
Feb 27. 2087 6:16:23 PM com.ibm.events.install.msg

INFO: CEIINB6BBAI The Common Event Infrastructure resource of type EventBusTransm
issionProfile with the name Default Common Event Infrastructure event bus transm
ission for SupportClusterBl at scope Cell:WPSCellB1l has been created successfull

.

Feb 27. 2087 6:16:23 PM com.ibm.events.install.msg

INFO: CEIINB6131I The emitter factory profile Default Common Event Infrastructure
emnitter for SupportClusterBl at scope Cell:WPECellBl has been created successfu

11y.
Feb 27. 2087 6:16:28 PM com.ibm.events.install.msg
INFO: CEIINB5461 Configuration updates have been saved.

of the Common Event Infra
EventServer.

of the Common Event Infra
EventServer.

|

Figure 9-55 CEl application deployment responses

Adding asynchronous capabilities to the CEl Event Server
application

To add asynchronous capabilities to the CEI Event Server application:

1. Open a command prompt on the deployment manager.

2. Change directory to % WAS_HOME%\profiles\Dmgr01\event\application. In
this example, the directory is

C:\IBM\WebSphere\ProcServer\profiles\Dmgr01\event\application.
3. Execute the command to install the CElI MDB application. For example:

..\..\bin\wsadmin -f default-event-message.jacl -profile
event-profile.jacl -earfile event-message.ear -action install
-cluster SupportCluster0l

Table 9-20 shows the command line responses to this script.

Table 9-20 CEI MDB application responses

Response Description

sca Embedded messaging authentication user

itsodyou Embedded messaging authentication password
itsodyou Verified embedded messaging authentication password
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The final line of the responses should say Configuration updates have been

saved. Figure 9-55 shows example output.

WSCA3B23I: The EAR file appbh2P81.ear iz bheing loaded for the SCA module.
WSCA3B14]1: Resources for the SCA application EventServerMdbh have heen configure
successfully.
ECJB48AI = Successfuly updated the application EventServerMdb with the appContex
IDForSecurity information.
DHESBIiI: The cleanup of the temp directory for application EventServerMdh is c
mplete.
: Application EventServerMdb installed successfully.

2087 6:23:86 PM com.ibm.events.install.msg
enterprise application EventServerMdbh iz detected.

. 20887 6:23:86 PM com.ibm.events.install.msg
INFO: CEIINB6381 The registered enterprise application of the Common Event Infra
tructure service at scope cluster=SupportClusterBl is EventServer EventServerMd

éh 27, 2887 6:23:86 PM com.ibm.events.install.msg
INFO: CEIINB6381 The registered enterprise application of the Common Event Infra
tructure service at scope cluster=SupportClusterBl is EventServer EventServerMd

eh 27, 2007 6:23:86 PM com.ibm.events.install.msg

INFO: CEIINB668] The enterprise application EventServerMdbh has been installed su
cessfully on cluster SupportCluster8l.

eh 27, 2007 6:23:18 PM com.ibm.events.install.msg

INFO: CEIINB5461 Configuration updates have been saved.

Ll

Figure 9-56 CEI MEDB application deployment response

Modifying the CEI configuration

The default configuration for CEl assumes local messaging engines. In this
topology, the messaging engines are located on the MECTuster01 cluster
members.

Deleting bus member SupporiCluster01
To delete SupportCluster01:

1. Close any existing browsers to the cell Administrative Console.

Open the cell administration console Administrative Console and login.
Navigate to Service integration — Buses.

Click CommonEventinfrastructure_Bus.

o~ 0N

Under the Topology heading, select Bus members.
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6. SupportCluster0l is a member of the bus; however, in the case of a remote
messaging environment, this member should be MECTuster01. Select
Cluster=SupportCluster01 and click Remove as shown in Figure 9-57.

Welcorme Wupert | Logout |

Welcome

=

Guided Activities

=

Servers

=

Applications

=

Resources

=

Security

=

Environrment

=

Integration Applications

=

Systern administration

=

Manitaring and Tuning

=

Troubleshooting

o

Service integration
WSRR definitions
Buses

Web services

uccl

Support |

Help

Buses > [ frastructure Bus > Bus bers

Bus members are the servers and clusters that have been added to the bus.

Preferences

B B 5 P

Select| Mame 2

I Cluster=SupportClusterdl

Total 1

Figure 9-57 SupportCluster01 removal from the bus

7. Save and synchronize the changes, and click OK when complete.

Deleting the Cloudscape data source
To delete the Cloudscape data source, follow these steps:

1. Navigate to Resources — JDBC Providers.

o > 0 DN

Delete.

Set the scope to the SupportCluster01 cluster, and click Apply.

Select the Cloudscape JDBC Provider (XA).

Under Additional Properties, click Data sources.

Select SupportCluster01-CommonEventinfrastructure_Bus and click

6. Save and synchronize the changes, and click OK when complete.

Adding MECluster01 to the CEI bus
To add MECTuster01 to the CEl bus:

1. Navigate to Service integration — Buses.

. Click CommonEventinfrastructure_Bus.

2
3. Under Topology, click Bus members.
4

. Click Add.
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5. Select Cluster, select the MECluster01 cluster from the drop-down list, and

set the Data source JNDI name to jdbc/medb, as shown in Figure 9-58.

Add a new bus member -

Add a server or server cluster az a new member of the bus,

—3 Step 1: Select Select server or cluster
server or cluster

& Choose the server or cluster to add to the bus
nfirm the
e Server

Server

| wPSNodenz: MEServern2 =l

Data store
¥ pefault

Data source JNDI nare

& Cluster
Cluster

IMECIusterDl vl

Data store

# Data source JNDI name

jdba"medb|

Cancel

Figure 9-58 Adding the MECluster01 bus member

6. Click Next.
7. In the confirmation panel, click Finish.
8. Save and synchronize the changes, and click OK when complete.

Setting the CEIMSG schema
To set the CEIMSG schema:

1. Navigate to Service integration — Buses.
Click the CommonEventinfrastructure_Bus.
Under Topology, select Bus members.

Select bus member Cluster=MECIluster01.

o~ 0 DN

Select the messaging engine
MECIuster01.000-CommonEventinfrastructure_Bus.

6. Under Additional Properties, click Data store.

7. Set the Schema name to CEIMSG, and select WPSDBAIlias from the
Authentication alias drop-down list (Figure 9-59).
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Buses = [ frastructure Bus > Bus members > Messaging engines >
MEClustero1.000-C. frastructure Bus > Data store

The persistent store for messages and other state managed by the messaging engine,

Configuration

General Properties

uuIo Related Items
|747994D4A5D3A83F JoEE

# Data source JNDI name Connector
: Architecture
[dbermedt e

authentication

Schema name data entries

[cEIMEE

Authentication alias
| wrsDBAlias =l

Apply I K| | Reset Cancel

Figure 9-59 Schema configuration for CEl messaging engine

8. Clear the Create tables check box.
9. Click OK.

10.Save and synchronize the changes, and click OK when complete.

Setting the JMS destinations
To set the JMS destination, follow these steps:

1. Navigate to Service integration — Buses.

Click the CommonEventinfrastructure_Bus.
Under Destination resources, select Destinations.
Click New.

Set the destination type to Queue, and click Next.

o~ DN
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6. Set the Identifier to CommonEventInfrastructureQueueDestination and click
Next, as shown in Figure 9-60.

Wl
elcame Buses Close page
Guided Activities

Create new queue

Servers
Field help

For field help information,
select  field label or list
marker when the help
cursor appears,

Applications

Resaurcas

2curity
our new queus

Envitanment

Integration Applications

Systern administration

Manitoring and Tuning

Troubleshooting

B service intzgration

WSRR definitions

Cancel

Web seruices

Figure 9-60 Setting the CEI queue attributes

7. Select MECluster01 from the Bus member drop-down list, and click Next.
8. At the confirmation panel, click Finish.

9. Click New.

10.Set the destination type to Topic space, and click Next.

11.Set the Identifier to CommonEventInfrastructureTopicDestination, and click
Next.

12.At the confirmation panel, click Finish.

13.Save and synchronize the changes, and click OK when complete.

Setting asynchronous event emission
To set asynchronous even emission, follow these steps:

1. Navigate to Resources —> Common Event Infrastructure Provider.
2. Set the scope to the cell, and click Apply.

3. Under Additional Properties, click Emitter Factory Profile.

4. Click Default Common Event Infrastructure emitter.
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5. Clear the Preferred synchronization mode check box and clear the
Synchronous Transmission Profile JNDI Name entry, as shown in

Figure 9-61.
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Figure 9-61 Configuration of synchronous mode

Click OK.

Click Default Common Event Infrastructure emitter for

SupportCluster01.

8. Clear the Preferred Synchronization Mode check box.

9. Click OK.

10.Save and synchronize the changes, and click OK when completed.

9.3.6 Enabling security

388

This section discusses

the following:

» Enabling security with LDAP

LTPA password

>
» Configuring LDAP registry
» Enabling Global Security

Enabling security

with LDAP

Enabling security is the same mechanism used with WebSphere Application
Server. The difference lies in the users in LDAP. You need to ensure that all
nodes are running before enabling security.
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When you ran the Business Process Container wizard, you added the following
users:

» JMS user ID: sca (itsodyou)

» JMS API User ID: sca (itso4you)
» Admin role: Administrators

» Monitor role: Administrators

When you created the cell initially, you set the SCA authentication user to be sca
with password itso4you. These users and groups must exist in LDAP for the
environment to work when security is enabled.

To enable security, follow these steps:

1. Ensure that the DB2 databases are started and start the LDAP server as the
idsldap user with the command:

ibmdirctl -D "cn=root" -w itsodyou start

2. Start the deployment manager if it is not already running:
c:\IBM\WebSphere\ProcServer\profiles\DmgrOl\bin\startManager.bat

3. Start the node on wps1 if it is not running:
c:\IBM\WebSphere\ProcServer\profiles\WPSNodeOl\bin\startNode.sh

4. Start the node on wps2 if it is not running:
c:\IBM\WebSphere\ProcServer\profiles\WPSNode02\bin\startNode.sh

When all the nodes are running, you can configure and enable security, and the

nodes synchronize with these changes. If one of the nodes is down, then after a

restart of the deployment manager, that node is no longer able to connect as part
of the cell because it is unaware of the security changes.

LTPA password
You need to set up an LTPA password that will be used to encrypt and decrypt
the LTPA keys. Follow these steps:

1. Open the wps0 Administrative Console and navigate to Security — Global
security — Authentication mechanisms — LTPA.

It is necessary to set up an initial password. We set the Password and
Confirm password fields to itso4you.

The timeout period is the number of minutes that the LTPA token remains
valid. By default, single sign-on (SSO) is enabled. If SSO is disabled, cookies
are not stored on the authenticating client and every action requiring
authentication will incur the overhead of a user authentication.

2. Click OK, save and synchronize the changes.
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Configuring LDAP registry
WebSphere must be configured to locate the existing LDAP Registry.

Note: For information about how to configure an LDAP Registry, refer to
Appendix C, “IBM Tivoli Directory Server (LDAP)” on page 439.

To configure the LDAP registry:

1.

Open the wps0 Administrative Console and navigate to Security — Global
security.

2. Select LDAP under User registries.

3. Select Advanced Lightweight Directory Access Protocol (LDAP) user

registry settings under Additional Properties.

. The LDAP directory that was created uses an object class of inetOrgPerson

and therefore the User filter value needs to be changed (the default is
ePerson). The User filter should be set to:

(&(uid=%v) (objectclass=inetOrgPerson))

This filter allows the translation of the user short name to an LDAP entry (in
conjunction with the User ID map, the LDAP structure includes a parameter
uid to match this setting). This parameter enables the user name (wsadmin in

this example) to be entered when logging in as opposed to the complete
LDAP entry (for example, cn=wsadmin,cn=users,cn=security,o=customer).

5. When the user filter has been set to match the LDAP directory, select OK,

save and synchronize.

6. Navigate to Security — Global security.

7. Select LDAP under User registries. The configuration settings in this panel
identify how the LDAP server is contacted. Table 9-21 shows the settings.

Table 9-21 LDAP settings

Property

Value

Comment

Server user ID

cn=wsadmin,cn=users,cn=
security,o=customer

User ID for WebSphere
security

Server user password itsodyou

Type Custom Because we changed the
User filter

Host Idap.itso Host name or IP of the
LDAP server

Port 389 LDAP server port (no SSL)
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Property Value Comment

Base distinguished name O=CUSTOMER Starting point for LDAP
searches

Bind distinguished name cn=root Bind user for LDAP

Bind password itsodyou

Note: By default [gnore case for authorization is enabled. This option is
required because group data that is acquired from the user object is not
guaranteed to be identical to group data that is acquired directly from LDAP.

Figure 9-62 lists the appropriate values.

Welcorne Wedman | Logout | Suppert | Help

Welcome
Configuration

=

Guided Activities

# Server user password

Servers
Applications General Properties
*
Resources Server user ID.
Lsers,cn=secur|t9,o=customer
B security

Global security
S5L

Additional Properties

Advanced Lightweigh
Directory Access
Protocol (LDWP) use
registry settings

Custorn properties

Web services Tipe
|Cust0m ;I
Environrment
# Host
Integration Applications |Idap.itso
Systern administration Port
[za9

=

Manitaring and Tuning

=

Troubleshooting

Base distinguizhed name [(DN)

|o=cusToMER

=

Service integration

Bind distinguished narme (DN)

=

WIE(E |cn=r00t

Bind password

Search timeout

[120

[ s5L enabled

S5L configuration

¥ Reuse connection

I Ignore case for autharization

zeconds

| wPsCellManager0l/DefaultssLettings x|

Figure 9-62 LDAP Configuration in WebSphere

8. When completed, select OK, save and synchronize.
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Enabling Global Security

The final configuration step to enable security checking through the LDAP
registry is to enable global security. Follow these steps:

1. Navigate to Security — Global security, and select Enable global security.

2. In this example, you will not enforce the more restrictive Java 2 security
because the applications are not Java 2 security enabled. So, clear this check
box.

3. In the same panel, under Active authentication mechanism ensure that
Lightweight Third Party Authentication (LTPA) is selected.

4. Under Active user registry, select Lightweight Directory Access Protocol
(LDAP) user registry as shown in Figure 9-63.

Specifies the global security configuration for a managed domain, The following steps are required to turn on
security: 1, Configure the desired uszer registry listed under User registries and set its properties, 2. Select the Enable
glabal security option on this panel. 3, Select the configured user registry type from the Active user registry option on
thiz panel.

Configuration

General Properties User registries
b oiallas: R o
|7 Enable glabal security Custorn
LDAR
I_ Enfarce Java 2 security
Local 05
[T Enforee fine-grained JCA security
Authentication
M Use domain-qualified user IDs Authentication

# Cache tirmeout rmechanisms

|600 zeconds Authentication
protocal
|7 Izzue permission warning JRAS

Configuration

Active protocal
ICSI and SAS 'I Authorization

Active authentication rnechanism Authorization
| Lightweight Third Party Authertication (LTPA) = | providers
Active user registr Additional Properties
ILightweight Directary Access Protocol [LDAP) user registry ;I
Lustomn

[T Use the Federal Information Processing Standard (FIPS) properties

Apply | ﬂ Reset| Cancel |

Figure 9-63 Enabling global security: settings

5. When complete, select OK, save and synchronize the changes.

Production Topologies for WebSphere Process Server and WebSphere ESB V6



Restarting the environment

To enable the security settings, it is essential that you stop and restart all
servers, nodes, and the deployment manager. Follow these steps:

1. Open the Administrative Console for the deployment manager hosted on
wpsO0.

Navigate to System administration — Node agents and select both nodes.
Click Restart to cause the nodes to stop and start, as shown in Figure 9-64.

Node agents W

Node agents

The node agent process serves as an intermediary between the application servers on
the node and the deployment manager, The node agent process runs on every node
and is specialized to perform node-specific administration functions, such asz server
process monitoring, configuration synchronization, file transfer, and request routing.

Preferences

Restart |) Restart all Servers on Node

28

Select| Mame 2 Mode X Version Status ()
nodeagent WPSNodedz 6.0,2,17 =3
nodeagent WPSModeOl £.0,2,17 =3

Total 2

Figure 9-64 Node restart

4. Navigate to System administration — Deployment manager and click
Stop, as shown in Figure 9-65.

welcoma admin Logout support Hel 200
| g I PR | P 252
Welcome Close pags
Guided Activities dmar I 7 -
Servers i
dmar Fiald help
| For field help information,
Applications The deployrnent rmanager provides a single, central point of adrinistrative control for all celect a field label or list
elernents of the WebSphere Application Server distributed cell. Spedify configuration rrarker when the help
Resources settings for the deplayment manager. ursar sppears,
(3 soanisy Runtime | Gonfiguration Page help
Enviranmmant More information sbout
thiz page

Integration Applications

Bl systern administration

cell General Properties

Daployment manager Server Infr Lo
::::Sagents Java and Process Mansgamsnt
b Additional Properties
Save Changss to Master Rapositary Apply | [ok] [Reset]| [[cancel Core qroup service
Console settings Ports

Maonitoring and Tuning Administration Services

Figure 9-65 Stopping the deployment manager

5. Click OK in the verification panel. Wait for the deployment manager to stop.
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6. Start the deployment manager. Open a command prompt on wps0, change
directory to %WAS_HOME%\profiles\Dmgr01\bin (for example,
CA\IBM\WebSphere\ProcServer\profiles\Dmgr01\bin) and issue the
command:

startManager.bat
7. When restarted, launch the Administrative Console using:
https://wps0.its0:9043/ibm/console

8. After a security certificate is accepted, the prompt requests a user ID and
password, as shown in Figure 9-66. Enter a user ID of wsadmin and a
password of itsodyou.

Welcome, please enter your information.

User ID:

wzadmin

Paszword:

Figure 9-66 Secure Administrative Console access

Note: If there is a problem with the security settings and access is no longer
available, you can disable it from a wsadmin command line with the following
commands:

cd c:\IBM\WebSphere\ProcServer\bin
wsadmin.bat -conntype NONE
securityoff

quit

Access to applications such as BPC Explorer now require an authenticated user.
The BPC Explorer application is set to All authenticated. So, any valid user from
LDAP allows access.
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9.3.7 Verifying the topology

This section includes the following:

» Checking the messaging engine database schemas
» Checking the CEI database schemas

» Starting the messaging cluster

» Starting the remaining clusters

Checking the messaging engine database schemas
In this example, DB2 is the RDBMS. To check the messaging engine database
schemas, follow these steps:

1. Log in to the database server as the instance user. In this example this is
wpsinstl.

2. Run the following commands:

db2 connect to MEDB

db2 select tabname from syscat.tables where tabschema=\’SCAAPP\’
db2 select tabname from syscat.tables where tabschema=\’SCASYS\’
db2 select tabname from syscat.tables where tabschema=\’CEIMSG\’

Note: On Windows platforms, do not use the backslashes (\) with the db2
select command.
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Each of the schemas should have eight tables. Figure 9-67 shows example
output for the SCAAPP schema.

o wpsinst1@db2:~/db2
[vpsinstlfdbz dbz]§ dbZ connect to medb ‘:J

Database Connection Information

Database sServer
0L authorization ID
Local datsbase alias

DEZ/LINUY 5.2.7
WPSINSTL
MELE

[wpZinstlfdhe dbz]$ dbZ select tabname frow ayscat.tsbles where tabschema='h ' SCAL
PPY!

TAEMNAME

SIEOOO
SIEOO1
SIB0O0Z
SIBCLASZHMAP
3IBEEYS
SIBLISTING
SIBECWNER

SIBEACTS

8 record(s] selected.

[wpsinstlfdbz dhi] § -

Figure 9-67 SCAAPP schema

Checking the CEI database schemas

In this example, DB2 is the RDBMS. To check the CEIl database schemas, follow
these steps:

1. Log in to the database server as the instance user. In this example this is
wpsinstl.

2. Run the following commands:

db2 connect to CEIDB
db2 1ist tables
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There are 35 tables. Figure 9-68 shows example output.

[wpsinstl@db2 db2]% db2 connect to ceidb
Database Connection Information

Datahase server = DBZ2/LINUX 5.2.7

soL authorization ID = WPSINSTL

Local database alias = CEIDE
[wpsinstl@dh2 db2]$ db2 1ist tables
Tahle/view schema Type Creation time
CEI_T_ANYELMNTOO WPSIMSTL T 2007-02-27-17.46,34, 3635973
CEI_T_ANYELMNTOL WPSIMSTL T 2007-02-27-17.46.40, 731330
CEI_T_ASSOC_ENG WPSIMSTL T 2007-02-27-17.46,32.,002222
CEI_T_CAT_EVENTDEF WPSIMSTL T 2007-02-27-17.46, 50, 558113
CEI_T_CAT_EXT2CATMAP WPSIMSTL T 2007-02-27-17.46, 50, 757087
CEI_T_CAT_EXTDATADEF WPSIMSTL T 2007-02-27-17.46,51,405007
CEI_T_CAT_EXTDATADESC WPSIMSTL T 2007-02-27-17.46, 50, 985141
CEI_T_CAT_PROFPDESC WPSIMSTL T 2007-02-27-17.46, 51, 288578
CEI_T_CAT_PROFPERM WPSIMSTL T 2007-02-27-17.46, 51, 520989
CEI_T_CBE_MAP WPSIMSTL T 2007-02-27-17.46,32., 807710
CEI_T_COMPIDOO WPSIMSTL T 2007-02-27-17.46.33,418658
CEI_T_COMPIDOL WPSIMSTL T 2007-02-27-17.46,38,194027
CEI_T_CONTEXTOO WPSIMSTL T 2007-02-27-17.46, 33, 870510
CEI_T_CONTEXTOL WPSIMSTL T 2007-02-27-17.46,359, 518783
CEI_T_EVENMTOO WPSIMSTL T 2007-02-27-17.46,33, 203151
CEI_T_EVENMTOL WPSIMSTL T 2007-02-27-17.46,37, 5543109
CEI_T_EVEMNT_RELNOO WPSIMSTL T 2007-02-27-17.46.33, 685576
CEI_T_EVEMNT_RELMOL WPSIMSTL T 2007-02-27-17.46, 38, 927916
CEI_T_ExXT_BLOBOO WPSIMSTL T 2007-02-27-17.46, 34, 995381
CEI_T_ExXT_BLOBOL WPSIMSTL T 2007-02-27-17.46.41, 5459332
CEI_T_ExT_DATEOQQ WPSIMSTL T 2007-02-27-17.46,35, 792733
CEI_T_ExT_DATEOL WPSIMSTL T 2007-02-27-17.46.43, 580640
CEI_T_EXT_ELEMOO WPSIMSTL T 2007-02-27-17.46,34, 631905
CEI_T_ExT_ELEMOL WPSIMSTL T 2007-02-27-17.46.41, 383418
CEI_T_ExXT_FLOATOO WPSIMSTL T 2007-02-27-17.46,35, 250671
CEI_T_ExT_FLOATOL WPSIMSTL T 2007-02-27-17.46.42,792347
CEI_T_ExXT_INTOO WPSIMSTL T 2007-02-27-17.46,35,600220
CEI_T_ExT_INTOL WPSIMSTL T 2007-02-27-17.46.43, 413706
CEI_T_ExXT_STRINGOO WPSIMSTL T 2007-02-27-17.46,35.425832
CEI_T_ExT_STRINGOL WPSIMSTL T 2007-02-27-17.46.43, 220745
CEI_T_MSG_TOKENOO WPSIMSTL T 2007-02-27-17.46, 34, 068036
CEI_T_MSG_TOKENMOL WPSIMSTL T 2007-02-27-17.46.40,1559530
CEI_T_PROPERTIES WPSIMSTL T 2007-02-27-17.46,32, 368730
CEI_V_RELM_ENGOOD WPSIMSTL W 2007-02-27-17.46.36, 033236
CEI_V_RELM_ENGOL WPSIMSTL W 2007-02-27-17.46.43, 759670

35 record(s) selected.
prsinstl@dbz db2]1%
Kl

Figure 9-68 CEIDB tables

Starting the messaging cluster
To start the cluster:

1. Ensure that all nodes are running. If a node is not running, start it with the
following commands:

a. Open a command prompt on the node’s host machine.
b. Change directory to the node’s bin directory:
cd\IBM\WebSphere\ProcServer\profiles\WPSNode01\bin
c. Start the node:
startNode.bat
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2. Start the messaging cluster:
a. Open the cell Administrative Console and login.
b. Navigate to Servers — Clusters.
c. Select MECluster01 and click Start, as shown in Figure 9-69.

Welcorne Wupert | Logout | Suppart | Help 098 e
Welcome Glose page
Quided Adtwities server duster = 7 W
(& Eeozers B Messages Field help
el SR For field help information,
PP [ The start operation an cluster MECluster1 has been colect = fizld |abal o list

Generic servers initisted. Tt may take several minutes for each cluster member|

s o marker when the help
JMS Servers 0 Tinish starting

cursor appears,

Weh saruers

Page help
Clustars Server Cluster More information sbout
Cluster t I this pags
M7 RO A server cluster consists of a graup of application servers, IF one of the member servers
Core groups fails, requests will ba routsd to other mambars of the duster.

Applications Preferences

Ty, New| [ Delete |((start ) stop | [ Ripplestat | | Immadistestop
—

Security ]

Enviranment

Select Mams 2 Status ()
f
B Integration Applications r e R a— >
Systern administration

'l SupportClusterdl ®
Monitoring and Tuning

WPSClusterdl ®

Troubleshooting =
Service integration Totsl 3

uoet

Figure 9-69 Starting the MECluster01 cluster

d. Verify that the cluster starts successfully. The red cross should change to
a solid green arrow. You have to refresh the view to see the change in
status.
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3. Verify that the messaging engines have started:
a. Navigate to Service integration — Buses.

There should be four buses listed—two for the SCA Application and SCA
System buses, a Common Event Infrastructure bus, and the BPC bus—as
shown in Figure 9-70.

Welcorne Wupert Logout Suppart Hel 00T
P | 9 | PP | P [aa:
oy | Close page
Guided Actitias = e ]
p— .
oo Buses Field help
T For field help information,
e et A service integration bus supports applications using message-based and service- seledt a fiald label or list
R oriented architectures, A bus is 3 graup of interconnacted servers and dusters that have rmarker when the help
CEEINEES been added 23 members of the bus, Applications connect to a bus at one of the curzor sppears
i messaging engines assocated with its bus members,
- Preferances Page help
Enviranrnent More information sbout
this page
Integration Applications (hen | [ Dalate |

Systern sdministration 'T w?

Manitoring and Tuning Select Mame *~ Description 2

Troubleshooting

[ EBPC.wesCellolBus Mes:aging bus for Process
El Service intagration ELELRo9rapher
O A r Bus Caram Lcture Bus
Buses O SCAAPPLICATION WPSCell0l Bus Messaging bus for Service
Web services
| scasveTemwpscellol eus Messaging bus for Sarvica
upel
Total 4

Figure 9-70 Service integration buses

b. Click SCA.APPLICATION.WPSCell01.Bus.
Under the Topology section, click Messaging engines.

The status of the MECTuster01.000-SCA.APPLICATION.WPSCe1101.Bus
messaging engine should be started, as shown in Figure 9-71.

Welcome Wupert Logout Suppart Hel 880
P | 9 | PP | P 338
Welcome Close page
Guidsd Activities Buses N 7
s .
Ll 1) Buses > SCA.APPLICATION.WPSCell0 1.Bus > Messaging engines Field help
R For field help information,
il it Armessaging engine i a cornponent, running inside a server, that manages messaging select = fizld label or list
pm— rasources for 2 bus member. Applications are connected to 2 messaging engine whan Tarkar when the help
accessing 2 service integration bus. e anpear
Seourity Preferences

Page help

Environment More inforrm stion sbout
start ||| Stop mode: |Immedists o] | Stop this pags

Integration Applications

) (o
Systern administration 3 )

Manitoring and Tuning gelect Name 4 Description Status 5 ()
Troublesheoting r MECluster01,000- P

SCAAPPLICATION WPSCeNlOL Bus

B service integration
Total 1
WSRR definitions

Buses

Figure 9-71 Messaging engine in started state

Repeat this process for the SCA.SYSTEM.WPSCe1101.Bus, BPC.WPSCel101.Bus
and CommonEventInfrastructure Bus buses.
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Starting the remaining clusters
To start the remaining clusters, follow these steps:

1. Open the Administrative Console and login.
2. Navigate to Servers — Clusters.

3. Select the cluster check box for each stopped cluster and click Start, as
shown in Figure 9-69.

e __
welcome wWupert | Logout | Support | Help <

Welcome

Guided Activities Server Clustar |4 7 -Mhelp. ]

B servers

server Cluster

cluster consists of a group of application servers, If ane of the member servers
uests will be routed to other members of the duster,

3 marker when tha halp
cursor appears,
rences

—
wew| | Delete |([EEER]) stop | | Ripplestant | | tmmadiatsstop Page help

More information sbout
thiz page
4

Select Nam Status ()

r MEClusterdl &P

I SupportClusterdl ®

rd WPRSClusterol ®

Integration Applications Totsl 3

Systern administration

Figure 9-72 Starting the remaining clusters

4. Verify that the clusters start successfully. The red cross should change to a
solid green arrow. You can view detailed information in the SystemOut.log log
file on each cluster member.

9.4 Installing and testing the scenario

This section describes how to install the applications to test the scenario, how to
configure IBM HTTP Server, how to enable SSL, and how to test the scenario
business process.

9.4.1 Installing the enterprise applications

To test the business process logic for this topology, you need to create a
presentation logic layer and a remote enterprise service layer. The presentation
logic layer provides the client for the business module, and the remote enterprise
service layer presents services that are required for the business flows.

In this example, the presentation logic layer is hosted on the business cluster

alongside the business application.The remote enterprise service layer is hosted
on a stand-alone WebSphere Application Server instance.
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The presentation logic application ITSOWPSCplxPrsApp.ear is installed on wps1
and wps2 to WPSCluster0l. The enterprise service application
ITSOWPSCpIxSrvApp.ear is installed on wps3 to WASNodeOl on serverl.

Deploying the business application

The application that supports the business process logic is provided by a single
EAR file. This application must be installed to the cluster WPSCTuster01. Follow
these steps:

1. Open the wps0 Administrative Console and log in.

2.

Navigate to Applications — Install New Application.

3. You install the enterprise application ITSOWPSCplxBusApp.ear, which
includes the business process logic. This file is located in the additional
material that is supplied with this book. To learn how to obtain it, see
Appendix A, “Additional material’ on page 427. Copy
ITSOWPSCplxBusApp.ear from the additional material supplied with this
book to c:\IBM\WebSphere\ProcServeninstallableApps.

In the Administrative Console, select Local file system and click Browse.

o o &

Navigate to the c:\IBM\WebSphere\ProcServeninstallableApps folder.

. Select the business module to be installed, in this example

ITSOWPSCpIxBusApp.ear, and click Open.
From the Administrative Console, click Next, as shown in Figure 9-73.

H H

HEEHEBEABE

Welcome Weece |

Welcoma

Guided Activities
Servers
Applications

Enterprise Applications
Install Mew Application
SCA Modules

Resources

Security

Environrment
Integration Applications
Systern administration
Manitaring and Tuning
Troubleshooting

Service integration

Logout |

Help

Preparing for the application installation

Specify the EAR, WAR or JAR rmaodule to upload and install,

Path to the new application.
' Local file systern
Specify path

' Remote file systern

Browse...

Context root
Used only for standalone Web modules [ war files)

Cancel

Figure 9-73 Installing the business module

8.

In the next panel, leave the settings as default and click Next.
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9. In the next panel, leave the settings as default and click Next.
All the other application deployment settings are left as default, but notably

the application must be deployed to the WPSCluster01 cluster in step 2 of the
wizard, ‘Map modules to servers’ as shown in Figure 9-74.

= Weece | Logout | Suppert | Help

Enterprise Applications

Install New Application

Spedify options for installing enterprize spplications and modules.

Map modules to servers

—> Step 2:Map

madules to servers

Spedfy targets such as application servers or clusters of spplication servers where you want to install the modules

contained in your application. Madules can be installed on the same application server or dispersed ameng sevaral
application servers, Alsa, specify the Web servers as targets that will serve as routers for requests to this
application. The plug-in configuration file (plugin-cfa.xmi) for each Wb server is generated based on the
applications which are routed through it.

Clusters and Servers:

websphere: call=WPSCell01,cluster=WPSCluster0l
WebSph 101, elu B luster0l
webSphere: call=WPSCell0L,clustar=MEClustarol
WebSphere: 1,

psi.itso, 1 Apply

Select| Module

URI Server
'— ITSOWPSCplxBusElD ITSOWRSCpl=<BusEIR.jar, META- | WebSphereicell=wRSCell0L, duster=WPSCluster0l
INF{ ejbejar.cml

| rrsowpscpleuswet | [TEOWPSCRIxBusWeb. war, WEB- | WebSphereicell=WPSCellol,duster=WPSClusterl
INF/web. xml

Previous Next Cancel

Figure 9-74 Verification of the correct application module mapping

10.Click the link to the summary panel, in this example Step 8: Summary.
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11.Click Finish, as shown in Figure 9-75. You can ignore any warnings about

activation specifications.

Figure 9-75 Business module installation summary

Enterprise Applications

Install New Application W=

Specify options for installing enterprize applications and rmodules,

Summary

Surmmary of installation options

Options Values
Use Binary Configuration Mo
Create MBeans for resources es
Cell/Mode/Server Click here

Reload interval in seconds

Enable class reloading Ma
Process embedded configuration | ves “
Application nare ITSOWPSCplxBusipp
walidate Input offfwarn/fail warn

—

Directary to install application

Distribute application ez

Deploy Web services Ma

Pre-compile J5P Mo

Deploy enterprize beans Ma

& No application rodules were mapped to Web servers,
Step 8: Summary The plug-in configuration file (plugin-cfg.xml) for each
Web server is generated baszed on the application
rodules which are mapped to it, therefore no Web zerver
will raute requests to this application, To change this
option, select the Map rmodules to servers step,

Previous Finish 'Encel |

12.When the application has been installed successfully, click Save to Master

Configuration.
13.Select Synchronize changes with Nodes, and click Save.
14.When completed successfully, click OK.
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15.Start the application:

a. Navigate to Applications — Enterprise Applications.
b. Select ITSOWPSCpIxBusApp and click Start, as shown in Figure 9-76.

Welcorne Gwetchen |

H H

HEEHHBBEERBDBBEH

Welcome
Guided Activities
Servers
Applications
Enterprise Applications
Inztall Mew Application
SCA Modules
Resources
Security
Environrment
Integration Applications
Systern administration
Manitaring and Tuning
Troubleshooting
Service integration

uoDI

Logout |

Support | Help
Enterprise Applications A N

Enterprise Applications

Lists installed applications, A single application can be deployed onto multiple s¢

Preferences

Stop Install

Uninstall Update Rollout Update | R

[

Select| Mame 2

g

- AppScheduler

BEPCExplorer WPSCluster0l

BEPEContainer WPSClusterdl

Status ()

EventServer

=
=
-
S
-

EventServerMdb

O FernoteAl

BusinessRulesManager SupportClusterdl

ITSOWPSCplxBusfpp

* % F F| R R PR

Figure 9-76 Starting the business module

Deploying the presentation logic application
To deploy the presentation logic application:

1.

Repeat the steps described in “Deploying the business application” on

page 401 to deploy and start the presentation logic application
ITSOWPSCpIxPrsApp.ear to the cluster WPSCTuster01. You can also find this
file in the additional material that accompanies this book.
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2. Verify that the application starts, as shown in Figure 9-77.

Enterprise Applications
E Meszages
started successfully,
started successfully,

WPRSClusterol,

Enterprise Applications
Lists installed applications, A single application can be deployed onto multiple servers,

Preferences

Stop | | Install Uninztall Update Rollout Update | Fernove File

mAppIication ITSOWPSCpl«PrsApp on server WPSServer0l and node WPSNode01
mAppIication ITSOWPSCplxPrsApp on server WPSServerl2 and node WPSNode02

mAppIication ITSOWPSCpl«PrsApp started successfully on all the servers in cluster

Export

Export DDL

J

Select| Marme 2 Status ()

- AppScheduler
BEPCExplorer WPSCluster0l

BEPEContainer WPSClusterdl

BusinessRulesManager SupportClusteril

EventServer

O|o|o|ajo
* F | | R E

EventServerMdb

r ITSOWPSCplxBusApp =3

r I ITSOWPSCplxPrafpp =3 I

Figure 9-77 Installed enterprise application ITSOWPSCplxPrsApp
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3. The presentation logic application should be set to use A/l authenticated
rather than Everyone.

a. Inthe Enterprise Applications view select ITSOWPSCplIxPrsApp.
b. Under Additional Properties, click Map security roles to users/groups.
c. Select All authenticated (Figure 9-78).

Enterprise Applications h 1 Y

Enterprise Applications > ITSOWPSCplxPrs App > Map security roles to users /groups

Map security roles to users/groups

Each role that is defined in the application or meodule must map to a user or group
frarn the domain user registry,

Look up users Look up groups
All Mapped Mapped
7
seleat | Falz S authenticated? users groups
(| CustomnClientUszer| [ I~
QK| | Cancel

Figure 9-78 Setting the security roles to all authenticated

d. Click OK. Save and synchronize the changes.

4. Verify that the presentation logic application is running on WPSServer01 and
WPSServer02 within the cluster and can connect to the business layer.

a. Enter one of the following URLs into a browser.

https://wpsl.itso:9443/ITSOWPSCp1xPrsWeb/faces/Index.jsp
https://wps2.its0:9443/ITSOWPSCp1xPrsWeb/faces/Index.jsp
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You should see a panel titled Login to Business User Client, as shown in
Figure 9-79.

Address I@ https: fhwps1: 9443/ ITSOWPSCplxPrsWwebfLogin, jsp

Login to Business User Client

Enter user name and passward, then click Login.

Mame: I
FPassword: I
Login |

Figure 9-79 Presentation application logon panel

b. Log in by entering a name of administrator and a password of itsodyou.
This name and password is authenticated using the LDAP server.

c. Inthe Business User Client, click Start process. You should see the
process complexAccountClosure defined (Figure 9-80).

= HOME

Process > Templates

|> Process ]
Select a process template sto start an instance.

i Start process

|> My Tasks Name ©
3 Open = complexAccountClosure
@ Clairmed

| Refresh |

» User: administrator |

+ Logout

Figure 9-80 complexAccountClosure process template

d. Click Logout.
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Preparing the enterprise service layer

Define a WebSphere Application Server server to host the enterprise service
layer, then install the enterprise service application. Follow these steps:

1.

Create a new WebSphere Application Server profile using the profile creation
wizard on wps3. On Windows platforms, launch the Profile Wizard by clicking
Start —» All Programs — IBM WebSphere — Application Server Network
Deployment V6 — Profile creation wizard.

Define a profile with the following properties:

Profile type: Application Server profile
Profile name: WASNode01

Node name: WASNode01

Host name: wps3.itso

When the profile is created, navigate to the bin directory of the profile (which
on our system was C:\IBM\WebSphere\ProcServer\profiles\WASNode01\bin)
and start the server using the command:

startServer serverl
When the server is started, launch the Administrative Console:
http://wps3.its0:9060/ibm/console

Enable Gilobal Security using LTPA and LDAP. Refer to the following sections
to complete this task:

a. “LTPA password” on page 389
b. “Configuring LDAP registry” on page 390
c. “Enabling Global Security” on page 392

6. Restart the server.

7. When the server is started, log in to the Administrative Console using a user

ID of wsadmin and a password of itsodyou. This will be authenticated against
the LDAP registry.

Install the enterprise service logic enterprise application
ITSOWPSCplIxSrvApp.ear. This file is located in the additional material that is
supplied with this book. To learn how to obtain it, see Appendix A, “Additional
material” on page 427.

a. Copy ITSOWPSCpIxSrvApp.ear from the additional material that is
supplied with this book to c:\IBM\WebSphere\ProcServeninstallableApps.

b. In the Administrative Console, click Applications — Install New
Application and install ITSOWPSCpIxSrvApp.ear. When the application
is installed, save the configuration.
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c. Click Applications — Enterprise Applications and start
ITSOWPSCpIxSrvApp (Figure 9-81).

E Meszages

mAppIication ITSOWPSCplxSrvApp on server serverl and node WASNodeOl1 started
successfully,

Enterprise Applications
Lists installed applications, A single application can be deployed onto multiple servers,

Preferences

Enterprise Applications

Start | | Stop Install Uninstall Update Rollout Update | Rernove File Export Export DI
k| |4
w2
Select| Marme 2 Status
r Defaulttpplication 2
r I ITSOWPSCplxSruapp =3 I
. =

Figure 9-81 Installed enterprise application ITSOWPSCpIxSrvApp

9. ltis possible to test each of the remote enterprise services directly with a

browser at the following URLs:

— https://wps3.its0:9443/ITSOWPSCpTxSrvieb/services/AccountingService

s_AccountingServicesIHttpPort

— https://wps3.its0:9443/ITSOWPSCp1xSrvieb/services/LegalServices_Leg

alServicesIHttpPort

— https://wps3.its0:9443/ITSOWPSCpTxSrvieb/services/DependentsService

s_DependentsServicesIHttpPort
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By appending ?wsd1 to these URLs, you can display the actual WSDL definition,
as shown in Figure 9-82.

<tuml version="1.0" encoding="UTF-8" 7=
- «wsdl:definitions name="DependentsServices_DependentsServicesIHttp_Service"
targetMamespace="http:/ /ITSOWPSSmplBus/DependentsServicesI/Binding" zmlns="http://schemas.xmilq
wmlns:Port_0="http:/ /ITSOWPSSmplBus/DependentsServicesI" xmins:soap="http://schemas.xmlsoap.org
wmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
wmlns:this="http:/ /ITSOWPSSmplBus/DependentsServicesI/Binding" zmlns: wsdl="http:/ /schemas.xmlso
<wsdlimport location="DependentsServicesL.wsdl" namespace="http://ITSOWPSSmplBus/DependentsSer:
=wsdl binding name="DependentsServices_DependentsServicesIHttpBinding" type="Port_0:DependentsSe
<soap:binding style="document" transport="http:/ fschemas.xmlsoap.org/soap/http" />
- <wsdlioperation name="getDependents">
<so0ap:operation /=
- «<wsdliinput name="getDependentsRequest":
<soap:body use="literal" /=
<fwsdllinputs
- <wsdl:output name="getDependentsResponse"'>
=soap: body use="literal" /=
</wsdl:output>
</wsdl:operation>
</wsdl:binding=
=<wsdl service name="DependentsServices_DependentsServicesIHttpService":
- <wsdl:port binding="this:DependentsServices_DependentsServicesIHttpBinding"
name="DependentsServices_DependentsServicesIHttpPort">
<soap:address
location="https:/ /vwps3:9443 /ITSOWPSCplxSrvWeb/services /DependentsServices_DependentsSe
</wsdliports
</fwsdl services
< fwsdl definitions=

Figure 9-82 Requesting the WSDL definition

Configuring application deployment

There are additional steps to configure the end-to-end application deployment.
You need to configure the business application for the remote enterprise
services. Follow these steps:

Open the cell deployment manager’s Administrative Console and login.
Navigate to Applications — Enterprise Applications.

Select ITSOWPSCplIxBusApp.

Under Related Items, click EJB Modules.

Select the JAR file presented, ITSOWPSCplIxBusEJB.jar.

Under Additional Properties, click Web services client bindings.

2N L
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7. For the sca/import/LegalServices service, click Edit under Port Information,
as shown in Figure 9-83.

Welcame Enterprise Applications Close pags
Guided Activities Enterprise Applications
B servers pri: lications > ITSOWPSC) > EJB Modules > ITSOWPSCplxBusEJB.jar = Web services client bindings
El Applicstians The dient bindings define the Web service WSDL file name, preferrad ports and other part infarmation, A Web service can spacify t

relative path within the maodule of a compatible WSDL file containing the actual URL to be used for requests. This is needed only if

Ent: Applicati
BISEER) G PGSR the original WSDL file did net centain 3 URL or when a different URL is n=ed=d, For a service endpeint with multipls ports defined, =

Install Mew Application preferred port mapping specifies the default port to use for a port type, A timeout, an overridden endpoint URL, and an overridden

SCA Modules binding namespace can be set in the port infarmation.
Ressurces Praferrad |

Web Service EJE WSDL Filename Pott IEtarmatio]
Security Mappings,
Enviranment scalimport/LegalServices Module| [Use default (META-INF/wsdl/LegalServicas_LeqalSarviie] | Edit..
Integration Applications scafimportfAccountServicesImport Module| [Use default (META-INF{wsdlifAccountServicesTmport_Aw] | Edit..,
System administration seafimportf AccountingSericesImpart| Maduls | [Use default (META-INF/wsdlf AccountingSaruicesImpor =] | Edit.. Edit.
Manitoring and Tunin
2 3 scalimportf Dependents Sarvices Module | [Use default (META-INF/wsdliDependentsServices_Dep = | Edit.. Edit..

Troubleshooting
Service intzgration

apply | [0K| [Resst | [ cancel

uopt

Figure 9-83 Editing port information for the remote enterprise services

8. Change the host and port to that of the WebSphere Application Server
hosting the remote enterprise services, in this example
https://wps3.its0:9443/ (Figure 9-84).

Note: Ensure you set the protocol to https and not http.

Enterprise Applications . h N h N

Enterprise Applications > ITSOWPS5CplxBus App > EJB Modules > ITSOWPSCplxBusEJB.jar > Web services client bindings > sc.

Specifies a request timeout, an overridden endpoint URL, and an overridden binding namespace can be set far a port, The time
seconds to wait for a request, A value of zero dizables the timeout, The current endpeoint and binding namespace can be overrid|

Request
Paort Timeout Cvertidden Endpaint URL Cvertidden Binding M
[seconds)

LegalServices_LegalServicesIHttpPart

FSOWPSCplxSrAvehisers |

Appll,ll ﬂ Reset| Cancel |

Figure 9-84 Configuring the host for the remote enterprise services

9. Repeat the previous step for the sca/import/AccountServicesImport,
sca/import/AccountingServicesImport and the
sca/import/DependentsServicesImport services.

10.Save and synchronize the changes, and click OK when complete.
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9.4.2 Configuring IBM HTTP Server

You need to install and configure a router in front of the presentation layer
running on the business process cluster WPSCTuster01 to load balancing to the
presentation logic layer.

Client requests from the browser are made to the IBM HTTP Server. The IBM
HTTP Server server passes the requests to the WebSphere plug-in. The plug-in
load balances to the presentation applications running in the business cluster as
illustrated in Figure 9-85.

The presentation application forwards the request to the business application.
Multiple requests (dependent upon the business flow) are sent from the business
application to the standalone WebSphere Application Server which hosts the
external Web Services application (service provider).

Presentation(P) & Business(B) Remote Enterprise
Browser Logic Implementation Services
( ) [ _ ) / )
Business Cluster
WebSphere
IBM Application
Ly Stas:(:ilaeI:)ne
‘. Server P B
@*
Plugin P B Service 2

Figure 9-85 Load-balanced and failover-capable business cluster

It is assumed that the following products have been installed:

» IBM HTTP Server in c:\IBMIHS
» The WebSphere plug-in for IBM HTTP Server in c:\IBM\WebSphere\Plugins
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Adding the Web server to the cell
To add the Web server to the cell, follow these steps:

1. Open a command prompt.
2. Change directory to c:\IBM\WebSphere\Plugins\bin.

Note: In this example, the Web server is named webserverl. Therefore the
configuration script is named configurewebserverl.bat.

3. Copy the configurewebserver1.bat file to % WAS_HOMEY%\bin on any node in
the cell.

4. The Windows operating system has a limitation for the file name length. To
avoid the exception caused by that limitation, you need to do some additional
configuration regarding the working directory of WebSphere Process Server.

a. In Administrative Console, click System Administration — Deployment
Manager — Java and Process Management — Process Definition —
Java Virtual Machine —» Custom Properties.

b. Click New and create a new property with the attributes:

¢ Name: websphere.workspace.root
e Value: C:/w

c. Click OK.
d. Save and synchronize the configuration.
e. Restart the deployment manager.

5. Change directory to %WAS_HOME%\bin and open configurewebserver1.bat
in a text editor.

6. Add user ID and password credentials as shown in Example 9-2 .

Example 9-2 Modify configurewebserver1.bat to add user credentials

wsadmin.bat -user wsadmin -password itsodyou -f
configurelWebserverDefinition.jacl

7. Run configurewebserver1.bat.

This script adds the Web server into the cell and deploys the applications to the
Web server.
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Configuring the plug-in

Note: Before generating the plug-in to load balance to the presentation
application, you must deploy this application to the webserverl IBM HTTP
Server. This deployment can be set in the Administrative Console by
navigating to Enterprise Applications — ITSOWPSCplxPrsApp — Map
modules to servers and setting the servers to both WPSCluster01 and
webserverl.

To configure the plug-in, follow these steps:

1.

Open the Administrative Console and login.

2. Navigate to Servers — Web servers.
3.
4. When complete, the message text identifies the location of the generated

Select webserver1 and click Generate Plug-in.

plug-in file. In this example, it is:

c:\IBM\WebSphere\ProcServer\profiles\Dmgr0l\config\cel1s\WPSCel101\n
odes\wps0.itso\servers\webserverl\plugin-cfg.xml

Move the plugin-cfg.xml configuration file.

The location of plugin-cfg.xml that WebSphere Plug-in uses is specified by
the WebSpherePluginConfig variable within the httpd.conf configuration file of
IBM HTTP Server. Therefore, you must move the generated plugin-cfg.xml to
the path that is defined by this variable. In this example, the command is:

move
c:\IBM\WebSphere\ProcServer\profiles\Dmgr0l\config\cel1s\WPSCel1101\n
odes\wps0.itso\servers\webserverl\plugin-cfg.xml
c:\IBM\WebSphere\PTugins\config\webserverl\plugin-cfg.xml

9.4.3 Enabling SSL

This section details the steps that are required to enable SSL encryption. It is
assumed that you have installed Global Security Kit (GSK), in C:\Program
Files\ibm\gsk7\.

External access to IBM HTTP Server
In this example only SSL access is allowed to the IBM HTTP Server.

If trust store certificates are not available each web server will require a self
certified certificate created. The key stores need to be created from every web
server in the environment. This process will need to run on wpsO0 in this example.
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The corresponding key store files will be saved in </[HS_HOME>\ssl (for
example, C:\IBMIHS\ssl).

Creating the PKI artefacts needed for IBM HTTP Server
Follow these steps:

1. Start the IBM HTTP Server Key Management Utility in a command prompt
with the JAVA_HOME environment variable set.

2. Run the ikeyman utility C:\Program Files\ibm\gsk7\bin\gsk7ikm.exe.
3. Select Key Database File — New.
4. Specify the following settings (Figure 9-86):

— Key Database Type: CMS

— File Name: ihsKeyring.kdb

— Location: <IHS_HOME>\ssl (create this directory manually before
selecting OK).

New | ]
Key database type ’(:Msiv
File Name: |itheyring.kdb | Browse...
Location: [cUEMIHS s3] |
| OK | | Cancel

Figure 9-86 Setting the keystore filename

5. Select OK and specify the following settings when prompted:

— Password: itso4dyou
— Check Stash the password to a file
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6. Select OK to complete the key store creation as shown in Figure 9-87.

Password Prompt [ %]

Password: |77
Confirm Password: [~

[C] Set expiration time?

[v] Stash the password to a file?

Password Strength:

| @ || Reset || Cancel |

Figure 9-87 Setting keystore password

7. Select Create — New Self-Signed Certificate.
8. Specify the following parameters:

— Key Label: ihsExternal
— Organization: CUSTOMER
— Validity Period: 365 Days
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9. Click OK to create the certificate (Figure 9-88).

H Create New Self-Signed Certificate

Please provide the following:
Key Label [ihsExternal
Yersion X509V -
Key Size 1024 =
Common Name |wpsD.itso |
Organization ptional |CUSTOMER |
Organization Unit [ |
Locality I [ |
State/Province ptional |
Fipcode ptional |
Country or region (optional) |US w
Validity Period 365 Days
_ _ |
| ok || Reset || cance

Figure 9-88 Creating the certificate

10.Exit the IBM Key Management utility.

Reconfiguring httpd.conf for the new SSL certificate

You need to add the following entries to the httpd.conf for each Web server to
enable SSL encryption with the keystore just created:

1. Edit the file CAIBMIHS\conf\httpd.conf on wpsO0:
a. Remove the line:
Listen 80
b. Append the following lines to the end of the file:

Listen 443

LoadModule ibm_ss1_module modules/mod_ibm_ss1.so
<VirtualHost wps0.itso:443>

SSLEnable

Keyfile ss1/ihsKeyring.kdb

</VirtualHost>

c. Save and close the file.
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2. Restart the IBM HTTP Server server with the following commands:

cd c:\IBMIHS\bin
apache.exe -k stop
apache.exe -k start

Modifying virtual hosts

You need to add a virtual host entry for the SSL default port, 443, for the
application server cluster running the presentation logic to respond to requests.
Follow these steps:

1. Open the cell Administrative Console and log in.

2. Navigate to Environment — Virtual Hosts.

3. Click the default_host virtual host.

4. Under Additional Properties, click Host Aliases (Figure 9-89).

¥irtual Hosts h 3 -~ A N h 4 e

¥irtual Hosts > default host > Host Aliases
A list of one aor more DNS aliases by which the vinual host iz known,

Preferences

Mew Delete

k| (4
2
Select| Host Mame 2 Port
| * 9080
- k) &0
I_ ® 9443
r * 443
O wpsl.itsao 9080
O wpsl.itso 80
O wpsl.itsa 9443
| wps2.itso 9080
| wps2.itso 80
r wps2.itso 9443

Total 10

Figure 9-89 Host aliases

5. Click New.
6. Set the Host Name to *.
7. Set the Port to 443.
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Note: The Host Name entry can be specific to the application server host
name. In this case, you must make an entry for every individual application
server within the cluster, for example, wps1.itso, wps2.itso, and so forth.

8. Click OK.

9. Save and synchronize the changes. Click OK when complete.
10.Navigate to Servers — Clusters.

11.Select WPSCluster01.

12.Click Stop.

13.When complete, select WPSCluster01 and click Start.

Note: You must restart the application server cluster, in this case
WPSCluster01l, for the virtual hosts directives to take effect.

14.Navigate to Servers — Web servers.
15.Select webserver1 and click Generate Plug-in.

16.When complete, the message text identifies the location of the generated
plug-in file. In this example, it is:

c:\IBM\WebSphere\ProcServer\profiles\Dmgr0l\config\cel1s\WPSCel1101\n
odes\wps0.itso\servers\webserverl\plugin-cfg.xml

17.Move the plugin-cfg.xml configuration file.

The location of plugin-cfg.xml that WebSphere Plug-in uses is specified by
the WebSpherePTuginConfig variable within the httpd.conf configuration file of
IBM Http Server . Therefore, you must move the generated plugin-cfg.xml to
the path that is defined by this variable. In this example, the command is:

move
c:\IBM\WebSphere\ProcServer\profiles\Dmgr0l\config\cel1s\WPSCel1101\n
odes\wps0.itso\servers\webserverl\plugin-cfg.xml
c:\IBM\WebSphere\PTugins\config\webserverl\plugin-cfg.xml

Reconfiguring plugin-cfg.xml

You need to modify the plugin-cfg.xml file, which is located in the
C:\IBM\WebSphere\Plugins\config\webserver1\ directory, to point to the keyring
and stash files on the WebSphere server if the Web server is not on a
WebSphere node. If this is the case, you need to generate or copy these files
from a WebSphere node.
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In this example, we use the default keyring and stash files that are provided with
WebSphere. Because the IBM HTTP Server is on a WebSphere node the
automatically generated plugin-cfg.xml file points to the correct files.

For each setting of keyring in the plugin-cfg.xml file set the Value to:

C:\IBM\WebSphere\ProcServer\etc\plugin-key.kbd

For each setting of stashfile in the plugin-cfg.xml file set the Value to:
C:\IBM\WebSphere\ProcServer\etc\plugin-key.sth

The <VirtualHostGroup Name="default host"> must be listening on port 443.

Restarting IBM HTTP Server
Restart IBM HTTP Server with the following commands:

cd c:\IBMIHS\bin
Apache.exe -k stop
Apache.exe -k start

9.4.4 Configuring the remote enterprise service

To configure the remote enterprise service:

Open the wps3.itso Administrative Console and log in.
Navigate to Environment — Virtual Hosts.

Click the default_host virtual host.

Under Additional Properties, click Host Aliases.
Select *:80 and *:9080 host aliases.

Click Delete.

o a0k 0N~

Note: This represents a remote web service that only allows SSL
connections.

7. Open a command prompt, and restart the server with the following
commands:

cd c:\IBM\WebSphere\AppServer\profiles\WASNode0O1\bin
stopServer.bat serverl -username wsadmin -password itsodyou
startServer.bat serverl -username wsadmin -password itsodyou
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9.4.5 Testing the scenario

This section tests the environment and the application it hosts, and shows
load-balancing occurring through the business flow.

Starting the environment
To start the environment:

1. Ensure that all layers of the environment: presentation, business and remote
enterprise services, are started.

2. Ensure that all applications are running in these layers.

Business testing

Testing the application involves accessing the JSP front end from the IBM HTTP
Server server. Follow these steps:

1. Open a browser to https://wps0.itso/ITSOWPSCpTxPrsWeb/. Because
security is enabled, the initial panel is a login prompt, as shown in
Figure 9-90.

Login to Business User Client

Enter user name and passward, then click Lagin.

Mame: |
Fassword:
Login |

Figure 9-90 Accessing the business

2. Log in by entering a name of wsadmin and a password of itso4you. This name
and password is authenticated using the LDAP server.

Chapter 9. Implementing the Full Support topology for WebSphere Process Server 421



3. You are presented with the window shown in Figure 9-91.

+ HOME N A
Business User Client
‘) Process
-+ Startprocess
~ My Tasks
‘> My Tasks
-+ Open + Open
+ Claimed Selectthis o claim a task from a list ofthose that have heen started.
+ Claimed
iieee Selectthis to see a listof the tasks that have already been started and claimed. You can then cormplete a
ok tagk by choosing it and insering the necessary output data,

Figure 9-91 Accessing the presentation layer JSP through IBM HTTP Server

4. Under the left-hand menu, click Start process.

5. Select complexAccountClosure.

6. Enter an arbitrary account number and branch number, as shown in
Figure 9-92, then click Start.

* HOME
Process > Start Process

» Process
Insertinput data to start the process.

(= Startprocess

> My Tasks | Account number 25958

= Open Branch number I?????l
= Claimed
Cancel

> User: wsadmin |

= Logout

Figure 9-92 Starting the account closure process

7. A message displays stating that the process has started correctly.

8. Under the left-hand menu, click Open.
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9. Scroll down to select the open task just created, as shown in Figure 9-93.

= HOME

» Process

= Start process

> My Tasks

= Open

= Clairmed

> User: wsadmin

= Logout

= complexfccountClosurefcomplextccountClosuraTaskl

= complexfccountClosurefcomplexaccountClosuraTaskl
# complexfccountClosurefcomplextccountClosuraTaskl
# complexfccountClosurefcomplextccountClosureTaskl
= complexfccountClosurefcomplexaccountClosuraTaskl
= complexfccountClosurefcomplexaccountClosuraTask]
= complexfccountClosurefcomplexaccountClosureTask]
= complexfccountClosurefcomplextccountClosureTaskl
= complexfccountClosurefcomplextccountClosureTaskl
= complexfccountClosurecomplextccountClosureTaskl
(“:"c0mpIexAccountCIOSure$complexAccountCIosureTas@

ltems found: 15 Fage 1 of 1 == Itemsperpage:lED 'l

Refresh

4|

212807 6:11:
2128007 6:17:
2128007 6:20:
2128007 6:21:4
2128007 6:24:4
2128007 6:24:1
2128007 6:24:
3107 5:24:5
307 5575
3MI07 6:52:31
31407 7:20:1

Figure 9-93 Opening a task

10.Click Claim, as shown in Figure 9-94.

= HOME

> Process

(=% Start process

> My Tasks

= Open

= Clairmed

» User: wsadmin

= Logout

My ToDo's > Open >

complexAccountClosure$complexAccountClosureTaskl

Select 'Claim'ifthis is the task you want to wark an.

« Input Data

accountld: 9999
branchld: 77777
halance: 12633.54

Figure 9-94 Claiming a task
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11.Select confirm, and click Complete, as shown in Figure 9-95.

* HOME

My ToDo's > Open >
> Process | complexAccountClosure$complexAccountClosureTaskl

=+ Start process

Enter the values for the output data of your task.

> My Tasks
 Input Data
% Open L
= Claimed accountld: 9995
branchld: 77777
halance: 12633.54
> User: wsadmin |
= Logout ~ Output Data
confirm: W

Save | Release |

Figure 9-95 Confirming an account closure request

This end-to-end process has sent a request to close an account through the
following path:

1. The client browser sent a request to IBM HTTP Server over HTTPS.

2. The associated WebSphere Plug in passed this request to one of the
WebSphere Process Server cluster members running the presentation
application over HTTPS.

3. The presentation application called the local business application that is
running on the same server, with RMI/IIOP.

4. The business application EJB called the remote enterprise service using
SOAP/HTTPS.

424 Production Topologies for WebSphere Process Server and WebSphere ESB V6



Part 4

Appendixes
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Additional material

This book refers to additional material that you can download from the Internet as
described in this appendix.

Locating the Web material

The Web material associated with this book is available in softcopy on the
Internet from the IBM Redbooks Web server. Point your Web browser to:

ftp://www.redbooks.ibm.com/redbooks/SG247413

Alternatively, you can go to the IBM Redbooks Web site at:

ibm.com/redbooks

Select the Additional materials and open the directory that corresponds with
the IBM Redbooks form number, SG24-7413.
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Using the Web material

The additional Web material that accompanies this book includes the following

files:
File name Description
$G247413.zip Zipped code samples

How to use the Web material

Create a subdirectory (folder) on your workstation, and unzip the contents of the
Web material zipped file into this folder.

The ZIP file includes the following directory structure:

» \EAR files

Include the enterprise applications for deployment to the WebSphere ESB
and WebSphere Process Server topologies that we describe in this book.

» \ProjectInterchange

Includes the project files that are used in WebSphere Integration Developer
V6.0.2 to build the sample applications that we use in this book.

> \LDAP

Includes an LDIF file that stores an LDAP structure that is used by a sample
application in this book.

Naming convention used for the EAR files

The EAR files supplied in the \EAR files directory use the following naming
convention:

ITSO[WPS|ESB] [Smp1|Cp1x] [Prs|Bus|Srv]App.ear

Where:

» WPS or ESB is the name of the product (WebSphere Process Server or
WebSphere ESB) for which this application has been developed.

» Smpl or Cplx indicates whether this is the simple or complex scenario.

» Prs, Bus, or Srv indicates which layer this application is intended to be
deployed to: the Presentation layer, Business layer, or Enterprise Service
layer.

For example, the enterprise application to be deployed to the presentation layer
of the WebSphere ESB simple scenario is called ITSOESBSmp1PrsApp.ear.
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Product installation

This appendix describes the installation of the following products that we use
throughout this book:

»

»
»
»
»

IBM WebSphere Process Server V6.0.2 (and WebSphere ESB V6.0.2)
IBM DB2 Universal Database Enterprise Server V8.2

IBM HTTP Server V6

IBM Web server plug-ins

Global Security Kit (GSK)

© Copyright IBM Corp. 2007. All rights reserved.
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WebSphere Process Server installation

Note: This book assumes the use of WebSphere Process Server V6.0.2 or
WebSphere ESB V6.0.2. WebSphere ESB is a subset of WebSphere Process
Server. Therefore, this section applies equally to WebSphere Process Server
and WebSphere ESB.

You can either install a new WebSphere Process Server, or upgrade an existing
configuration:

» You can install a new WebSphere Process Server v6.0.2 using either the GUI
Installation Wizard or you can install it silently with a response file. For more
information see:

http://publib.boulder.ibm.com/infocenter/dmndhelp/v6rxmx/index.jsp?t
opic=/com.ibm.wsps.602.1ins.doc/welcome wps_ins.html

» If you have a prior version installed of WebSphere Process Server (such as
WebSphere Process Server v6.0.1), you can create a WebSphere Process
Server v6.0.2 environment by applying Refresh Pack 2 for WebSphere
Process Server Version 6.0. This refresh pack is available from the IBM
support Web site for WebSphere Process Server:

http://www.ibm.com/software/integration/wps/support/

For step-by-step information about installing WebSphere Process Server, refer to

the WebSphere Process Server Information Center:
http://publib.boulder.ibm.com/infocenter/dmndhelp/v6rxmx/index.jsp?t
opic=/com.ibm.wsps.602.ins.doc/welcome_wps_ins.html

When performing the installation, consider the following information:

» Install the full product of WebSphere Process Server v6.0.2.0.

Note: The Windows operating system has a limitation for the length of the
file path. You are recommended to use a short value for WPS_HOME to
avoid encountering this problem.

— Perform a custom installation. This will give the option of whether to launch
the Profile Wizard.

— When the installation is complete, the Installation Wizard will ask if you
wish to launch the Profile Wizard. Do not create any profiles at this time.
Each chapter in this book specifies when you need to create a profile.
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» Apply any necessary maintenance to the product.

— After the installation of the product, it is always a good practice to apply
the required maintenance for the product. The information of the
maintenance is published on the IBM support Web site for WebSphere
Process Server. You can find more information here:

http://www.ibm.com/products/finder/us/finders?Ne=5000000&finderN=
1000100&trac=SUl&pg=ddfinder&collectionN=0&sid=494345711170684003
038&cc=us&1c=en&o1dC1=5000832&tmp1=%2Fproducts%2Ffinder%2Fus%2Fen
%2Ffinders&C1=5000832&C2=5429715

» Validate the installation

Upon installation, one of the following messages can be found in
WAS_HOME\logs\wbillog.txt.

INSTCONFSUCCESS
Indicates the installation was successful
INSTCONFPARTIALSUCCESS

Indicates the installation was partly successful. Some installation
actions failed but can be retried.

INSTCONFFAILED
Indicates installation was not successful. Recovery is not possible.

If the result is INSTCONFPARTIALSUCCESS or INSTCONFFAILED, the installation
did not complete successfully, and you will need to diagnose the problem.
You can find more information about the troubleshooting installation
problems at:

http://publib.boulder.ibm.com/infocenter/dmndhelp/v6rxmx/topic/co
m.ibm.wsps.602.ins.doc/doc/tins_trouble.html

Example 9-3 shows a successful installation.

Example 9-3 Successful installation

com.ibm.ws.install.ni.ismp.actions.ISMPLogSuccessMessageAction, msgl,
INSTCONFSUCCESS
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DB2 Universal Database Enterprise Server installation

This book assumes the use of DB2 Universal Database Enterprise Server V8.2
with Fix Pack 14 applied. For information about installing DB2, refer to the DB2
Information Center:

http://publib.boulder.ibm.com/infocenter/db21uw/v8/index.jsp?topic=/
com.ibm.db2.udb.doc/core/c0008880.htm

DB2 is used with WebSphere Process Server and WebSphere ESB. However
the DB2 server does not need to reside on the same machine as these products.
A DB2 Universal database driver is included in the WebSphere Process Server
(or WebSphere ESB) installation at WPS_HOME\universalDriver_wbi. This driver
may be used for any resources that are configured to utilize DB2.

Each chapter in this book describes how to create specific DB2 databases that
are required for each topology.

IBM HTTP Server installation

432

The IBM HTTP Server installation is shipped with the WebSphere Process
Server and WebSphere ESB installation image under the IHS folder. Installation
of IBM HTTP Server is straightforward. Perform the following:

1. Launch the Install Shield Wizard of IBM HTTP Server 6.0 (on Windows
environments launch install.exe).

2. On the Welcome panel, click Next.

3. On the Software License Agreement panel, accept the terms, click Next.
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4. Setthe IBM HTTP Server installation directory, then click Next (Figure B-1).

i IBM HTTP Server 6.0 Installer

install to a different directary.

L software

Directory Name:

Click Mext to install "IBM HTTP Server 6.0" to this directary, or click Browse ta

IS[=] E3

CABMIHS

InstallZhield

= Back

Erowse |

| Mext = | Cancel

Figure B-1 Select the IBM HTTP Server installation directory

5. Select Custom installation, then click Next.

6. On the Select features panel, accept the default values, then click Next

(Figure B-2).

i IBM HTTP Server 6.0 Installer

WebSphere. B iG]

Install=hield

=] e
Select the features for "IBM HTTP Server 6.0" you woauld like to install:
'::Z HTTPServer base
v Security
= Back Mext = Cancel

Figure B-2 Select the installation features
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7. Specify the TCP/IP ports to use. You must ensure that the assigned ports are
available, and are not in use by other applications. Make a note of the HTTP
port you use as you will need this value when you configure the HTTP server
plug-ins. Click Next (Figure B-3).

i IBM HTTP Server 6.0 Installer =] E3

IBM HTTF Server cammunicates using the part numbers listed below. Ifthese
ports are already in use by IBM HTTP Server or another application, then
WebSphere. EL1i0TENH change the port numbers from their default values.

HTTP Port (default 30) ISD

HTTP Administration Part {default 8008) |SDDS

InstallZhield —

= Back Cancel |

Figure B-3 Set the value for the default port and the administration port
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8. On Windows platforms, decide whether to run IBM HTTP Server as a
Windows service. We elected to define a service, so selected Log on as
Local System account, and clicked Next (Figure B-4).

i IBM HTTP Server 6.0 Installer

I [=] E3

WebSphere. ElLTE G

| v

[¥ Run IBM HTTF Server as a Windows Service
[¥ Run B HTTP Administration as aWindows Serice

& Log on as Lacal System account

" Log on as a specified user account

User narmne: |administratar

Password: |

Startup Type:

[

The user account specified to run the Windows Service must have the

following user rights:
| _>l_I

IAutomatic

# Act as part ofthe aperating system

K|

InstallZhield

= Back | Mext = ‘ Cancel

Figure B-4 Run IBM HTTP Server as a Windows service

9. On the summary

panel, click Next. The installation begins.

10.At the last panel, clear the option of Launch the WebSphere Application
Server - Plugin install and click Finish.

At this point, IBM HTTP Server will be installed. There is additional work to use
IBM HTTP Server with WebSphere Process Server and WebSphere ESB (such

as editing the httpd.conf file and running a generated script to create a Web
server). We describe the steps to perform these tasks in each of the relevant

chapters in this book.

IBM Web server plug-

Web server plug-ins for WebSphere Application Server are shipped with the

ins installation

WebSphere Process Server and WebSphere ESB installation image under the
plugin folder. Follow these steps:

1. Launch the Install Shield Wizard for Web server plug-ins (on Windows
environments launch install.exe).

2. On the Welcome panel, clear Installation roadmap and click Next.

3. On the Software License Agreement panel, accept the terms, click Next.
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4. On the System prerequisites check panel, the system checks your operating
system, and whether a WebSphere Application Server based product is
installed. If this completes successfully, click Next (Figure B-5).

4P Plug-ins installation wizard for Yersion & =] 3

System prerequisites check

The installation wizard checks your system to determine whether a supported

anﬂmre aperating system is running and whether the operating systerm has the appropriate
service packs and patches. After checking prereguisites, the installation wizard
checks for existing YWebSphere Application Server products.

Your system completed the prerequisites check successiully.

InstallZhield _— S L

= Back Cancel |

Figure B-5 System prerequisite check

5. You will be asked to select a Web server to configure. Select IBM HTTP
Server V6 and click Next (Figure B-6).

4P Plug-ins installation wizard for Yersion & =] 3

Select the Web server to canfigure. All plug-in binaries are installed, hut anly
selected Web servers are configured:

mwﬂmre  Mone

" Apache'Weh Server V2

R w  Lotus Domino Web Server VB or VB.5
E " Sun OME YWeh Server 6.0 ar Sun Java System YWeh Server V6.1
© microsoft Internet Infarmation Services B

" Microsoft Internet Information Services Vs

g
g
)

InstallEhield

= Back Mext = Cancel

Figure B-6 Select Web server to configure
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6. Set the installation scenario to Web server machine (remote). Click Next.
7. Specify an installation directory and click Next.

8. Locate the httpd.conf file from your IBM HTTP Server installed, that you
installed in “IBM HTTP Server installation” on page 432. The httpd.conf file is
located in the conf directory of the IBM HTTP Server installation. Click Next.

9. Lave the unique Web server definition name as default, and click Next.
10.Accept the default for the location of the plugin-cfg.xml file and click Next.

11.Specify the host name of the application server. This will be specific to your
scenario. Click Next and the Next again.

12.0n the summary panel, click Next to begin the installation.
13.When the installation completes, click Next and then Finish.

Global Security Kit installation
Global Security Kit (GSK) is shipped with the WebSphere Process Server and
WebSphere ESB installation image under the GSKit folder. Follow these steps:

1. Launch the Install Shield Wizard. From a command prompt navigate to the
GSKit folder and issue the command:

setup.exe gsk7bas
2. On the Welcome panel, click Next.
3. Specify a directory to install GSK. Click Next and the installation begins.

4. When the installation completes, you are presented with the panel shown in
Figure B-7. Click Finish.
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Setup Complete

Setup has finished instaling GSEF on your computer.

Setup can launch the Read Me file and GSKT. Chooze the
options pou want below,

Click Finizh to complete Setup.

Figure B-7 Setup complete
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IBM Tivoli Directory Server
(LDAP)

An LDAP server is used to enable security within WebSphere Application Server
and related products. WebSphere Application Server related products offer three
security enablement options:

» Local OS
» LDAP
» Custom registry

Local OS is rarely used in production topologies as it does not scale. For
example you cannot use Local OS across two separate servers as the security
tokens used include both the hosthame and the OS user in their creation so
host1:user1 is not the same as host2:user1.

The Custom registry option is viable, but increases complexity. The most
common security enablement mechanism is an LDAP server of some kind.

This appendix describes how to install IBM Tivoli Directory Server V6.0 (ITDS)
and configure an LDAP directory for use with WebSphere Application Server
based products.
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Installing Tivoli Directory Server

Before starting an LDAP installation on UNIX it is necessary to switch to an X
session. Typically, this is achieved using the startx command as the root user.

By default a Linux installation creates a new user, ids1dap, with shell /bin/ksh
and .profile configuration to include the path and environment variable settings
for LDAP usage. The default for DB2 is the bash shell (using .bashrc). When this
user needs to run DB2 commands, it is necessary to change the shell to bash by
typing bash at the ksh shell prompt.

By default, the DB2 instance for LDAP (the idsldap instance) will be listening for
connections on port 3700. The following example installs ITDS V6.0 onto a Red
Hat EL 4 Update 2 server. The DB2 supporting database is already installed
locally.

1. Insert the DVD with the installation media on it. As the root user, mount the
drive and copy the files (or extract them) to /opt/ldapsource:

mount /dev/dvd

mkdir /opt/ldapsource

cp -r /media/cdrecorder/* /opt/ldapsource
cd /opt/ldapsource

2. Start the installation from /opt/ldapsource by running the setup command.
./setup

3. Select the appropriate language and click OK.

4. Select Next at the welcome panel, Accept the license, and select Next again.

5. The installation should detect the DB2 product as already installed, select
Next at the panel as shown in Figure C-1.

The following applications have been identified on your system.

DBE2 B.1.2.112

Figure C-1 Preinstalled software

The products shown in Figure C-2 are installed. If the Web Admin Tool and
WebSphere Application Server Express are not needed, this part of the
product can be removed as there are other mechanisms for performing LDAP
administration.

6. Select Next when the correct features are selected.
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Select the features tao install:

[~ Client SDK 6.0

[~ Java Client 5.0

[“web Administration Tool 6.0

[T Proxy Server 6.0

[T Server 6.0 (Full Server Package)

["embedded version of WebSphere Application Server - Express
_|DB2 V8.2

[T osKit

Descriptian:

Space required for /: 16 MB  Awvailable: 1081 MB
Space required for fopt: 346 MB Awailable: 3113 MB

Figure C-2 Components for installation

Note the location of the installation as shown in Figure C-3. The location of
the installation is under the /opt file system, which was previously created for
product installations.

IEM Tivoli Directory Server 6.0 will be installed to the following directary: —
foptfibm/ldap/vE.C

The following features will be installed:

Figure C-3 Installation directory

7. Select Next and the product installation begins. The status of the installation
displays at the bottom of the panel, as shown in Figure C-4.

Installing RPM Package

= 31%

Figure C-4 Installation status bar

8. Select Yes and Next if prompted about existing links, this occurs if you have
previously uninstalled the product but not tidied up or there are existing LDAP
components installed (by default with this install of Red Hat).
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User and Group modifications
After the installation is complete and before creating a new directory instance set
the password for the newly created idsldap user:
1. Login as root and issue the following command:
passwd idsldap
You must enter the new password twice. Set the new password to itsodyou.
Refer to Figure C-5.

Changing password for user idsldap.

New UNIX password:
Retype new UNIX password:

Figure C-5 Setting the password for idsldap

2. Next, you add the users root and idsTdap to the group db2grpl. Issue the
following command to configure the groups:

vi /etc/group
3. Scroll down and add root,ids1dap to the entry for db2grpl as shown in
Figure C-6:

gdm:x:42:
pegasus:x:500:
gb019470:x:501:
dasadml:x:101:wpsinstl

db2fgrpl:x:103:
idsldap:x:502:root
— INSERT ——

Figure C-6 /etc/group modifications

4. Save the changes in vi.
5. Finally, the /home/idsidap directory needs to be group writeable. As the root
user issue the following command:

chmod -R g+w /home/idsldap
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Creating the LDAP Instance

When installation is complete, the instance administration tool starts. You need to
create a new instance for the LDAP directory. Follow these steps:

1. Click Create as shown in Figure C-7.

IEM Tivoli Directory Server 6.0 (=[5 ]*]
2 \\"?\ Installation is noww complete.

. A configuration tool has been launched. To use IBM Tivoli Directory Server, you must configure a directory server
\ instance™whose name matches a user nathe on the system. In addition, you must configure an administrator

distinguished name and password for that directory server instance. If you plan to create a directory server instance
! rather than a proxy server instance, you must also configure a database™ It is recommended that you perfarm this

IEM Tivoli Directory Server, Instance Administration Tool

InztallShield

<back | beas= | [ Finish

Figure C-7 Creating an LDAP instance

2. Inthe next panel, ensure that you are creating a new directory server instance
as shown in Figure C-8 and select Next.

Figure C-8 Creating a new instance
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3. Enter the instance details in the next panel. The details are shown in
Table C-1.

Table C-1 LDAP configuration settings

User idsldap
Install location /home/idsldap
Encryption seed itso4youitso

Needs to be at least 12 chars long

Description WAS LDAP Instance

4. Select Next when you have added these entries (Figure C-9).

Figure C-9 LDAP configuration panel

5. The next panel sets the new DB2 instance name. In this example, you create
an instance called ids1dap, as shown in Figure C-10. Select Next when this is
correct.

idsidagl /]

Figure C-10 DBZ2 database instance name
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6. In the next panel, accept the default to listen on all IPs as shown in
Figure C-11 and select Next.

I

Figure C-11 Listen on all IP addresses for multihome hosts

7. Accept the default ports as shown in Figure C-12 and select Next.

| 338
- 539

Figure C-12 Default port settings

8. Ensure that both optional settings for users and database are selected
because you will configure these next. (Figure C-13). Click Next when the
settings are correct.

Figure C-13 Additional steps
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9. The user cn=root is the default, set the password (twice) to itsodyou as
shown in Figure C-14 and click Next to continue.

en=root

e
vy |

Figure C-14 LDAP Admin DN

10.Use the ids1dap user to configure the database, set the password to itsodyou
and give the database a name: 1dap. (Figure C-15). Select Next to continue.

dslgap
e 4

dap |
Figure C-15

11.Select the defaults on the next panel, as shown in Figure C-16 and click Next.

Figure C-16 Database options

12.0n the summary page, verify the settings and click Finish to create the LDAP
instance and the associated DB2 instance and database.
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The installation shows the current progress. Figure C-17 shows example
output.

Figure C-17 LDAP creation - output
13.When completed, click OK at the Task Completed message and then close

the status window. The new instance is shown in the original instance admin
tool window (Figure C-18).

idsldap

Figure C-18 Newly created LDAP instance
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14.Click View to see the details of this instance (Figure C-19).

- General details
Instance name ids=ldap

Type Directory server
Yersion £.0

Description WAS LDAP Instance

Location Jhome/fidsidap

- TCP { IP details

IP addresses All
Server port 3289
Server secure port [F13
Admin daemon port 3538

Admin daemon secure port 3539

Figure C-19 Instance details

15.Click OK to close the view window and Close then Yes to finish the
installation. Click Finish in the product installation window.

Note: If you need to rerun the create instance wizard, the command you need
to use is idsxinst.

ITDS is now installed and running.

Verification and start up
To verity the installation:

1. As the idsldap user issue the following command to verify the status of the
server:

ibmdirctl -D "cn=root" -w itsodyou status

2. If the status is not running, then issue the following command when logged in
as the ids1dap user from the ksh shell to start it up (this might take about a
minute and the DB2 ids1dap instance must be running):

ibmdirctl -D "cn=root" -w itsodyou start

You can ignore any rc=-1 error. This error is fixed with ITDS V6.0 Fix Pack 3.
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Configuring Tivoli Directory Server

Figure C-20 illustrates the directory structure to be created.

0=CUSTOMER
cn=security
cn=&ers
jmsuser1 .
jI'I‘ISLISBI'Z : Is a mambear of cn=g| oups
sca > » | Administrators
> b <
root v
wsadmin

Figure C-20 LDAP directory structure

To create a starting suffix for the schema before loading an LDIF into the
directory, follow these steps:

1.

Login as root and issue the command xhost + to allow connection to the root
X windows session.

From the same window change to the ids1dap user and verify the DISPLAY
variable is set.

su - idsldap
echo $DISPLAY

To add a new suffix the server must be stopped. Again as the ids1dap user
issue the command:

ibmdirctl -D "cn=root" -w itsodyou stop

Start up the ITDS configuration tool

idsxcfg

From the tasks panel (left-hand side), click Manage suffixes.
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6. On the right-hand side set the Suffix DN to be o=customer and click Add.
This creates the top level under which the rest of the directory structure can
be created.

7. Click OK to complete this change (Figure C-21).

pmcustomer

| Manage suffixed ch=localhost

Figure C-21 Adding the new suffix

8. When the suffix is created, exit the idsxcfg tool.

Creating the directory values

The directory structure can be created manually from the idsxcfg tool, we could
import an existing LDIF with the tool, or use another tool to import an existing
LDIF file. You will choose the latter. Follow these steps:

1. Download and unzip an LDAP browser. You can download an example from:
http://www-unix.mcs.anl.gov/~gawor/ldap/

2. You can launch this browser by running the 1de.bat script that comes with it.
There is a requirement for JAVA to be installed and in the system path.
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3. Create a connection to the LDAP server as shown in Figure C-22 (password
is itso4you). Ensure that Anonymous bind is unchecked, save the

connection, and Open it.

éﬁ Edit Session

|/Name Connection || Options_ |

Host Info

Host: |LDnP ' port: |339

| Version: la

Base DN: |O=CUSTOMER

|v|

[[] ssL

Fetch DNs

User Info

User DN: |cn=r00t

[] Anomymous hind

| [Z append base DN

Password: |"""“"“"’

| Save H Cancel |

Figure C-22 Configuration for connecting to LDAP

4. Select the O=CUSTOMER suffix and click LDIF — Import.

5. Browse to the LDIF file orig.1dif which can be found in the \LDAP\ directory
of the additional material supplied with this book. To obtain this additional
material, refer to Appendix A, “Additional material” on page 427. Verify that
Update/Add is selected and click Import. Refer to Figure C-23.

File Edit View LDIF Help

EBREDRRRREEER

[ 0=CUSTOMER 4| attribute

| valus

lnhipctela

nrraniz

<5 LDIF Import

BEX

LDiF File: |eﬁing51gbﬂ1 EI4?DlDesk‘[UmWF'Slurig.ldid‘

Import method
) Add onby
) Update onhy
(@ Update/Add

| Import ” Cancel

Figure C-23 Importing an LDAP directory structure via an LDIF
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6. The directory structure will be imported, the example LDIF adds 10 new
entries. Click OK to close the import windows (Figure C-24).

&
File Edit View LDIF Help

@ |%"ﬁ"*| ||B ” # ” B < LDIF Import [Z]@
[ 0=CUSTOMER
@ [ cn=security
@ 3 cn=users
& cr=jr o g% Finished
@ T cn=jr —lf Read 10 total entries. All successfully imported.
& [ crerc LDIF Files E

@ T cn=w
& [ cn=c Import meth

@ 3 cr=arout oK

& [ cr=h,

DG Oy

® Update/idd

Import || Cancel |

Figure C-24 LDIF successfully imported
It is now possible to browse through the structure that you have created for
use in WebSphere security.

7. Close the LDAP browser.

ITDS Configuration is now complete.

Tivoli Directory Server useful commands

This section includes a few useful commands for control of the LDAP
environment:

» To start the LDAP server the LDAP database must first be running. Login as
the idsldap user, switch to the bash shell and start the database.

bash
db2start

» To start the ITDS Admin process, login as the idsldap user and issue the
following commands once DB2 has started (this should be done from the ksh
SHELL not bash):

ibmdiradm -I idsldap # Start the ITDS Admin process
ibmdirctl -D "cn=root" -w itsodyou start
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Note: If this start command returns an rc=-1 error, you can ignore this
error. If you apply the ITDS V6.0 Fix Pack 3, this harmless error can be
removed.

The following command also starts the ids1dap instance (if run as the root
user):

ibmslapd -I idsldap -n

To get the server status use:

ibmdirctl -D "cn=root" -w itsodyou status

To verify the server is responding use the 1dapsearch command:
ldapsearch -b "o=customer" "cn=*"

This will display all container entries below o=customer

To stop the LDAP server issue the command:

ibmdirctl -D "cn=root" -w itsodyou stop

To stop the ITDS Admin process issue the command:

ibmdirctl -D "cn=root" -w itsodyou admstop
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New product features used
in the sample applications

This chapter provides information relating to the development of the sample
applications that we describe in Chapter 5, “Scenarios that we use in this book”

on page 65.

In our sample application, we use two new features that are available with

WebSphere Integration Developer 6.0.2:

» Automatic client generation for business processes and human tasks

» Event Emitter mediation primitive to emit business events from within a
mediation module

How to use these new features is the topic of this appendix.
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Generating human task interfaces

The presentation layer application for the complex business scenario has been
developed using new functionality available in WebSphere Integration Developer
V6.0.2. This functionality simplifies the building the graphical user interface for
the business process.

It is possible to generate a client from a module, business process, or a human
task. To generate a client for a human task, proceed as follows:

1. In the Business Integration view of WebSphere Integration Developer,
right-click the human task or tasks that requires a user-interface, and select
Generate User Interfaces. To generate a client for multiple tasks in different
modules, select each module in the business integration view while holding
the Ctrl key. The User Interface Wizard for Human Tasks launches. See
Figure D-1.
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Figure D-1 Generate User Interface launch

Note: if the generated client is intended to be able to start processes, then this
process must have a human task defined for the initial receive activity /
activities.

2. On the Client Generator Selection page, proceed as follows:

a. In the Generator type field, choose the generator that you will use to
create this client. By default, the JSF Custom Client is selected.

b. Use this list to choose the human task or tasks for which you want to
generate the client. Expand the tree until you find the required human
task, and then enable the associated check box for each task.
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3. On the JSF client configuration page, proceed as follows:
a. In the Name of dynamic Web project field assign the client name.

b. In the Company logo field, specify the file location of a graphic file
containing a company logo. This logo will appear as a banner on the top of
the generated client Web page. Only GIF or JPG files with an image
height of 50 pixels are accepted.

c. Inthe Client view area, there are two choices. Choose Local if a single
application server will host both the generated client and the related
processes and tasks. Choose Remote if, in the same cell, the generated
client will be deployed on one server, and the related processes and tasks
on another.

d. Inthe Style area, you can choose from the two styles that are provided for
your generated client. If neither of these meet your needs, then you can
adjust the CSS file accordingly, without needing to regenerate the client.
The CSS file is located in the generated web project in
WebContent\theme\styles.css.

4. On the second JSF client configuration page, select the custom properties (as
defined in your business process) that need to be generated with the client.
The custom properties can be used as filter criteria for search activities.

5. When you are done, click Finish. The application is created by the tool, and a
confirmation message displays. See Figure D-2.

Client generation completed.

\E) The J5F client has been generated to a \Web Project called "ITSOWPSCplxPreswweb",
Ta deploy ywour client on the server, proceed as follows:
1. In the server view, select "Add and Remove Projects” in the context menu to add your client project.
2, Open & browser with the Following URL: http:/flocalhost: 9080/ 1TSOMWPSCplxPresweb

For more help, please select Help = Help Contents = WebSphere Integration Developer - > Assigning human tasks -=
‘working with clients in the human task editor - = Deploying a generated client to a test environment

Figure D-2 Generate User Interfaces confirmation message

For our scenario, we added the start process functionality to the application
provided by the Generate User Interfaces.
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Using the Event Emitter mediation primitive

This section discusses the Event Emitter mediation primitive that was introduced
with WebSphere Enterprise Service Bus V6.0.2.

Introduction

Usage

The Event Emitter mediation primitive sends out business events during a
mediation flow. The events are generated in the form of Common Base Events
(CBE) and are sent to a Common Event Infrastructure (CEI) server.

You can generate events that include all or part of the message being processed,
by setting the Root property. The Root property is an XPath expression that
specifies the section of the Service Message Object (SMO) that is included in the
CBE application specific elements (extended data elements). The Root property
can specify the complete SMO, a subtree or a leaf element.

If you do not set the Root property then you generate events that do not contain
any part of the message being processed. You also generate events that do not
include the message in another way: if you specify the Root property, but its
value does not match any of the elements in the SMO when the message is
mediated.

The Event Emitter mediation primitive has one input terminal and two output
terminals. One output terminal is for successful output and one for failure output.
The input terminal is wired to accept a message and the output terminals are
wired to propagate a message. The successful output terminal propagates the
original message. If an exception occurs during the processing of the input
message, then the fail terminal propagates the original message, together with
any exception information.

The recommended best practice is to use the Event Emitter mediation primitive
to indicate an unusual event, such as notification of a failure within the flow or an
unusual path executed in a flow. In our scenario we use the Event Emitter for
logging stock orders when the marketplace is neither U. S. nor U. K.

When you place event emitters within a flow you should consider the possible
number of events that may be generated as well as the size of the message that
will be stored within the event. Placing an event emitter within the normal flow
execution path will generate many events compared to placing it within an
unusual event or failure path. In addition, consider configuring the emitter to store
only significant message data rather than the complete message to reduce the
overall size of the event.
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You can use the Event Emitter mediation primitive to record a failure in another
mediation primitive, and then continue processing. To do this you wire the fail
terminal of the previous mediation primitive to the input terminal of the Event
Emitter mediation primitive; and wire the output terminal of the Event Emitter
mediation primitive to the next step in the flow.

Figure D-3 shows how the Event Emitter is used inside the mediation flow from
the complex business process scenario that we use in this book.

Select a source operation, connect it ko one or more target operations, and define the mediation Flow,

(1) stockOrder USbrokerPartner
U7 getorder o o placerder
LKbrokerIPartner

7 placeorder

&

1 mput L] DiffarentMarket Trwoke - placeOrder : Ushro...
E.>_1 Request - getCrder : stock... Callout | L
’ 3 brokes
M 5 Usbrokerl placeOrder | UKbrokerIPartner
E 7 brokerFiter Callout | 2
El UkbrokerT

Immediate Response

Input Response Dﬂ.

)
*

Figure D-3 Event Emitter in mediation flow

In this case, we use the Event Emitter mediation primitive in combination with the
brokerFilter Message Filter mediation primitive to generate business events
based on message content. We wire one of the output terminals of the Message
Filter mediation primitive to the input terminal of the DifferentMarket Event
Emitter mediation primitive and wire the output terminal of the Event Emitter
mediation primitive to the USbrokerI XSL Transformation, the next step in the
flow.
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Abbreviations and acronyms

BPC

BPEL

BRM
CBE
CEl

CRM

Csl

DDL
EIS

EJB
ERP
ESB
GSK
HA
HTM
IBM

IHS
ITSO

J2EE

JAAS

JMS
LDAP

LTPA

MDB

Business Process
Choreographer

Business Process Execution
Language

Business Rules Manager
Common Business Event
Common Event Infrastructure

Customer Relationship
Management

Common Secure
Interoperability

Data Definition Language

Enterprise Information
System

Enterprise JavaBean
Enterprise Resource Planning
Enterprise Service Bus
Global Security Kit

High Availability

Human Task Manager

International Business
Machines Corporation

IBM HTTP Server

International Technical
Support Organization

Java 2 Platform, Enterprise
Edition

Java Authentication and
Authorization Service

Java Message Service

Lightweight Directory Access
Protocol

Lightweight Third Party
Authentication

Message Driven Bean
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POJO
QoS
RDBMS

SCA

SCDL

SDO
SiB
SMO
SOA
SSL
SSO
SWAM

UML
WAR

Plain Old Java Object
Qualities of Service

Relational Database
Management System

Service Component
Architecture

Service Component Definition
Language

Service Data Objects
Service Integration Bus
Service Message Object
Service-oriented Architecture
Secure Sockets Layer

Single Sign-on

Simple WebSphere
Authentication Mechanism

Unified Modeling Language
Web Archive
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Related publications

We consider the publications that we list in this section particularly suitable for a
more detailed discussion of the topics that we cover in this book.

Online resources

These Web sites are relevant as further information sources:

>

WebSphere Process Server product overview
http://www.ibm.com/software/integration/wps/
WebSphere Application Server product overview
http://www.ibm.com/software/webservers/appserv/was/
J2EE 1.4 specification

http://java.sun.com

DB2 Universal Database product overview
http://www.ibm.com/software/data/db2/udb
WebSphere Process Server security overview

http://www.ibm.com/developerworks/websphere/library/techarticles/060
2_khangoankar/0602_khangaonkar.htm]

Java 2 security with WebSphere Application Server based products

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topi
c=/com.ibm.websphere.express.doc/info/exp/ae/csec_rsecmgr2.html
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http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websphere.express.doc/info/exp/ae/csec_rsecmgr2.
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websphere.express.doc/info/exp/ae/csec_rsecmgr2.

How to get IBM Redbooks

You can search for, view, or download Redbooks, Redpapers, Hints and Tips,
draft publications and Additional materials, as well as order hardcopy Redbooks
or CD-ROMs, at this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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Service Integration Bus (SIB) 28, 48, 101, 242, 331
service logic 309, 408
Service Message Object (SMO) 459
service names X
service provider 45, 49, 55, 412
service request 94, 152
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Sl Bus 48, 51
See also Service Integration Bus
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single sign-on (SSO) 389
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