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the very latest IBM Tivoli® Storage Manager in heterogeneous environments.

You will learn how to implement and operate IBM Tivoli Storage Manager. You
should already have a conceptual understanding of IBM Tivoli Storage Manager.
We show you how to set up and implement the software, covering basic and
advanced topics for Windows-based, AIX®-based, and Linux-based operating
system platforms.

We demonstrate how to handle all of the important tasks necessary to protect
your business: planning, client and server installation, operations, performance
considerations, SAN environments, NDMP, and much more.

This practical guide is intended for these audiences: system administrators, new
to IBM Tivoli Storage Manager, who are asked to commence a basic IBM Tivoli
Storage Manager implementation for the very first time; as well as administrators
who want to learn more about the basic and advanced components and their
implementation. This book is also a very valuable resource if you are planning to
become a certified IBM Tivoli Storage Manager consultant.

A companion redbook, /BM Tivoli Storage Management Concepts, SG24-4877,
is available. It covers concepts, architecture, and systems management features
of IBM Tivoli Storage Manager and shows complementary products available.
That book is a useful general introduction for people who have had no previous
exposure to IBM Tivoli Storage Manager.
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Region.
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Part 1

Introduction

The objective of this book is to provide material describing how to implement and
operate IBM Tivoli Storage Manager. We assume a basic knowledge of IBM
Tivoli Storage Manager, which you can gain by reading the companion IBM
Redbook, IBM Tivoli Storage Management Concepts, SG24-4877.

A successful implementation of IBM Tivoli Storage Manager benefits enormously
from planning prior to attempting to set up the environment. The planning for
what equipment is needed (such as hardware platform, size of processor,
network connectively, and tape library) should all have been done before trying
to make IBM Tivoli Storage Manager work in an environment that may not be
suitable.
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Implementation checklists

In this chapter we offer an overview of the IBM Tivoli Storage Manager
environment described in our book, as well as implementation checklists for
planning, installing, and operating that environment.

Our environment provides an integrated solution that incorporates client and
server options, basic performance recommendations, and operational
processes. In our experience, this environment has been shown to satisfy the
most common client requirements while also forming a sound basis for
extension.

The checklists provide step-by-step processes to plan and implement an IBM
Tivoli Storage Manager environment. Although geared towards our book
environment, the checklists can be used for any implementation. There are
separate checklists for planning the environment, server implementation, client
implementation, and daily operations.

We have provided planning sheets, option files, and administrative macros to
help plan and implement your IBM Tivoli Storage Manager environment.
Appendix A, “Planning and sizing worksheets” on page 723, and Appendix B,
“Book support material: macros and scripts” on page 729, provide copies of
those materials.
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1.1 The big picture

4

Any Tivoli Storage Manager solution consists of a number of pieces that are
crafted to satisfy a particular set of requirements. These solution pieces include
definitions for data storage management, policy management, user
management, and operational management.

The difficulty is in determining how to craft each of these pieces to complete the
solution jigsaw puzzle. This is complicated by the vast number of options and
variations that are possible with Tivoli Storage Manager.

This book is not designed to be a follow-along implementation guide that will
actually install, configure, and implement Tivoli Storage Manager in your
environment. Rather, the book is designed to provide you with step-by-step
instructions and examples that you can follow when you design and implement
your solution in your specific environment with your business policies and needs.

We have developed a functional Tivoli Storage Manager environment that has
been shown to satisfy a number of key client requirements. Those key
requirements are:

Multiple backup copies of files to be kept
Second copy of backup data to be kept off-site
Restore time to be minimized

High level of automation

vyvyyy

Our environment also incorporates basic performance tuning recommendations
and operational procedures for onsite-offsite tape movement. It forms a sound
platform for future development.

Figure 1-1 on page 5 shows the data storage management perspective of our
Tivoli Storage Manager environment. The figure shows the flow of data to and
from the onsite storage pools and off-site copy pools. Some key features of this
environment are:

» Separate storage pools for client directory information and client data

» Client data written to a disk storage pool, then migrated to tape storage pool
» Duplicate copies of onsite data created for off-site storage

» Mirrored Tivoli Storage Manager database and recovery log
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Figure 1-1 Our IBM Tivoli Storage Manager environment

The two primary disk storage pools hold client directory information (DISKDIRS)
and client data (DISKDATA). The remaining storage pool (TAPEDATA) is on tape
and holds only client data. A copy of the client data is stored in one off-site
storage pool (OFFDATA), and a copy of the client directory data is stored in
another storage pool (OFFDIRS).

1.1.1 Our support material

We provide worksheets, option files, and administrative macros to help plan and
implement your Tivoli Storage Manager environment.

The worksheets are used during the planning phase of a Tivoli Storage Manager
implementation, which we use and discuss in Chapter 2, “Implementation
planning” on page 15.
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The option files provided are examples for customizing your Tivoli Storage
Manager server and clients. If you want to use them in your implementation, you
need to modify the example files to fit into your environment, and replace the
existing options files with these.

The administrative macros are used to reduce some steps in your Tivoli Storage
Manager implementation. Again, you need to modify some of the macros to meet
specific requirements in your Tivoli Storage Manager environment.

The support material we use here is available in softcopy on the Internet from the
Redbooks Web server. Point your Web browser to:

ftp://www.redbooks.ibm.com/redbooks/SG245416

Alternatively, you can get to the same Web page at:
http://publib-b.boulder.ibm.com/Redbooks.nsf/RedbookAbstracts/sg245416.html?0pen

Select Additional Materials and click the suggested link.

We provide two files. Each file contains all the support material in compressed
format. The UNIX platform file is named sg245416.tar, and the Windows platform
file is named sg245416.zip.

Table 1-1 lists the contents of the support material from those files.

Table 1-1 Our support material

File name Contents

dsmopt.aix Client user options file for AIX

dsmopt.nw Client options file for NetWare

dsmopt.win Client options file for Windows

dsmserv.aix Server options file for AIX

dsmserv.mvs Server options file for MVS™

dsmserv.win Server options file for Windows NT/2000

dsmsys.aix Client system options file for AIX

mac.admins Administrative macro to define administrators

mac.optionsets Administrative macro to define client option sets

mac.schedules Administrative macro to define administrative and client
schedules

mac.scripts Administrative macro to define server scripts
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File name

Contents

mac.stgcreate

Administrative macro to create storage pools

mac.stgdelete

Administrative macro to delete default storage pools

mac.policy Administrative macro to define policy domains, policy sets,
management classes, and copy groups
planning.123 Planning spreadsheets (Lotus® 123 format)

plan_sampledata.123

Planning spreadsheets (Lotus 123 format) with some
sample data

planning.xls

Planning spreadsheets (Microsoft Excel format)

plan_sampledata.xls

Planning spreadsheets (Microsoft Excel format) with some
sample data

readme.1st

Contents of support materials

We recommend that you download the support material files into a separate
directory on a system from which you can run an administrative command client.
In our experience, the implementation works best when you choose a UNIX or
Windows platform for that system.

1.2 Planning checklist

Proper planning for your Tivoli Storage Manager environment is critical to the
success of the implementation. This cannot be stressed enough. Plan first, verify
the plan, then execute the plan.

The tasks contained in the Tivoli Storage Manager planning checklist are shown
in Table 1-2. You should complete all of these tasks before implementing the
Tivoli Storage Manager environment.

Table 1-2 Planning checklist

Tasks

Refer to

Download our support materials. Table 1-1 on page 6

Complete client requirements worksheet. 2.2, “Client environment data” on

page 16

Complete data retention worksheet. 2.3, “Data retention requirements” on

page 26
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Tasks

Refer to

Choose server platform.

2.4, “Server architecture considerations”
on page 30

Size Tivoli Storage Manager server.

2.5, “System size” on page 33

Determine network load.

Table 2-8 on page 37

Complete Tivoli Storage Manager
database worksheet.

Table 2-9 on page 43

Complete Tivoli Storage Manager recovery
log worksheet.

Table 2-10 on page 44

Complete Tivoli Storage Manager storage
pool worksheet.

Table 2-11 on page 48

Complete Tivoli Storage Manager disk
worksheet.

Table 2-13 on page 49

Determine tape library.

2.9.2, “Tape libraries” on page 52

Determine number of tape drives.

Table 2-15 on page 51

Determine number of tape volumes.

2.10.1, “On-site volumes” on page 53
and 2.10.2, “Off-site volumes” on
page 56

Complete administrator worksheet.

Table 2-16 on page 59

1.2.1 Server implementation checklist

The server checklist identifies those tasks you must complete to set up this Tivoli
Storage Manager server environment. The tasks contained in the checklist are
shown in Table 1-3. These tasks are performed by either the system
administrator or the Tivoli Storage Manager administrator.

The checklist consists of a series of tasks that must be performed sequentially.
Each task in the table has a reference to another section in this book. The
referred section contains the specific details about how to complete that task. For
some tasks, we additionally refer to the macro file we provide, as described in

1.1.1, “Our support material’ on page 5.

Table 1-3 Server implementation checklist

Tasks

Refer to: Macro

Download latest server code fixes.

3.2, “Latest software
updates” on page 68
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Tasks

Refer to:

Macro

Install base server code and latest fixes.

3.3, “AlX server
installation” on page 70,
3.4, “Linux server
installations” on page 72
or 3.5, “Windows
2000/2003 server
installation” on page 78
for your specific platform

Update server options file.

3.7.1, “Server options file”
on page 91

Create database volumes.

5.1, “Database” on
page 188

Create recovery log volumes.

5.2, “Recovery log” on
page 192

Mirror database.

5.6.1, “Database
mirroring” on page 205

Mirror recovery log.

5.6.2, “Recovery log
mirroring” on page 206

Remove default database volumes.

5.7.1, “Removing the
default database volume”
on page 207

Remove default recovery log volumes.

5.7.2, “Removing the
default recovery log
volume” on page 209

Set up server licensing.

9.2, “Registering licensed
features” on page 305

Define tape libraries.

6.2.1, “Defining a library”
on page 222

Define a library path.

6.2.4, “Defining a path to a
drive in a library” on
page 226

Define tape drives.

6.2.3, “Defining a drive in
a library” on page 225

Define a tape path.

6.2.4, “Defining a path to a
drive in a library” on
page 226
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Tasks Refer to: Macro

Define device classes. 6.2.5, “Defining a device
class for a library” on
page 228

Change server run-time settings. 3.7, “Customization” on
page 91

Define storage pools. 6.3, “Storage pools” on stgcreate
page 231

Define storage pool volumes. 6.4, “Storage pool
volumes” on page 239

Remove default storage pools. 6.3.5, “Deleting the stgdelete
default storage pools” on
page 238

Define policy domains. 7.1.1, “Defining policy policy
domains” on page 272

Define policy sets. 7.1.2, “Defining policy policy
sets” on page 272

Define management classes. 7.1.3, “Defining policy
management classes” on
page 272

Define backup copy groups. 7.1.4, “Defining backup policy
copy groups” on page 274

Define archive copy groups. 7.1.5, “Defining the policy
archive copy group” on
page 276

Activate the new policy. 7.3.2, “Activating the
recommended policy
sets” on page 279

Remove default policy management 7.3.3, “Deleting the

definitions. STANDARD policy
domain” on page 279

Define administrator IDs. 8.1, “Management” on admins
page 284

Define administrative schedules. 12.2, “Administrative schedules
schedules” on page 374

Define client schedules. 12.3, “Client schedules” schedules

on page 386
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Tasks Refer to:

Macro

page 298

Create client option sets. 8.3, “Client option sets” on | optionsets

1.2.2 Client implementation checklist

The client implementation checklist consists of two parts that identify those tasks
you must complete to set up this Tivoli Storage Manager client environment. The
tasks contained in the checklists are shown in Table 1-4 and Table 1-5.

Each checklist consists of a series of tasks that must be performed sequentially.
Each task in the table has a reference to another section in this book. The
section referred to contains the specific details on how to complete that task.

The first checklist consists of tasks performed at the Tivoli Storage Manager
server. These tasks are performed by the Tivoli Storage Manager administrator.

Table 1-4 Client implementation checklist: server tasks

Tasks

Refer to

Register the client node.

“Registering a client node”
on page 292

Associate client nodes with schedules.

12.3.3, “Associating a client
with a schedule” on
page 391

Associate client nodes with client option set.

8.3.5, “Associating a client
node with a client option set”
on page 301

Grant authority for Web client access.

“Web client” on page 183

Define event logging.

13.3, “Event monitoring” on
page 404

The second checklist consists of tasks performed at the Tivoli Storage Manager
client. These tasks are performed by the administrator of that client system.

Table 1-5 Client implementation checklist: client tasks

Tasks

Refer to

Download the latest client code.

4.1.1, “Backup-archive
client” on page 98
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Tasks

Refer to

Install the client code.

4.2, “Code installation” on
page 101

Update the environment.

“Environment variables” on
page 113

Update client options files.

“Options file” on page 114

Start backup-archive client.

“Starting a session” on
page 172

Implement scheduler.

4.7, “Client scheduler’ on
page 173

Implement Web client.

“Web client” on page 183

1.2.3 Operations checklist

The operations checklist consists of those tasks you should complete on a daily
basis. The tasks contained in the checklist are shown in Table 1-6. Each task in

the table has a reference to another section in this book. Each section referred to
contains the specific details on how to complete that task. This checklist does not

include the tasks we recommend scheduling on a daily basis. See Chapter 13,
“Routine tasks” on page 395, for more information about scheduled operations.

Table 1-6 Daily operations checklist

Tasks

Refer to

Check completion of client and administrative events.

13.6.2, “Client-server
activity” on page 421

Bring free off-site volumes back to onsite.

18.7.5, “Off-site tape
management to on-site” on
page 439

Send copy tapes to off-site location.

13.7.3, “On-site and
off-site tape management”
on page 430

Send Tivoli Storage Manager database copy to off-site.

13.7.8, “Database backup
management” on
page 442

Check database and log utilization.

13.6, “Daily sanity checks”
on page 414
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Tasks Refer to

Monitor number of scratch tapes available. “Number of scratch tapes”
on page 419
Check client restartable restores. “Query restartable restore

sessions” on page 424

1.3 Summary

In conclusion, we have discussed and given you access to many checklists, and
now it is time to move into the actual planning details, architectural
considerations, environments, and our recommendations.
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Implementation planning

A successful implementation of IBM Tivoli Storage Manager benefits enormously
from planning prior to attempting to set up the environment. We have just
discussed the checklists you can use, and now we head into the planning stage.
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2.1 Planning

Understanding your customers, your environment, your business, your needs,
and your requirements are key to success, in storage management as well as
business in general. Tivoli Storage Manager can help with your storage
management needs and requirements. You will need three things to achieve
success:

» Realistic goals and objectives
» Understanding
» Planning

In this chapter, as well as in the IBM Redbook IBM Tivoli Storage Management
Concepts, SG24-4877, we present a number of planning worksheets that lead
you through gathering the client requirements and the data retention
requirements in an orderly way. We assume that you are somewhat familiar with
IBM Tivoli Storage Management concepts and terms.

We provide planning sheets, option files, server scripts, and administrative
macros to help plan and implement your Tivoli Storage Manager environment.
Blank worksheets are provided in Appendix A, “Planning and sizing worksheets”
on page 723. Appendix B, “Book support material: macros and scripts” on

page 729, contains information about how to download those support materials
and what those materials provide.

2.2 Client environment data

16

Tivoli Storage Manager exists to provide services to clients, so it makes sense to
begin by gathering data about the client environment. A Tivoli Storage Manager
client is the machine from which Tivoli Storage Manager backs up or archives
data. It could be various types of workstation, mobile computer, file server,
database, or application server. Even though you may know the machine as a
server, to Tivoli Storage Manager it is considered a client. The Tivoli Storage
Manager server refers to the machine where the Tivoli Storage Manager server
code runs. The Tivoli Storage Manager server stores and manages all the data
backed up from clients.

Note: For UNIX and Windows clients, Tivoli Storage Manager offers an extra
level of protection called Logical Volume Backup. We use the terms Image
Backup and Logical Volume Backup interchangeably throughout the book to
refer to this feature.
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At this point, it is very important that you consider your backup and restore
requirements so that you can match the Tivoli Storage Manager features to your
needs. Since statistics show that the majority of user restore requests are for
single files or other small amounts of data, the Tivoli Storage Manager file-level
backup is the foundation of any recovery strategy. However, there are additional
methods to cover your data restore requirements more completely.

Tivoli Storage Manager provides the following backup methods:

» File-level backup: Good for small and ad-hoc file or directory restores, but
may not be the optimal solution for large-volume restores.

» Logical volume backup: Good for large full restores, but only available on
UNIX and Windows, and not for single file restores.

» Backup sets: Good for remote and portable restores.

Figure 2-1 shows some possible generic scenarios. Of course, you can combine
those in different ways to fit your own requirements.

Integrated backup/restore scenarios

1. Progressive incremental backup and

archive function
= File-level granularity of restore

2. Logical volume backup (UNIX)
- Restore of raw devices and full logical = ﬁ > |NID

volumes

3. Progressive incremental + periodical

image backup _ —
Fast restore in case of disaster recovery = g]]l]ﬂ]]]lﬂll
scenario @ %II D

- Unique command to restore at the point — Tk
in time

(T
Backup sets = = [k
I

= Portable, Lan-free restore

Client Server

Figure 2-1 Tivoli Storage Manager backup/restore scenarios

Due to the nature and complexity of customer environments and requirements,
our planning description will give the building blocks for your own environment
definition. The tables and calculations take into account the backup, archive,
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image, and backup set requirements that should be suitable for a real-life
situation. In any case, you must evaluate whether all such requirements are
really important in your case and decide whether to implement them.

Complete Table 2-1 using a column for data from each client being considered
for this Tivoli Storage Manager implementation. Analyzing client data helps you
make decisions about the Tivoli Storage Manager server environment. The

information collected in the table is used for node definitions and for calculating
database, recovery log, and storage pool sizes.

This table is presented in a portrait orientation in the book due to space
considerations. If you have a large number of nodes or use a spreadsheet
version, you may find the table more workable by transposing it to a landscape

orientation.

Table 2-1 IBM Tivoli Storage Manager Client requirements worksheet

Client Typei Client Type 2
Workstation Database server
Number of similar clients 20 4
ClientName WORKSTN1..20 DBSERV1..4
Contact information John at x1645 Nick at x3761
Remote users UNIX and AIX

Operating system Windows XP UNIX servers
Total storage available (GB) 80 150

Total storage used (GB) 60 100

Total data changed per backup (GB) 6=10% 100 = 100%

Number of files or total GB to be backed up

3,000 * 20 = 60,000

2,000 * 4 = 8,000

Number of backup versions to be kept 2 7

Data compression 5 .66

Backup window times 17:00-23:00 22:00-04:00
Number of hours to complete backups 14 6

Total recovery time frame per server 48 hours 8 hours
Tivoli Storage Manager restore time 24 hours 4 hours
Average GB copied per archive 10 * 20 = 200 4* 20 =80

Number of files archived

4,000 * 20 = 80,000

3,000 * 4 = 12,000
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Client Type1 Client Type 2
Workstation Database server
Number of archives kept 12 12
Archive frequency Monthly Monthly
Archive window times Monthly Month end
Archive number of hours 24 hours 24 hours
Number of image backups 1 12
Image backup frequency N/A Monthly
Number of backup sets 6 6
Backup set frequency Monthly Bi-monthly
Policy domain Workstation UNIX
Client option set Windows AIX

2.2.1 Client name

Enter the name Tivoli Storage Manager will use for each client. Each name must
be unique. We recommend using the host name for the Tivoli Storage Manager
client name, so various groups such as Help Desk personnel or end users can
easily correlate the client node to the Tivoli Storage Manager name without
having to look in a translation table.

By allowing the Tivoli Storage Manager client name to default to the machine
name on Windows clients, you can roll out a standard Tivoli Storage Manager
options file to numerous clients automatically without having to modify the
options file for each client.

2.2.2 Contact information

Enter information identifying the contact person or group responsible for this
client. This should be the person who knows the data structure and applications
that run on these servers.

2.2.3 Operating system

Identify the operating system and level the client is using. Any clients using
operating systems not supported by Tivoli Storage Manager will have to be
handled separately.
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2.2.4 Total storage available

Calculate the total amount of usable disk storage in GB available on the client.
This number is the amount of disk storage seen by the client file system and
does not contain the actual amount installed and used by a RAID or mirroring
implementation.

2.2.5 Total storage used

Calculate the total amount of disk storage in GB currently in use or expected to
be used on the client. If this number is unknown, use the Total storage available
from above.

2.2.6 GB changed per backup

Calculate the amount of storage, data, or files changed between backup cycles.
This value indicates how long the client will be busy backing up, and how robust
a network is required to complete all the backups each backup cycle. It is used to
estimate disk and tape storage requirements on the Tivoli Storage Manager
server. Table 2-2 presents typical percentages of data changed for various sizes
and types of data.

Table 2-2 Rules of thumb for selecting percentage of data changed

Configuration Percentage of data
changed (%)

Large, busy file server 10

Smaller, less busy file server 5

Workstation 1

Database using utilities or Tivoli Storage Manager for 10-20

Databases

Database not using utilities or Tivoli Storage Manager for 100

Databases

If your data change percentage is known, then enter that number in the
worksheet. Otherwise, use Table 2-2 to estimate a rate, keeping in mind that your
numbers may vary. A high estimate is better than one that is too low.
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2.2.7 Number of files backed up

Calculate the total number of files to be backed up for each client. This number is
used to estimate disk and tape storage requirements on the Tivoli Storage
Manager server.

If the number of files is unknown, two values are possible. Enter either an
estimate of the number of files in this field, or enter 10% of the Total Storage
Used field, in GB.

2.2.8 Number of backup versions to be kept

Determine the number of changed copies that you want to keep of a file that
exists on the client when the backup task runs. How many different versions of
that file do you want to be able to restore? For example, if backup runs every
night and a file changes every day, and you want to be able to restore any
version up to one week ago, then you would choose 7 as the number of backups
to keep. Remember that the more versions you choose to keep, the more
database and storage pool space you will need to configure.

2.2.9 Data compression

Estimate a data compression rate. To do that, you must first decide whether to
use data compression on the client.

Tivoli Storage Manager allows a client to compress data before sending it to the
Tivoli Storage Manager server. To decide whether to use Tivoli Storage Manager
compression, take into account the speed of your network, the speed of the client
CPU, and whether the Tivoli Storage Manager server storage devices are
capable of compression. Table 2-3 provides some criteria for selecting data
compression.

Table 2-3 Rules of thumb for selecting data compression

Configuration Compression
Dial-up connection Yes
Network is approaching capacity Yes
High-speed data network No
Slower CPUs in clients No
Faster CPUs in clients Yes
No hardware compression on tape devices Yes
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Configuration Compression

Small capacity or slow response storage devices Yes

Compression takes time, so you need to decide whether the compression is
helping or hurting the total elapsed time of your operation. In general, very high
speed networks do not benefit as much from compression because network
bandwidth is usually not saturated. Conversely, older client CPU models may run
slowly because the CPU cannot compress data fast enough to keep the network
connection busy.

Many sites have various combinations of these configurations, such as slow
networks, slow CPUs, and small/slow devices. In this case, make a judgement
call about using Tivoli Storage Manager compression. Performing tests may
show you the most efficient mode for your environment.

Data compresses to varying degrees depending on the content of the files. Data
composed of text, or many repeated characters like blanks, compresses well.
Data that is already compressed, and data consisting of random characters like
executables, does not compress well, and may actually grow.

If you decide to use compression, enter your data reduction rate. Use Table 2-4
to estimate the data reduction if your actual ratio is unknown, but the best advice
is to make some tests on your actual data.

If you decide not to use compression, or are unsure whether to use compression,
enter one (no compression) in the Data Compression field.

If you do not use client compression and your tape device has a hardware
compression capability, then the data will still end up compressed when it
reaches a tape volume. If you do use client compression, then you should disable
any hardware compression capability on your tape devices, since data in general
cannot be doubly compressed.

Table 2-4 Typical data compression ratios

Compression ratio | Data reduction

Database data 3:1-4:1 0.66-0.75
Print and file server data 2:1 0.5
Executables, compressed data, 1:1 1

encrypted data
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2.2.10 Backup window times

Enter the times of the day between which Tivoli Storage Manager must start and
complete its backup cycle. This window depends on when end-user client usage
drops off, by availability requirements and by network capacity usage time
frames.

2.2.11 Backup number of hours

Calculate the number of hours in the backup window.

2.2.12 Required recovery time frame

Identify the time frame in hours, which you have agreed to with the client, to
recover a client completely. This is the time from when the data is lost to the time
the data is usable again. It includes the time to fix or replace the machine and the
time to restore the data.

Recovery time frames are vitally important, as this is the whole reason you are
backing up.

This field documents your service level agreement with the client.

2.2.13 Tivoli Storage Manager restore time frame

Calculate the time frame, in hours, allotted to Tivoli Storage Manager to restore
(possibly all) the data to the client. This number is used to size factors affecting
the restore process such as network throughput and the number of tape drives
required.

To calculate the Tivoli Storage Manager Restore Time Frame, subtract from the
required restore time frame, the maximum time required to prepare the client
machine for a restore. In reality, this number will vary, depending upon the
complexity of the restore. In the worst case (a disaster), the time to prepare the
machine may include contacting support, fixing or replacing the machine,
installing an operating system, installing the Tivoli Storage Manager client code,
and connecting to the network. In the best case (to simply recover deleted data),
the time to prepare the machine may be the same as the required restore time
frame.

A full Tivoli Storage Manager restore typically takes significantly more time than
a full Tivoli Storage Manager backup. This is because of extra processing
overhead that is required when restoring. Bear this in mind when planning the
restore window—testing typical restores is essential to getting accurate data on
restore transfer rates in your particular environment.
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2.2.14 GB copied per archive

Calculate or estimate the amount of data to be archived during each archive
session. Archives target specific data files. Typically, you do not archive whole
systems.

2.2.15 Number of files archived

Calculate or estimate the number of files archived in each archive session. You
can calculate this number by using an operating system utility to verify the size of
a directory tree or an entire file space.

2.2.16 Number of archives kept

Identify how many archives will be kept. For example, if an archive is performed
monthly, you may want to keep 12 copies of that archive. Note that this number
is basically influenced by the retention period for that archive, since archives,
unlike backups, do not have versions that expire.

2.2.17 Archive frequency

Determine how often you want to perform an archive function. Archives are
typically run less frequently than incremental backups. Time frames such as
monthly or yearly are common.

2.2.18 Archive window times

Enter the times between which Tivoli Storage Manager must start and complete
its archive cycle for this client. This window is influenced by when end-user client
usage drops off, by availability requirements, by network capacity usage time
frames, or by when the data becomes available for archive.

Archive time frames may be less time sensitive than incremental backups if they
are going against copies of data or against data already processed. Often it is not
possible to automatically schedule this archive function using Tivoli Storage
Manager schedules, due to the dependency on other events external to Tivoli
Storage Manager.

This number may be a specific time frame, such as between 23:00 and 04:00, or
a more general time frame, such as after month-end processing finishes.

2.2.19 Archive number of hours

Identify the number of hours available to complete the archive function.
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2.2.20 Number of image backups

Identify the number of eligible system images that you want to back up. For a
workstation that does not change very frequently, a good number could be six to
twelve per machine.

2.2.21 Image backup frequency

Identify how often you want to perform image backups. A good standard will be
on a monthly basis for less critical and static machines, with more frequent
backups for more critical and dynamic machines.

2.2.22 Number of backup sets

Determine the number of backup sets that you want to create. This number must
be balanced against your full recovery time and the change rate for data.
Consider a more frequent backup set for large file systems.

2.2.23 Backup set frequency

Determine how often you will need to generate a backup set. Although a backup
set is made of client data, it is a server-initiated process that requires some
scratch tapes in the automated library or some guidelines for the operations team
to run.

2.2.24 Policy domain

Leave this field blank. During the planning phase, this is unknown. We used this
field in 1.2.1, “Server implementation checklist” on page 8, to contain the policy
domain chosen for this client. For example, if you are implementing our
configuration, the policy domains would be SERVER or WORKSTN.

For more information about policy domains see Chapter 7, “Data storage
policies” on page 269.

2.2.25 Client option set

Leave this field blank. During the planning phase, this is unknown. We used this
field in 1.2.2, “Client implementation checklist’” on page 11, to contain the client
option set chosen for this client. For example, if you are implementing our
configuration, the client options set names would be AIX, WINDOWS, or
NETWARE.
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For more information about client option sets see 8.3, “Client option sets” on

page 298.

2.3 Data retention requirements

In this section we identify the requirements for managing the data received from
the clients. Categorize your data into a small number of groups with similar
requirements. This table provides information to create copy groups under
Management Classes in Tivoli Storage Manager, calculate storage pool sizes,
and calculate the number of tapes required to hold the data.

Complete a column in Table 2-5 for each different group. We show two example

groups.

Table 2-5 Storage policy requirement worksheet

Example 1 Example 2
Group name Workstn Server
Number of backup versions 2 7
Backup file retention period 90 days NOLIMIT
Number of deleted versions 1 2
Last deleted file version retention period 60 days 180 days
Archive retention period 180 days 360 days
Off-site copies Yes Yes
Onsite collocation No Yes
Off-site collocation No No
Image backup retention 30 days 30 days
Backup set retention 180 days 60 days

2.3.1 Group name

Choose a descriptive name for each categorized group of data. In our example,
the Workstn group is used for files from a workstation, while the Server group is
used for all data from a large file server.
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2.3.2 Number of backup versions

Determine the number of changed copies that you want to keep of a file that
exists on the client when the backup task runs. How many different versions of
that file do you want to be able to restore? For example, if backup runs every
night and a file changes every day, and you want to be able to restore any version
up to one week ago, then you would choose 7 as the number of backups to keep.

You will use the Number of Backup Versions field as a basis to group your data
storage requirements into management classes.

2.3.3 Backup file retention period

Determine the number of days you want to keep a backup version of a file (other
than the current version). There are two options: keep the backup version for a
set number of days; or specify NOLIMIT, which implies that you want Tivoli
Storage Manager to retain all backup versions, other than the most recent
version, indefinitely (the most recent active version is already stored indefinitely
by default).

2.3.4 Number of deleted versions

Determine how many versions of a file to keep after the file has been deleted
from the original file system. This parameter comes into force during the first
backup cycle after the file has been deleted. For example, assume you are
keeping seven versions of a file as specified above, and you have set this
parameter to one. When the next backup cycle runs after the file has been
deleted off the client, Tivoli Storage Manager will flag the six oldest backup
versions of the file for deletion and just keep the most current backup version.

2.3.5 Last deleted file version retention period

Determine the number of days you want to keep the last backup version of a file
after it has been deleted from the client. There are two options: keep the last
backup version for a set number of days; or NOLIMIT, which implies that you
want to keep the backup version indefinitely.

For example, if you are keeping one version of a deleted file, and you set this
parameter to 60, then 60 days after this file is noticed by Tivoli Storage Manager
as being deleted from the client file system, the one remaining backup version
will be deleted from Tivoli Storage Manager.
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2.3.6 Archive retention period

Determine how long you want to keep a file that is archived. Many sites set up a
limited number of data groups with standard archive retention periods, such as
seven days, 31 days, 180 days, 365 days, or 7 years. Nonstandard requests for
archive retention periods are slotted into the next larger retention period group.
This reduces management complexity at the expense of keeping some data
longer than actually required. If every nonstandard request is honored, the
number of groups quickly becomes unmanageable. On the other hand, you can
use the backup set feature to retain all nonstandard backup requirements, or
even just use backup sets instead of archive.

2.3.7 Off-site copies

Determine whether you want to send a copy of the data off-site. Copying data to
a removable device like tape allows the data to be taken off-site. An off-site copy
along with other procedures provides recoverability in the event that the Tivoli
Storage Manager server becomes unusable, or that data on the Tivoli Storage
Manager server becomes corrupted.

Enter Yes to use off-site copies or No to not use off-site copies.

2.3.8 Onsite collocation
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Determine whether you want to use onsite collocation.

Tivoli Storage Manager uses collocation to dedicate as few tapes as required to
hold all of one client’s files. Collocation reduces elapsed time for multiple file
restores and full client restores at the expense of using more tapes, potentially
increasing backup times and increasing Tivoli Storage Manager management
time for migration and for storage pool copies.

Collocating by client allows as many clients to be restored simultaneously as you
have tape drives. If you have stringent restore requirements and sufficient tape
drives, then collocation makes good sense.

Table 2-6 highlights some factors affecting whether to use collocation.

Table 2-6 Factors affecting collocation

Onsite Off-site
collocation collocation
Short restore window Yes Yes
Less than 10 Clients, each 10 GB storage No No
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Onsite Off-site
collocation collocation
More than 50 clients, each 10 GB storage No No
More than 50 clients, each 100 GB or more Yes Yes/No
Limited disk or tape resources No No
Workstations No No
Database, print, and file servers Yes Yes

Tivoli Storage Manager implementations that are small (small number of clients
managing a small amount of data) do not see much benefit from collocation, due
to the small number of tapes required for any restore. Large Tivoli Storage
Manager implementations often collocate both onsite and off-site files due to the
amount of data required for the restore of a client.

Tape drive capacity is a consideration for collocation. To use the minimum
number of tapes, each tape must be used to its maximum capacity. Smaller
capacity tapes will tend to fill completely even with small clients. In this case,
collocation may be useful. With large capacity tape devices and collocation, a
small client may not be able to fill a tape. With a large number of clients,
significant numbers of tape volumes may be required.

2.3.9 Off-site collocation

Determine whether you want to use off-site collocation. Off-site collocation is
usually rarely used, as it greatly increases the number of tapes that need to be
sent off-site.

2.3.10 Image backup retention

Determine how long you want to keep an image backup. Consider your restore
time frame and balance the criticality of a full file space restore, compared with a
single or a small number of files. Image backups can be very useful for quick
restore of large file systems. However, this process will take longer, depending
on how many changes there have been to the file system since the last image
backup. A rule of thumb is to keep at least one weekly image for small servers
and a monthly image for bigger servers (or more frequently if change rates in the
file system are high).
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2.3.11 Backup set retention

A backup set execution creates a copy of the client node's previously backed up
active files and stores them on sequential media. This has an impact on the
number of tapes that you may need, especially if you want to retain those backup
sets for long periods of time or even if you want to have one copy onsite and one
for off-site purposes.

Determine how long you want to keep the backup sets. Use a small retention if
your data changes frequently and you do not need to keep it for long periods.
You can use a longer retention for special cases or for legal requirements.

2.4 Server architecture considerations

Having gathered information about the total client environment, you can now
make decisions about the architecture of the Tivoli Storage Manager server
environment. This section deals with issues related to the Tivoli Storage
Manager server.

2.4.1 Server platform
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A Tivoli Storage Manager server runs on several platforms. How do you choose
one platform over another? With only minor differences, a Tivoli Storage
Manager server provides the same functionality on every platform. The major
differences between Tivoli Storage Manager server platforms relate to capacity,
cost, installation, operation, supported devices, and installed user base. Each of
these factors is explained below. Table 2-7 summarizes these considerations in
choosing a Tivoli Storage Manager server platform. Note these are indicative
only and designed for comparative purposes.

In many cases, the choice of server platform will be dictated by enterprise policy
or preference, and will be primarily related to the platforms already in use, and
with skilled administrators available.

Table 2-7 Tivoli Storage Manager server platform considerations

Windows UNIX iSeries™ zSeries®
system
Installed user base +++ AIX +++ + +
Linux- ++;
HP-UX,
Sun™
Solaris™ +
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Windows UNIX iSeries™ zSeries®
system
Cost + UNIX ++/+++ +++
++/+++
Linux +
Capacity + ++/+++ ++/+++ +++
Platform installation | Simple Simple Medium Complex
Operation Simple Medium Medium Complex
Supported devices Many Many Limited Limited

2.4.2 Installed user base

2.4.3 Cost

The number of Tivoli Storage Manager servers installed for a particular platform
is a consideration. At the time of writing, there are more Tivoli Storage Manager
servers installed in Windows and AlX platforms, compared with the other
choices.

Cost is a very dynamic area to discuss in a static manual, so we only generalize
here. Check for special promotions and other discounts before committing to
acquiring a particular platform configuration.

Cost is further subdivided into platform costs and Tivoli Storage Manager
software license costs. Platform costs include the cost to acquire all the
hardware and software to run the platform exclusive of the Tivoli Storage
Manager software license. It ranges from low for a Windows system to high for
zSeries. The high cost of installing a new zSeries system usually precludes it
from being selected to run a Tivoli Storage Manager server exclusively.
However, if this platform is already in use, it can be an economical choice,
particularly if there is considerable in-house expertise on this platform available.

Tivoli Storage Manager license costs vary somewhat, with Windows costs being
the lowest, followed by Linux, AIX, HP-UX, Sun Solaris, and iSeries costs. All of
these are one-time charges to purchase the product. zSeries licenses are
available for a one-time charge or as a monthly license fee. You may want to
calculate the break-even point.

Tivoli Storage Manager server costs include a license for only one client by
default. To manage more clients, more client licenses must be purchased. The
actual client code is free to download. Under the current pricing model, Tivoli
Storage Manager is sold as a per-processor fee for either a server or client
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license. Check with your sales representative for more information about pricing
and license regulations.

2.4.4 Capacity

The Tivoli Storage Manager server can essentially manage a basically unlimited
number of clients and an unlimited amount of data (within restrictions of the
maximum Tivoli Storage Manager server database size). With that said, the
Tivoli selected Storage Manager server platform does limit the maximum
configuration size. Various hardware platforms have different capacities in
regard to the CPU power they can deliver to Tivoli Storage Manager, the number
of devices that can be attached, and the maximum throughput.

Choose your platform with growth in mind. Moving from a small platform to a
larger platform of the same server type, such as from a small pSeries system to a
larger pSeries system, is relatively simple. Starting at the top end of a server type
and moving to another server type, such as from Windows to AlX, involves
export and import operations. Although the procedure is straightforward, it can
be time-consuming and labor-intensive.

2.4.5 Platform installation

Installation consists of the platform installation and the Tivoli Storage Manager
server code installation. Platform installation consists of hardware installation
and configuration, and of operating system installation and configuration.
Installation of each platform requires specialized knowledge that is not covered
here.

The Tivoli Storage Manager server code installation varies by platform in the
specifics, but generally follows a similar procedure. Installation on Windows can
be easier due to the Windows wizards that have been provided. Installation of
the Tivoli Storage Manager server on other platforms is not difficult for an
administrator familiar with the platform.

2.4.6 Operation
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Operation of a platform varies from reasonably simple on Windows, to complex
on zSeries, with the UNIX and iSeries platforms somewhere in the middle. The
availability of tools to assist in managing the operation of the various platforms is
nearly opposite, in that the zSeries environment has a rich, powerful assortment
of tools, while Windows is lacking in this regard.

Operation of Tivoli Storage Manager itself varies only in the way some operating
system-specific Tivoli Storage Manager commands are issued on each platform.
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It is important to look at the skills available among your staff for a particular
operating system platform. If there are more people familiar with a particular
platform, then it will be easier to maintain Tivoli Storage Manager in this
environment.

2.4.7 Supported devices

There are a wide variety of supported devices on the Windows and UNIX
platforms, including disk drives, tape drives, optical drives, and automated tape
libraries. zSeries and iSeries are more limited in their choice of devices, but
these devices generally have tremendous capacity.

Be careful if choosing a “smaller” platform that you will have the ability to attach
the required amount of devices as the environment grows. On larger platforms
this concern is usually reduced.

2.5 System size

Choosing the correct platform CPU size and memory requirements is an inexact
art. As you would expect, the risk of configuring insufficient resources increases
with the size of the Tivoli Storage Manager implementation. Small Tivoli Storage
Manager implementations are at less risk of choosing an incorrect platform size,
and the incremental cost to scale up or down is small. Many sites start small and
grow into larger systems. However, this is of little help if you are starting large.

The Tivoli Storage Manager server is CPU-intensive, I/O-intensive, and
memory-intensive. CPU is a function of the number of files to manage and how
your platform processes I/O. A large number of small files is more CPU-intensive
than a small number of large files. As the number of files and the amount of data
to be moved increases, each backup, migration, storage pool copy, and
expiration process will use more CPU to maintain the database entries. Tivoli
Storage Manager takes advantage of multiple processors.

In our experience, zSeries platforms seem to be more CPU-intensive than UNIX
platforms. zSeries sites should be aware that Tivoli Storage Manager can use
significant amounts of CPU. We have seen Tivoli Storage Manager among the
top five users of CPU on such systems.

I/O is the major part of Tivoli Storage Manager processing. In fact, Tivoli Storage
Manager does very little else. Backups and restores, database updates and
retrievals, and storage pool management (reclamation, migration, copying) are
all I/0 intensive. The I/O subsystem needs to be robust enough to handle this
load. As the number of files and the amount of data climb, the need for a larger,
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faster 1/0 subsystem increases. Separate controllers or adapters for disk and
tape devices become essential as the load increases.

Memory is used to cache database entries, among other things. As the number
of files being managed increases (and thus the database size increases), the
amount of memory that Tivoli Storage Manager requires increases. zSeries
users note that Tivoli Storage Manager likes to keep a large part of its address
space in real storage. Since memory is relatively cheap, and you will never regret
having too much memory, we recommend starting with a minimum of 1 GB and
increasing from there.

2.6 Multiple Tivoli Storage Manager servers

When first setting up a Tivoli Storage Manager environment, we recommend
implementing a single server. Once experience has been gained, and the
implementation has grown enough to be reaching the capacity of the current
server model family, a second server may be considered. We recommend
upgrading your current server hardware to its next larger model before
considering a second server, because this will keep the management overhead
smaller. Tivoli Storage Manager can handle very large amounts of data or clients
in one implementation. Currently, we have seen implementations with Tivoli
Storage Manager internal server databases of 80 GB and larger (admittedly on
very powerful, large platforms).

2.6.1 Reasons to consider multiple servers
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Multiple Tivoli Storage Manager servers can be configured to provide some
redundancy and disaster recoverability in the event of a Tivoli Storage Manager
server outage. For example, a company with two well-connected sites, A and B,
may decide to install a Tivoli Storage Manager system at each site. The system
at site A would back up the client data from site B and vice versa. The loss of site
A would mean that the Tivoli Storage Manager system at site B (which holds the
backup data for site A) could immediately start restoring the client systems onto
replacement equipment. The server at site A (which was lost) could be recovered
to the server at site B.

The virtual volumes and Enterprise Administration capabilities of Tivoli Storage
Manager make managing multiple servers easier by centralizing some
administration functions and allowing changes to be replicated on some or all
systems.

For very large or critical clients such as a large, enterprise-wide business
intelligence complex, a dedicated Tivoli Storage Manager server (either on the
same system or a different one) might be the best solution.
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In installations where network connectivity is slow or expensive, placing a Tivoli
Storage Manager server close to the clients usually makes sense. For example,
for a business that has multiple file servers in each of a number of cities
interconnected by a slow network, it may be appropriate to install a Tivoli Storage
Manager server in each city.

2.6.2 Disadvantages of multiple servers

Multiple servers increase costs. Two small server CPUs may be more expensive
than one larger CPU of the same power. Where one automated tape library may
be enough, multiple servers may require multiple automated libraries. Every

Tivoli Storage Manager server requires a Tivoli Storage Manager server license.

Management of a multiple-server environment is more complex, costly, and time
consuming than a single environment. Installation and maintenance procedures
have to be repeated on each server. Confusion about where data is stored, in the
event of a restore, may result. Some of these disadvantages can be reduced by
using the Enterprise Administration feature.

2.7 Network

The network connection plays an integral part in providing service to the client. If
the other components of the solution have been correctly sized, it will often turn
out that the network is the performance bottleneck. The network typically
consists of a combination of network interface cards, hubs, routers, gateways,
wire, and software. Tivoli Storage Manager server software, Tivoli Storage
Manager client software, the server platform, and the client platform all have at
least minimal monitoring or management capabilities. Often small networks may
have no more than this (that is, no additional network management hardware or
software), with limited or no network administration expertise. This makes the
network a weak link in the overall management of the implementation.

Network design, implementation, and operation are beyond the scope of this
book. However, we cover some basic recommendations.

2.7.1 Network considerations

The network speed to back up clients should be enough to transport common
data and backup data. Generally, the backup should be done during nonworking
hours. We call this period the backup window. While it is possible to split client
backups to minimize network bandwidth, it makes the backup administration
more difficult.
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Workload calculations

An important consideration for designing the overall Tivoli Storage Manager
solution is the total amount of data that the Tivoli Storage Manager server will
need to support for backup or restore over a particular time frame.

A normal approach to estimate the network bandwidth needed is to consider all
client information backed up in the same backup window using the following
procedure:

1. Calculate the amount of data a Tivoli Storage Manager server will have to
accommodate during its nightly backup window and ensure that the hardware
can reasonably accommodate the data.

2. Calculate the amount of data that will be restored from a disaster recovery
Tivoli Storage Manager server and ensure that the hardware will meet DR
recovery SLAs.

We can calculate the workload for a Tivoli Storage Manager server in a
theoretical environment. As an example, the environment has the following
systems that we must back up:

» Twenty workstations
Each workstation has 60 GB of file data.

— Incremental forever backup with a change of approximately 10%
— Six-hour backup window

» Four database servers

Each server has 100 GB of database data.

— Full backups with a change of 100%

— Six-hour backup window
So doing the calculation for backup workload, each night we will need to back up:
(60 x 20 x .10)+ (100 x 4 x1) = 520 GB

And dividing that by the time allowed for the backup:

22068 6692
6Hr Hr

So the network interfaces, drives, Tivoli Storage Manager server, and all other
infrastructures must handle this amount of data in order to meet SLAs for this
environment. Note that this type of calculation does not only apply to backups—it
can and should be done for disaster recovery restores and single system
restores.
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LAN/WAN transports

The performance of your network backup solution will be no better than the
performance of your network. You must consider expected and real performance
of your network when you are designing a Tivoli Storage Manager solution.

As an example, calculate theoretical network throughput using Fast Ethernet and
a 40% efficiency:

» Assume 40-80% of total theoretical throughput for a TCP/IP adapter or
protocol.

» Be careful of the CPU usage and real throughput of faster TCP/IP protocols
(such as would). They often do not perform even close to the 80% rule.

» Measure LAN throughput outside of Tivoli Storage Manager with simple
protocols such as FTP. This will provide a true picture of how a network is
performing.

100Mb 1B 1GB 60s 60min GB
X x.4~18—

X — X X
s 8 1024MB 1min 1Hr Hr

Using this type of calculation, you can calculate the anticipated throughput for
any network transport. Table 2-8 shows the most common throughputs.

Table 2-8 Common throughputs

Technology MBps Assume speed

Fast Ethernet 100 MBps 18 GB/hr at 40% efficiency
Gigabit Ethernet 1000 MBps 180 GB/hr at 40% efficiency
T 1.54 MBps 0.5 GB/hr at 80% efficiency
T3 45 MBps 16 GB/hr at 80% efficiency

Using this table, your own calculations, and any real testing you may have done,
you can validate the amount of data you need to move to back up and restore
workload against your SLAs and your network transports. Obviously, if the
network will not meet your SLAs, either the SLAs must be relaxed or the network
must be improved.

LAN-free data movement (SAN backup and restore)

Tivoli Storage Manager for Storage Area Networks allows for Tivoli Storage
Manager backups and restores to be sent over the SAN instead of the LAN, as
shown in Figure 2-2 on page 38.
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When planning for LAN-free data movement, remember that the file metadata
must still be sent over the LAN. This metadata can add overhead to a LAN-free
backup. Even though the data is streaming over the SAN to the tape or disk, the
metadata still goes to the Tivoli Storage Manager server using whatever LAN
protocol and speed are being used. As you might imagine, as the amount of
metadata grows, the LAN-free backup speed will approach the speed of
LAN-based backup.

Experience has shown that systems with large files (greater than 10 MB, on
average) and large amounts of data (greater than 50 GB) are good candidates
for LAN-free backup, while systems with numerous small files (average size in
KB) often perform better using traditional LAN-based backups. Examples of the
former include databases, mail systems, and ERP systems; examples of the
latter are traditional file and print type servers.

0 —————LAN/WAN (TCP/IP)——————) J

= Server

@ Data Flow
@D Control Flow

Figure 2-2 LAN-free data movement

2.7.2 Communication protocol
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Most network protocols such as TCP/IP and NETBIOS are supported by Tivoli
Storage Manager. TCP/IP is the most common communication method and the
easiest to set up. Certain functions, such as server prompted mode and the Web
clients, require TCP/IP.
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2.7.3 Network name resolution

The Tivoli Storage Manager server machine requires a name that clients use to
reference the Tivoli Storage Manager server. If TCP/IP is used, create a Domain
Name Server (DNS) entry for Tivoli Storage Manager itself, as well as a DNS
entry for the machine’s host names. For example, create DNS name TSMSRV1
and use it in the client option files. If Tivoli Storage Manager needs to be moved
to another machine, only the DNS entry needs to be changed, instead of editing
the Tivoli Storage Manager options file for each client. However, using DNS may
impact backup availability if for some reason the DNS service is down (the DNS
name will not get resolved unless availability has been built into the DNS setup).

2.8 Disk considerations and sizing

Tivoli Storage Manager requires disk to operate, to hold the database, logs, and
usually the primary storage pools. In this section we talk about how to choose a
disk subsystem, and how to size the required amount of disk storage capacity.

2.8.1 The disk subsystem

In general, choose the fastest disk subsystem that you can afford. Slow disks
may not be a hindrance for a small implementation, but as the site grows, disk
access becomes a large percentage of the overall elapsed time to complete a
task. Choose a scalable disk subsystem because the vast majority of Tivoli
Storage Manager implementations grow substantially. Multiple 1/0 paths and
hot-swappable components should also be considered, both for performance
and availability.

2.8.2 Tivoli Storage Manager database

The Tivoli Storage Manager database is critical to the operation of the entire
Tivoli Storage Manager environment. Systems with poorly designed Tivoli
Storage Manager databases tend to run very poorly and rarely meet
expectations. When planning a Tivoli Storage Manager environment, you should
plan enough instances of Tivoli Storage Manager to keep the size of each Tivoli
Storage Manager database reasonable.

The database size depends on how many files are managed with Tivoli Storage
Manager, and whether the files are in a primary storage pool or a copy storage
pool.
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The database holds two types of data:

» Entries for backups: This sizing calculates how much of the database holds
backup entries.

» Entries for archives: This sizing calculates how much of the database holds
archive entries.

The database also holds items such as entries for policy settings, client
definitions, image backups, server scripts, and the volume history, but typically,
these are insignificant in sizing the database.

Use backup or archive sizing, or both, depending on what functions your server
will perform. If both backup and archive are used, then add the calculated
database sizes together to arrive at the total database size.

If you are planning to use backup sets, remember that these are not tracked in
the Tivoli Storage Manager database, so they do not impact our calculation.
They do affect the tape library size if the media used is retained online. Image
backups are entered in the database, although only one entry for each backup is
required. The database space requirements for image backup entries will
therefore be small compared to the backups and archives, and we will not
include this in our calculation.

Our calculations assume that each backed up or archived file version uses 600
bytes of space in the server database. If off-site copies are used as well, this
takes an extra 200 bytes of space. Where we did not know the number of files to
be kept, but only the total storage, we estimated 5% of the total server storage
requirement for onsite copies and 1% for off-site.

Do not let the Tivoli Storage Manager database get too large. A good general
rule is 120 GB or so, but there is no “magic” number. When expiration, database
restores, and other Tivoli Storage Manager admin processes take too long and
client restores become too slow, it is too big.

We recommend using Tivoli Storage Manager internal software mirroring—it is
the fastest and most reliable. Spread Tivoli Storage Manager volumes over as
many physical disks as possible and use smaller database volume sizes (for
example, 4—-8 GB), as this will improve Tivoli Storage Manager and database
performance.

2.8.3 Database performance
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Database performance is a critical factor in design and operation of a Tivoli
Storage Manager solution. In this area, there are certain typical performance
recommendations for any database, and some that are peculiar to the Tivoli
Storage Manager database.
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As with any database, the faster the disk used for the database the better.
Spreading the database over as many physical disks as possible allows for
better performance because multiple disk heads can be seeking, reading, and
writing simultaneously.

Counter to conventional thinking, however, several design ideas are peculiar to
Tivoli Storage Manager. First, our lab measurements and client experiences
have shown Tivoli Storage Manager internal software database mirroring to be a
very efficient means of providing database redundancy—often more so than
hardware redundancy.

And finally, due to locking and threading information in the Tivoli Storage
Manager server code, smaller logical database volumes tend to perform better
than the larger ones. This is primarily due to Tivoli Storage Manager server code
locking and threading considerations.

2.8.4 Database size

To estimate the Tivoli Storage Manager database size for backup data, use the
data collected in Table 2-1 on page 18 and Table 2-5 on page 26.

The calculation is based upon the actual number of file versions backed up. If
this is not known, you can estimate 5% of the amount of data backed up for the
primary storage pool and 1% for copy pools.

1. Sum the Number of Files Backed Up field for all clients.

2. Multiply this number by the number of versions kept, giving a total number of
files backed up.

3. Multiply this number by 600 bytes, to give bytes used in the database for all
known files backed up.

4. If copy storage pools are used (and we strongly recommend this), multiply the
total number of files backed up and calculated in step 2 above by 200 bytes,
giving the bytes for known copy storage pool files.

5. Add the bytes for known copy storage pool files to the estimated bytes for
copy storage pool files to give the total bytes for copy storage pool files.

6. Add the total bytes for backed up files to the total bytes for copy storage pool
files to give the total bytes calculated for the database.

7. Calculate 135% of the total bytes calculated for the database to give the
database size. This is for overhead and for growth.
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For example, using the sample data in Table 2-1 on page 18 and Table 2-5 on
page 26, calculate the sample database size as follows:

1.

o 0 A~ 0Db

60,000 (3,000 files per workstation * 20 clients) + 8,000 (2,000 files per
server) = 68,000

60,000 * 2 + 8,000 * 7 = 176,000 files

176,000 * 600 = 105.6 MB

176,000 * 200 = 35.2 MB

105.6 MB +35.2 MB = 140.8 MB

140.8 MB * 1.35 = 190 MB database size for backup files

2.8.5 Archive sizing
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To estimate the Tivoli Storage Manager database size for archive data, use the
data collected in Table 2-1 on page 18 and Table 2-5 on page 26.

The calculation is based upon the number of files archived:

1.
2.

Sum the Number of Files Archived field for all clients.

Multiply the number of files archived by the number of archives kept times the
yearly retention ratio (that is, desired monthly retention/12 months), giving a
total number of files archived.

3. Multiply this number by 600 bytes to give total bytes for archived files.

4. If copy storage pools are used (and we strongly recommend this), then

multiply the total number of files archived and calculated in step 2 above by
200 bytes, giving the total bytes for copy storage pool files.

Add the total bytes for archived files to the total bytes for copy storage pool
files to give the total bytes calculated for the database.

Calculate 135% of the total bytes calculated for the database to give the
database size for archives. This is for overhead and for growth.

For example, using the sample data in Table 2-1 on page 18 and Table 2-5 on
page 26 calculate the sample database size for archive as follows:

oOORswND =

80,000 + 12,000 = 92,000 files

92,000 * 12 * (12/12) = 1,104,000 files archived

1,104,000 * 600 = 662.4 MB

1,104,000 * 200 = 220.8 MB

662.4 MB + 220.8 MB = 883.2 MB

883.2 MB * 1.35 = 1192.32 MB database size for archive data
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2.8.6 Database volume identification

The total required database size including both backup and archive requirements
will be 190 + 1192.32 = 1382.4 MB.

We recommend using the Tivoli Storage Manager mirroring function for the
database instead of a hardware or operating system mirroring, because Tivoli
Storage Manager has additional functions to handle error conditions that may
affect the mirrored copy.

If you are using Tivoli Storage Manager mirroring, you need to plan for the mirror
copy by doubling the amount of disk for the database.

Various file systems have different maximum capacities, so the database may
have to be split across numerous volumes to make up your database size. To
ensure no single point of failure when mirroring the database, each volume in a
mirrored set should be placed on a separate drive and even controller.

Note: By summing up backup and archive database sizes, you will have a full,
consolidated database for the calculated time frame. You can start with a
smaller configuration initially but leave enough spare disk space for growth.
You should round up database volume sizes to multiples of 4 MB plus 1 MB for
overhead.

Complete Table 2-9 with the database file names and the volume names for your
primary database and copy database. This table includes the space for the
backup and archive requirements.

Table 2-9 Database worksheet - backup and archive requirements

Database volume File name (primary) Size File name (copy) Size
MB MB
Voli /tsm/database/primary/file01 693 /tsm/database/copy/file01 693
Vol2 /tsm/database/primary/file02 693 /tsm/database/copy/file02 693
Total 1386 Total 1386

2.8.7 Tivoli Storage Manager recovery log

The size of the recovery log depends on the amount of data changed between
Tivoli Storage Manager database backups. The larger the amount of data, the
larger the recovery log needs to be. Either a full or an incremental Tivoli Storage
Manager database backup (in roll-forward mode) resets the recovery log back to
empty. If the recovery log fills up completely, Tivoli Storage Manager stops and
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you have to manually increase the size of the recovery log. This may take some
time but can usually be avoided with adequate precautions (for example, by
monitoring and planning for growth).

To estimate the size of the recovery log, multiply the database size by the
percentage of data that changes each backup cycle. Double this number to allow
for two backup cycles to occur without a database backup. This gives a starting
point for the recovery log.

For example, if the database size is 1386 MB, and 5% of the data changes every
backup cycle, then the estimated size for the recovery log would be 1386 MB x
0.05x 2 =138.6 MB (141 MB for better allocation, if using a single volume).

As with the database, we recommend using the Tivoli Storage Manager mirroring
function for the recovery log instead of hardware or operating system mirroring.

If you are using Tivoli Storage Manager mirroring, you need to plan for the mirror
copy by doubling the amount of disk for the recovery log.

Various file systems have different maximum capacities, so the recovery log may
have to be split across numerous volumes to make up your total recovery log
size. To ensure no single point of failure when mirroring the recovery log, each
volume in a mirrored set should be placed on a separate drive and even
controller.

Complete Table 2-10 with the recovery log file names for your primary and copy
recovery log.

Table 2-10 Recovery log worksheet

Log volume | File name (primary) Size File name (copy) Size
(MB) (MB)
Vol1 /tsm/log/primary/file01 141 /tsm/log/copy/file01 141
Total 141 Total 141

2.8.8 Primary disk storage pool

44

The traditional Tivoli Storage Manager design uses disks as a cache for nightly
backups. Data is migrated daily from disk to a less expensive medium such as
tape.

A best practice is to have enough disk storage pool space to store one night’s
incremental file system backup, and send large file backups directly to tape (for
example, database files) to optimize the overall I/O. Consider using the
cache=yes parameter on disk storage pools—this means files remain on disk
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until space is needed for further backups. This can significantly improve restore
performance for recently backed up files.

As the cost of per megabyte of disk decreases, more and more disk is being
used in Tivoli Storage Manager designs. Some use no tape at all, so that all
backed up data is saved to disk. In this case, the file-type device class should be
used, not a disk-type (even if a disk-type is the initial destination). Disk-type
pools become fragmented if data is retained for extended periods of time, unlike
file-type classes, which can be defragmented.

Tivoli Storage Manager supports a tapeless configuration through the use of disk
storage pools or a device class of type file. When deciding whether to use only
disk for backup-archive storage, consider the following caveats:

» Do a realistic analysis of the total amount of storage needed considering your
data retention policies, total data, and growth expectations. Evaluate the cost
of tape versus disk for storing all data.

» Invest in a disk technology that can permanently store the data. If the device
can fail (and all devices can, whether RAID, mirrored, or anything else),
consider using a copy storage pool for data redundancy.

» Carefully consider the cost and technical feasibility of getting the data off-site
for disaster recovery purposes. Tape cartridges are portable. If using disk
only, off-site copies have to be moved over a network transport.

In our scenario, when a client node backs up, archives, or migrates data via
HSM, all data is stored in one primary storage pool. You could also use separate
storage pools for a backup, archive, and HSM data for improved controls and
manageability of production data.

To size the disk storage pool, calculate how much will be backed up during one
cycle and add on a proportion of the amount of archive data transferred to the
server. This amount (plus a contingency for growth) is the recommended size for
the storage pool.

If you are also using Space Management (HSM) features, the rate of data
migration to the server is hard to predict, so you need to get experience of your
particular environment to make an accurate sizing.

Primary storage pools (usually disk devices) can be made larger or smaller than
the recommended size, depending on the resources available. A larger pool size
allows for more than one backup cycle of data to remain on disk, thus improving
restore times. It also allows for spare capacity for an unexpectedly large amount
of backup data to prevent server migration from running during backup. A smaller
primary storage pool uses less disk, but runs the risk that the pool will fill up
during back up. This is not functionally a problem, since the backup and
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migration to the next storage pool can execute concurrently; however,
performance will degrade.

We recommend using a primary disk storage pool of at least the recommended
size to reduce interference from migration while backup is running.

2.8.9 Disk storage pool size

To estimate a primary storage pool size if running backup cycles only, do the
following:

1. Using Table 2-1 on page 18, multiply the GB changed per backup by (1 - the
Data compression rate) to give the total bytes transferred for each client.

2. Sum the total bytes transferred for all clients to give the total bytes transferred
per backup cycle.

3. Add 15% to total bytes transferred per backup cycle to give the storage pool
size. This allows for variability in the size and number of files per backup.

For example, using the sample figures in Table 2-1 on page 18, the GB changed
per backup are 6 * 20 (120 GB) and 4 * x 100 (400 GB), while the data
compression figures are 0.5 and 0.66, respectively.

1. Multiplying 120 by (1 - 0.5) gives 60, and multiplying 400 by (1 - 0.66) gives
136.

2. Summing 60 and 136 gives 196 GB.
3. Adding 15% gives a storage pool size of 225.4 GB. We will round to 226 GB.

2.8.10 Archive disk sizing
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In most environments, archive disk sizing is less critical than for backup. This is
because backup operations tend to run much more frequently (usually nightly)
and to a stricter time frame. Archives may run less frequently, and on weekends
when the overall workload is lighter. Since in these circumstances the impact of
running concurrent archive and storage pool migration might not be so critical, it
is not normally necessary to use the full archive size in calculating storage pool
requirements. Another factor to be considered for sites that are doing frequent
archiving of large amounts of data, where the storage pool and processing
impact are great, is the possibility of substituting backup set operations for
archive. The advantage of this is that generating a backup set requires the Tivoli
Storage Manager server only—the client is not involved in any way since the
backup set is created using data that has already been sent to the server in
normal backup operations.
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To additionally increase the storage pool to hold archive data as well, follow
these steps:

1. Using Table 2-1 on page 18 and the GB copied per archive field, group all
machines that require simultaneous archive operations during one common
time frame (for example, every month). Select the biggest group, giving peak
archive size.

2. Take 10% of the peak archive size, giving the archive storage size.

For example, using the sample figures in Table 2-1 on page 18:

1. Assuming a monthly/month-end time frame as our baseline, we have the
workstations (200 GB) and database servers (80 GB), which equals 280 GB.

2. Taking 10% from all archive storage required during the time frame, 280 GB *
0.10 = 28 GB for archive disk storage.

2.8.11 Image disk sizing

If you are planning to use image backups, you should consider sizing the disk
storage pool to hold the file spaces you want to back up. This is because image
backups are single objects and therefore the server will require that size for
storing data (or at least part of it, assuming compression is enabled).

For example, assuming that the client file spaces eligible for image backup are
/oralog (200 MB), /finsys (1.5 GB), /oradata (1 GB), and /findata (1 GB), then the
disk image requirements should be at least 3.7 GB to hold those file spaces in
disk without having to use tape immediately. This is especially true if you are
running parallel backup operations (that is, executing multiple concurrent backup
image commands). Alternatively, since the disk storage requirements are so high
for this operation, you could consider sending these backups straight to tape,
provided that you have enough tape drives and the backup window is longe
enough to coexist with normal backup and archive operations as well.

Note: You must sum up all disk storage requirements (backup, archive, image)
to have your final disk storage size. You can, of course, start with smaller
numbers and evaluate future growth.

We recommend that the disk storage pools be allocated on fault-tolerant
hardware devices such as RAID 5 devices. If you are using hardware or
operating system mirroring, you need to plan for the mirror copy by doubling the
amount of disk for the primary storage pool.

Various file systems have different maximum capacities, so the primary storage
pool may have to be split across numerous volumes to make up your total
primary storage pool size. We recommend that the disk storage pools be placed
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on their own disk devices and controller separate from the database and the
recovery log, if possible.

Complete Table 2-11 with the primary storage pool file names and volume names
for your primary storage pool. We are considering backup and archive
requirements only, which was 226 + 28 GB = a total of 254 GB. If using 20 GB
size for disk storage pool volumes, we would need at least 13 volumes.

Table 2-11 Primary storage pool worksheet

File name Size (GB)
/tsm/stgpool/file01 20
/tsm/stgpool/file02 20
/tsm/stgpool/file03 20
/tsm/stgpool/file04 20
/tsm/stgpool/file13 20

Total 254

2.8.12 Device configuration table and volume history file
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The device configuration table and the volume history table also require disk
space, but they are typically very small. The device configuration table contains
entries for defined device classes and definitions for drives and libraries. Every
volume that is used by Tivoli Storage Manager is tracked in the volume history
database, including the volume identifier for the database backups. The volume
history information is periodically copied out to a volume history file that you can
specify with the VOLUMEHISTORY option in the dsmserv.opt file.

We recommend defining at least two copies of both the device configuration
table and the volume history file, in case one becomes unusable due to a
hardware or software failure. We also highly recommend that you back up the
device configuration file and the volume history file every time you back up your
Tivoli Storage Manager database. These files will be invaluable in the event that
you need to recover your Tivoli Storage Manager server.
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Complete Table 2-12 on page 49 with the device configuration and volume

history file names and sizes.

Table 2-12 Device configuration and volume history worksheets

Name Size (MB)
/tsm/files/primary/devconfg1.out 0.5
/tsm/files/copy/devconfg2.out 0.5
/tsm/files/primary/volhist1.out 0.5
/tsm/files/copy/volhist2.out 0.5

Total 2

2.8.13 Total disk

Total disk refers only to the numbers discussed here. If you are using mirroring or
some other version of RAID, you need to take that into consideration separately.
The disk required to run the server platform operating system efficiently also has

not been considered.

IBM Tivoli Storage Manager code requirements for disk vary depending on the
server platform and release level. We use an estimate of 200 MB at the time of

writing. Table 2-13 summarizes the disk requirements for the Tivoli Storage

Manager server as we have planned it.

Table 2-13 Total IBM Tivoli Storage Manager disk required worksheet

Size (GB)

IBM Tivoli Storage Manager code (dependent on platform) 2

IBM Tivoli Storage Manager database 2.772
IBM Tivoli Storage Manager recovery log .282
Primary storage pools 254
Device configuration table and volume history table .002
Other (RAID, operating system) 0

Total 258
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2.9 Tape

drives and sizing

In this section we discuss the calculations for estimating the size of a tape library
to support a Tivoli Storage Manager solution. Similar calculations can be used to
determine the total disk storage needed to support an environment.

Most Tivoli Storage Manager designs incorporate tape and tape drives as the
ultimate long-term storage locations for backups and archives. Therefore, it is
important to understand the performance characteristics of tape drives and tapes
when designing a Tivoli Storage Manager solution.

When using tape storage pools, a Tivoli Storage Manager server should have
access to no less than two drives. For architecture calculation purposes, assume
only 80% of maximum, uncompressed throughput for a tape drive. Be prepared
to do restores while other administrative operations are happening on the system
or when drives are broken.

Carefully consider card and bus throughput when attaching tape drives to
systems. Most protocol/tape combinations can accommodate two or three tape
drives per card. When using Fibre Channel/SAN attached tape drives and disks,
do not mix disk and tape traffic on the same HBA.

When planning for tape drive throughput and tape capacity, it is best to be
conservative. Although drives can perform close to and better than their
compressed rating, typically their performance is far less than this in reality. We
use 80% of native uncompressed throughput ratings and 150% of native capacity
ratings for theoretical calculations of drive throughput and tape capacity.

Table 2-14 summarizes those calculations for some popular tape drives.

Table 2-14 Tape device comparisons

Tape drive Native speed Native capacity Assumed speed | Assumed
(MBps) (GB) (GB/HR) capacity (GB)

IBM LTO Gen 2 35 200 98 300

IBM LTO Gen 3 80 400 224 600

IBM 3590-E1A 14 40 39 60

IBM 3590-H1A 14 60 39 90

IBM 3592 40 300 112 450

STK T9840C 30 40 84 60

STK T9940C 30 200 84 300
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Tape drive Native speed Native capacity Assumed speed | Assumed
(MBps) (GB) (GB/HR) capacity (GB)
Sony AIT-3 12 100 33 150

Whether you use Table 2-14 or your own calculations, it is critical when designing
a Tivoli Storage Manager solution to measure the backup and potential restore
workload against the speed of your tape solution. In our earlier example, for
instance, we calculated that we needed to move 86.6 GB/HR to meet SLAs. So
based on the theoretical numbers above, a solution that is capable of that data
movement would take three LTO Gen 1 tape drives.

In addition to calculating backup workload, an architect must also consider
administrative processes and potential restores when deciding how many tape
drives a system needs. Each day, off-site copies of tapes must be made and
reclamation must occur. A potential restore of a large system could also require
multiple drives to meet SLAs.

A detailed discussion of specific I/O protocol speeds is beyond the scope of this
book. However, you should understand the speeds of the drive you choose and
recommendations for system connectivity. As a general rule, most hardware
vendors recommend no more than two to three tape drives per interface card
and, if using Fibre Channel, that tape traffic be separated from disk traffic.

The information in Table 2-15 will be used when sizing tape libraries and then
when defining them to Tivoli Storage Manager.

Table 2-15 Tape drive configuration worksheet

Option
Library model IBM System
Storage™ TS3310
Tape Library
Number of drives 2
Drive model 3580
Number of on-site tape volumes 19
Number of off-site tape volumes 29
Number of database volumes 6
Number of scratch tapes 9
Number of backup set tape volumes 5
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Option

Total tape volumes required 68

Assume 10% growth in first year 75

2.9.1 Tape devices

Tape drives come in all sizes, including, but not limited to, DLT, SDLT, LTO,
3590, and other device types. Each type of drive has a different data capacity,
performance, cost, and reliability characteristics. Although data capacity and cost
per megabyte stored are important, reliability is much more important. Having
saved money buying tapes is small consolation when you are unable to restore
your customer billing database due to a tape error.

In general, tape drives where the tape touches the read/write heads, such as 4
mm and 8 mm, tend to be less reliable (and slower) than tape drives where the
tape does not touch the read/write heads, such as 3580 and 3590. If you do
implement drives that touch the read/write heads, plan to replace the tapes at
regular intervals.

2.9.2 Tape libraries

Tivoli Storage Manager was designed with automation in mind, specifically for
automated tape libraries. The best and easiest way to run a Tivoli Storage
Manager library is to keep all on-site data in the library so that tapes can be
mounted automatically when needed for restores, backups, reclamation, and
other Tivoli Storage Manager administration processes.

2.9.3 Number of tape drives
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In attempting to reduce costs, some Tivoli Storage Manager customers might
consider purchasing only one or at most two tape drives. Although the Tivoli
Storage Manager could be configured with only one drive (or with a library
containing one drive), we do not consider this to be a production-level solution
and do not recommend it. A single drive solution cannot make additional data
copies (for disaster recovery purposes) or perform space reclamation without
considerable manual effort and additional disk resources. Any Tivoli Storage
Manager server for production use should have a library with two or more tape
drives. Here are some business reasons for selecting a multiple-drive solution:

» To avoid a single point of failure

» To avoid interruptions to automated backup processing (reclamation, backup
stgpool, migration contention)
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» To avoid limiting your scalability (few environments are static or shrink with
regards to the amount of managed data)

» To avoid building additional complexity into the design and implementation,
which will drive the cost of implementation higher

» Because the price point for libraries and tape drives have fallen significantly in
the recent past

Two-drive systems allow for quicker reclamation and pool copies and reduced
drive outages, but restores coming from tape may be delayed due to other
competing tape activity. Systems with three or more tape drives can handle
restores from tape occurring while tape reclamation or other tape processing is in
progress.

As for the number of tape drives, a critical consideration is how quickly you need
to restore one or more clients. More tape drives allow you to restore more clients
in a given time. Collocation allows as many clients to be restored simultaneously
as you have tape drives. If you have stringent restore requirements, collocation
and multiple tape drives make sense. You could also consider features like
backup sets and logical volume backups for highly time dependent servers to
improve their restore window.

To calculate the rate of a restore operation, divide the amount of storage to be
restored by the sustained data rate of the tape drive (not the instantaneous, or
burst, rate) quoted by the manufacturer. If this number does not allow you to
meet your service levels, collocation, more tape drives, faster tape drives, a new
service level, or another backup strategy may be required.

We recommend a minimum of a library with a barcode reader and at least two
tape drives for all production-level Tivoli Storage Manager solutions.

2.10 Tape volumes

Tape volumes are used to store on-site copies of data, off-site copies of data,
and database backups. Additional tape volumes are required because all tape
volumes are not filled to capacity. Some volumes are required to stock a scratch
pool so that mounts for unused tape volumes can be satisfied. If you are
considering backup sets and image backups, you may need to add more tapes
to your scratch pool.

2.10.1 On-site volumes

You must consider how many tapes you will need to hold your backup, archive,
and image data in a specified time frame. Each of those have different expiration
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requirements, and therefore, the calculation may not be linear. In any case, keep
in mind that it is best to assume a middle case/worst case scenario so that you
do not run out of tapes.

Backup tapes
To calculate the number of on-site tape volumes required for backup operations,
carry out the following calculations:

1. If this is a sequential storage pool (tape device), multiply the primary storage
pool size by the number of backup versions from Table 2-5 on page 26 to give
versions pool size.

2. Add the sum of all Total storage used fields for each client from Table 2-1 on
page 18 to the versions pool size, giving tape pool size.

3. Divide the tape pool size by the device capacity to find the number of tape
cartridges required.

4. Add 50% to cater to tapes that are in filling status to give the total cartridges
required for on-site tapes.

5. If using collocation, normally there should be at least as many tape cartridges
as there are clients. Consider tape native capacity as a rounding factor.

We do not use the compressed capacity of the tape here because we factored
the client compression rate into the calculation of the storage pool size. If data is
compressed at the client, it will not receive any benefit from hardware
compression done by the tape drive.

Backup tape calculation
To calculate:

1. If the primary storage pool is 254 GB, and the number of versions kept is 7,
then multiplying 1.04 * 7 gives a 1778 GB versions pool size.

2. If the all the clients are using 1200 and 400 GB, then 1200 + 400 + 1778
equals 3378 GB.

3. If the tape device has a capacity of 400 GB, then dividing 1938 by 400 gives 9
cartridges required to store all the data.

4. 5* 1.5 gives 14 total cartridges required for on-site tapes.

5. If we use collocation for the database servers, since there 4 database servers
and 20 file servers, we have enough tape volumes.
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Archive tapes
For archive tapes:

1.

Using Table 2-1 on page 18, multiply the GB copied per archive by (1 - the
data compression rate), giving transferred archive data.

For each client, multiply the transferred archive data by the number of
archives kept in a year times the yearly retention ratio (that is, desired
monthly retention/12 months), and sum up, giving total archive data.

Divide the total archive data by the native tape capacity, giving the total
number of tapes required.

Archive tape calculation
To calculate:

1.

The clients in our table have 200 GB and 80 GB of archive data. The
compression ratios are 0.5 and 0.66. This equals 200 *(0.5) and 80 * (0.34),
which equals 100 and 27.2 GB.

The number of archives kept are 12 and 12. The yearly retention ratios are
12/12 and 12/12. This equals 100*12* 1 + 27.2*12*1 = 1526.4 GB.

If the tape device has a capacity of 400 GB, then dividing 1526.4 GB by 400
gives 4 cartridges required to store all archive data.

Image backup tapes

Image requirements are calculated on total allocated file system space. For the
sake of simplicity, we are not considering any compression rating (you can use
the compression ratio for the client on the sum of file systems), and therefore the
number is already overestimated without any need for extra tapes:

1.

Consider all client file spaces eligible for image backup. Sum them all, giving
transferred image size per client.

Using Table 2-1 on page 18, multiply the number of image backups by
transferred image size per client times yearly retention ratio (that is, desired
monthly retention/12 months), and sum them all giving total image size.

Divide the total image size by the native tape capacity, giving the total number
of tapes required.

Image backup tape calculation
To calculate:

1.

In our example, we assume that the sum of all of client 3 eligible file spaces
for logical volume backup would be 10 GB * 4 = 40 GB.

2. The retention ratio is 1/12. Assuming the previous calculation, this gives 12 *

40*0.16 = 76.8 GB.
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3. If the tape device has a capacity of 400 GB, then the image backup data
needs only one tape to store it all (assuming no compression).

Therefore, the total on-site tape requirements for this example would be
14+4+1 = 19 tapes.

2.10.2 Off-site volumes

You will probably have more tapes in your off-site pool than onsite, because of
less frequent reclamation and partially filled tapes.

To estimate the number of tape cartridges required for off-site copies, use the
number of onsite tape volumes calculated in the previous section. As a rough
guide, add 50% to estimate the number of tapes required. In our example, this
comes to 29 off-site tapes. Keep in mind that collocation may be set on for either,
both, or none of the on-site and off-site tape pools, which will also affect tape
volume requirements.

2.10.3 Database tape volumes
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Each database backup requires at least one tape volume. We recommend
backing up the database every day and keeping backups for at least five days.

To calculate the database tape volumes required:

1. Divide the database size calculated in, 2.8.4, “Database size” on page 41, by
the tape device capacity and round up to the nearest whole number to give
the number of tape volumes required for one database backup.

2. Multiply this number by six (five copies plus the copy just being made) to give
the total number of tape volumes required for database backups.

For example, If the database size is 1386 MB, and the device capacity is 400
GB, each database backup will fit on one tape volume. Therefore, 1 tape * 6
versions = 6 tape volumes.

Scratch volumes

A scratch (or empty) volume is required every time Tivoli Storage Manager wants
to write to an unused tape.

To estimate the number of scratch volumes required:

1. Total the number of tape volumes required for on-site tapes, off-site tapes,
and database backup tapes.

2. Calculate 15% of this number to allocate for scratch tape volumes.
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We have a total of 49 on-site, off-site, and scratch tapes. Fifteen percent of this is
nine tapes.

Backup set volumes

It is worth calculating backup set tape space requirements separately from
regular file-based processing due to the nature of backup sets. Note that
although the backup set is a server-initiated procedure, our calculations are
based on previous file-backup operations. Note that this step may not be
necessary, since you may create backup sets onto disk and copy them onto
media such as CD or use another tape format that is common to both the server
and the client. For this calculation we are assuming the backup set consists of
the entire client system’s file; however, you may only use a subset of its file
spaces.

To estimate the number of backup set volumes required:

1. Using Table 2-1 on page 18, multiply the total storage used by (1 - the data
compression rate) to give the total gigabytes for each client. Round up to the
next multiple of the native tape capacity, since backup sets, like server
database backups, cannot stack onto tapes.

2. Multiply the number of backup sets by the total gigabytes for that client to give
the client backup set size.

3. Multiply the client backup set size by the yearly retention ratio (that is, desired
monthly retention/12 months) for that client. Sum all client backup set sizes to
give the total backup set requirement.

4. Divide the total backup set requirement by the device capacity to find the
number of tape cartridges required.

Backup set calculation
To calculate:
1. Multiplying 1200 by (1 - 0.5) gives 600, and multiplying 400 by (1 - 0.66) gives

136. Assuming a native tape capacity of 400 GB, this rounds up to 800 and
400 GB, respectively.

2. From previous calculations, client backup set sizes are 6 * 800 (4800 GB) and
6 * 400 (2400 GB).

3. Assuming retention periods of 4/12 and 2/12, this gives 4800*0.33 +
2400%0.16 = 2000 GB as backup set space requirement.

4. If the tape device has a capacity of 400 GB, then dividing 2000 by 400 gives 5
cartridges required to store all backup set data during the specified time
frame.
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Adding up all these numbers as stored in Table 2-15 on page 51 gives a total of
68 tape volumes required, growing to 75 in the first year, assuming a 10% growth
rate. You then need to consider this number against the library configurations
available for your chosen technology. The IBM System Storage TS3310 with
expansion unit has space for 128 cartridges, so this leaves some capacity for
future growth. It should be noted that Tivoli Storage Manager setups rarely if ever
shrink.

2.10.4 z/OS tape management
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On all platforms except for iSeries and z/OS®, OS/390® (or MVS), Tivoli Storage
Manager provides its own tape management functions. For z/OS, it uses the
functions provided within the operating system or other tape library management
systems.

Tivoli Storage Manager uses data set names to identify various types of Tivoli
Storage Manager data sets. The data set name prefix is set by the device class
parameter PREFIX. Each device class can have a different data set name prefix.
The data set name suffix is fixed by Tivoli Storage Manager for various data
types. The suffix .DBB indicates a database backup data set. The suffix .BFS
indicates an on-site or off-site data copy.

Most tape library management systems on z/OS use the data set name to
identify tapes to be taken off-site. Since Tivoli Storage Manager uses the data
set name PREFIX.BFS for both on-site and off-site copies, the tape management
system has no way to identify tapes that must be moved off-site.

To choose another data set name for off-site copies, create another device class
for the off-site copies and choose a different prefix. Set the tape library
management system to trigger on this different PREFIX.BFS data set name and
off-site copies will be identified automatically.

Tivoli Storage Manager allows an external data manager (EDM) to control tapes.
To inform the EDM when a tape goes into a scratch status, you can use the
DFSMShsm™ ARCTVEXT parameter. Include the DELETIONEXIT ARCTVEXT
parameter in the Tivoli Storage Manager server options file. For more information
see IBM Tivoli Storage Manager for MVS and OS/390 Administrator's Guide,
GC35-0377.

If your tape management system uses program names to identify External Data
Managers, the Tivoli Storage Manager program name is ANRSERV.
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2.11 Administrator IDs

Identify who will be the Tivoli Storage Manager administrators in your
organization.

A Tivoli Storage Manager administrator controls Tivoli Storage Manager
resources. There can be numerous administrators with varying levels of authority
over the Tivoli Storage Manager server itself. Also, an administrator can use the
Web backup-archive client to perform backup, restore, archive, and retrieve
operations on the behalf of other users using a Web browser. Help desk
personnel can use this to perform these client tasks for their end users without
having to log on to the client machine.

If your Tivoli Storage Manager installation is large or widely dispersed, you
should delegate some authority to administrators based on policy domains or
storage pools. Therefore, a workstation administrator could look after setting data
retention criteria for workstation data only (assuming the correct policy domains
were set up). A UNIX administrator could be given Tivoli Storage Manager
authority over UNIX data retention criteria only.

Since Tivoli Storage Manager logs all commands issued by administrators and it
has no limit on the number of administrators, do not share administrator IDs.
Sharing administrator IDs reduces the accountability of each ID, and therefore of
all the people sharing the ID. Conversely, numerous administrator IDs may give
too many people too much authority.

Table 2-16 suggests several administrator IDs you may want to implement.

Table 2-16 Administrator IDs worksheet

Functions Administrator ID Authority
Server console SERVER_CONSOLE System
System administrator sysadmin System
System support support System
System reporter reporter none
Client administrator helpdesk Node

We recommend that, once you have created your required IDs, that you delete
the default installed administrator, admin, to prevent the possibility of this ID
being misused. Many sites leave this ID with its default password, creating a big
security hole for any malicious person with basic Tivoli Storage Manager
knowledge.
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2.11.1 License considerations

This section describes the tasks involved when licensing a Tivoli Storage
Manager system, including registering, saving, and auditing.

The base IBM Tivoli Storage Manager feature includes the following support:
» An unlimited number of administrative clients

» Enterprise Administration, which includes command routing, enterprise
configuration, and enterprise logging (server-to-server)

» Server-to-server virtual volume capabilities (does not include database and
storage pool backup)

» Network Enabler (network connections for clients)

» AFS/DFS™ support (The S/390® platform includes the S/390 UNIX client as
part of Managed System for SAN.)

» Smaller tape libraries
Tivoli Storage Manager Extended Edition also includes the disaster recovery

manager, Space Management, NDMP backup, server-free backup LAN-free
backup, and use of any size tape library.

2.11.2 Licensed features registration
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You must register a new license if you want to add support for any of the
following features that are not already in your existing license agreement. Tivoli
Storage Manager uses a license file and the REGISTER LICENSE command to
complete this task. Licenses are stored in enrollment certificate files, which
contain licensing information for the server product. When registered, the
licenses are stored in a nodelock file within the current directory.

To register a license, use the REGISTER LICENSE command, as well as the
license file associated with the license. See Table 9-1 on page 304 and Table 9-2
on page 309 for a list of valid license files for the different versions of Tivoli
Storage Manager.

Saving your licenses

Save the CD-ROM or directory containing your enroliment certificate files. You
may you need to register your licenses again for any of the following reasons:

» The server is corrupted.

» The server is moved to a different machine.
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» The nodelock file is destroyed or corrupted. Tivoli Storage Manager stores
license information in the nodelock file, which is located in the directory from
which the server is started.

Monitoring licenses

When license terms change (for example, a new license is specified for the
server), the server conducts an audit to determine whether the current server
configuration conforms to the license terms. The server also periodically audits
compliance with license terms. The results of an audit are used to check and
enforce license terms. If 30 days have elapsed since the previous license audit,
the administrator cannot cancel the audit.

If a Tivoli Storage Manager system exceeds the terms of its license agreement,
one of the following occurs:

» The server issues a warning message indicating that it is not in compliance
with the licensing terms.

» If you are running in Try Buy mode, operations fail because the server is not
licensed for specific features.

You must contact your Tivoli Storage Manager account representative or
authorized reseller to modify your agreement. An administrator can monitor
license compliance by:

» Auditing licenses

Use the AUDIT LICENSES command to compare the current configuration
with the current licenses.

Note: During a license audit, the server calculates, by node, the amount of
backup, archive, and Space Management storage in use. This calculation
can take a great deal of CPU time and can stall other server activity. Use
the AUDITSTORAGE server option to specify that storage is not to be
calculated as part of a license audit.

» Displaying license information

Use the QUERY LICENSE command to display details of your current
licenses and determine licensing compliance.

» Scheduling automatic license audits

Use the SET LICENSEAUDITPERIOD command to specify the number of
days between automatic audits.
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2.12 Other considerations
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There are numerous other topics to be considered when planning a Tivoli
Storage Manager installation. Many of these topics are outside the scope of this
book, but we mention them here for completeness.

>

Staffing

Staffing requirements need to be addressed. The various functions such as
operations, technical support, administration, and help desk may all be
performed by one person in a small site. Larger sites may find a more
specialized approach useful. To provide backup coverage, two people per
function is always a good idea.

Lead time

Some tasks such as installing a tape exit in z/OS may have considerable lead
times before the change can be made. We have highlighted some of these,
but check with your technical support group and your change management
group for their guidelines.

Monitoring

You may want to consider monitoring your Tivoli Storage Manager server
system using a product such as Tivoli Enterprise™. We have highlighted
some suggestions for this, but there are many more items that you may want
to monitor. Monitoring also includes monitoring the health of the Tivoli
Storage Manager software. Numerous queries are useful for displaying
information about the Tivoli Storage Manager system and its operations. We
have included some basic possibilities.

Chargeback

Some Tivoli Storage Manager installations charge for their services. This is
possible using the accounting records and site-specific programs. Some
items you may want to consider charging for include bytes stored, CPU time
per client, or tapes used.

Code refreshes

New client code typically has been released every three months. With
installations supporting large numbers of clients, keeping up with these
refreshes of client code requires special consideration. Set up a procedure for
tracking which clients are running which release of Tivoli Storage Manager
code. Design your client installs to be as generic and as similar as possible. If
an automated software install process is available, consult with the process
owners regarding the best practices to use in setting up Tivoli Storage
Manager clients.
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» Export/Import

It is possible to export a client definition and all of its related data from one
Tivoli Storage Manager server and import it into another Tivoli Storage
Manager server. This facility is useful for moving clients from one server
platform to another server on the same or different platform. With a large
number of clients, or clients with a large amount of data, the export and import
can take a significant amount of time, in the order of 24 to 48 hours. In these
cases, planning and coordination need to be done as to when the exporting
server ceases backups and the importing server starts backups.

» Server scripts

These are very useful for issuing Tivoli Storage Manager commands
repeatedly, or with some rudimentary logic around them.

» SQL queries

These are powerful queries you can run against the Tivoli Storage Manager
database to extract information.

» Problem determination

Diagnosing and resolving problems are tasks you will have to do on a regular
basis. In general, once you have determined that you have a problem, install
the latest level of Tivoli Storage Manager client and Tivoli Storage Manager
server code and try to recreate the problem. If it still exists, you should
engage formal software support procedures. Alternatively, you may search or
post your problem to the Tivoli Storage Manager listserv list to see if someone
else has experienced the problem or may be able to offer some suggestions.

» Disaster recovery

We recommend that planning and testing for disaster recovery be done on a
regular basis. Disaster Recovery Manager (DRM) assists in gathering,
maintaining, and recommending information and planning pertinent to
disaster recovery.

2.13 Summary

Now that we have discussed planning and checklists in the initial chapters, as
well as the need to read and understand the IBM Redbook /BM Tivoli Storage
Management Concepts, SG24-4877, we can get started on the actual installation
phase.
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Part 2

Installation

In this part of the book we discuss the installation of the server and client code
that will be used to implement IBM Tivoli Storage Manager. We provide
implementation checklists and describe the various planning considerations you
will need to take into account to get the best results.
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Server installation

In this chapter we explain the steps relating to the basic installation of an IBM
Tivoli Storage Manager server. We cover the topics of code installation and
options file customization.

We assume that, before you enter into this installation, you have completed the
planning worksheets, and have read and understood the IBM Tivoli Storage
Management Concepts, SG24-4877. If not, please stop and take the time to do
SO Now.

You will gain a better understanding and be more successful if you take the time
to plan and design your total solution before you begin installation.
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3.1 Software installation

We assume that you have read and understood the IBM Redbook, IBM Tivoli
Storage Management Concepts, SG24-4877, as well as the previous chapters.
You should also use the instructions in the associated Quick Start manual for
your chosen Tivoli Storage Manager server platform to install the Tivoli Storage
Manager code. The Quick Start manual is shipped with the install media. The
latest version of this manual is also available from the Tivoli Storage Manager
Web site in either HTML or PDF format. We recommend that you download the
manual to ensure that you are working with the latest information. The URL for
Tivoli Storage Manager publications is:

http://publib.boulder.ibm.com/infocenter/tivihelp/vlrl/index.jsp?toc=/com.ibm.i
tstorage.doc/toc.xml

Note: We highly recommend that you read the readme.1st file to see the
changes in the Tivoli Storage Manager version you are about to install, the
hardware and software prerequisites, and any additional installation steps that
might be needed.

3.2 Latest software updates
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Tivoli Storage Manager server and client code fixes and enhancements are
released on a regular basis. The fixes are available from IBM via the Internet or
CD-ROM. Downloading from the Internet is preferable if your connection
supports it. Many fixes can be quite large, as they are full or near-full code
replacements. If you are unable to download from the Internet, you can order the
fixes through your usual IBM service channel.

The Tivoli Storage Manager support home page has links to the latest Tivoli
Storage Manager server fixes, Tivoli Data Protection for application fixes, Tivoli
Storage Manager client code, and important download information. It also
contains important FLASHES of late-breaking product news, which may affect
your implementation. You may subscribe to updates via RSS, or regularly visit
the Web site:

http://www.ibm.com/software/sysmgmt/products/support/IBMTivoliStorageManager.html

This link will take you to the FTP server:
ftp://service.boulder.ibm.com/storage/tivoli-storage-management/maintenance/
If you have downloaded many fixes you may find it more convenient to go directly

to the FTP site and navigate through the directories to quickly find the latest
fixes.
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The individual fix directories in general include files listed below. The names and
content of these files may vary slightly across platforms:

» readme.ftp
This file contains the download and install instructions.
» readme.1st

This file contains important information that is not yet available in manuals.
This includes information such as description of code fixes, enhancements,
limitations, and additions or corrections to the hardcopy publications.

» Code images

These files contain the actual code fixes. You should download and unpack
these files exactly as instructed in the readme.ftp file.

If the fix is unavailable for download, or your environment is not suitable for
downloading large files, you can use the fix number to order the code on
CD-ROM from IBM support.

We recommend that you keep a copy of the latest server, agent, and client fix
files on a suitable file server (which could be the Tivoli Storage Manager server
itself) at your site. This allows easier distribution and code installation, especially
for clients.

Attention: If you are using IBM tape devices such as 3580, 3592, and
associated libraries, you do not need to install the Tivoli Storage Manager
device driver, since these device drivers use the IBM tape driver. The IBM
tape device drivers are available at the FTP site:

ftp://ftp.software.ibm.com/storage/dev/drvr

However, if you also install the Tivoli Storage Manager device driver, you will
be able to use some useful utilities on the IBM tape devices.

At the time of the writing, a number of important server fixes are available to
support library sharing and LAN-free environments. If you are using or
planning to use these environments, we strongly recommend that you install
server levels 5.2.7.1/5.3.2.3 or later.
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3.3 AIX server installation
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Here we show how to perform a fresh install of the Tivoli Storage Manager server
code on AlX on a pSeries server with AIX V5.3 64-bit installed.

You must be logged in as root to install the Tivoli Storage Manager server code.

1. Insert the Tivoli Storage Manager server for AlX installation CD in the
CD-ROM drive. From the operating system prompt, enter smitty installp.
Choose Install and Update from ALL Available Software, as shown in
Example 3-1.

Example 3-1 Tivoli Storage Manager installation: smitty installp

Install and Update Software
Move cursor to desired item and press Enter.

Install Software

Update Installed Software to Latest Level (Update Al11)
Install Software Bundle

Update Software by Fix (APAR)

Install and Update from ALL Available Software

2. Select the INPUT device where the installation packages are located. This is
system dependent. Usually this will be the CD-ROM (for example, /dev/cd0)
or a directory. We used the CD-ROM as our input device.

3. Select the filesets to install. Place the cursor in the Software to install option
and enter F4 to display the list of available filesets. The Tivoli Storage
Manager AIX server is supported on 32-bit and 64-bit platforms. For the
supported filesets to select during installation or to upgrade from previous
versions, see Tivoli Storage Manager AlX Installation Guide, GC32-1597.

Note: You cannot install both the 32-bit (tivoli.tsm.server.rte) and 64-bit
(tivoli.tsm.server.aix5.rte64) server filesets on the same machine. Use the
AlX bootinfo -y command to determine whether your system is 32 bit or
64 bit.

We selected the following 64-bit filesets:

— tivoli.tsm.devices.aix5.rte Device Support - AIX 5.x, 32-bit and 64-bit

— tivoli.tsm.server.com Server samples and diagnostic utilities

— tivoli.tsm.server.aix5.rte64 Server runtime - AlX 5.x, 64-bit

— tivoli.tsm.msg.en_US.server Message Library and help

— tivoli.tsm.msg.en_US.devices SMIT menu catalogs

— tivoli.tsm.license.aix5.rte64 License enablement module - 64-bit kernel
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— tivoli.tsm.license.cert License certificates
— tivoli.tsm.server.webcon Administration Center

4. Perform a preview install to make sure there is sufficient disk space and that
all prerequisite filesets have been selected. With PREVIEW only and Preview

new LICENSE agreements options set to Yes, press Enter.

Note: To install the server on AIX V5.2 or later, you must accept the
license agreement. You can view the license agreement by selecting Yes
on the Preview new LICENSE agreement option in smit.

5. If there is sufficient disk space and all prerequisite filesets have been

selected, perform the actual install. With the PREVIEW install option set to
No and Accept new LICENSE agreement set to Yes, press Enter. Example 3-2

shows the screen with all the selections we made for installation.

Example 3-2 Install and update from all available software

Install and Update from ALL Available Software

Type or select values in entry fields.
Press Enter AFTER making all desired changes.

[Entry Fields]

* INPUT device / directory for software /dev/cd0

* SOFTWARE to install [tivoli.tsm.devices.ai> +
PREVIEW only? (install operation will NOT occur) no +
COMMIT software updates? yes +
SAVE replaced files? no +
AUTOMATICALLY install requisite software? yes +
EXTEND file systems if space needed? yes +
OVERWRITE same or newer versions? no +
VERIFY install and check file sizes? no +
DETAILED output? no +
Process multiple volumes? yes +
ACCEPT new license agreements? yes +
Preview new LICENSE agreements? no +

6. Example 3-3 shows the final output after installation.

Example 3-3 Installation success

COMMAND STATUS

Command: 0K stdout: yes stderr: no

Before command completion, additional instructions may appear below.
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[TOP]
geninstall -I "a -cgNgwXY -J" -Z -d /usr/sys/inst.images -f File 2>&1

File:
:tivoli.tsm.license.aix5.rte64 5.3.2.0
:tivoli.tsm.license.cert
:tivoli.tsm.msg.en_US.devices
:tivoli.tsm.msg.en_US.server
:tivoli.tsm.server.aix5.rte64
:tivoli.tsm.server.com
:tivoli.tsm.webcon

i e e ]
w wwwww

RN PN NN
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[SRNG NS, BN BRSNS, |

[MORE. . .235]

The report shows the list of filesets you have chosen to install and the status of
the installation.

The Tivoli Storage Manager server process will automatically be started after a
successful installation.

3.4 Linux server installations

This section shows the installation steps for Linux servers. We installed the
server on a Red Hat Linux distribution.

For more information about Tivoli Storage Manager Server for Linux, please see
the Information Center:

http://publib.boulder.ibm.com/infocenter/tivihelp/vlrl/index.jsp?toc=/com.qibm. i
tstorage.doc/toc.xml

3.4.1 Installation packages

The installation packages are in rpm format, and include:

> TIVsm-license-5.3.2-0.i386.rpm
> TIVsm-server-5.3.2-0.i386.rpm
» TIVsm-tsmscsi-5.3.2-0.i386.rpm
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3.4.2 Installation commands

Go to the directory where the TIVsm-server package was uncompressed and
unpacked (or the mount point for CD-ROM). Execute the server installation
script, install_server, as shown in Example 3-4.

Select the language for installation (2 for English in our example). The license
agreement displays.

Example 3-4 Install_server: license acceptance

[root@palau:/tsm5320server]# ./install_server
Preparing License Agreement
Software Licensing Agreement
1. Czech

English

French

German

Italian

Polish

Portuguese

Spanish

Turkish

O 00 NOY Ol B WN

Please enter the number that corresponds to the Tanguage
you prefer.

2

Software Licensing Agreement

Press Enter to display the license agreement on your
screen. Please read the agreement carefully before
installing the Program. After reading the agreement, you
will be given the opportunity to accept it or decline it.
If you choose to decline the agreement, installation will
not be completed and you will not be able to use the
Program.

International Program License Agreement
Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING
THE PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF
YOU ARE ACCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSON
OR A COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT AND
WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND THAT PERSON,
COMPANY, OR LEGAL ENTITY TO THESE TERMS. IF YOU DO NOT
AGREE TO THESE TERMS,
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- DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, OR USE THE
PROGRAM; AND

- PROMPTLY RETURN THE PROGRAM AND PROOF OF ENTITLEMENT TO

Press Enter to continue viewing the license agreement, or,
Enter "1" to accept the agreement, "2" to decline it or
"99" to go back to the previous screen.

1

Accept the license by entering 1. Now select which package to install. We
selected B BASIC INSTALL, as shown in Example 3-5. This installs the server
and license packages.

Example 3-5 Install_server: basic installation

License Agreement Accepted
Ready to install RPM packages for i686.

Please select a package to install or "Q" to quit.
1 TIVsm-Ticense-5.3.2-0

TIVsm-server-5.3.2-0

TIVsm-tsmscsi-5.3.2-0

TIVsm-cmdlinehelp.de DE-5.3.0-0

TIVsm-cmdlinehelp.de DE.utf8-5.3.0-

TIVsm-cmdlinehelp.en_US.utf8-5.3.0

TIVsm-cmdlinehelp.es_ES-5.3.0-0

TIVsm-cmdlinehelp.es_ES.utf8-5.3.0-0

9 TIVsm-cmdlinehelp.fr FR-5.3.0-0

10 TIVsm-cmdlinehelp.fr_FR.utf8-5.3.0-0

11 TIVsm-cmdlinehelp.it_IT-5.3.0-0

12 TIVsm-cmdlinehelp.it_IT.utf8-5.3.0-0

13 TIVsm-cmdlinehelp.ja_JP-5.3.0-0

14 TIVsm-cmdlinehelp.ja_JP.utf8-5.3.0-0

15 TIVsm-cmdlinehelp.ko KR-5.3.0-0

16 TIVsm-cmdlinehelp.ko KR.utf8-5.3.0-0

17 TIVsm-cmdlinehelp.pt_BR-5.3.0-0

18 TIVsm-cmdlinehelp.pt_BR.utf8-5.3.0-0

19 TIVsm-cmdlinehelp.zh_CN-5.3.0-0

20 TIVsm-cmdlinehelp.zh_CN.gb18030-5.3.0-0

21 TIVsm-cmdlinehelp.zh CN.utf8-5.3.0-0

22 TIVsm-cmdlinehelp.zh_TW-5.3.0-0

23 TIVsm-cmdlinehelp.zh_TW.euctw-5.3.0-0

24 TIVsm-cmdlinehelp.zh_TW.utf8-5.3.0-0

B BASIC INSTALL

Q QuiT

00O N0l B WN
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The basic install includes the following packages:
TIVsm-server-5.3.2-0
TIVsm-Ticense-5.3.2-0

Should I continue with the basic install? (Y/N)

Yy
Installing TIVsm-server-5.3.2-0.
Preparing... #H##HH R R R [100%]

1:TIVsm-server #HH#E#HE AR AR A R A [100%]

Upgrading TSM server database...

R e *kkkkkkhkkkk kkhkkhkkhkkhkkhhkhhkhkkkkrhrhkkxx

IMPORTANT: Read the contents of file /README
for extensions and corrections to printed

product documentation.
KhkhkkkkhkkhhkkhhkkhhhkkhkhkhikrhkhxA kkkhkkkhkkkhkh% kkkhkkkhhkkhhkkkhkkhkhhkhkx

Installing TIVsm-license-5.3.2-0.

Preparing... #HHHH R AR AR A [100%]
1:TIVsm-Ticense #HH#R R A AR A A [100%]

After the installation is complete, you are again prompted for the package
selection. This time, select 3 for the device driver package. Once the device
driver installation is completed, select Q and press Enter.

Alternate installation: rpm package installer. You can also use the rpm
package installer for your installation. The following is the command syntax
used for this install, listed in the order of installation:

rpm -ivh TIVsm-license-5.3.2-0.1386.rpm
rpm -ivh TIVsm-server-5.3.2-0.7386.rpm
rpm -ivh TIVsm-tsmscsi-5.3.2-0.1386.rpm
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3.4.3 Post-installation steps

After the installation, the server does not start automatically. We need to
customize the server options file, /opt/tivoli/tsm/server/bin/dsmserv.opt. As
shown in Example 3-6, the default dsmserv.opt file created at installation only
defines a minimum of possible server options and is not sufficient to start the
server.

Example 3-6 Default dsmserv.opt file after installation

[root@palau:/opt/tivoli/tsm/server/bin]# more dsmserv.opt
**% TBM TSM Server options file

*** Refer to dsmserv.opt.smp for other options
COMMMETHOD TCPIP

TCPPORT 1500

Example 3-7 shows our edited server options file.

Example 3-7 Edited dsmserv.opt

[root@palau:/opt/tivoli/tsm/server/bin]# more dsmserv.opt
**%* TBM TSM Server options file

*** Refer to dsmserv.opt.smp for other options
COMMMETHOD TCPIP

TCPPORT 1500

TCPADMINPORT 1501

DEVCONFIG devcnfg.out

EXPINTERVAL 0

After this, we started the server with the dsmserv command from the server
executable directory, /opt/tivoli/tsm/server/bin, as shown in Example 3-8.

Example 3-8 Initial Linux Tivoli Storage Manager server startup

[root@palau:/opt/tivoli/tsm/server/bin]# ./dsmserv

Tivoli Storage Manager for Linux/i386
Version 5, Release 3, Level 2.0

Licensed Materials - Property of IBM

(C) Copyright IBM Corporation 1990, 2004.

A1l rights reserved.

U.S. Government Users Restricted Rights - Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corporation.

ANR7800I DSMSERV generated at 03:39:28 on Sep 27 2005.

ANR7801I Subsystem process ID is 15131.
ANRO900I Processing options file dsmserv.opt.
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ANR47261 The ICC support module has been loaded.

ANR0990I Server restart-recovery in progress.

ANRO200I Recovery log assigned capacity is 8 megabytes.

ANRO201I Database assigned capacity is 36 megabytes.

ANRO306I Recovery log volume mount in progress.

ANRO353I Recovery log analysis pass in progress.

ANRO3541 Recovery log redo pass in progress.

ANRO355I Recovery log undo pass in progress.

ANR0352I Transaction recovery complete.

ANR1635I The server machine GUID,
9e.6f.al.d2.ee.c7.d9.11.a5.b8.00.02.55.21.0e.79, has initialized.
ANR2100I Activity log process has started.

ANR47261 The NAS-NDMP support module has been Toaded.

ANR1794W TSM SAN discovery is disabled by options.

ANR1305I Disk volume /opt/tivoli/tsm/server/bin/backup.dsm varied online.
ANR1305I Disk volume /opt/tivoli/tsm/server/bin/archive.dsm varied online.
ANR2803I License manager started.

ANR8200I TCP/IP driver ready for connection with clients on port 1500.
ANR2560I Schedule manager started.

ANR0993I Server initialization complete.

ANR0O916I TIVOLI STORAGE MANAGER distributed by Tivoli is now ready for
use.

Next we set up the server addresses to allow for server-to-server
communication, as shown in Example 3-9, and a unique server name to allow for
administration through the Administration Center.

Example 3-9 Setting the server high/low level address and server name

TSM:SERVER1> set serverlladdress 1500

ANR20171 Administrator SERVER_CONSOLE issued command: SET SERVERLLADDRESS 1500
ANR2133I Server 1laddress set to 1500.

TSM:SERVER1> set serverhladdress 9.43.86.83

ANR20171 Administrator SERVER _CONSOLE issued command: SET SERVERHLADDRESS
9.43.86.83

ANR2132I Server hladdress set to 9.43.86.83

TSM:SERVER1> set servername PALAU_SERVER1

ANR20171 Administrator SERVER_CONSOLE issued command: SET SERVERNAME
PALAU_SERVERL

ANR2094I Server name set to PALAU_SERVERI.

TSM: PALAU_SERVER1>

At this point the server is ready to be further customized, depending on what you
require (more storage pools, tape drives, clients, server-to-server configuration).
See the following chapters for more details.
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3.4.4 Uninstallation of the server

If you need to uninstall the server, use rpm to uninstall the modules:

rpm -e TIVsm-Ticense-5.3.2-0.1386.rpm
rpm -e TIVsm-server-5.3.2-0.1386.rpm
rpm -e TIVsm-tsmscsi-5.3.2-0.i1386.rpm

Depending on the customization you did to your server, after the uninstall
completes, there may be still files in the server directory /opt/tivoliitsm/server/bin,
for example, sample, database, log, and storage pool files that got created during
server installation. If you are no longer using the Tivoli Storage Manager server,
you can delete them manually and remove the server directory.

3.5 Windows 2000/2003 server installation

Next, we show how to install the Tivoli Storage Manager server on a Windows
2000 or 2003 platform. The server in the lab has the latest service pack installed.

3.5.1 Tivoli Storage Manager server package instailation

To install:

1. We are installing the downloadable package available to registered users
from the Passport Advantage® Web site. Alternatively, you might install from
a CD. Before the installation begins, you are prompted for a location to store
the temporary installation files. The default is
C:\TSM_Images\TSMSRV5320_WIN. Once the package is extracted, click
the Install Products option. An installation menu, as shown in Figure 3-1 on
page 79, is displayed.
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Install Products

Recommended Installation Sequence:

TSM Server .

B The recommended sequence minrmzes

TSM Server Licenses the number of reboots and ensures that
everything you need 15 installed when

TSM Language Packs o - [,

TSM Device Driver

Additional Installation:

Return to Main Menu

Figure 3-1 Windows Tivoli Storage Manager server installation menu

2. Choose the TSM Server installation package first. The InstallShield Wizard
will guide you through the installation of the package. Click Next on the
wizard welcome window.

3. The license agreement confirmation is displayed next. Read the license
agreement carefully. To accept the license agreement select | accept the
terms in the license agreement and click Next.

4. Enter customer information and choose access rights to the Tivoli Storage
Manager server application. We entered the following:

— User name: Senegal
— Organization: ITSO
— Install this application for anyone who uses this computer.

Click Next.

5. The next window defines the setup type. You may choose Custom
installation to select specific components only. However, we recommend that
you choose Complete installation to make sure that all Tivoli Storage
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Manager server components and prerequisites are installed. If you do not
want to install the server to the default install path C:\Program
Files\Tivol\TSM, you can change the installation path on the custom setup
page. Select Complete and click Next.

Now you can review your inputs to the installation wizard. If you are satisfied
with your choices, click Install to begin the installation. The installation may
take several minutes depending on the hardware used.

When the installation is complete, the InstallShield Wizard completion window
will be displayed. Click Finish to return to the installation menu, as shown in
Figure 3-1 on page 79.

3.5.2 Tivoli Storage Manager License package installation

To install:

80

1.

After the server has been installed, choose TSM Server Licenses from the
installation menu (Figure 3-1 on page 79).

The InstallShield Wizard for IBM Tivoli Storage Manager License initiates.
Click Next on the wizard welcome window.

Enter customer information and choose access rights to the Tivoli Storage
Manager server application. We entered the following:

— User name: Senegal
— Organization: ITSO
— Install this application for anyone who uses this computer.

Click Next.

Define the setup type. You may choose Custom installation to select specific
components only or change the installation path of the package. We
recommend that you choose Complete installation to make sure that all Tivoli
Storage Manager server license components and its prerequisites are
installed. Select Complete and click Next.

Now you can review your inputs to the installation wizard. If satisfied with your
choices, click Install to begin the installation.

. When the server license installation is complete, the InstallShield Wizard

completion window is shown. Click Finish to go back to the installation menu,
as shown with Figure 3-1 on page 79. Choose TSM Device Driver next for
installation.
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3.5.3 Tivoli Storage Manager Device Driver package installation

To install:

1.

Choose TSM Device Driver from the installation menu (Figure 3-1 on
page 79).

Tip: You should disable the Windows Removable Storage Manager
(RSM™) component so that it will not conflict with Tivoli Storage Manager.
To disable RSM, select RSM from the Windows services applet and
change its startup type to disabled.

The InstallShield Wizard initiates. Click Next on the wizard welcome window.

3. Enter customer information and choose access rights to the Tivoli Storage

Manager server application. We entered the following:

— User name: Senegal
— Organization: ITSO
— Install this application for anyone who uses this computer.

Click Next.

Define the setup type. You may choose Custom installation to select specific
components only or change the installation path of the package. We
recommend that you choose Complete installation to make sure that all Tivoli
Storage Manager device driver components and prerequisites are installed.
Select Complete and click Next.

Now you can review your inputs to the installation wizard. If satisfied with your
choices, click Install to begin the installation.

When the device driver installation is complete, the InstallShield Wizard
completion window will be displayed. Click Finish to go back to the
installation menu, as shown in Figure 3-1 on page 79.

After the device driver installation, you will be prompted to reboot your
system, as shown in Figure 3-2. You should reboot before continuing.

35 1BM Tivoli Storage Manager Device Driver 5.3.2.0 Instal... B3 I

o musk reskart your syskem for the configuration

! changes made ko IEM Tivali Storage Manager Device
Driver 5.3.2.0 to kake effect. Click Ves to restark now
ar Mo if wou plan ko restart later,

Figure 3-2 Windows reboot system after installation
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If you want to install a different language pack or the backup-archive client code
on the same machine, you may do so by choosing those options in the install
menu.

3.5.4 Windows 2000/2003 configuration wizards

82

The Tivoli Storage Manager server utilities are available through the Tivoli
Storage Manger program group. These provide access to various configuration
wizards, an administrative interface, a server console, Web sites, and other
useful utilities. In particular, the initial configuration wizards provide a structured
way to implement a Tivoli Storage Manager environment. Each of the
configuration wizards is also available independently within the Server Utilities.

The wizards provide a good front end to some steps in the Tivoli Storage
Manager configuration. They are specially useful in the areas of licensing,
services configuration, device configuration, volume formatting, and media
preparation. The configuration wizards are easier to use than the equivalent
administrative interfaces, particularly for a new user, as they hide the details of
the command interface and provide good help. However, you still need some
Tivoli Storage Manager knowledge to create a good working environment.

The wizards and server utilities do not cover all aspects of an implementation
and are not suited to bulk entry of definitions (large server configuration). This
task is better handled through the use of administrative macros or scripts. Our
recommendation is to use the wizards with care.
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Figure 3-3 shows the main screen for the server configuration wizard.

Initial Configuration Task List for Tivoli Storage Manager on CLYDE x|

Select the ype of TSM Server configuration that wou would like, and then click Start.

' Standard configuration

Choosze thiz option if you want to initialize and configure a server that will be optimized far an environment
with tape devices and network, clientz. Thiz option alzo supports clustering. library gharing, LaM Free,
MDMP, and Server Free configuration.

= Minimal configuration

Chooge thig option if you want Lo initialize and configure a gerver to perform a test backup. You can then configure
the server manually or continue with the standard configuration.

Tasks bo complete State Description
o & Define Environmment Mot started  Provide TS with information on your enviroamest
o 3 Configure Performance Mot started Teszt your computer's pefformance and update TS accordingly
o & Server [nitislization Mot started  Initialize an instance of the TSM server
o 3 Configure Clustering Mot started Configure's TSM for a clustering environment
o & Reaqizter Licenzes Mat started Let TSM know which licenzes you have purchazed
o 3 Configure Devices Mot started Let TS knov which devices you want to use
o & Configure Modes Mat started Reqizter nodes and define TSM policies
O & Prepare Media Mot stated  Label manual device wolumes
o & Prepare Media Mat started Label autochanger volumes and check them in with TSk
«| | o

| Rezet | Done ‘ More Information...J

Figure 3-3 Server main configuration wizard

Information: The configuration wizards are not discussed in this book.
Documentation is provided on the use of these wizards in the section
“Performing the Initial Configuration” of IBM Tivoli Storage Manager for
Windows Quick Start, GC32-0784.

3.6 Integrated Solution Console and Administration

Center

Tivoli Storage Manager V5.3 and later servers are administered through a new
administrative GUI interface, the Administration Center. This replaces the old
administrative Web interface. The Administration Center is a Web-based
interface used to centrally configure and manage Tivoli Storage Manager
servers. The Administration Center is the only Web interface you can use to
administer V 5.3 or later servers—the old administrative Web interface cannot be
used for these.
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You install the Administration Center as an IBM Integrated Solutions Console
(ISC) component. The Integrated Solutions Console allows you to install
components provided by multiple IBM applications, and access them from a
single interface.

The Tivoli Storage Manager server itself can require a large amount of memory,
network bandwidth, and processor resources. In many cases, the server
performs best when other applications are not installed on the same system. If
your system meets the combined requirements for the server and the
Administration Center (for example, it has at least 2 GB of physical memory), you
can use it to install both applications on a single machine. However, if you plan to
use the Administration Center to manage an environment with a large number of
servers or administrators, consider installing the Administration Center on a
separate system.

You can install the ISC on any supported platform. In fact, we recommend
installing ISC and the Administration Center on a separate system from your
Tivoli Storage Manager server, regardless of what platform your Tivoli Storage
Manager server is running on.

Figure 3-4 on page 85 shows an example of the Administration Center Health
Monitor, monitoring five servers: ATLANTIC, DIOMEDE,
LOCHNESS_SERVER1, PALAU, and WISLA.

Note: When you install or upgrade the server to Tivoli Storage Manager V5.3,
you must give your servers unique names. If all of your servers have the
default name SERVER1, you will only be able to add one of them to the
Administration Center. You will then have to set the server names of the other
servers.
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3 Integrated Solutions Console - Microsoft Internet Explorer I

File Edt Wiew Faworites Tooks Help

daback - = - Q) [2] 4| @search [iFavortes @veda o | By S o =

Links (&) Search the Web with Lycos

{&]1BM Business Transformation & |1BM Internal Help & 18M Standard Software Installer

Integrated Solutions Console

[Wieve:| Mo group filter

welcome
# Console Settings
=l Tivoli Storage Manager
Getting Started
Health Manitar
Enterprise Managerent
Starage Devices

Palicy Domains and Client
Modes

Server Maintenance
Reporting

Disaster Recovery
Management

Audress [{&] http: {diomede. itsus] sanjose. lbm. com 8421 ibmfconsole lut pfkexmifdLRbolwFAbgZ_E-pewopchiqGLph 1 yoshilcpu7 CrPmakiskGF _nSa3-axsBotmi defggvgryd-UgvLiidsaUnayn | (P Gn

s gl @l T @ [ select Action - =1
select ~ | server ~ | Health ~

-

ATLANTIC
B (o] DIOMEDE & Meeds Attention
o \ L
LOCHNESS SERWERL
o JE | phem——
o S | prm——

Total: 5 Filterad: 5

This portlet will refresh in 29 minutes and 14 seconds,

Use the health monitor to determine the overall status of server operations and to obtain detailed information abaut client node
schedules, the server database and recovery log, and the status of storage devices managed by the server, The health monitor also
provides access to the server activity log, which allows you to view messages generated during server operations.

@

Figure 3-4 ISC and TSM Administration Center: sample figure

-]
T e

3.6.1 ISC and Administration Center installation

The ISC and the Administration Center are supported on AIX, Windows, Sun
Solaris, and Linux. For detailed information about the system requirements and
platform-specific installation instructions check the Tivoli Storage Manager
server installation guide for your operating system. As a brief introduction we
describe the installation steps on a Windows system here:

1. Go to the directory to which you have unpacked the ISC and Administration
Center code. Start the installation with setuplSC.exe. The InstallShield
Wizard for IBM Integrated Solutions Console, as shown in Figure 3-5 on

page 86, appears. Click Next.
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& IBM Integrated Solutions Console

Tiveli Storage Manager

Welcome to the InstallShield Wizard for IEM Integrated Solutions Console
lse this wizard to install the IBM Integrated Solutions Consale version 6.0,

The Integrated Salutions Console, ar ISC, is a component framewark that allows you to install components pravided by
multiple IBM applications, and access them from a single Web interface. The Administration Center iz installed as an

Integrated Salutions Console component.

Install the Integrated Solutions Console befare you install the Administration Center. The Administration Center
installation wizard is on a separate CD inyour product package.

Wersion 6.0 of the Integrated Solutions Cansale is required to use the Administration Center. If an earlier version ofthe
Integrated Salutions Console is already installed, itwill be upgraded to version 6.0,

MOTE: Depending on processor speed and system memaory, installation of the Integrated Saolutions Console cantake up
to two hours.

Cancel

Figure 3-5 InstallShield Wizard for IBM Integrated Solutions Console

2. The next screen shows detailed installation system requirements. This
information is also available in the readme file in the installation directory.
Make sure that your system meets the requirements and click Next.

3. Review the license information. If you accept, select | accept the terms of
the license agreement and click Next.

4. You are prompted to provide a Integrated Solutions Console user ID,
password, and password verification. We decided to keep the default ID,
iscadmin. Once you have completed the input fields click Next.

5. Now you are prompted for the directory location to install the IBM Integrated
Solutions Console. If you want to install to another directory, provide your
input here—you can browse through your system for an alternate installation
path. We kept the default of C:\Program Files\IBM\ISC601. Click Next.

6. Specify the ports to be used by the ISC. As a best practice, use secure ports
to access the Administration Center. To do so, you must configure the ISC to
use Secured Sockets Layer (SSL). You can find detailed instructions in the
Administrator's Guide Appendix for your system. We kept the defaults:

— Web administration port (HTTP): 8421
— Secure Web administration port (HTTPS): 8422
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Click Next. You will be asked to review and confirm your settings as shown in
Figure 3-6.

& IBM Integrated Solutions Console

Tiveli Storage Manager

Review the fallowing installation options. Options cannat be changed after the installation begins. Choose Mextto start
the installation.

IBM Integrated Solutions Consale will be installed in the following location:
CAProgram Files\BMUSCED

with the following features:
Integrated Saolutions Console Yersion 6.0

for a total size:
388.6 MB

Cancel

Figure 3-6 ISC installation: Review and confirm settings
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7. To start the installation, click Next. The installation progress will be displayed
as in Figure 3-7.

M Integrated Solutions Console

Tiveli Storage Manager

Installing the Integrated Solutions Console
The installation process has started.

=== Checking for existing versions of the Integrated Solutions Console
=== VYerifying system and configuration information
=== Installing the Integrated Solutions Console. Installation can take up to two hours.

InstallShizld

Figure 3-7 ISC installation progress
8. After the ISC installation is complete, a success screen is displayed. Click

Next, then click Finish. You can now install the Administration Center, which
is provided as a separate package.
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9. Change to the directory to which you have extracted the Administration
Center code and start setupAC.exe. The InstallShield Wizard for Tivoli
Storage Administration Center is displayed, as shown in Figure 3-8. Click
Next.

& IBM Tivoli Storage Manager Administration Center

Tiveli Storage Manager

Welcome to the InstallShield Wizard for IBM Tivoli Storage Manager
Administration Center

This wizard installs the Administration Center version 5.3.2.0. You use the Administration Center to centrally configure
and manage Tivoli Storage Manager servers.

To install the Administration Center, the IEM Integrated Solutions Console must already be installed. Ta install or upgrade
the Integrated Solutions Console, use the Integrated Solutions Console installation CD inyaour product package.

You can obtain mare information about the Administration Center by searching the Tivali Storage Manager knowledge
base from the suppart Weh site hitpitwwaw ibm comisupport. Use the search term TSMADMINCENTER.

Cancel

Figure 3-8 InstallShield wizard for Administration Center

10.Review the license information. If you accept, select | accept the terms of
the license agreement and click Next.

11.To deploy the Administration Center component to the ISC, the
Administration Center needs to know the values for the ISC installation path,
the ISC port used, and the ISC administrator user ID. Review the information
and if it is correct select The information is correct on the review screen
and click Next.

12.For installation of the Administration Center you now need the enter the
Integrated Solutions Console password. Use the one you defined in step 4 on
page 86 and click Next.

13.The Administration Center can display information in languages other than
English. You can enable language support in this step of the installation. If
this support is enabled, the Administration Center attempts to display the
same language as the Web browser used to access it. If the Web browser
uses a different language from the Tivoli Storage Manager server, some
information will be displayed in the language used by the server. To change
the default language used by the Web browser, see the browser
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documentation. If you do not require a language other than English make no
selection and click Next. The installation configuration settings will be
displayed for confirmation, as shown in Figure 3-9.

& IBM Tivoli Storage Manager Administration Center

Tiveli Storage Manager

Flease read the summary information below. Installation options cannot be changed after the installation begins. The
installation can take between twenty and thity minutes to complete. Click Mext to start the installation.

|IBM Tivoli Storage Manager Administration Center will be installed in the fallowing location:
CAProgram FilesiBMISC
with the following features:

Administration Center 5.3.0.0 Help
Administration Center 5.3.2.0 Help
Administration Center Deployment

for a total size:
173.8 MB

InstallShizld

Cancel

Figure 3-9 Administration Center installation: Confirm

14.Review the information and if it is correct click Next. The installation will start
and the installation progress is displayed. Once the installation is completed a
success screen like Figure 3-10 on page 91 is shown. Click Next to finish the
installation. You now can access the console through your Web browser
under http://<machinename>:8421. We give more information about the
Administration Center in 10.1.2, “Administration Center interface” on
page 313.

Note: The Administration Center assumes that the host system is using a
static IP address instead of a dynamically assigned IP address. A static IP
address is necessary because the Administration Center server must be
listed on your domain name servers, which map the host name to the
physical address of the system.
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l—" IBM Tivoli Storage Manager Administration Center

Tiveli Storage Manager

Installation Summary

The Administration Center has heen successfully installed. To access the Administration Center, enter the fallowing
address in a supported Web browser:

hitpfSEMEGAL 84 21fihmiconsole

To get started, log in using the Integrated Solutions Consale user 1D and passwoard you specified during the
installation. When you successfully log in, the Integrated Solutions Conszole welcome page is displayed. Expand the
Tivali Storage Manager folder in the Work lterms list and click Getting Started to display the Tivali Storage Manager
welcame page. This page provides instructions far using the Administration Center.

stallShiglal

Cancel

Figure 3-10 TSM Administration Center installation: success

3.7 Customization

The Tivoli Storage Manager server has a number of options and settings that
control its operation. You specify the options in the server options, as well as
some individual settings.

3.7.1 Server options file

Tivoli Storage Manager has a server options file with a set of default options to
start the server. You can modify the server options file using a text editor. On
some platforms, Tivoli Storage Manager provides a server options file editor to
perform this function. The supplied default server options file contains
information about what options and option values can be specified. You can
display the current server options via the query options command.

We provide recommended options files for the various server platforms, because
the layout of the supplied options file is not immediately intuitive. See “Server
options files” on page 740, which contains our server option files. The file options
are presented in a more logical sequence than those provided during the install.
We assume that TCP/IP is the network protocol.
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Table 3-1 shows the default location of the Tivoli Storage Manager server options
file by server platform. We recommend saving a backup copy of the existing
options file before updating it.

Table 3-1 Server options file location

Platform File Location

AIX /usrftivoli/tsm/server/bin/dsmserv.opt

Linux /optftivoli/tsm/server/bin/dsmserv.opt

HP/UX /opt/tivoli/tsm/server/bin/dsmserv.opt

MVS As specified by DDname OPTIONS

Solaris /opt/tivoli/tsm/server/bin/dsmserv.opt

Windows 2000/2003 C:\Program Files\Tivoli\tsm\server\dsmserv.opt

Although the number of server options is very large, there are only a small
number that need to be changed for each server. These options fall into the
following categories:

Communication

Server storage

Client server
Site-dependent options
Database and recovery log
Data transfer

Message

Event logging

Security and licensing
Miscellaneous

VVYVYVYYVYVYVYYVYY

Make sure to set the following options before continuing any configuration on
your Tivoli Storage Manager server:

» COMMmethod

» TCPport

» VOLUMEHistory
» DEVCONFig

» TCPADMINPORT

Note: At server initialization, the server reads the server options file. If you

update a server option by editing the file, you must stop and restart the server
to activate the updated server options.

IBM Tivoli Storage Manager Implementation Guide



For more information about the different server options, see IBM Tivoli Storage
Manager Quick Start Manual and Administrator’s Reference Manual for your
platform.

3.7.2 Settings

Tivoli Storage Manager provides default server run-time settings. These settings
are stored in the Tivoli Storage Manager database and persist across server
restarts. You specify the server settings via the administrative interface. You can
display the current server settings via the query status command.

The default values for the server settings are generally acceptable. There are a
few settings for which we recommend values other than the defaults. The
settings are changed via the set command and fall into the following categories:

» Security-related settings
» Our recommended settings

Security-related settings

Table 3-2 shows the various default security-related settings for the server. We
recommend that you select values for these settings that reflect the security
policy at your site.

Table 3-2 Security-related settings

Setting and value Description

AUTHENTICATION ON Whether administrators and client nodes must use a
password to access the server

INVALIDPWLIMIT O Maximum number of failed logon attempts before a node or
administrator is locked

MINPWLENGTH 0 Minimum length of a password

PASSEXP 90 Password expiration period

For example, consider the security policy at a company that specifies that all
passwords must be changed every 90 days and must be a minimum of six
characters in length. If three invalid passwords are entered in response to a
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password prompt, that user must have the system access revoked.
Example 3-10 shows how this policy is implemented through administrative
commands.

Example 3-10 Setting security-related commands on the server

tsm: TSM>set authentication on

ANR2095I Authentication parameter set to ON.

tsm: TSM>set invalidpwlimit 3

ANR2175I Invalid password 1imit set to 3 attempts.
tsm: TSM>set minpwlength 6

ANR2138I Minimum password Tength set to 6.

tsm: TSM>set passexp 90

ANR2092I Password expiration period set to 90 days.

Recommended server settings
We recommend changing some of the default server settings.

The accounting server setting determines whether an accounting record is
created every time a client node session ends. The default is not to create these
records. We recommend that accounting be switched on to collect these records.
For z/OS systems, this information is recorded in the Systems Management
Facility (SMF). For other systems, this information is written to a file that contains
text records that can be viewed directly or can be imported into a spreadsheet
program.

All Tivoli Storage Manager server activity is recorded in an activity log. This log is
located in the Tivoli Storage Manager database and contains text messages.
The log is pruned automatically every night at midnight. The default retention
period for the log is only one day. This does not provide an adequate amount of
information for production systems. We recommend that you specify a value of
between 7 and 14 days.

The administrative commands to collect accounting information and keep server
activity log records for 10 days are shown in Example 3-11. We are using the
command-line interface (CLI) to enter these commands. See 10.2.3,
“Command-line interface” on page 320, for information about how to invoke this.

Example 3-11 Set accounting on

tsm: TSM>set accounting on
ANR2091I Accounting parameter set to ON.

tsm: TSM>set actlogretention 10
ANR2090I Activity log retention period set to 10 days.
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3.8 Summary

Now you have your Tivoli Storage Manager server installed. It is time to move on
to installing the clients and testing your initial backup configuration. The following
chapter talks specifically about configuring clients.
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Backup-archive client
installation

Now that you have your server installed, in this chapter we cover the steps you
must perform to install and configure the backup-archive client. We also show
you how to configure the backup-archive client to work either as a foreground
program or as a background process, so that you can automate the backup
processes using the scheduler facility. See 2.2, “Client environment data” on
page 16, for planning considerations.

© Copyright IBM Corp. 1999, 2000, 2003, 2006. All rights reserved.
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4.1 Backup-archive client code

There are three types of Tivoli Storage Manager client. Here we describe some
of their characteristics.

4.1.1 Backup-archive client

The first type is the native backup-archive client. This client code is installed on
every Tivoli Storage Manager client node and provides the local interface to back
up and restore operations on that node. The client code includes a command-line
interface (CLI) and a graphical user interface (GUI), either Java-based or native,
depending on the platform. On most platforms both CLI and GUI are provided,
but there are some exceptions. See 4.6, “Client interfaces” on page 168, for
details of platform support. With these interfaces you can, by default, back up
and restore files from that client node.

4.1.2 Web client

98

The second type is the Web client, which provides a remote interface to back up
and restore operations on a Tivoli Storage Manager client node. This client is
particularly suitable for help desk operations. The help desk administrator can
perform restores on behalf of the end users as required without having to be
physically present at that client, and only needs an Internet browser installed on
their systems. The client who is receiving the remote operations needs to install
the backup-archive client code, including the Web client component. Figure 4-1
on page 99 shows the difference between a traditional restore using the native
backup-archive client and using the Web client.
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Figure 4-1 Difference between a local and Web-based restore
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The Web backup-archive client main window is shown in Figure 4-2. Its functions
are described in the following sections.

2} IBM Tivoli Storage Manager - Microsoft Internet Explorer .. 1Ol x|
J File  Edit View Favorites Tools  Help ﬁ
J GBack ~ = - ) at | Qhsearch [GlFavorites  GMedia &4 | N S - |JLinks »
| Address |®j http:/{atlantic. itsosj. sanjose. ibm, com: 1581 /BACLIENT R

-

4|

File Edit Actions UMilities “iew Help

Wielcome to IEM Tivali Storage Manager! Click one of the following buttons to perform a task.

BACKUP ARCHIVE
Backup and Restore copies of data that are frequently Archive and Retrieve copies of data that are preserved
updated. for a specific period aftime.

Backup
Conpies files to server storage to
prevent loss of data.

Archive
Creates an archive copy in
long-term starage.

Restares saved files from server } Retrieves an archive copy from I
storage. long-term starage. )

Restore .ﬂ Retrieve /i/]

T T T T T T U T

|@j Applet COM.ibm, storage. adsm, cadmin. clientgui. DDsmApplet started |O Internet 4

Figure 4-2 Web backup-archive client main window

The Web client has components that must be installed and configured on any
client node that will be remotely accessed. For example, in Figure 4-1 on

page 99, Hermione’s system needs the Web client components of the
backup-archive client set up so that the help desk staff can perform backup and
restore operations for her using the browser.

The Web client is installed with the backup-archive client package. The Web
client consists of two processes on the client workstation: the client acceptor and
the remote client agent.

The client acceptor is an HTTP daemon that serves the Web client Java applet to
the Web browser. The executable name is DSMCAD. On UNIX and Linux clients,
it should be run as a daemon. For Windows 2000, XP, or 2003, it is installed and
run as a service called TSM Client Acceptor.
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The remote client agent performs the client functions initiated with the Web client
interface. The name of the executable is DSMAGENT. The agent does not have
to be running all the time. The acceptor daemon starts the agent when client
functions are initiated through the Web client interface.

4.1.3 API client

The third type is the application program interface (API) client. This client allows
other applications from IBM and other vendors to programmatically access the
Tivoli Storage Manager services. For more information about the API client, see
IBM Tivoli Storage Manager Using the Application Program Interface,
GC32-0798.

4.2 Code installation

In this section we cover backup-archive client code installation on AlX, Linux,
and Windows operating system platforms. The procedure for installation is
generally the same across all platforms; however, there are some minor
differences. For more information about installation and configuration of the
backup-archive client, refer to the latest version of the IBM Tivoli Storage
Manager Backup-Archive Clients Installation and User’s Guide for your specific
platform.
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4.2.1 Backup-archive client code

The backup-archive client is installed on each machine that you need to protect
with backups. After installing the client code and customizing how it should
interact with the Tivoli Storage Manager server, you have a working machine
ready to send and receive data. Figure 4-3 shows our lab setup for installing and
configuring the Tivoli Storage Manager client code.

LAN

0.43.86.83 0438651  9.43.86.86 9.43.86.80

9.43.86.82 B @ LF N 9.43.86.49
/
@ SENEGAL BANDA WISLA PALAU .

Windows 2000 AIX 5.3 SLES 8 RedHat Enterprise
DIOMEDE \ \ / Linux 3
Windows 2003
ATLANTIC
\ AIX5.3
Tivoli Storage
Manager serve

3582 LTO2

Figure 4-3 Tivoli Storage Manager lab setup

Tivoli Storage Manager client code fixes and enhancements are released
regularly. We strongly recommend obtaining the latest code level before starting
any installation. You should also check for any recent FLASHES of late-breaking
product news that may affect your implementation. You may subscribe to updates
via RSS, or regularly visit the Tivoli Storage Manager support Web site:

http://www.ibm.com/software/sysmgmt/products/support/IBMTivoliStorageManager.html

4.2.2 AIX backup-archive client

This section shows how to install the Tivoli Storage Manager backup-archive
client code on a pSeries running AlIX V5.3 with 64-bit kernel.
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Note: With IBM Tivoli Storage Manager V5.3, there is no longer a separate
64-bit AlX client package. The same V5.3 client can be used on either 32-bit
or 64-bit machines. Also note that the root user must install the client’s filesets.

Here are the steps:

1. Insert either the Tivoli Storage Manager client for AIX installation CD in the
CD-ROM drive or store a downloaded the installation package onto your file
system. As root, enter smitty installp at the shell prompt.

2. Choose Install and Update from ALL Available Software, as shown in
Example 4-1.

Example 4-1 Installation from ALL available software

Install and Update Software
Move cursor to desired item and press Enter.

Install Software

Update Installed Software to Latest Level (Update Al11)
Install Software Bundle

Update Software by Fix (APAR)

Install and Update from ALL Available Software

3. Select the device to be used for installation. Example 4-2 shows the available
sources for the installation package. We selected the CD-ROM.

Example 4-2 Select source for installation

Install and Update from ALL Available Software

Type or select a value for the entry field.
Press Enter AFTER making all desired changes.

[Entry Fields]
* INPUT device / directory for software 0 +

INPUT device / directory for software

Move cursor to desired item and press Enter.

/usr/sys/inst.images (Installation Directory)

|
[
|
I
I
|
| /dev/cd0 (IDE CD-ROM Drive I (650 MB))
I
I
|
I
|
I

Fl=Help F2=Refresh F3=Cancel
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F1! F8=Image F10=Exit Enter=Do
F5! /=Find n=Find Next

4. Select the filesets to install, as shown in Example 4-3. Place the cursor in the
SOFTWARE to install option and press F4 to display the list of available
filesets.

Example 4-3 Select software filesets

Install and Update from ALL Available Software

Type or select values in entry fields.
Press Enter AFTER making all desired changes.

[Entry Fields]

* INPUT device / directory for software /dev/cd0

* SOFTWARE to install [1 +
PREVIEW only? (install operation will NOT occur) no +
COMMIT software updates? yes +
SAVE replaced files? no +
AUTOMATICALLY install requisite software? yes +
EXTEND file systems if space needed? yes +
OVERWRITE same or newer versions? no +
VERIFY install and check file sizes? no +
DETAILED output? no +
Process multiple volumes? yes +
ACCEPT new license agreements? no +
Preview new LICENSE agreements? no +

We installed the following filesets:

— tivoli.tsm.client.ba.jfs2
— tivoli.tsm.client.api.jfs2
— tivoli.tsm.books.en_US.client.htm

The tivoli.tsm.client.ba.jfs2 fileset contains the following packages:

— tivoli.tsm.client.ba.jfs2.base

— tivoli.tsm.client.ba.jfs2.common
— tivoli.tsm.client.ba.jfs2.image
— tivoli.tsm.client.ba.jfs2.nas

— tivoli.tsm.client.ba.jfs2.web
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5. Perform a preview install to ensure that there is sufficient disk space and that

all prerequisite filesets have been selected. Example 4-4 shows the

PREVIEW only and Preview new LICENSE agreements options set to Yes.

Example 4-4 Smitty screen - preview only installation

Install and Update from ALL Available Software

Type or select values in entry fields.
Press Enter AFTER making all desired changes.

[Entry Fields]

* INPUT device / directory for software

* SOFTWARE to install
PREVIEW only? (install operation will NOT occur)
COMMIT software updates?
SAVE replaced files?
AUTOMATICALLY install requisite software?
EXTEND file systems if space needed?
OVERWRITE same or newer versions?
VERIFY install and check file sizes?
DETAILED output?
Process multiple volumes?
ACCEPT new Ticense agreements?
Preview new LICENSE agreements?

/dev/cd0
[+ 5.3.2.0 TSM BOOKS >

yes
yes
no
yes
yes
no
no
no
yes
yes
no

Note: To install the backup-archive client on AIX V5.1 or later you must
accept the license agreement. You can view the license agreement by
selecting Yes on the Preview new LICENSE agreement option in smit.

6. If there is sufficient disk space and the preview did not indicate any missing
requisite filesets, perform the actual install. Example 4-5 shows the Preview

install option set to No and Accept new LICENSE agreements set to Yes.

Example 4-5 Smitty screen - preview of installation

Install and Update from ALL Available Software

Type or select values in entry fields.
Press Enter AFTER making all desired changes.

* INPUT device / directory for software
* SOFTWARE to install
PREVIEW only? (install operation will NOT occur)
COMMIT software updates?
SAVE replaced files?
AUTOMATICALLY install requisite software?
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[Entry Fields]
/dev/cd0
[+ 5.3.2.0 TSM BOOKS > +

no
yes
no

yes

+ 4+ + +
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EXTEND file systems if space needed? yes +
OVERWRITE same or newer versions? no +
VERIFY install and check file sizes? no +
DETAILED output? no +
Process multiple volumes? yes +
ACCEPT new license agreements? yes +
Preview new LICENSE agreements? no +

7. Example 4-6 shows the final output after installation, including the list of
filesets that were installed and the status of the installation.

Example 4-6 Smitty screen - installation complete

COMMAND STATUS
Command: 0K stdout: yes stderr: no
Before command completion, additional instructions may appear below.

[MORE...161]

Installation Summary

Name Level Part Event Result
tivoli.tsm.client.api.jfs2 5.3.2.0 USR APPLY SUCCESS
tivoli.tsm.books.en_US.clie 5.3.2.0 USR APPLY SUCCESS
tivoli.tsm.client.ba.jfs2.c 5.3.2.0 USR APPLY SUCCESS
tivoli.tsm.client.ba.jfs2.w 5.3.2.0 USR APPLY SUCCESS
tivoli.tsm.client.ba.jfs2.n 5.3.2.0 USR APPLY SUCCESS
tivoli.tsm.client.ba.jfs2.i 5.3.2.0 USR APPLY SUCCESS
tivoli.tsm.client.ba.jfs2.b 5.3.2.0 USR APPLY SUCCESS

[BOTTOM]

Note: The Tivoli Storage Manager Client for JFS2 is not compatible with the
Tivoli Storage Manager client for JFS or GPFS. Therefore, if you select to
install a combination of filesets from JFS and JFS2 filesets, the installation
would fail. The Tivoli Storage Manager Client for JFS2 client allows you to
back up and restore files from a JFS or GPFS file system. However, migration
and recall for Space Managed client (HSM) is possible only from a JFS2 file
system.

4.2.3 Linux backup-archive client

We installed the client code on SUSE and Redhat Linux distributions. The
installation packages are in rpm format.
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Store the compressed installation package on the machine where you want to
install the backup-archive client and do the following:

1. Decompress the zip file and unpack the tar file, as in Example 4-7. The
command output was actually longer, as there were a number of localization
files that we deleted for clarity.

Example 4-7 Unpacking Linux client installation packages

wisla:/tmp/tsm_client # gzip -dc TSMLinuxC1iV5.3.2.tar.gz | tar -xvf -
1inux86/LICENSE.TXT

1inux86/README . HSMGUT

1inux86/README_api_enu.htm

1inux86/README_enu.htm

1inux86/README_hsm_enu.htm

1inux86/TIVsm-API64.1386.rpm

1inux86/TIVsm-API.1386.rpm

1inux86/TIVsm-BA.1386.rpm

1inux86/TIVsm-HSM.1386.rpm

2. You need to install two rpm packages, TIVsm-AP1.i386.rpm and
TIVsm-BA.i386.rpm, using the rpm utility, shown in Example 4-8. The API
package must be installed before the BA package, as it contains libraries the
BA package depends on.

Example 4-8 Installing Linux client packages

wisla:/tmp/tsm_client/1inux86 # rpm -ivh TIVsm-API.i386.rpm

Preparing... #H##HH AR R [100%]
package TIVsm-API-5.3.2-0 is already installed

wisla:/tmp/tsm client # rpm -e TIVsm-API

wisla:/tmp/tsm client # rpm -ivh TIVsm-API.i386.rpm

Preparing... (Ragddasddsasddsddadagddasdddaddaagddasada W]
1:TIVsm-API H R A A A [100%]

Postinstall of the API
TSM Linux API installation complete.
Be sure to set up the configuration files!

wisla:/tmp/tsm_client/1inux86 # rpm -ivh TIVsm-BA.i386.rpm

Preparing... #HH AR A A A [100%]
1:TIVsm-BA #HH R AR AR A A [100%]

Postinstall of the Backup Archive client

TSM Linux client installation complete.

Be sure to set up the system configuration file
before starting the client!
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3. After successful installation, you can display the installed filesets using the rpm
query command, as shown in Example 4-9.

Example 4-9 Querying for installed client packages on Linux

wisla:/tmp/tsm client/1inux86 # rpm -qa | grep -i TIV
TIVsm-BA-5.3.2-0

TIVsm-API-5.3.2-0

wisla:/tmp/tsm_client/1inux86 #

For more information about UNIX and Linux installation and prerequisites, see
IBM Tivoli Storage Manager for Unix and Linux Backup-Archive Clients
Installation and User’s Guide, GC32-0789.

4.2.4 Windows backup-archive client

108

We installed the backup-archive client code on Diomede, running Windows 2003
Server. The same installation package is used for other supported Windows
platforms, such as Windows XP or Windows 2000.

There are two ways to install the backup-archive client on Windows: the standard
Installshield wizard or with the command line. The latter is known as a silent, or
unattended, client installation. By placing a customized version of the msiexec
command (which invokes the Microsoft Software Installer) in a script or batch file,
you can easily perform installations on multiple Windows machines.
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Installshield method
The method is:

1. Insert the installation CD and when the autorun displays the main installation

window, click Install Products to begin. Figure 4-4 shows the available

backup-archive client installation packages.

=;“h_&-.._ T

- P
. riliog

e 2 WY =

Install Products

TSM Backup-archive Client - x32

1 oo . Inztall the TSM Backup -archive
TSM Backup-archive Client - TA64 Client for Windows 2000 (x32),

“Windews 2003 (2323, &
TSM Backup-archive Client - x64 Windows 3P (232).

TSM Language Packs - x32
TSM Language Packs - TA64
TSM Language Packs - x64
Additional Installation:

TSM ODBC Client

Retwn to Main Menu

Figure 4-4 Backup-archive client installation packages

Click the appropriate product for your operating system platform. Our

machine runs the 32-bit version of Windows 2003 on an x86-based

processor, so we choose to install TSM Backup-archive Client - x32.

Chapter 4. Backup-archive client installation

109



2. Select the language environment for the installation process (in our case
English). The Installshield wizard then starts the installation process. Click
Next and you are given an option to specify the destination folder where the
client code is to be installed. In Figure 4-5 we chose to install the code in the
default installation path, which is the recommended destination.

i“?- 1BM Tivoli Storage Manager Client - InstallShield Wizar: x|

Destination Folder ‘

Click Next to install ko this Folder, or click Change to install ko & different Folder,

A

G Install IBM Tivoli Storage Manager Clienk to;

ZHiPragram Files| Tivalil, TSP, Change. .. l

ImstallShield ————— !

< Back Cancel

|

Figure 4-5 Client code destination
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3. Choose the type of installation. In Figure 4-6 we chose a typical installation.
You may choose Custom installation to select additional components and
features, such as Open Files support, Image backup support, and more.
However, when these features are not required, our recommendation is to
choose Typical installation to make sure that all Tivoli Storage Manager basic
client components and prerequisites are installed. Also, a Typical installation
without the additional components mentioned above does not require a
reboot after the client installation. You may install them later, when required.

i'é" IBM Tivoli Storage Manager Client - InstallShield ¥iz |

Setup Type

Choose the setup type that best suits vour needs,

Flease select a setup type,

Mosk commonly used program features will be installed,

& Custom
@ Zhoose which program Features wou want installed and where they

will be installed, Recommended for advanced users,

Imstallshield — ___

< Back | Mext = I Cancel |

Figure 4-6 Client setup type

4. You are now ready to begin the Tivoli Storage Manager client installation.
Here you have the option to go back and review your inputs to the installation
wizard. If satisfied with your choices, click Install to begin the installation.
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5. When the installation is done, the window shown in Figure 4-7 will be
displayed. Click Finish to end the installation.

i'-.:r‘l' IBM Tivoli Storage Manager Client - InstallShield Wizar : |

InstallShield Wizard Completed

The Installshield wizard has successfully installed IEM Tivoli
Storage Manager Client. Click Finish ko exit the wizard,

Back:

Figure 4-7 Completion of client installation

This concludes the interactive installation of the Windows backup-archive client.

Silent installation

Example 4-10 on page 113 shows a sample command to silently install the
backup-archive command line client, GUI client, Web client, API, and HTML help
files. You may need to customize this example to run correctly on your system.
While the command is physically spread across multiple lines on this page, it is
one single command. You can modify the example to also install a Tivoli Storage
Manager Backup-Archive Client Language Pack.

Under certain conditions, a system reboot might be necessary for the installation
to complete successfully. You may specify the options RebootYesNo and
REBOOT to suppress this. These options cause the installation program to not
reboot the system if circumstances would otherwise cause the reboot to occur.
While this option is convenient, it should be used with caution because
suppressing the reboot might cause the program to behave unpredictably. The
most common reason that a reboot is required is if the installation is an upgrade
to an existing Tivoli Storage Manager client, and the installation is performed
while the client programs are running. Therefore, we recommend that you shut
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down all Tivoli Storage Manager client programs and services before performing
the installation.

Example 4-10 Backup-archive sample client silent installation

c:\>msiexec /i "C:\WindowsClient5.3.2\tsmcli\x32\client\Disk1\IBM Tivoli Storage
Manager Client.msi" RebootYesNo="No" REBOOT="Suppress" ALLUSERS=1
INSTALLDIR="c:\program files\tivoli\ tsm"

ADDLOCAL="BackupArchiveGUI, BackupArchiveWeb,ApiRuntime,Readmes"
TRANSFORMS=1033.mst /qn /1*v "c:\log.txt"

c:\>

The installation process creates a Tivoli Storage Manager folder in the programs
folder of the Windows Start menu. You may review the logdfile for details about
the installation procedure.

4.3 Customization

The following sections describe the various settings for the backup-archive client
and the Web backup-archive client.

4.3.1 Backup-archive client customization

This section discusses how to customize the client installation:

» Setting environment variables
» Defining client options files
» Defining include-exclude lists

For a more detailed explanation, see the Backup-Archive Client Installation and
User’s Guide for each platform.

To customize the client, you can either manually edit the files described below or
use the client configuration wizard available on most platforms, as described in
4.3.3, “Using the client configuration wizard” on page 120.

Environment variables
These are the variables to update and set in your client environment:

» PATH

This is the default search path that the operating system uses to locate
executable files. Set this to include the fully qualified path of the Tivoli Storage
Manager client directory, where executables such as dsmc or dsm reside.
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» DSM_CONFIG

Specifies the location of the client options file dsm.opt. Set this environment
variable to the fully qualified path and file name of the client options file.

» DSM_DIR

Specifies the location of all other client files. Set this environment variable to
the directory where the client message file dsc*.txt, the executable file dsmc,
and the resource files are located. On UNIX/Linux clients, this directory also
contains the dsm.sys option file.

» DSM_LOG

Points to the directory where you want the dsmerror.log, dsmwebcl.log, and
dsmsched.log files to reside. The error log file, dsmerror.log, contains
information about any processing errors. The Web log file, dsmwebcl.log, is
for errors that occur when the client is accessed through the Web interface.
The schedule log, dsmsched.log, contains the output of scheduled
commands.

Note: DSM_LOG environment variable changes have been made in the
Tivoli Storage Manager V5.3 client and later to prevent a security or data
integrity problem. Logs are no longer created in the installation directory. In
addition, if the client cannot open a required log for writing, the client
process will terminate. The Tivoli Storage Manager command-line client,
the Web Client Acceptor, and the agent will not run without a writable
dsmerror.log.

» LANG

On AIX, HP-UX, Solaris, Linux, and Windows platforms, the backup-archive
client automatically detects the language of the system locale and displays in
that language. To change the locale on UNIX/Linux, use the LANG
environment variable. For example, if LANG is set to Czech, the
backup-archive is displayed in Czech, provided that the Czech client
language pack is installed. If Tivoli Storage Manager cannot load the Czech
message catalog, it will default to the English (United States) language pack.
On Windows platforms, use the LANGUAGE client option to change the
national language in which the client displays the messages.

Options file

Tivoli Storage Manager includes options that control processing for user
sessions. For example, you can use options to tell Tivoli Storage Manager which
communication method to use, what format to use for dates, whether to use
client compression, and more.
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We provide recommended option files for the various client platforms, as the
layout of the supplied options file is not immediately intuitive.

The backup-archive client has at least one configuration file, which is divided into
the following parts:

» Communication options
» Operational options

» Site-dependent options
» Include-exclude options

Some of the configuration steps on the client side may need complementary
configuration on the Tivoli Storage Manager server side.

On all non-UNIX platforms, all options reside in the client options file, dsm.opt
(Preferences file for Macintosh), which resides by default in the Tivoli Storage
Manager client installation directory.

On UNIX (including Linux), the root user can set options in three different files:
» Client system options file (dsm.sys)

Contains options required to establish communication with a Tivoli Storage
Manager server and options that authorize users on the client node to use
Tivoli Storage Manager services. It can also contain options that affect
backup and archive processing, and options that affect scheduled services.

» Client user options file (dsm.opt)

Contains options that determine which Tivoli Storage Manager server is used,
and that specify the formats for date, time, and numbers. It can also contain
options affecting backup, archive, restore, and retrieve processing. Users can
also create their own personalized client user options file if they want to use
different options. Options from a client user options file can be over-ridden by
using appropriate Tivoli Storage Manager commands.

» Include-exclude options file

Specifies file and directory patterns to be included or excluded from backup
services. It also contains statements to associate specific files with different
management classes. This file can be called any legal file name and be
located in any directory, provided that its full path name is referenced in the
dsm.sys file.

Because there are many different options and settings possible in these files, we
provide recommended client options files for various client platforms in “Client
options files” on page 746. We assume that TCP/IP is the network protocol. Most
options may also be centrally set using client option sets on the Tivoli Storage
Manager server. See 8.3, “Client option sets” on page 298, for more information
about this.
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Communication options

Each Tivoli Storage Manager client needs basic communication settings to send
or receive data. You can choose any protocol that is supported by Tivoli Storage
Manager, provided that both client and server are properly configured for them.
Depending on the type of Tivoli Storage Manager server, you may need help
from the system administrator to put all the necessary communication definitions
in place. The server may have multiple communication protocols configured. If
that is the case, you may choose any of those to start communicating with the
Tivoli Storage Manager server.

Here is a list of communication options you need to set:
» COMMMETHOD

Specifies the communication method used for client-server communication.
The Tivoli Storage Manager server options file (dsmserv.opt) must have
specified the same communication method with a valid port address so that
the server can accept client requests. Examples of various communications
methods available are TCP/IP, HTTP (for Web client), shared memory, or
named pipe. The vast majority of Tivoli Storage Manager configurations use
TCP/IP for regular backup-archive operations.

» TCPSERVERADDRESS

Specifies the TCP/IP address or host name of a Tivoli Storage Manager
server. If using the host name, make sure that it is resolvable on the client
machine; otherwise, you will not be able to connect to the Tivoli Storage
Manager server. If you use name resolution, you will depend on the DNS to
be up and running. If you believe that name resolution may not be always
available during your backup windows, consider using the IP address instead.
Although it gives you less flexibility, it will work despite any name resolution
service problem.

» TCPPORT

Specifies a TCP/IP port address for a Tivoli Storage Manager server. The
default value is 1500.

» TCPCLIENTPORT

Specifies a different TCP/IP port number for the server to contact than the

one that was used to make the first server contact. This option is used with
server-prompted scheduling, and only while the scheduler is running. The

default value is 1501.

» TCPWINDOWSIZE

Specifies the size, in kilobytes, of the TCP/IP sliding window for the client
node. This setting is highly operating-system specific. You must only use the
allowed values for your TCP/IP implementation.
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» TCPBUFFSIZE

Specifies the size, in kilobytes, of the Tivoli Storage Manager internal TCP/IP
communication buffer. This setting is highly operating-system specific. You
must only use the allowed values for your TCP/IP implementation.

» NODENAME

Indicates the client node name to over-ride the default value of the host
name.

» HTTPPORT

Specifies a TCP/IP port where the Tivoli Storage Manager Client Acceptor
(Web client) will listen for potential connections from remote users. By default,
if the Web client is configured, it listens on port 1581.

» WEBPORTS

Enables the use of the Web client outside a firewall by specifying the TCP/IP
port numbers used by the Tivoli Storage Manager Client Acceptor service and
Web Client Agent service for communications with the Web client.

When using firewalls: Use of firewalls requires additional configuration
settings and considerations when using Tivoli Storage Manager. To allow
clients to communicate with a server across a firewall, the ports specified
in these options must be open in the firewall:

» TCPPORT
» HTTPPORT
» WEBPORTS

However, if the client scheduler is running in server-prompted mode, it is
not necessary to open any ports on the firewall. You can set the option
SESSIONINITIATION to serveronly in the client options file and then the
client will not attempt to contact the server. The SESSIONINITIATION
option only affects the behavior of the client scheduler when running in
prompted mode.

Operational options

Here are some examples of client options for backup, restore, and scheduling
services.

» PASSWORDACCESS

Specifies whether you want your Tivoli Storage Manager client node
password to be automatically provided by the client whenever the client
initiates a session to the server or you want to be prompted to enter it. We
highly recommend setting PASSWORDACCESS to GENERATE, as this
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provides a secure way for exchanging passwords and generating a new one
whenever the old client node password expires.

» REPLACE

Specifies default behavior for when Tivoli Storage Manager restores files that
already exist on the client node. This option applies to the restore and retrieve
commands only.

» SUBDIR

Specifies whether you want Tivoli Storage Manager to include subdirectories
of named directories during the client operations. This option applies, for
example, to selective, restore, archive, and retrieve.

» TAPEPROMPT

Specifies whether to wait for a tape to mount if it is required for an interactive
backup, archive, restore, or retrieve operation, or to prompt the user for a
choice. The TAPEPROMPT setting has no impact on scheduled operations.

» SCHEDMODE

Specifies whether to use client-polling mode (the client node periodically asks
the Tivoli Storage Manager server for scheduled work) or server-prompted
mode (the server contacts the client node when it is time to start a scheduled
operation). All communication methods can use client-polling mode, but only
TCP/IP can use server-prompted mode. More information about scheduling
operations is in 12.3, “Client schedules” on page 386.

» CLUSTERNODE

Specifies that the client participates in a clustered environment (for example,
HACMP, MSCS, VERITAS Cluster Service, Novell Cluster Service).

» COMPRESSION

If set to yes, the client compresses objects before sending them to the Tivoli
Storage Manager server.

» DIRMC

Specifies the management class for directories to bind to. If you do not
specify this option to associate a management class with directories, the
management class in the active policy set of your policy domain with the
longest retention period will be used for directories. We recommend that you
select a management class for individual directories that retains directories at
least as long as it retains the files associated with them.

Site-dependent options

If your locale is not the United States, then we recommend that you adjust the
date, number, and time format options and also the language option in your client
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options file to support your requirements. Respective client options are
DATEFORMAT, NUMBERFORMAT, and TIMEFORMAT.

Include-exclude options

The include-exclude options are written into the client user options file dsm.opt
on non-UNIX platforms. On UNIX/Linux, include-exclude options are either
written into the client system options file (dsm.sys)or in a separate file, called the
include-exclude file. If you use a separate include-exclude file, rather than
including the statements directly, use the option INCLEXCL in the client system
options file dsm.sys to indicate the name and location of the include-exclude file:

INCLEXCL /tsm/serverl/inclexcl.file

Having determined where to put the include-exclude options, here is how to
specify them. The two statements INCLUDE and EXCLUDE are used.

The INCLUDE option specifies files to include for backup services. Also use this
option to assign a management class either to specific files or to all files to which
you have not already assigned a specific management class, and for which you
do not want Tivoli Storage Manager to use the default management class.

The EXCLUDE option excludes files from backup or archive services. When you
back up files, any files you exclude are not considered for backup. For example,
we recommend excluding the Tivoli Storage Manager installation directory.

Further, a combination of exclude and include rules may be used to enforce
compression or encryption on certain subsets of files.

Include-exclude options are checked from the bottom up to the top of the list until
a match is found. If so, the processing stops and checks whether the option is
INCLUDE or EXCLUDE. If the option is INCLUDE, the file is backed up using the
assigned management class. If the option is EXCLUDE, the file is not backed up.
Any file that does not match any of the rules is automatically included for backup
and is bound to the default management class.

Tip: If your workstation is memory constrained, specify the option
MEMORYEFFICIENTBACKUP Yes in your client options file. Specifying Yes
reduces memory consumption but increases backup time.

You can also use the RESOURCEUTILIZATION option to increase the
number of parallel sessions initiated to the Tivoli Storage Manager server. By
default, a client uses two sessions: one session to query the server and one to
send file data. For example, a RESOURCEUTILIZATION 10 setting permits
up to eight sessions with the server, which may result in faster backup as
multiple file spaces are backed up in parallel.
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4.3.2 Web backup-archive client

These client options are important when using the Web client:
» PASSWORDACCESS

The PASSWORDACCESS option must be set to generate and the password
itself must be generated by first running a backup-archive client session. The
remote client agent establishes connection to Tivoli Storage Manager in the
same manner as the backup-archive GUI and command-line clients. It
requires the generated client password to authenticate a client session when
the Web client is used.

» HTTPPORT

The acceptor daemon listens on a TCP/IP port for incoming connections from
an administrator’s Web browser. By default it listens on port 1581. This
default port can be overridden with the HTTPPORT client option.

» REVOKEREMOTEACCESS

The REVOKEREMOTEACCESS option has two possible values: none, which
is the default, and access. If the option is set to none, any administrator user
ID with either client access or client owner authority can perform client
operations. If the option is set to access, administrator user IDs with only
client access authority cannot perform remote client operations. A message
displayed in the Web browser indicates that the administrator user ID being
used has insufficient authority. Administrators with client owner or later
authorities can still perform client functions. Figure 4-1 on page 99
summarizes the Web client options.

» WEBPORTS

The WEBPORTS option is used in firewall environments and was explained
in “Communication options” on page 116.

Table 4-1 Web client options

Option Value

PASSWORDACCESS GENERATE

HTTPPORT 1581

REVOKEREMOTEACCESS NONE

WEBPORTS CADPort and AgentPort, defaults are 0

4.3.3 Using the client configuration wizard

The next sections describe how to use the backup-archive client configuration
wizard on UNIX/Linux and Windows platforms.
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When the GUI client starts, it checks to see whether a client user options file
exists. If the client user options file does not exist (which is typically the case
when the client is first installed), the setup wizard automatically starts to guide
you through the configuration process. You can re-launch the setup wizard at
any time to modify your client configuration files.

The wizard creates the options files with the specified values, so it is an
alternative to setting all the options we have presented in the previous sections.

Note: If you are using the setup wizard in the Java GUI on UNIX or Linux
platforms, a new dsm.opt and dsm.sys is created, overwriting the existing
dsm.opt and dsm.sys file. The Java GUI should only be used for initial setup if
a previous dsm.opt or dsm.sys file does not exist; otherwise, existing dsm.opt
or dsm.sys files will be overwritten.

This does not apply to the native Windows and Macintosh clients.

4.4 UNIX/Linux configuration wizard

The configuration wizard figures and procedures described below were
performed on an AlX system; however, the techniques and options are similar on
all other platforms where the Java GUI is available.

The configuration wizard is used to create, update, and delete the client options
files.

In this section we show you how to create a new client options file using the client
configuration wizard in the backup-archive client Java GUI.

Important: Before configuring the client, the Tivoli Storage Manager
administrator must have defined the client to the Tivoli Storage Manager
server using the register node command. The administrator will supply you
with the defined node name and password to use in the configuration. See
8.2.3, “Working with client nodes” on page 292, for more information about
defining clients at the server.
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To create a new client options file:

1. Open the Java GUI with the command dsmj. Since this is the first time we run
the client, and the options file is not configured yet, the client wizard starts
immediately, as shown in Figure 4-8. We choose Create a new options file
and click Next.

i #
‘A .
Y S
: f/\.
\; Options File Task
Which task do wou wish to perfarmy?
® Create a new options file
Mext = Cancel

Figure 4-8 Java GUI client configuration wizard
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2. Inthe next screen (Figure 4-9) enter the Tivoli Storage Manager server name.
On UNIX clients, you may create multiple server definitions in your central
option file (dsm.sys), each with different settings. Each set of definitions uses
a different stanza in the dsm.opt file and is identified by a stanza name
corresponding to the Tivoli Storage Manager server name. We enter the
server name TSM_ATLANTIC. Do not use the IP address or host name here.

TSM Server Name

TSM Server Name .
Which T5M server do wou want to access?

In wour client aptions file
{d=m.opt), the T5M
server name specifies TSM_ATLANTICl
which server, of those

named in the client

system options file {dsm.

sye), 1o contact for

services.

| = Back | Mext > | Cancel |

Figure 4-9 Server name definition

3. Next specify the communication method between the client and the server. In
our lab we installed the client on the same machine as the server, and so
could use either of two methods, TCP/IP and Shared Memory (available only
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if the client resides on the same machine as server code). We chose TCP/IP,
as in Figure 4-10, since this is the most common method across all client

types.
] &
C NP
£
.
/
v
TS5M Client/Server Communications
g mmumnication:Method Which communication method do wou want the TSM Client to use
Select TCPJIP far when cammunicating with the TSM Senver?
Transmission Control
Pratocal/Internet Protacal TCF/IP hd
or Shared Memory when
the TSM server and the
T5M client are on the ELLETEE] (EHERY
same workstation
1 < Back | MNext = Cancel

Figure 4-10 Client/Server communication method screen
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4. When using the TCP/IP communication method, we need to provide the

address of the server and the TCP/IP port the server instance listens on, as in
Figure 4-11. You may use either the TCP/IP address or the host name. In our
case, the server is installed on the same machine as the client, ATLANTIC,
and since we do not want to depend on name resolution services, we provide
the dotted IP address. Our server listens on the default port number, 1500.

Communication
Parameters

Use the TCP{IP
Communication
Parameters window 1o
specify the parameters
to use to communicate
with the TSM server.

Communication Parameters

What is the TCP/IP address and port of the TSM server?

9.43.86.49 |1500

Cancel

emak [

Figure 4-11 Setting up communication parameters
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5. Enter the client node name that will be used to authenticate with the server
defined in this stanza. You need to ask your Tivoli Storage Manager
administrator what node name they used to register your client to the server.
Often this is the same as the host name, but it may not be. In Figure 4-12 we
used the host name ATLANTIC as the node name.

TSM Authentication

Node Name WWhat is the TSM node name to use?

The Mode Mame is a
unigue name used to
identify wour client node
1o the server when wou
begin a client session.

ATLANTIC

< Back I Mext = Cancel

Figure 4-12 Client node name configuration screen
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6. In the final screen, Figure 4-13, you are prompted to apply the settings
configured in the previous screens. To review or change any options, click
Back. When satisfied, complete the configuration wizard by clicking Finish.

] &
Completing the TSM Client Configuration Wizard

You have completed the client configuration.

Click Finish to apply this configuration.
Completing the TSM MOTE: The IBM Tiwoli 5torage Manager configuration files will be
Client Configuration updated only after a session is created {e.g. Backup, Rastore,
Wizard Connection Infarmation, etc.).

If the Jawva GUI is closed before a session is made, the changes
Use the Completing the will be lost.
T5M Client Configuration
Wizard panel to apply
wour canfiguration
settings.

< Back Cancel | 1

Figure 4-13 Completing client configuration

7. The backup-archive client then automatically starts with the login screen.
Enter in your password, as shown in Figure 4-14. You need to ask your Tivoli
Storage Manager administrator for the password, which was specified for your
client node when it was registered at the Tivoli Storage Manager server. You
can now run basic backup operations.

File Eclit  Actions  Utilities  View Help
o ‘srenssnonsnsnnans

Welcome to 1BM Tivoli Storage Manager! Click one of the following buttons to perform a task.

BACKUP ARCHIVE

Backup and Restore copies of data that are Archive and Retriewe copies of data that are
frequently updated. ‘ B ‘ pecific period of time.

= Please enter your password

AL User ict: ATLANTIC e
Copies files ta . ICreates an archive copy in

prevent loss of | """" | ong-term storage.

Retrieve 1?’1
Restores sawed files from server Retriewves an archive copy from
storage long-term storage ) |

il

Figure 4-14 UNIX Tivoli Storage Manager client login
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Note: Before a Tivoli Storage Manager client can log in to the Tivoli Storage
Manager server, it must be first defined to the Tivoli Storage Manager server
using the register node command.

Journalling on AIX setup

With the client V5.3.3 you can use the journalling service to run journal-based
backups on AlX nodes. This service observes and keeps track of changes in files
in local file systems. During incremental backups this information is used to
select files for backup, which improves performance compared with the standard
technique of scanning the file system for changes.

To enable journal-based backup, install and configure the Tivoli Storage
Manager journal daemon. This daemon can be configured by editing the journal
daemon configuration sample file, tsmjbbd.ini.smp, and saving it as tsmjbbd.ini.
Both files should be in the default install directory.

The journal configuration file (tsmjbbd.ini) needs as a minimum a list of the file
systems to monitor. These two lines are sufficient:

[JournaledFilesystemSettings]
JournaledFileSystems=/home

We recommend also entering a JournalDir setting and a JournalExcludeList for
the database files, as shown in Example 4-11. An errorlog setting will also
explicitly name the errorlog file. Once the configuration file is created, the journal
daemon can be started using the script file /usr/tivoli/tsm/client/ba/bin/rc.tsmjbb.

Example 4-11 Journal configuration settings tsmjbbd.ini

[JournalSettings]
Errorlog=/tsm/journal/jbberror.log
Journaldir=/tsm/journal/

[JournalExcludelList]

;  Note that this 1ist contains the journal database files.
*.jdb.jbbdb

*.jdbInc.jbbdb

[JournaledFileSystemSettings]
JournaledFileSystems=/home /xyz

The journal will write initialization information to the file specified by the errorlog
option. When you are satisfied the journal is working correctly, you should run
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the script file /usr/tivoli/tsm/client/ba/bin/jbbinittab. This puts the following entry in
/etc/inittab so that the journal daemon starts when the machine boots:

tsmjbb:2:wait:/usr/tivoli/tsm/client/ba/bin/rc.tsmjbb > /dev/console 2>&1

4.5 Use of Windows configuration wizards

The Windows backup-archive client configuration wizard allows you to configure
the client options file, Web client, client scheduler, journal engine, online image
support, and open file support. The following sections show how to configure all
of these using the wizards.

4.5.1 Backup-archive client configuration

Although Windows clients use a native GUI backup-archive client as opposed to
the Java GUI on UNIX and Linux, the wizard configuration process for the
Windows backup-archive client is almost identical.

Important: Before configuring the client, the Tivoli Storage Manager
administrator must have defined the client to the Tivoli Storage Manager
server using the register node command. The administrator will supply you
with the defined node name and password to use in the configuration. See
8.2.3, “Working with client nodes” on page 292, for more information about
defining clients to the server.
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To do this:

1. Start the native GUI either from Start — Programs — Tivoli Storage
Manager — Backup-Archive GUI or with the dsm command at the command
line.

On startup, the client checks whether a client options file exists as specified in
the DSM_CONFIG environment variable. If not, it immediately starts a setup
wizard to configure the client options file (see Figure 4-15). Click Next.

TSM Client Configuration Wizards |

TSM Client Configuration YWizard

Thiz wizard will help you create a clhent options file

< Back Cancel Help

Figure 4-15 Client Configuration Wizard startup window
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2. In the next screen (Figure 4-16) you have the option to create, update, or
import an options file. We select Create a new options file.

TSM Client Configuration Wizard

Option File Task

Wwhich tazk do you wish to perfarm?

{* Create a new options file
" Import an existing options file for use

€ Update my aptiohs file

Black | MHedt I Cancel Help

Figure 4-16 Windows create options file
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3. Enter a node name to be used by the client. You need to contact your Tivoli
Storage Manager administrator to obtain the node name they have used to
register your client to the server. In Figure 4-17 we used the host name,

DIOMEDE.
x|
TSM authentication
1]

What iz the TSM node name to uze?

DIOMEDE]

< Back I Heut » I Cancel Help

Figure 4-17 Windows client nodename
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4. Select the communication method. We chose TCP/IP, as in Figure 4-18.

TSM Client Configuration Wizard x|

TSM Client{Server Communications

YWhich communication method do you vant the TSM client to use when communicating with
the TSk zerver?

" Mamed Pipes
" Shared Memary

" Use Active Directory to locate the TSM server

< Back I Heut » I Cancel Help

Figure 4-18 Client-server communication method
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5. Enter the Tivoli Storage Manager server IP address or resolvable host name
and the TCP/IP port number. Figure 4-19 shows our values using the default
TCP/IP port of 1500.

TSM Client Configuration Wizard x|

TCP/IP Parameters

Wwihat iz the TCP/P address of the TSM server?

Server dddress

|9.43.86.43 Brayise,.. |

Part:
{1500

< Back I Hewut » I Cancel Help

Figure 4-19 TCP/IP parameters
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Figure 4-20 shows a recommended include/exclude file list. These files are in

most cases not needed for system recovery, so the client configuration wizard
gives you the option to directly exclude here, while allowing other files to be

backed up or archived.

TSM Client Configuration Wizard x|

Recommended IncludefExclude List
1]

The following iz a list of TSKM recommended [nclude/E xclude items for files which are not normally
reguired for spztem recoveny, Selected items will be added to vour configuration file, and excluded from
backupsz.

Selectl | Clearstl |

< Back Cancel | Help |

Figure 4-20 Recommended Include/Exclude List

7. Next you can specify file suffixes to be excluded, regardless of their physical

location in the file system. Your choices here depend on your particular

environment. You might exclude audio or video files, such as .avi or . mp3, for
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example. On the other hand, excluding executables (.exe) or dynamic library
files (.dll) might have a negative impact on the recovery procedures. In our
example, Figure 4-21, we exclude video files with an .avi suffix.

T5M Client Configuration Wizard

Common File Exclusion Selection

Please zelect from the list the file tppes pou wish to be excluded. By default, all of theze file tupes are

icluded.

E xtenzion | Description

Jasf
.a

Windows Media Audio/ideo file
Windows Media Audio/Video playlist
AU Format Sound

du

v Yideo Llip
.bin bir file

bmp Bitmap Image
o oY I =kinsk Cila

dl

Select Al

] Clardl |

< Back I MHeut » I

Cancel | Help |

Figure 4-21 Common File Exclusion Selection

8.

136

In the window shown in Figure 4-22 on page 137 you can specify which file
systems and system objects, collectively referred to as domains, you want to
include during incremental and image backup processing. Choose the
respective operation form the menu. Either choose all local file systems and
system objects by checking the Backup all local file systems option or
explicitly select a subset of those. Usually, you want to incrementally back up
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all file systems, so we recommend the Backup all local file systems option
unless you really do want to exclude certain file systems from backup. Doing
this ensures that if you add a new partition or disk, it will be automatically
included in incremental backup operations.

TSM Client Configuration Wizard |
Domain for Backup l
AL

Backup Type |ricrernental

W Back up all local file systems

Domair List

< Back I Hewt = I Cancel Help

Figure 4-22 Specifying domains for incremental and image backups
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9. Figure 4-23 shows the end of the wizard. To apply the settings you have
selected, click Finish. You can also modify your selections by going back.

TSM Client Configuration Wizard

Completing the TSM Client Configuration
Wizard

Click on Finizh to apply your client configuration updates.
Click, on Cancel to exit without applying changes.

< Back | Firizh I Cancel | Help |

Figure 4-23 Completion of client configuration wizard

10.The client GUI automatically starts. You are prompted to enter the client node
ID and password, as shown in Figure 4-24. You need to ask your Tivoli
Storage Manager administrator for the password that was specified for your
client node when it was registered at the Tivoli Storage Manager server. You
can now run basic backup operations.

TSM Login EE3
=  Logininto a TSM server

User id: |D|DMEDE

Pazzword: I xxxxxx 1

Login I Cancel | Help

Figure 4-24 Windows Tivoli Storage Manager client login
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4.5.2 Web client configuration

To run the configuration tasks and launch the configuration wizard from the
backup-archive client main screen. Select Utilities —» Setup Wizard from the
client GUI, shown in Figure 4-59 on page 172.

1. We are setting up the Web client, so select Help me configure the TSM Web
Client, as shown in Figure 4-25.

TSM Client Configuration Wizards

TSM Client Configuration Wizard

Thiz wizard will help you create a client options file

‘wihich components would you like to configure?

™ Help me configure the TSM Backup Archive Client
¥ Help me configure the TS “Web Client
[~ Help me configure the TS Client 5cheduler

™ Help me configure the TS Joumal Engine

[~ Help me configure 'Online’ Image S uppart

™ Help me configure Open File Suppart

¢ Bacl I Mest » I Cancel Help

Figure 4-25 Configuring the Web client selection
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2. We want to install a new Web client, so select this option as in Figure 4-26.

TSM Web Client Wizard E

T5M Web Client Wizard

Wwhich tazk do you wish to perfarm?

' |nstall a new Web Client agent
£ Update a previously installed WWeb Client agent

= Femaove a previously installed Web Client agent

< Back | Mest > | Cancel Help

Figure 4-26 Installing a new Web client screen panel
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3. As shown in Figure 4-27, we select the name of the Web Service “Client
Acceptor process, which you will see running and also will be seen later in the
Windows services list. We accept the default name.

TSM Web Client Wizard E

Select the names of the Web services

Wwhat name would you like to give to the TS acceptar?

T5M Clisnt Accept =l

< Back I Mest » I Cancel Help

Figure 4-27 Selection of the Web services
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4. Enter the path and file name of the options file, as in Figure 4-28. We have
chosen the default location, which is the client installation directory, in
subdirectory baclient.

TSM Web Client Wizard E

Option file name and location

Specity the option file that TSM zhould use

I'::'\F'mgram Filezh Tivalis TSkMYbaclienthdzm. opt Browsze |

< Back I Mest » I Cancel Help

Figure 4-28 Choose the path and file name of the options file
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5. In Figure 4-29, specify the port that the Web Client Acceptor will listen on.
This will be the port you reference when connecting with your browser. We
choose the default, 1581.

TSM Web Client Wizard E

Web Client parameters

"Which port number zhould be uzed for HT TP communication with the Web Client Acceptor?

||1 51

< Back I Mest » I Cancel Help

Figure 4-29 Enter a Web Client Acceptor port number
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6. It should display your client node name. Enter in the client password, as
shown in Figure 4-30. We recommend checking the Contact the TSM server
to validate password box so that the client will authenticate with the Tivoli
Storage Manager server to validate the password that you specified.

T5M Web Client Wizard x|

TSM authentication

What iz the TSM node name to uze?

DIOMEDE]

What is the TSM passward far this node?

¥ Contact the TS Server to validate password

< Back | Mewt » I Cancel Help

Figure 4-30 Enter the client’s node name and password
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7. In the Service login options panel, select the Windows account that will start

and run the Web client service. Also you can select whether to start the
service automatically or manually, as shown in Figure 4-31.

T5M Web Client Wizard x|

Service login options

Which account zhould the service use when logging onto Windows HT?

& The System account

™ This account I

Password: I

Canfirmn I
Password:

“when do you want the service to start?

= Manually when | explicitly start the service

[ #utamatically when Windows boots

< Back I Mewut > I Cancel Help

Figure 4-31 Selection panel for the account and startup options
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8. Next, choose a name for the remote client agent, as in Figure 4-32. This will
be the name of the service that displays in the Windows services applet. Note
that this service only runs when requested by the Web client; therefore, you
do not specify startup options here. We accepted the default name.

TSM Web Client Wizard E

Select the names of the Web services m

Wwhat name would you like to give to the TSM agent?

IITSM Femate Clisnt Agent

< Back | Mest » I Cancel Help

Figure 4-32 Select the name of the client agent
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9. Determine whether you want to revoke access to this Web client for
administrators with access privilege, which is shown in Figure 4-33. Note that
this will not restrict the administrators who are granted client owner privilege.
We leave it with default option, which is no restriction to other administrators.

TSM Weh Client Wizard

Web Client parameters

Do pou wish to revoke remote access privileges to the Web Client’y
i Ves
f* Mo

< Back | Mest > | Cancel Help

Figure 4-33 Choose whether to allow remote access to the Web client
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10.In the window shown in Figure 4-34 choose whether to start the Web client
services after this wizard completes.

TSM Web Client Wizard E

Immediate start option

Wwhould you like to start the service upon caompletion of thiz wizard?
% Veg
= Mo

< Back I Mest » I Cancel Help

Figure 4-34 Choose whether to start the service after the wizard completes
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11.Figure 4-35 is the completion screen for the wizard. Click Finish to commit
the changes or Back to review your selections.

TSM Web Client Wizard E

Completing the TSM Client Configuration
Wizard

Click on Finizh to apply your client configuration updates.
Click, on Cancel to exit without applying changes.

< Back I Finizh I Cancel Help

Figure 4-35 Completion panel for the Web client configuration

12.Figure 4-36 shows that we are all done.

IBM Tivoli Storage Manager

-
@ ‘Web Client successFully installed

Figure 4-36 That is all for this wizard

4.5.3 Client scheduler configuration

This section shows how to use the Windows wizard to configure the client
scheduler, which will communicate with the Tivoli Storage Manager server to
perform scheduled events, such as incremental backups. Unlike with the Web
client, there are situations where you might operate more than one scheduler
service at a time. This technique is used when you want your data to be backed
up by different node names. For example, if you are running a database server in
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an MSCS cluster environment, you will have one scheduler service backing up
operating system files on local disks using a local node name and another
scheduler service, running under a cluster-wide node name, backing up
database files on shared disks. If this is the case you would run this wizard
multiple times to configure each scheduler service.

1. Launch the wizard as before (Figure 4-25 on page 139), but this time select
Help me configure the TSM Client Scheduler.

2. As this is our first scheduler service, we only have the option to install a new
scheduler service, as shown in Figure 4-37.

T5M Scheduler Wizard

TS5M Scheduler Wizard

wihich tazk do you wish to perform?

{® Inztall a new or additional scheduler

* lpdate & previously installed scheduler

") Bemove a previouslyinstalled sche

Sach I Hewt » I Cancel Help

Figure 4-37 Installing a new client TSM Scheduler Wizard selection
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3. Enter a name for the scheduler service, as in Figure 4-38. You can choose to
install it on the local machine or on a remote machine. Optionally, you may
specify for the Web Client Acceptor Daemon (CAD) to operate the scheduler
service. This is useful if running in memory-constrained environments, as the
CAD consumes less memory than the traditional client scheduler service.

TSM Scheduler Wizard E

T5M Scheduler name and location

Wwhat name would you like to give to the TSM scheduler?

TSM Client Scheduled

Do you wish to inztall the scheduler on your local maching ar a remote machine?

% | ocal Machine
[ Use the Clisnt Acceptor dasmon [CAD] to manage the schedule

" Remate Machine

< Back I Mest » | Cancel Help

Figure 4-38 Choosing the name and location of the client scheduler
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4. In Figure 4-39, enter the option file. For our first scheduler instance, this is the
standard client options file. If running multiple scheduler clients, then each
needs its own client options file.

TSM Scheduler Wizard E

Option file name and location

Specity the option file that TSM zhould use

I'::'\F'mgram Filezh Tivalis TSkMYbaclienthdzm. opt Browsze |

< Back I Mest » I Cancel Help

Figure 4-39 Select the option file to use
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5. Enter the client node name and password (Figure 4-40). As before in step 6
on page 144, you can choose to immediately authenticate to the Tivoli
Storage Manager server.

T5M Scheduler Wizard x|

TSM authentication

Wwhat iz the TSM node name to uze?

DIOMEDE

wihat is the TSk passward far this node?

Ixxxxxx>1

¥ Contact the TSM Server ta validate passwaord

< Back I Heut » I Cancel Help

Figure 4-40 Supply the client node name and password
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6. Choose which Windows account to run the service in, and the startup options,
as in Figure 4-41.

TsM Scheduler Wizard |

Service login options

wihich account should the service uze when logging onto 'Wwindows NT7?

{® The System account

" Thiz account I

Pazzword: I

Confirm I
Pazzword:

When do you want the service to start?

' Manually when | explicitly start the service

* Automatically when ‘Windows boots

< Back | Mewt » I Cancel Help

Figure 4-41 Choose the Windows account and starting options for the client
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7. Enter a directory and name for the schedule and error log files. We accepted
the default locations, as shown in Figure 4-42. We also selected to log events
to the Windows Event Log.

The schedule log contains the results of scheduled operations, and can be

either verbose or summary information, depending on the options set in the
dsm.opt file. The error log will contain any errors created by the scheduler,

communication sessions with the server, and general backup failures.

TSM scheduler Wizard x|

Log file names and locations

Specify the clignt schedule log file that zhould be uzed

Ic:\tsm'\logs'\dsmsched.lng Browsze |

Specity the client erar log file that should be used

Ic:ktsm'\logs'\dsmennl.lnd Bronze |

¥ Enable event logging

< Back I Ment » I Cancel Help

Figure 4-42 Defining schedule and error log names
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8. In Figure 4-43, choose whether to start the scheduler service after this wizard
completes.

TSM Scheduler Wizard E

Immediate start option

Wwhould you like to start the service upon caompletion of thiz wizard?
% Veg
= Mo

< Back I Mest » I Cancel Help

Figure 4-43 Startup choice once the wizard has completed
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9. Figure 4-44 is the completion screen for the wizard. Click Finish to commit
the changes or Back to review your selections.

TSM Scheduler Wizard E

Completing the TSM Client Configuration
Wizard

Click on Finizh to apply your client configuration updates.
Click, on Cancel to exit without applying changes.

< Back I Finizh I Cancel Help

Figure 4-44 Configuration completion panel

10.Figure 4-45 shows the successful completion message.

IBM Tivoli Storage Manager

-
@ scheduler service successfully installed

Figure 4-45 Scheduler installed

4.5.4 Journal engine configuration

The journal engine component observes and keeps track of changes in files in
local file systems. During incremental backups this information is used to select
files for backup, which improves performance compared with the standard
technique of scanning the file system for changes.
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This section shows how to configure this feature with the wizard:

1. Start the wizard from the backup-archive client and select Help me configure
the TSM Journal Engine from the screen shown in Figure 4-25 on page 139.

2. In Figure 4-46, choose Install a new Journal Engine. This panel also has
options to update and remove the journal engine if it already exists.

TSM Journal Engine Wizard

TSM Journal Engine Wizard

YWhich tagk do wou wizh to perform’?

' |nstall a new T5M Journal Engine
= Update a previously installed TS Joumal Eng
= Femaove a previously installed TSM Journal Engit

< Back I Mext > I Cancel Help

Figure 4-46 Installing a new journal engine
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3. In the screen shown in Figure 4-47 select which file systems you want to
journal. You can select individual file systems or check to Journal all local
file systems.

T5M Journal Engine Wizard x|

Journaled File Systems

Specify the file gystems to be monitored for journaling

v Joumnal all local file systems

Journaled File Systems

< Back I Heut » I Cancel Help

Figure 4-47 Choose the file systems that are to be journaled
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4. In the screen shown in Figure 4-48 specify where to put the journal database.
You can have one single journal database for all the journaled file systems, or
have the journal files spread across the respective file systems. If running the
journal engine in a clustered environments, you would want separately stored
databases on the shared cluster disks, so that they are available in the event
of a failover.

TSM Journal Engine Wizard | x|

Journal Database Location

&' Specify the directony where the jounal database files will be wiitien:

It:\F‘mgram FilezhTivolis TSMMYbaclient Browse I

" Specify a location where Joumal Databasze files will be located on each Journal
Filezystem

< Back I Mest » I Cancel Help

Figure 4-48 Specify the location for the journal database
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5. In the next screen (Figure 4-49 on page 161) you specify which particular
changes in the file systems are to be monitored by the journal engine. By
default, creating new objects, changing the content of the existing ones, and
changing access control attributes and other NTFS security changes are
monitored. We use these defaults, since there is usually no need to monitor
changes such as file size (which will be caught by last modification time) and
last access time (which does not necessarily mean that an object is being
changed).

T5M Journal Engine Wizard x|

Journal Notification Configuration: E

r— Matification Filkers

W Delete
[ File Size

¥ Last Modified Timestamp
[ Last Accessed Timestamp
v Attributes

W NTFS Security

< Back I Heut » I Cancel Help

Figure 4-49 Journal engine notification filters
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6. You can limit the maximum size of the journal database. We recommend not
doing this, as shown in Figure 4-50.

TSM Journal Engine Wizard | x|

Journal Database Maximum Size

Specify the maximurm size of the journal databaze for file system C:'

¥ Do not limit the size of the journal databaze

0 = L

< Back I Mest » I Cancel Help

Figure 4-50 Journal database maximum size panel
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7. Define the service login options. As with the other services, we recommend

running as the system account, as shown in Figure 4-51.

TSM Journal Engine Wizard

Service login options

Which account should the service use when logging onto *Windows MT?

% The System account

 Thiz account I

FPazzward: I

Confitm I
FPazzward:

¢ Back I Mest » I Cancel

Help

Figure 4-51 Login properties for the journal service
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8. In the screen shown in Figure 4-52 we select to start the service immediately.

TSM Journal Engine Wizard | x|

Immediate start option

Wwhould you like to start the service upon caompletion of thiz wizard?
% Veg
= Mo

< Back | Mest > | Cancel Help

Figure 4-52 Start up service after the wizard completes
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9. Figure 4-53 is the completion screen for the wizard. Click Finish to commit
the changes or Back to review your selections.

TSM Journal Engine Wizard | x|

Completing the TSM Client Configuration
Wizard

Click on Finizh to apply your client configuration updates.
Click, on Cancel to exit without applying changes.

< Back I Finizh I Cancel Help

Figure 4-53 Journal service completion wizard

10.The journal engine is successfully installed, as shown in Figure 4-54.

IBM Tivoli Storage Manager

@ Journal Engine successfully inskalled

Figure 4-54 Journal engine successfully installed panel

4.5.5 Online image support configuration

In this section we describe how to configure online image support:

1. Start the wizard from the backup-archive client and select Help me configure
‘Online’ Image Support from the screen shown in Figure 4-25 on page 139.
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2. Select Install the Logical Volume Snapshot Agent, as in Figure 4-55.

TSM Online Image Support Wizard | x|

Configure Online Image support using the Logical Yolume
Snapshot Agent

Wwhich tazk do you wish to perfarm?

* |nstall the TSk Logical Yolume Snapshat Agent
€ Update the T5H Logical Wolume Shapshat Agent
= Bemaove the T5H Logizal Yolume Snapshat Agent

< Back | Mest > | Cancel Help

Figure 4-55 Install panel for the online image support

3. There are no options to select. The agent simply performs the installation.
Click Next on the completion window. You are prompted to reboot the system
(Figure 4-56 on page 167).
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IBM Tivoli Storage Manager ll

i Logical Yolume Snapshot Agent successfully installed, The machine must be rebooted
' for the changes ko take effect.

Figure 4-56 Successful configuration of online image support

4.5.6 Open File Support configuration

As with the previous configuration, Open File Support is very short and simple.
Open File backup is now supported on all supported Windows platforms, such as
Windows 2000, XP, and the recently added Windows 2003.

1. Start the wizard from the backup-archive client and select Help me configure
Open File Support from the screen shown in Figure 4-25 on page 139.

2. Asshown in Figure 4-57, select Install the Logical Volume Snapshot Agent
for open file support.

TSM Open File Support Wizard | x|

Configure Open File support using the Logical Volume
Snapshot Agent

Which tazk do you wizh to perform’?

(+ |nstall the TSH Logical Yolume Snapshat Agent
" lpdate the T5H Logical Yolume Snapshot Agent
" Bemove the TS5 Logical Wolurme Shapshot &gent

< Back I Mext > I Cancel Help

Figure 4-57 Installation of the Logical Volume Snapshot Agent panel
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3. There are no options to select. The agent simply installs. Click Next on the
completion window. Figure 4-58 shows that the agent has successfully
installed.

IBM Tivoli Storage Manager | x|

@ Logical Yolume Snapshat Agent successfully installed.

Figure 4-58 Successfully completed panel

4.6 Client interfaces

Tivoli Storage Manager client interfaces are used to perform client tasks on the
Tivoli Storage Manager server. In this section we describe how to start, use, and
stop the command line interface (CLI) and the GUI. Example 4-12 on page 169
lists all available backup-archive client interfaces by platform.
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Example 4-12 Backup-archive client interfaces by platform

Platform Command- Native GUI Java GUI Web client API client
line client

Apple Macintosh X X

Hewlett-Packard X X X X

HP/UX PA-RISC

Hewlett-Packard X X X X
HP/UX Itanium®

IBM AIX 5L X X X X
Linux for x86 X X X X
Linux for pSeries X X X X
Linux for iSeries X X X X
Linux for zSeries X X X
Microsoft Windows X X X X

2000 Professional

Microsoft Windows X X X X
XP

Microsoft Windows X X X X
2000 Server,

Advanced Server,

Datacenter

Microsoft Windows X X X X
2003 Standard,

Enterprise,

Datacenter

Novell NetWare X X X
Sun Solaris X X X X
0OS/400® X
z/0S X X X

There are minor differences between the backup-archive client code on different
platforms. For example, the Windows client has specific options to handle the
Windows registry information, which are not found in any other platform. Despite
those specific options, all commands are the same except for the file space
specification for each platform (in UNIX/Linux this uses the format /usr/tivoli, and
in Windows, D:\newdir). Although the examples in this section are based on
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UNIX, we also give examples of Windows commands.

4.6.1 Command line

170

The command-line interface (CLI) is a character mode interface, and therefore is
well suited for those users who are generally familiar with these types of
interfaces, for example, UNIX or Windows shells. It is also useful if you cannot
access the GUI for some reason, or for creating scripts to automate a backup
process. The CLI can be used for backup, restore, archive, or retrieve operations
and to start the Tivoli Storage Manager scheduler.

Starting a session

To start the command-line interface, enter dsmc at the operating system prompt,
as shown in Example 4-13.

Example 4-13 Backup-archive client command-line interface

root@Atlantic /: dsmc
IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface
Client Version 5, Release 3, Level 2.0
Client date/time: 02/20/06 10:54:16
(c) Copyright by IBM Corporation and other(s) 1990, 2005. A1l Rights Reserved.
Node Name: ATLANTIC
Please enter your user id <ATLANTIC>:
Please enter password for user id “ATLANTIC”:

Session established with server ATLANTIC: AIX-RS/6000

Server Version 5, Release 3, Level 2.2

Data compression forced off by the server

Server date/time: 02/20/06 10:54:16 Last access: 02/20/06  10:54:04
tsm>

You can see the prompt tsm>, where you can type backup-archive client
commands. When issuing the first command, you may be prompted for your
password before the command is executed. This occurs if you are not using
automatic password handling. If you set up your client to use automatic
password handling, by setting the PASSWORDACCESS option to GENERATE,
the command you issue will be executed directly.

Once a command is executed, you always return back to the tsm> prompt. This
interactive method is also called loop mode.

Another way to start a client session is the so-called batch mode. You simply
type dsmc together with the actual command parameter that you want to execute.
In this mode, the backup-archive client processes the command and returns to
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the operating system prompt. This is the recommended way to use the dsmc
command when creating scripts for automation. You can create each dsmc
command in turn (as well as any other operating system command you want to
include in the script) and save it in a batch file for processing later.

Help for the CLI

Example 4-14 shows the Help utility available from the tsm> command prompt.
Type help and then select a number from the list.

Example 4-14 Backup-archive client help options

tsm> help

To search the IBM Tivoli Storage Manager technical support Web site to find
technical solutions and answers to frequently asked questions, refer to
http://www.ibm.com/software/sysmgmt/products/support/IBMTivoliStorageManager.ht
ml.

The following help topics are available.

Enter the number of the desired help topic or 'q' to quit,

'd' to scroll down, 'u' to scroll up.

0 - Summary of Changes
1 - Using Commands

2 - Select from the commands listed below:
3 - ARCHIVE

4 - BACKUP GROUP

5 - BACKUP IMAGE

6 - BACKUP NAS

7 - BACKUP WAS

8 - CANCEL PROCESS

9 - CANCEL RESTORE
10 - DELETE ACCESS
11 - DELETE ARCHIVE
12 - DELETE BACKUP

Stopping a session

If the Tivoli Storage Manager backup-archive client is running in loop mode and
resting at the tsm> prompt, enter quit to end the session as shown in

Example 4-15. This terminates the connection with the Tivoli Storage Manager
server and returns to the calling program, which is normally the operating system
prompt.

Example 4-15 Exiting a loop mode session

tsm> quit
root@atlantic / >
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4.6.2 GUI

Note: To terminate a running backup-archive session, if it is executing a
command, either enter CTRL-C in the session window or ask the Tivoli Storage
Manager administrator to issue the cancel session command. If you use
CTRL-C to cancel a running restore operation, the Tivoli Storage Manager
administrator also needs to cancel the restartable restore using the cancel
restore command.

Most end users find the GUI more attractive and intuitive than the command line.
You can use it for all Tivoli Storage Manager client operations except for
scheduled operations.

Starting a session

To start the GUI, enter dsm at the operating system prompt. The GUI is almost
the same on Windows and UNIX/Linux.

Figure 4-59 shows the main screen of the client GUI on Windows.

£ 1BM Tivoli Storage Manager [_[o]x]
e Edit Actions Uklties Wew window Help

BYE-00%|

IBMEivoliiStoragerManager:

Welcome to IBM Tivali Storace Manager! Click one of the following buttons to perform a task.

BACKUP ARCHIVE
Backup and Festore copies of data that are Archive and Retrieve copies of data that are
frequently updated, preserved for & specific period ot time

Archive
Creates an archive copy in

-11 Backup
r]' - Copies files to server storage to
longterm storage

= | preventloss of data.
(NS

starage long-term storage

il
- 1 Restore r Retrieve LA
E 5 Fiestares saved files from server Fetrieves an archive copy from l]
Lz 4

Exclude items

Figure 4-59 Windows GUI client interface
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Figure 4-60 shows the main screen of the Java™-based client GUI on UNIX and
Linux.

File Edit Actions Utilities iew Help

Welcame to IEM Tivali Storage Manager! Click one of the following buttons to perfarm a task.

Backup and Restore copies of data that are Archive and Fetriewe copies of data that are
frequently updated. preserved for a specific period of time.

Archive
Creates an archive copy in
long-term storage.

Eackup
s = !",‘ Copies files to server storage to
i prevent loss of data.
Restore
B ] Restores saved files from server
— storage.

Figure 4-60 Java-based backup-archive client GUI interface

Retrieve 1
Fetrieves an archive copy from
long-term storage.

Depending on the features of your UNIX machine, for example, if it has the
Common Desktop Environment (CDE) installed, you can add an option in the
workplace screen so that it is easier to start Tivoli Storage Manager.

Stopping a session
To stop a GUI session, select File — Exit from the menu in the main window.

4.7 Client scheduler

A Tivoli Storage Manager administrator can create schedules for clients so that
they perform defined tasks automatically on a regular basis. For example, you
can define schedules to automatically run an incremental file backup at the end
of each day, or to archive a particular directory tree every Friday.

This procedure, known as central scheduling, is a cooperative effort between the
server and the client node. You associate clients with one or more schedules that
are part of the policy domain maintained in the Tivoli Storage Manager database.
You use the central scheduler on the server and start the client scheduler
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process on the workstation. Once you start the client scheduler, further
intervention is not necessary.

Note: The schedule start time is based on the server clock, not the client
clock. This makes it easier for you to manage schedule start times for clients
in different time zones.

With regard to scheduling, you may also want to:

» Display information about available schedules.
» Display information about work that the schedule has completed.
» Modify scheduling options in the client options file.

Note: Make sure that you have the Tivoli Storage Manager administrative
command-line client installed and that the client-server communication is
working correctly before you attempt to start the client scheduler service.

You cannot start the client scheduler from the Tivoli Storage Manager GUI.

4.7.1 Starting the client scheduler

174

You can start the Tivoli Storage Manager client scheduler either manually or with
each system start. If you change the client options files while the client scheduler
is running, it must be stopped and re-started to pick these up.

However, for Windows clients, if you chose to have the scheduler managed by
the Client Acceptor Daemon (CAD), in step 3 on page 151, this is not required.
CAD reads the client options file whenever an operation, such as scheduled
incremental backup, is performed; therefore, it can pick up options file changes
dynamically.

Manual start

Note: The client scheduler can only be started by a Tivoli Storage
Manager-authorized user. This is a user who has administrative authority for
the Tivoli Storage Manager client on a workstation. This user changes
passwords, performs open registrations, and deletes file spaces.

You can manually start up the Tivoli Storage Manager scheduler if it was
accidentally stopped, if you want to re-start it to pick up a changed client option,
or if you want to force it to run immediately, for example, while testing a new
function.
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To start the client scheduler on your client node and connect to the server
scheduler, enter the dsmc schedule command from the operating system prompt,
as shown in Example 4-16. You will be prompted to type in the password unless
you have set the PASSWORDACCESS GENERATE option in the client option file
(dsm.opt). The scheduling requirement is one of the strongest reasons for
recommending the PASSWORDACCESS GENERATE option. If you do not
specify this you will always be prompted for a password unless you include it in a
script file or use the PASSWORD client option in the option file. Either possibility
is undesirable. There is probably no one around to enter the password, and
entering it in a script or in the option file in plain text exposes a security risk.

Since a schedule has been defined for this client, the output shows the details
and specifies when it will execute. The scheduler will remain “quiet” until
contacted by the server to start the operation.

Example 4-16 Manually starting the client scheduler

root@brazil > dsmc sched

IBM Tivoli Storage Manager

Command Line backup-archive Client Interface-Version 5, Release 2, Level 0.0 h4
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.

Querying server for next scheduled event.
Node Name: AIXCLIENT
Session established with server TSMSERVER: Windows
Server Version 5, Release 2, Level 0.0
Server date/time: 04/11/03 15:00:59 Last access: 04/11/03 15:00:40

Next operation scheduled:

Schedule Name: INCR_BKUP
Action: Incremental
Objects:

Options:

Server Window Start: 09:00:00 on 04/12/03

Waiting to be contacted by the server.

When you start the client scheduler, it runs continuously until you close the
window, therefore ending the process, or log off your system.
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UNIX/Linux

To run the schedule command in the background and to keep the client
scheduler running even if you log off your UNIX system, enter the command
shown in Example 4-17 on page 176 from the UNIX shell.

Example 4-17 Running the client scheduler in the background - UNIX

root@ / > nohup dsmc schedule 2> /dev/null &

Windows

We showed how to configure the client scheduler using the wizard in 4.5.3,
“Client scheduler configuration” on page 149.

As shown in Figure 4-61, we can see a running scheduler service called TSM
Client Scheduler in the Windows service list. It is set to start up automatically.

L] Compute anagene — O] X
| action  view |J<=»|r |@|J yom oIl om
Tree I Mame 7/ _I Description | Skakus Starktup Type | Log On &s |:|
Computer Management: (Local) %Task Scheduler Enables a ...  Started Aukomatic LocalSystem
-, System Tools %TCPIIP MetEIOS Hel... Enables su...  Started Aukomatic LocalSystem
.. Starage %Telephony Provides T...  Started Manual LocalSystem
E% Services and Applications %Telnet Allows are... Manual LocalSystem
&-E Telephory & Terminal Services Provides a.., Started Aukomatic LocalSystem
4 WML Control %TSM Client: Acceptor Started Autamatic LocalSystem
% Services SM Clienk Scheduler Started Aukomatic Lo ]
B Indexing Service %TSM Journal Service Started Aukomatic LocalSystem
% Internet Information Services %TSM Remote Client ... Manual LocalSystem LI
r O

Figure 4-61 Client scheduler service is running on a machine

The Tivoli Storage Manager Windows client also provides a utility, dsmcutil, that
may be used as a substitute for the client configuration wizard. It does exactly the
same as the wizard, in just one command (although with a couple of necessary

parameters) on the operating system command line.

This is particularly useful in enterprise environments where running the client
configuration wizard for each single service on each machine would be a
time-consuming process. Instead, dsmcultil can be run in a script to configure the
scheduler and other services on multiple client machines at once.
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Example 4-18 shows how to manually install the client scheduler named 7SM

Central Scheduler on node DIOMEDE on a Windows 2003 machine.

Example 4-18 installation and configuration of scheduler service using dsmcutil

C:\Program Files\Tivoli\TSM\baclient>dsmcutil install scheduler
/name:"TSM Central Scheduler" /node:DIOMEDE /password:diomede
/autostart:yes

TSM Windows NT Client Service Configuration Utility

Command Line Interface - Version 5, Release 3, Level 2.0

(C) Copyright IBM Corporation, 1990, 2005, A1l Rights Reserved.
Last Updated Sep 17 2005

TSM Api Verison 5.3.2

Command: Install TSM Client Service
Machine: DIOMEDE(Local Machine)
Installing TSM Client Service:

Machine : DIOMEDE

Service Name : TSM Central Scheduler

Client Directory : C:\Program Files\Tivoli\TSM\baclient
Automatic Start : yes

Logon Account : LocalSystem

The service was successfully installed.

Creating Registry Keys ...

Updated registry value 'ImagePath'

Updated registry value 'EventMessageFile'
Updated registry value 'TypesSupported'
Updated registry value 'TSM Central Scheduler'
Updated registry value 'ADSMCTientKey'

Updated registry value 'OptionsFile'

Updated registry value 'EventlLogging'

Updated registry value 'ClientNodeName'

Generating registry password ...
Authenticating TSM password for node DIOMEDE ...

Connecting to TSM Server via client options file

‘C:\Program Files\Tivoli\TSM\baclient\dsm.opt'

Password authentication successful.

The registry password for TSM node DIOMEDE has been updated.
Starting the 'TSM Central Scheduler' service ...

The service was successfully started.

C:\Program Files\Tivoli\TSM\baclient>
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The dsmcutil utility can also be used to install the other services (Web client,
journal engine, and so on) as well as query and update service settings. For
more information about the use and syntax of dsmcutil, see IBM Tivoli Storage
Manager Backup-Archive Clients installation and User’s Guide, GC32-0788.

Example 4-19 shows a dsmcutil query execution.

Example 4-19 dsmcutil query scheduler service status

C:\Program Files\Tivoli\TSM\baclient>dsmcutil
query /name:"TSM Central Scheduler"

TSM Windows NT Client Service Configuration Utility

Command Line Interface - Version 5, Release 3, Level 2.0

(C) Copyright IBM Corporation, 1990, 2005, A11 Rights Reserved.
Last Updated Sep 17 2005

TSM Api Verison 5.3.2

Command: Query TSM Client Service Parameters
Machine: DIOMEDE(Local Machine)

Connecting to service 'TSM Central Scheduler'
Service Configuration/Status:

Service Name : TSM Central Scheduler

Image Path : "C:\Program Files\Tivoli\TSM\baclient\dsmcsvc.exe"
Logon Account : LocalSystem

Start Type : Auto

Current Status : Started

TSM Client Service Registry Settings:
Client Service Type = Client Scheduler Service

Options file = C:\Program Files\Tivoli\TSM\baclient\dsm.opt
Event Logging = YES

TSM Client Node = DIOMEDE

Comm Protocol = (value not currently set)

Server = (value not currently set)

Server Port = (value not currently set)

Schedule Log = (value not currently set)

Error Log = (value not currently set)

Cluster Enabled = (value not currently set)

Cluster Name = (value not currently set)

C:\Program F11es\T1vo]1\TSM\bac11ent>

Automatic start

We recommend the scheduler service to be automatically started when
operating system boots. This is to ensure that the server can contact the client to
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execute regular schedules, especially if you have an enterprise policy to have
Tivoli Storage Manager machines backed up at some point in the day.

If you rely on manual startup, this can be easily forgotten if the owner of the client
system has to reboot it for some reason, resulting in a missed backup schedule.

UNIX/Linux

If you want to start the client scheduler when the system reboots, set the
PASSWORDACCESS option parameter to GENERATE in your client system
options file, and include the following command in the /etc/inittab (for AIX) file:

tsm:2345:0nce:/usr/bin/dsmc schedule >/dev/console 2>&1 #Start Scheduler

The scheduler starts the next time the system is rebooted. On other UNIX
variants enter a similar command in the startup files.

Windows

We showed how to set up the scheduler service for automatic start in 4.5.3,
“Client scheduler configuration” on page 149. You can also do this using
dsmcutil.
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You can also change settings using the Services applet like any other operating
system or application service. Figure 4-62 shows how to do this.

TSM Central Scheduler Properties {Local Computer) [ 2 | x|

General |L|:|g Dnl Hecoveryl Dependenciesl

Service name: T5M Central Scheduler

Display name: ITSM Central 5 cheduler ’

Dezcription: I

Fath to executable;
"C:\Program FileshTivolhT SkYbaclienthdsmosve exe’’

Startup tpe: Automatic ’

Service status:  TamED

Start | Stop i Pausze | ZUME

'ou can specify the startt parameters that apply when vou start the service
framm here.

Start parameter I

QK I Cancel Apply

Figure 4-62 Changing startup behavior of the client scheduler service in Windows

4.7.2 Stopping the scheduler

To terminate a running client scheduler in foreground mode, you can cancel the
operation by pressing Ctrl+C in the session window. If the scheduler is running
silently, you can ask the Tivoli Storage Manager administrator to issue the cancel
session command. The administrator may need to cancel all multi-threaded
sessions for the client. If the scheduler is executing a restore process, the Tivoli
Storage Manager administrator needs to cancel the restartable restore by issuing
the cancel restore command.

180 IBM Tivoli Storage Manager Implementation Guide



On Windows platforms, you can also terminate the client scheduler by stopping
its service in the Services applet or calling the dsmcutil stop command, as shown
in Example 4-20.

Example 4-20 Stopping client scheduler service using dsmcutil stop command

C:\Program Files\Tivoli\TSM\baclient>dsmcutil stop
/name:"TSM Central Scheduler"

TSM Windows NT Client Service Configuration Utility

Command Line Interface - Version 5, Release 3, Level 2.0

(C) Copyright IBM Corporation, 1990, 2005, A11 Rights Reserved.
Last Updated Sep 17 2005

TSM Api Verison 5.3.2

Command: Stop TSM Client Service
Machine: DIOMEDE(Local Machine)

Stopping the 'TSM Central Scheduler' service ....
The service was successfully stopped.
C:\Program Files\Tivoli\TSM\baclient>

4.8 Web client usage

The Tivoli Storage Manager Web backup-archive client is a Java-based interface
that enables authorized users to perform remote operations on a backup-archive
client system.

4.8.1 Remote client GUI

The Web client is a Java applet that provides a remote client GUI for Tivoli
Storage Manager backup-archive clients. Authorized users can access the Web
client remotely using a Web browser. The graphic is the initial client hub window
displayed in the Web browser when the Web client is accessed.

The Web client can be used from any workstation running a Web browser with

Java support, such as Microsoft Internet Explorer or Mozilla Firefox.

4.8.2 Client functions

The Web client supports all of the backup-archive client functions. It can be used
to perform all file-based functions such as backup, restore, archive, and retrieve
operations. For both UNIX and Windows clients, the Web interface also supports
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logical volume operations. The Windows Web client can also back up and
restore system objects.

For file-based restore operations, both active and inactive files can be restored,
and the point-in-time restore function is supported. You may search for specific
files in the backup, restore, archive, or retrieve window, by filtering file names or
filtering the directory tree. You can restore a backup set without a server
connection.

The Web client is another client interface, and is used only to perform
backup-archive client operations. If used from a Web browser on a remote
workstation, with a user ID with client access privilege, no local access to back
up or archive data is provided on that remote workstation. Data cannot be
restored or retrieved locally; it can only be restored to or retrieved to the client
workstation that owns the data. A Web browser can also be used locally on the
client workstation to invoke the Web client as an alternative interface to the
backup-archive client command-line interface or GUI.

Using the Web client via the browser means that you actually do not have to
have any Tivoli Storage Manager code on the Web browser workstation, yet you
can perform backup, restore, archive, or retrieve operations on behalf of the
actual client.

4.8.3 Access authorization
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Use of the Web client interface is authenticated whenever backup, restore,
archive, or retrieve Web client functions are performed. Authentication of the
Web client interface is separate, and independent, from authentication between
the client node and the server.

An administrator user ID is required to use the Web client. This administrator
user ID, and associated password, is used to authenticate that the user has
sufficient authority to perform remote client functions. Two administrative
authorities are provided to enable this authentication:

» Client owner
» Client access

These authorities can be used to enable usage of the Web client interface for
backup-archive client owners and help desk personnel. A user ID with client
access privilege can only restore data back to its original system. A user ID with
client owner privilege can restore data to another system if required.
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4.8.4 Starting the Web client

The Web client consists of two processes on the client workstation: the client
acceptor and remote client agent.

Client acceptor

The Client Acceptor Daemon (CAD) is an HTTP daemon that serves the Web
client Java applet to the Web browser. The name of the executable is dsmcad.

On UNIX/Linux clients, it should be run as a daemon. To have the Web client
automatically available when the system is started, edit the /etc/inittab file on AIX
(or use the equivalent startup file on other UNIX variants) and add the following
entry:

dsmcad:2345:0nce:/usr/tivoli/tsm/client/ba/bin/dsmcad >/dev/console 2>&1 #Start
the TSM WEB agent

On Windows platforms use the dsmcutil utility or the GUI wizard to install the
client acceptor and remote agent services. Make sure that the startup options for
both services are set to automatic.

Remote client agent

The remote client agent performs the client functions initiated with the Web client
interface. The name of the executable is dsmagent. The agent does not run all
the time. The acceptor daemon starts the agent when client functions are
initiated through the Web client interface.

Web client

To access the Web backup-archive client, start your Web browser. In the
Location or Address field, enter the URL:

http://<machinename>:1581

Where <machinename> is the host name or TCP/IP address of the Tivoli
Storage Manager client machine that you want to connect to, and 1581 is the
TCP/IP port number set by the HTTPPORT option.
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Figure 4-63 shows the main Web client screen.

File Edit View Favorites Tools  Help

(2} IBM Tivoli Storage Manager - Microsoft Internet Explorer I |
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< Copies files to server storage to e
prevent loss of data i'
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= Restores saved files from server
. storage.
/7' -
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Archive

File Edit Actions Ulilities Yiew Help

BACKUP ARCHIVE
Backup and Restore copies of data that are frequently Archive and Retrieve copies of data that are preserved
updated. for a specific period oftime

Creates an archive copyin
long-term storage,
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lang-term storage.

NG

. -
| B
v

| €] Applet COM.ibm.storage. sdsm cadmin. cientqui DDsmApplet started

Figure 4-63 Platform-independent Web client

| miernet

When you try to connect to a client by using the Web client interface, Tivoli
Storage Manager validates the administrator ID given. You are then granted
access to the Web client interface, the client is connected to the Tivoli Storage
Manager, and the main window displays. Figure 4-64 shows a login dialog box for

a Web client session.

TSM Login |

== Login into a TSM server
User id: [DIOMEDE
Password: ||
Lagin I Cancel | Help |
Jawa Applet Window

Figure 4-64 Web client login dialog box

4.8.5 Stopping the remote agent services

In general, there is no need to stop the remote agent services manually.
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On Windows platforms, if you wish to disable administrators from accessing the
Web client, you can prevent the service from starting by disabling it. To do that,
change the service setting to disabled or use a dsmcutil equivalent command. In
Example 4-21 we change the startup behavior of the scheduler service and
subsequently stop the service operation.

Example 4-21 Disabling Web client from starting upon system reboot using dsmcutil

C:\Program Files\Tivoli\TSM\baclient>dsmcutil update
/name:"TSM Remote Client Agent" /autostart:no

TSM Windows NT Client Service Configuration Utility

Command Line Interface - Version 5, Release 3, Level 2.0

(C) Copyright IBM Corporation, 1990, 2005, A11 Rights Reserved.
Last Updated Sep 17 2005

TSM Api Verison 5.3.2

Command: Update TSM Client Service Parameters
Machine: DIOMEDE(Local Machine)

Opening Registry Keys ...
Located service 'TSM Remote Client Agent' .
Updated registry value 'Start' .

C:\Program Files\Tivoli\TSM\baclient>dsmcutil stop
/name:"TSM Remote Client Agent"

TSM Windows NT Client Service Configuration Utility

Command Line Interface - Version 5, Release 3, Level 2.0

(C) Copyright IBM Corporation, 1990, 2005, A1l Rights Reserved.
Last Updated Sep 17 2005

TSM Api Verison 5.3.2

Command: Stop TSM Client Service
Machine: DIOMEDE(Local Machine)

Stopping the 'TSM Remote Client Agent' service ....
The service was successfully stopped.
C:\Program Files\Tivoli\TSM\baclient>
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In a UNIX environment, you can stop the dsmcad process by using the ki1l
command, as shown in Example 4-22.

Example 4-22 Stopping the remote agent service on Unix and Linux platforms

root@Atlantic /: ps -ef | grep dsmcad
root 200792 1 0 11:49:12 - 0:00 dsmcad
root 221318 184822 0 11:49:13 pts/5 0:00 grep dsmcad
root@Atlantic /: kill 200792
root@Atlantic /: ps -ef | grep dsmcad
root 200794 184822 0 11:49:24 pts/5 0:00 grep dsmcad
root@Atlantic /:

4.9 Summary

You now have your server and clients installed and basic backup and restore
functions tested and working. Next we proceed with further configuration and
customization of the environment to suit your specific requirements.
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Database and recovery log

By now you should have completed the installation of your IBM Tivoli Storage
Manager server and clients, and done some basic functional testing. You are
ready to move on to further customization. In this chapter we cover the steps to
set up and change your database and recovery log settings to a recommended
configuration.

The Tivoli Storage Manager database contains all the information needed for
server operations, and information about client data that has been backed up,
archived, and space-managed. The database and the recovery log are closely
related. The recovery log caches database transactions, allowing you to replay
the transactions in the event of the database requiring restoration.

The information in this chapter assumes that you have read the IBM Redbook
IBM Tivoli Storage Management Concepts, SG24-4877, and have planned your
database and recovery log sizes. See 2.8, “Disk considerations and sizing” on
page 39, for planning considerations. If you have not planned the values that your
installation requires to run Tivoli Storage Manager, please do so before
continuing.

Use the information you gathered from the planning chapter when you issue your
own commands. Because the database and recovery log configurations are
highly dependent on site-specific values, we cannot predict all possible
combinations. Instead, we provide a sequence of example commands that you
can use to best configure the database and recovery log for your environment.
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5.1 Database

The database is a critical Tivoli Storage Manager component. It must be
configured for good availability performance.

5.1.1 Database design considerations
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Before you start, there are a few important differences to consider, depending on
which platform you will be using.

Platform-specific information: Some minor changes are required in
UNIX/Linux and Windows because of the different file space naming
conventions of those platforms. The examples in this section are from
Windows and AlX systems. Use the correct directory separator for your
platform when entering file and path names. For other platforms, see the IBM
Tivoli Storage Manager Administrator's Reference for that server.

Tivoli Storage Manager has a single database made up of one or more volumes.
A database volume is a physical file located on one of the server’s file systems.
In other words, the database is a logical entity made up of physical files.

Database volume numbers, sizes, and locations affect database performance.
The following points should be considered:

» All database volumes must reside on random access media, that is, disk
drives.

» If there is more than one database volume, more than one process can
access the database simultaneously.

» If there is more than one database volume, the data is distributed across all
available volumes and writes to the database volumes are performed in a
round-robin fashion. Suppose the database has three volumes, vol01, vol02,
and vol03. A sequence of four writes would go 1 to vol01, 2 to vol02, 3 to
vol03, and 4 to vol01. Writing in a round-robin fashion distributes the load and
makes the most of available resources.

» Create database volumes the same size if possible.

» Database segments are 4 MB in size, so a volume must be a multiple of
4 MB. One recommendation is to make your database volume sizes a
multiple of the power of 2, that is, 128 MB, 256 MB, 512 MB, 1024 MB,
2048 MB, and so on.

» Tivoli Storage Manager requires 1 MB of space (known as the restart area) at
the start of the volume. Take this overhead into account when calculating disk
usage.

IBM Tivoli Storage Manager Implementation Guide



» If you have a number of physical disks (or logical LUNs) allocated for use with
Tivoli Storage Manager, try to position the database volumes on different file
systems, to leverage performance provided by the hardware.

» If using mirroring for database and recovery log volumes, and you do not
have enough disks to locate all primary and mirror volumes separately:

— Place primary database volumes on the same physical disks as the mirror
recovery log volumes.

— Place primary recovery log volumes on the same physical disks as the
mirror database volumes.

» The current maximum size for the database is 530 GB.

As an example, say your planning shows that you need an 8 GB database. One
way to configure an 8 GB database would be to create 8 x 1024 MB volumes.
Add 1 MB each for the restart area and you have a database size of 8200 MB.

Note: If you forget to include the 1 MB for the restart area, or the format size is
not a multiple of 4 MB, the define dbvolume command will ensure that the size
is rounded to a multiple of 4 MB, and add 1 MB. See Example 5-1 on

page 191.

Example 5-1 on page 191 shows a database consisting of four volumes
(vol01.dsm through vol04.dsm). The volumes could exist on the same disk or be
spread across any number of actual disk drives or LUNs. Although the volumes
are separate files from an operating system point of view, Tivoli Storage
Manager regards the database as a single logical entity.
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Figure 5-1 Tivoli Storage Manager database volumes

5.1.2 Defining database volumes
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There are two ways to allocate a new database volume. The most common and
easiest to use is the define dbvolume command (or equivalent Administration
Center GUI function). The FORMATSIZE option allows you to specify the size for
the volume.

The second method is to first use the external DSMFMT utility (from a shell or
command window) to allocate the volume file. Then use the define dbvolume
command to define the database volume to Tivoli Storage Manager (without
specifying the FORMATSIZE option). For more information about the DSMFMT
utility, see the Administrator’'s Reference for your server platform.

Whichever method you choose to define the volume, you must extend the
database once the volume is defined. The extend db command allows the
database to use the newly defined volume.
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Example 5-1 shows how to define a new database volume on a Windows server.
The volume is called CATSMDATA\DBP\DBV_01.DSM and is 1 GB in size.

Example 5-1 Defining a database volume

tsm: LOCHNESS_SERVER1>define dbvolume c:\tsmdata\dbp\dbv_01.dsm formatsize=1024
wait=yes

ANR0984I Process 36 for DEFINE DBVOLUME started in the FOREGROUND at 14:46:43.
ANR22401 Database volume C:\TSMDATA\DBP\DBV_01.DSM defined.

ANR0986I Process 36 for DEFINE DBVOLUME running in the FOREGROUND processed 1
items for a total of 1,074,790,400 bytes with a completion state of SUCCESS at
14:46:43.

tsm: LOCHNESS_SERVER1>query db

Available Assigned Maximum Maximum Page Total Used Pct Max.
Space Capacity Extension Reduction Size Usable Pages Util Pct
(MB) (MB) (MB) (MB) (bytes) Pages Util
2,024 1,000 1,024 996 4,096 256,000 1,202 0.5 0.5

tsm: LOCHNESS_SERVER1>query dbvol

Volume Name Copy Volume Name Copy Volume Name Copy
(Copy 1) Status (Copy 2) Status (Copy 3) Status
C:\TSMDATA\SERV- Sync'd Undef- Undef-
ER1\DB1.DSM ined ined
C:\TSMDATA\DBP\- Sync'd Undef- Undef-
DBV_01.DSM ined ined

The output shows that the volume has been created. The query db command
shows the available space. Note that the available space is not the amount of
space currently in use by the database. It is the total amount of space available
in database volumes. The assigned capacity is the amount of space currently in
use by the database.

Note also that even though we specified a format size of 1024 MB, the actual
size allocated was 1025 MB (1025 * 1024 * 1024 = 1,074,790,400). As
mentioned above, the define process adds the extra 1 MB for the restart area.

UNIX users: Database volume file names are case-sensitive.
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Example 5-2 shows the second phase—extending the database.

Example 5-2 Extending the database

tsm: LOCHNESS_SERVER1>query db

Available Assigned  Maximum Maximum Page Total Used Pct Max.
Space Capacity Extension Reduction Size Usable Pages Util Pct
(MB) (MB) (MB) (MB) (bytes) Pages Util
2,024 1,000 1,024 996 4,096 256,000 1,202 0.5 0.5

tsm: LOCHNESS_SERVER1>extend db 1024
ANR22481 Database assigned capacity has been extended.

tsm: LOCHNESS_SERVER1>query db

Available Assigned  Maximum Maximum Page Total Used Pct Max.
Space Capacity Extension Reduction Size Usable Pages Util Pct
(MB) (MB) (MB) (MB) (bytes) Pages Util
2,024 2,024 0 2,016 4,096 518,144 1,506 0.3 0.3

After the assigned capacity is extended, the output from query db changes
accordingly. As we have extended the database to use all the defined database
volumes, the maximum extension column shows 0 bytes.

5.2 Recovery log
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The recovery log performs two functions, depending on its mode setting. Firstly,
the recovery log stores database transactions that have not yet been committed
to the database. Any operation that updates the Tivoli Storage Manager
database is first written to the recovery log. Secondly, if the recovery log mode is
roll forward, the transaction is cached in the recovery log after it has been
committed. Caching of transactions allows you to replay the transactions at a
later point in time to enhance database recovery, if needed. See 5.3, “Setting the
log mode” on page 196, for more information.

As with its database, Tivoli Storage Manager considers the recovery log as one
logical object, made up of a number of physical files, or volumes.
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5.2.1 Recovery log design considerations

Recovery log volume numbers, sizes, and locations affect performance of the
recovery log. The following points should be considered:

» All recovery log volumes must be on random access media (that is, disk
drives).

» If there is more than one recovery log volume, more than one process can
access the recovery log simultaneously.

» If there is more than one recovery log volume, the data is distributed across
all available volumes and writes to the log volumes are performed in a
round-robin fashion. Suppose the recovery log has three volumes, log01,
log02, and log03. A sequence of four writes would go 1 to log01, 2 to log02, 3
to log03, and 4 to log01. Writing in a round-robin fashion distributes the load
and makes the most of available resources.

» Create recovery log volumes the same size if possible.

» Recovery log segments are 4 MB in size, so a volume must be a multiple of
4 MB. One recommendation is to make recovery log volume sizes a multiple
of the power of 2, that is, 128 MB, 256 MB, 512 MB, and so on.

» Tivoli Storage Manager requires 1 MB of space (known as the restart area) at
the start of the volume.

» If you have a number of physical disks (or logical LUNs) allocated for use with
Tivoli Storage Manager, try to position the recovery log volumes on different
file systems, to leverage performance provided by the hardware.

» If using mirroring for database and recovery log volumes, and you do not have
enough disks to locate all primary and mirror volumes separately:

— Place primary database volumes on the same physical disks as the mirror
recovery log volumes.

— Place primary recovery log volumes on the same physical disks as the
mirror database volumes.

» The total maximum size for the recovery log is 13 GB. That is, the sum of the
sizes of all recovery log volumes must be 13 GB or less.

As an example, say your planning shows that you need 4 GB of recovery log
space. One way to configure this would be to create 8 x 512 MB volumes. Add
1 MB each for the restart area and you have a recovery log size of 4104 MB.
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Figure 5-2 shows a recovery log consisting of three volumes (log01.dsm through
log03.dsm). The volumes could exist on the same disk, or be spread across any
number of actual disk drives.
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Tivoli Storage Marager Database
=,

DB Volumes

log01.dsm
Transactions logged

for replay

. log02.dsm
if necessary
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';-‘ Log Volumes
on physical disks

Transactions written
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Figure 5-2 Recovery log volumes

5.2.2 Defining recovery log volumes
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There are two ways to allocate a new recovery log volume. The most common
and easiest method to use is the administrative define Togvolume command (or
equivalent Administration Center GUI function) specifying the FORMATSIZE
option.

The second method is to use the DSMFMT utility command (from a shell or
command window) to allocate the volume file. Then use the define Togvolume
command to define the recovery log volume to Tivoli Storage Manager (without
specifying the FORMATSIZE option). For further information about the DSMFMT
utility, see the Administrator’s Reference for your server platform.
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Example 5-3 shows how to allocate a new recovery log volume on a Windows
server. The volume is called D:\TSMDATA\RLP\LOG_01.DSM and is 512 MB in
size.

Example 5-3 Defining a recovery log volume

tsm: LOCHNESS_SERVER1>define logvol D:\tsmdata\rlp\log_01.dsm formatsize=512
wait=yes

ANR0984I Process 72 for DEFINE LOGVOLUME started in the FOREGROUND at 16:04:30.
ANR2260I Recovery log volume D:\TSMDATA\RLP\LOG_01.DSM defined.

ANR0986I Process 72 for DEFINE LOGVOLUME running in the FOREGROUND processed 1
items for a total of 537,919,488 bytes with a completion state of SUCCESS at
16:04:30.

tsm: LOCHNESS SERVER1>query log

Available Assigned Maximum Maximum Page Total Used Pct Max.
Space Capacity Extension Reduction Size Usable Pages Util Pct
(MB) (MB) (MB) (MB) (bytes) Pages Util
1,012 500 512 492 4,096 127,488 359 0.3 0.7

tsm: LOCHNESS_SERVER1>query logvol

Volume Name Copy Volume Name Copy Volume Name Copy
(Copy 1) Status (Copy 2) Status (Copy 3) Status
C:\TSMDATA\SERV- Sync'd Undef- Undef-
ER1\LOG1.DSM ined ined
D:\TSMDATA\RLP\- Sync'd Undef- Undef-
LOG_01.DSM ined ined

The output shows that the volume has been created. The query Tog command
shows the available space. Note that the available space is not the amount of
space currently in use by the recovery log. It is the total amount of space
available in recovery log volumes. The assigned capacity is the amount of space
currently in use by the recovery log.

Even though we specified a format size of 512 MB, the actual size allocated was
513 MB (513 * 1024 * 1024 = 537,919,488). As mentioned previously, the define
process adds the extra 1 MB for the restart area.

UNIX users: Recovery volume file names are case-sensitive.
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As with the database, you must extend the recovery log once you have defined a
new volume. Example 5-4 shows how to extend the recovery log using the extend
Tog command.

Example 5-4 Extending the recovery log

tsm: LOCHNESS SERVER1>extend log 512 wait=yes

ANR0984I Process 74 for EXTEND LOG started in the FOREGROUND at 16:21:18.
ANRO307I Recovery log extend in progress; 4 megabytes of 512 formatted.
ANR0O307I Recovery log extend in progress; 8 megabytes of 512 formatted.
ANRO307I Recovery log extend in progress; 12 megabytes of 512 formatted.
ANRO307I Recovery log extend in progress; 16 megabytes of 512 formatted.

ANRO307I Recovery log extend in progress; 500 megabytes of 512 formatted.
ANRO307I Recovery log extend in progress; 504 megabytes of 512 formatted.
ANRO307I Recovery log extend in progress; 508 megabytes of 512 formatted.
ANRO307I Recovery log extend in progress; 512 megabytes of 512 formatted.

ANR2268I Recovery log assigned capacity has been extended.
ANR0988I Process 74 for EXTEND LOG running in the FOREGROUND processed
536,870,912 bytes with a completion state of SUCCESS at 16:21:29.

tsm: LOCHNESS_SERVER1>query log

Available Assigned  Maximum Maximum Page Total Used Pct Max.
Space Capacity Extension Reduction Size Usable Pages Util Pct
(MB) (MB) (MB) (MB) (bytes) Pages Util
1,012 1,012 0 1,008 4,096 258,560 153 0.1 0.2

Notice that an ANR03071 message is printed for every 4 megabytes of the log
volume that is formatted. After the assigned capacity is extended, the output from
query log changes accordingly. As we have extended the log to use all the
defined volumes, the maximum extension column shows 0 bytes.

5.3 Setting the log mode
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Use the set Togmode command to set the mode for saving recovery log records.
The log mode determines how Tivoli Storage Manager saves records in the
recovery log and controls the kind of database recovery you can use. The two log
modes are NORMAL and ROLLFORWARD.

» NORMAL

In normal mode, Tivoli Storage Manager saves only those transactions
needed to restore the database to the point of the last database backup.
Tivoli Storage Manager deletes any unnecessary transactions from the
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recovery log. Changes made to the database since the last backup cannot be
recovered if the database is lost. Database backups can only be used to
perform point-in-time recovery (that is, to the time of the last database
backup). In NORMAL log mode, you need less space for the recovery log,
since Tivoli Storage Manager deletes transactions once they have been
committed to the database.

» ROLLFORWARD

In rollforward mode, Tivoli Storage Manager caches all transaction changes
made to the database since the last time it was backed up. Tivoli Storage
Manager deletes cached transactions only after a successful database
backup. The cached transactions can be used to restore the database to its
most current state (roll-forward recovery) after loading the most current
database backup series. A database backup series created in
ROLLFORWARD mode can be used for either point-in-time recovery or
roll-forward recovery. We recommend ROLLFORWARD mode for the
superior recoverability it brings to the server database. Note that in
ROLLFORWARD mode, more recovery log space is required.

When you change the log mode to ROLLFORWARD, if the database backup
trigger is set, a database backup will immediately run.

To configure the log for ROLLFORWARD mode, issue the set Togmode command,
as shown in Example 5-5. The command takes effect immediately. You do not
need to restart the server.

Example 5-5 Set logmode to roll forward

tsm: LOCHNESS SERVER1> set logmode rollforward

ANR22941 Log mode set to ROLLFORWARD.

To check that the command was successful, use the query status command and
note the Log Mode field.

Example 5-6 Check status for log mode

tsm: LOCHNESS_SERVER1>query status
Server Name: LOCHNESS_SERVER1
Server host name or IP address: 9.43.86.84

Retry Period: 5 Minute(s)
Scheduling Modes: Any
Log Mode: Rol1Forward
Database Backup Trigger: Not Defined
BufPoolSize: 261,120 K
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Note: If you are changing the recovery log to rollforward mode, the recovery
log size must be increased. To estimate the new value, reset the cumulative
log consumption statistic using the administrative command reset
logconsumption. Monitor the cumulative consumption over a number of days.
Divide the cumulative consumption by the number of days since you reset the
value, to get an average value. A safe size for the log pool is around 30-40%
larger than this figure.

5.4 Defining the database backup trigger
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The database backup trigger determines when to back up the Tivoli Storage
Manager database, based on the recovery log utilization. When the recovery log
is in rollforward mode, the potential for it to fill up is much greater than in normal
mode. If the recovery log fills up, it is possible that the server can stall or even
halt unexpectedly. By defining a database backup trigger, when the recovery log
usage reaches the defined percentage, the server database is automatically
backed up. The backup operation clears the cached transactions, clearing the
recovery log.

Use the define dbbackuptrigger command to define settings for the database
backup trigger, such as the percentage of the assigned capacity and device
class to be used for automatic database backups. You can also define the
number of incremental database backups that can be run before a full backup
must run. These settings are used only when the recovery log mode is
ROLLFORWARD.

The actual percentage to choose depends on the planning considerations
discussed in Chapter 2, “Implementation planning” on page 15. We recommend
using 75% as a starting point and use the default number of incrementals (six).
Monitor your environment’s activity to make sure that you do not trigger database
backups too frequently, as this creates unnecessary load on the server and
increases tape mount activity. If database backups are triggering too frequently,
consider increasing the recovery log size.

Example 5-7 shows how to set the limit of 75% and run up to six incremental
database backups before a full database backup.

Example 5-7 Setting the database backup trigger

tsm: LOCHNESS_ SERVER1>def dbbackuptrigger devclass=1to2-dc logfullpct=75
numincremental=6 incrdevclass=1to2-dc

ANR22821 Database backup trigger defined and enabled.

tsm: LOCHNESS_SERVER1>query process
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Process Process Description Status

Number

76 Database Backup Full backup: 0 pages of 1500 backed up.
Current output volume: LT0888

tsm: LOCHNESS_SERVER1>query dbbackuptrigger

Full Incremental Log Full Incrementals Minimum Minimum
Device Device Percentage Between Backup Log
Class Class Fulls  Interval Percentage

(minutes) Freed
LT02-DC LT02-DC 75 6 0 0

Notice that once we defined the database backup trigger, a database backup
was immediately started. To verify that the define dbbackuptrigger command was
successful, issue the query dbbackuptrigger command.

Tip: The combination of the dbbackuptrigger and rollforward mode may
require some tuning attention. As with most automated processes, regular

operational monitoring is required.

5.5 Setting the expansion trigger

Tivoli Storage Manager lets you fully automate the process of increasing the
database and recovery log, whenever necessary. For example, suppose you
have a 4 GB database and a 2 GB recovery log. You want to increase the size of
the database by 25% when it is 85% utilized, but not to more than 8 GB. You also
want to increase the recovery log by 30% when it is 75% utilized, but not to more

than 4 GB.

Note: Setting a space trigger does not mean that the percentage used in the
database and recovery log will always be less than the value specified with the
FULLPCT parameter. Tivoli Storage Manager checks utilization when
database and recovery log activity results in a commit. Deleting database
volumes and reducing the database does not cause the trigger to activate.
Therefore, the utilization percentage can exceed the set value before new
volumes are online.
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Z/OS tip: Database expansion triggering is not fully supported in Tivoli
Storage Manager for z/OS. On this platform, the define spacetrigger command
does not cause new volumes to be created. It causes the database and
recovery log to be extended if space is available. Event logging allows
messages to display the amount of new space that is needed to satisfy the
space trigger utilization parameter. You can use these messages to initiate
automatic expansion or to complete an allocation job (refer to ANRFMT1 and
ANRFMT, sample jobs that are located in the ASAMPLIB library).

5.5.1 Database space trigger
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To define a new space trigger for the database, so that new volumes will be
automatically created (Tivoli Storage Manager generates the volume names),
issue the define spacetrigger db command as in Example 5-8. The
expansionprefix parameter specifies the directory where the volumes will be
created.

Example 5-8 Defining and querying the database spacetrigger

tsm: LOCHNESS SERVER1>define spacetrigger db fullpct=85 spaceexpansion=25
expansionprefix=c:\tsmdata\dbp\ maximumsize=8192
ANR22741 Data Base Space trigger defined and enabled.

tsm: LOCHNESS_SERVER1>query spacetrigger db

DB Full DB Space DB Expansion DB Maximum Mirror Mirror
Percentage  Expansion prefix Size (Mega- Prefix 1 Prefix 2
Percentage bytes)
85 25 c:\tsmdata\dbp 8,192

Use query spacetrigger dbto show the current settings.

The maximum size we want the database to grow to is 8 GB, as specified in the
MAXIMUMSIZE parameter. The system limit for the database is 530000 MB (530
GB). If you do not want to set a particular maximum size, set MAXIMUMSIZE to
zero or omit the parameter to disable checking for maximum size. In this case,
the database will keep growing to the system limit. If you need to change the
trigger definition later, use the update spacetrigger command.
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Whenever the system detects that the database needs extra space, it triggers
the expansion, and writes messages to the activity log, as shown in the query
actlog command in Example 5-9.

Example 5-9 Activity log messages from database expansion

tsm: LOCHNESS_SERVER1>query actlog

02/16/06 13:44:27 ANR44141 Data Base Space expansion Is Needed, 4 Megabytes
needed.

02/16/06 13:44:27 ANR44121 Data Base and Recovery Log Space expansion
triggered.

02/16/06 13:44:28 ANR22401 Database volume C:\TSMDATA\DBP\D0200888.DBF defined.

5.5.2 Recovery log space trigger

To define a new space trigger for the recovery log to automatically create new
volumes (Tivoli Storage Manager generates the volume names), use the define
spacetrigger log command as in Example 5-10. The expansionprefix parameter
specifies the directory where the volumes will be created.

Example 5-10 Defining and querying the recovery log spacetrigger

tsm: LOCHNESS SERVER1>define spacetrigger log fullpct=75 spaceexpansion=30
expansionprefix=d: \tsmdata\rip\ maximumsize=4096
ANR22791 Recovery Log Space trigger defined and enabled.

tsm: LOCHNESS SERVER1>query spacetrigger log

LOG Full LOG Space LOG Expansion LOG Maximum Mirror Mirror
Percentage  Expansion prefix Size (Mega- Prefix 1 Prefix 2
Percentage bytes)
75 35 d:\tsmdata\rip\ 4,096

You can specify a MAXIMUMSIZE from 9 MB through 13000 MB (13 GB) for the
recovery log. Set MAXIMUMSIZE to zero or omit the parameter to disable
checking for maximum size and allow the recovery log to grow to the system
limit. If you need to change the trigger definition later, use the update spacetrigger
command.
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Whenever the system detects that the recovery log needs extra space, it triggers
the expansion and writes messages in the activity log, as shown in the query
actlog command in Example 5-11.

Example 5-11 Activity log messages from recovery log expansion

tsm: LOCHNESS_SERVER1>query actlog

02/16/06 18:06:48 ANR44131 Recovery Log Space expansion Is Needed, 4 Megabytes
needed.

02/16/06 18:06:48 ANR44121 Data Base and Recovery Log Space expansion
triggered.

02/16/06 18:06:50 ANR22601 Recovery log volume D:\TSMDATA\RLP\L8675309.L0G
defined.

Note: The maximum size of the recovery log is 13 GB. The server will not
automatically extend the recovery log beyond 12 GB. An automatic expansion
may exceed the specified database or recovery log maximum size, but not the
13 GB recovery log limit. However, after the maximum has been reached, no
further automatic expansions will occur.

Important: Although Tivoli Storage Manager can expand either the database,
recovery log, or both if needed, be careful if using software mirroring. You can
only specify one directory location for the expansionprefix parameter in the
define spacetrigger command. If you are using Tivoli Storage Manager
mirroring for the database or log, you may find volumes on a single disk,
making mirroring ineffective. You must reallocate the mirror copies to the
correct place.

5.6 Mirroring
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When you first install Tivoli Storage Manager and initialize your server, the
database and recovery log volumes are not mirrored. However, we strongly
recommend that you create mirrors for the database and recovery log volumes.

Mirroring of database and recovery log volumes provides an extra level of
recoverability, should a system fail during a write operation. If a partial write to a
non-mirrored volume occurs, transaction recovery operations cannot complete
when the server is restarted. The database will need to be restored from its most
recent backup. With mirrored volumes, the chance that at least one of the mirror
writes was successful is much higher. If a partial write is detected, a mirror
volume can be used to construct valid images of the missing pages. For this
reason we recommend that you use the Tivoli Storage Manager provided
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mirroring function at a minimum, rather than just operating system software or
disk hardware mirroring.

Although you can mirror either the database or the recovery log, we recommend
that you mirror both. Mirroring both database and log provides better availability
and recoverability.

In Figure 5-3, the Tivoli Storage Manager database volumes are mirrored to two
different disks, so if one fails, the server can still function. The recovery log
volumes are also duplicated. Note that Tivoli Storage Manager still has one
database object and one recovery log object, regardless of whether mirroring is
implemented.

You can use two-way or three-way mirroring. With two-way, there are two copies
of each database or recovery log volume; with three-way, there are three copies
of each database or recovery log volume. Figure 5-3 shows two-way mirroring.

Tivoli Storage Manager Database

dbp_01.dsm dbm_01.dsm

dbp_02.dsm dbm_02.dsm

logp_01.dsm

Figure 5-3 Database and recovery log mirroring

All database volume copies are equal, as are all recovery log volume copies.
There is no concept of a master and secondary mirror copy. The server can
continue operating in the event of a failure of any single volume.
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Tivoli Storage Manager copy volumes must have at least the same capacity as
the original volumes. If your database consists of eight volumes of 1 GB each,
you will need eight more 1 GB allocated volumes to completely mirror the
database. If you create volumes larger than necessary, Tivoli Storage Manager
gives a warning message (ANR2253W for database and ANR2273W for the log),
but still allows you to use the allocated volume. The extra capacity will be
wasted). We recommend creating all copies of each volume at the same size.
You should mirror all or none of the volumes—there is no point in only mirroring
some of them.

Use separate disks for each of the volumes in a mirrored set, so that you do not
lose data if one disk fails. Although you can technically place primary and mirror
copies on the same disk, this is also a waste of space and will probably even
decrease performance because of disk head contention.

When using two-way mirroring, we recommend using four disks for the database
and recovery log volumes to keep each set of volumes on a separate disk. If you
can, go one step further and ensure that the disks are on separate controllers. In
a SAN environment, your disks will probably be virtualized, and running separate
controllers for each LUN is not likely.

Table 5-1 shows an example of database and recovery log directories for
UNIX/Linux and Windows, respectively. We assume that the four UNIX/Linux file
systems are built on separate disks.

Table 5-1 Database and recovery log volume placement on four disks

Type of volume UNIX file system Windows location
mount points

Database volumes /tsm/database/primary D:\TSMDATA\DBP

Mirrored database volumes /tsm/database/mirror E:\TSMDATA\DBM

Log volumes /tsm/log/primary FATSMDATA\RLP

Mirrored log volumes /tsm/log/mirror G:\TSMDATA\RLM

If four separate disks for your database and recovery log volumes are not
possible, we recommend a minimum of two separate disks. In this way, you can
place primary database and mirror log volumes on one disk, and primary log and
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mirror database volumes on the other. Table 5-2 shows how the volume
placement would work. We assume for the UNIX examples, that /tsm and /tsm1
are file systems created on separate disks.

Table 5-2 Database and recovery log volume placement on two disks

Type of volume UNIX directories Windows location
Database volumes /tsm/primary/database D:\TSMDATA\DBP

Mirrored database /tsm1/mirror/database E:\TSMDATA\DBM
volumes

Log volumes /tsm1/primary/log E\TSMDATA\RLP

Mirrored log volumes /tsm/mirror/log D:\TSMDATA\RLM

AIX tip: We recommend that you use Tivoli Storage Manager mirroring rather
than AIX mirroring if you are using raw logical volumes. AIX tracks mirroring
activity by writing control information to the first 512 bytes of the USER area in
a raw volume. This is not a problem for database and recovery log volumes,
but Tivoli Storage Manager control information is also written in this area. If
AlX overwrites Tivoli Storage Manager control information when raw volumes
are mirrored, Tivoli Storage Manager may not be able to vary the volume
online.

5.6.1 Database mirroring

To mirror the database, use the define dbcopy administrative command or the
DSMFEMT utility for each volume that you want to mirror. Example 5-12 shows
how to create a mirror volume of the volume created in Example 5-1 on page 191
using define dbcopy.

Example 5-12 Defining and querying database volume mirrors

tsm: LOCHNESS_SERVER1>define dbcopy c:\tsmdata\dbp\dbv_01.dsm
d:\tsmdata\dbm\dbm 01.dsm formatsize=1024 wait=yes

ANR09841 Process 79 for DEFINE DBCOPY started in the FOREGROUND at 16:16:41.
ANR22421 Database volume copy D:\TSMDATA\DBM\DBM_01.DSM defined;
synchronization process started (process ID 80).

ANR0986I Process 79 for DEFINE DBCOPY running in the FOREGROUND processed 1
items for a total of 1,074,790,400 bytes with a completion state of SUCCESS at
16:16:41.

tsm: LOCHNESS_SERVER1>query process

Process Process Description Status
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Number

80 Database Copy Volume C:\TSMDATA\DBM\DBM_01.DSM - 888
Synchronization megabytes of 1024

tsm: LOCHNESS_SERVER1>query dbvol

Volume Name Copy Volume Name Copy VoTlume Name Copy
(Copy 1) Status (Copy 2) Status (Copy 3) Status
C:\TSMDATA\SERV- Sync'd Undef- Undef-
ERI1\DB1.DSM ined ined
C:\TSMDATA\DBP\- Sync'd D:\TSMDATA\DBM\- Sync'd Undef-
DBV_01.DSM DBM_01.DSM ined

As soon as the copy volume is created, a background process synchronizes the
data in the primary volume to the mirror. The output of query dbvol now shows the
two mirror volumes and the status of each copy. The status should always be
Sync’d.

We can see there is still the previous database volume present,
C:\TSMDATA\SERVER1\DB1.DSM, which is not mirrored. We address this in
5.7.1, “Removing the default database volume” on page 207.

5.6.2 Recovery log mirroring

To mirror the recovery log, use the define logcopy administrative command or use
the DSMFMT utility for each log volume you want to mirror. Example 5-13 shows
how to create a mirror volume of the volume created in Example 5-3 on page 195
using define Togcopy.

Example 5-13 Defining and querying recovery log volume mirrors

tsm: LOCHNESS_SERVER1>define logcopy d:\tsmdata\rip\log 01.dsm

c:\tsmdata\rim\1gn 01.dsm formatsize=512 wait=yes

ANR0984I Process 83 for DEFINE LOGCOPY started in the FOREGROUND at 16:36:27.
ANR22621 Recovery log volume copy C:\TSMDATA\RLM\LGM_01.DSM defined;
synchronization process started (process ID 84).

ANRO986I Process 83 for DEFINE LOGCOPY running in the FOREGROUND processed 1
items for a total of 537,919,488 bytes with a completion state of SUCCESS at
16:36:27.

tsm: LOCHNESS_SERVER1>query process

Process  Process Description Status
Number

206 IBM Tivoli Storage Manager Implementation Guide



84 Recovery Log Copy Volume C:\TSMDATA\RLM\LGM 01.DSM - 256
Synchronization megabytes of 512

tsm: LOCHNESS SERVER1>query logvol

Volume Name Copy Volume Name Copy Volume Name Copy
(Copy 1) Status (Copy 2) Status  (Copy 3) Status
C:\TSMDATA\SERV- Sync'd Undef- Undef-
ERI\LOG1.DSM ined ined
D:\TSMDATA\RLP\- Sync'd C:\TSMDATA\RLM- Sync'd Undef-
LOG_01.DSM LGM_01.DSM ined

As with the database volume mirror, after the log copy volume is created, a
background process synchronizes the data in the primary volume to the mirror.
The output of query Togvol now shows the two mirror volumes and the status of
each copy. The status should always be Sync d.

We can see there is still the previous database volume present,
CATSMDATA\SERVERT\LOG1.DSM, which is not mirrored. We address this in
5.7.2, “Removing the default recovery log volume” on page 209.

5.7 Removing default volumes

During installation on UNIX/Linux platforms, default database and recovery log
volumes are created, usually in the server installation directory
(/usrftivoli/tsm/server/bin on AlX, for example). On Windows, the install process
does not create any database or log volumes. You initialize the server with a
wizard that allows you to specify where your first database and log volumes are
located.

We recommend removing the initial default database and recovery log volumes.
Removing them gives you complete control over the new database and recovery
log distribution. If your Tivoli Storage Manager server is running on a Windows
platform, and you wish to remove the first database and log volumes that you
created in favor of better placement, you can also follow the examples.

5.7.1 Removing the default database volume

To remove a database volume, you must first have enough free space existing in
the database to reduce its size by the amount of the volume’s size. The Tivoli
Storage Manager server will automatically move any active pages in the volume
that you are removing to other volumes. The query db command in the Maximum
Reduction (MB) column shows the amount by which the database can be
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reduced. You must first define a new volume and extend the database if the
number in that column is smaller than the size of the volume you wish to delete.

Use the reduce db command to reduce the database size. Once the database is
reduced in size, the desired volume can be deleted. Example 5-14 shows the
procedure.

Example 5-14 Reducing database size

tsm: ATLANTIC>query db

Available Assigned  Maximum Maximum Page Total Used Pct Max.
Space Capacity Extension Reduction Size Usable Pages Util Pct
(MB) (MB) (MB) (MB) (bytes) Pages Util
1,040 1,040 0 1,032 4,096 266,240 1,996 0.7 0.8

tsm: ATLANTIC>reduce db 16
ANR22501 Database assigned capacity has been reduced.

tsm: ATLANTIC>query db

Available Assigned  Maximum Maximum Page Total Used Pct Max.
Space Capacity Extension Reduction Size Usable Pages Util Pct
(MB) (MB) (MB) (MB)  (bytes) Pages Util
1,040 1,024 16 1,016 4,096 266,144 1,992 0.8 0.8

We see we have plenty of space for reduction, as the default database volume is
only 16 MB in size. We have one other mirrored volume of 1 GB, so there is
enough space to reduce the size or the database. The second query db shows
that the maximum extension is now 16 MB, since the default volume has not yet
been deleted.

Use the query dbvolume command to see the full name of the file. You can now
delete the default database volume using the delete dbvolume command, as
shown in Example 5-15.

Example 5-15 Deleting a database volume

tsm: ATLANTIC>q dbvol

Volume Name Copy Volume Name Copy Volume Name Copy
(Copy 1) Status (Copy 2) Status (Copy 3) Status
/usr/tivoli/tsm- Sync'd Undef- Undef-
/server/bin/db- ined ined
.dsm
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/tsm/db/primary- Sync'd /tsm/db/mirror/- Sync'd Undef-
/dbp_01.dsm dbm_01.dsm ined

tsm: ATLANTIC>delete dbvel /usr/tivoli/tsm/server/bin/db.dsm

ANR22441 Delete process initiated for database volume /usr/tivoli/tsm/
server/bin/db.dsm (process id 11).

ANS8003I Process number 11 started.

tsm: ATLANTIC>q dbvol

Volume Name Copy Volume Name Copy Volume Name Copy
(Copy 1) Status (Copy 2) Status (Copy 3) Status
/tsm/db/primary- Sync'd /tsm/db/mirror/- Sync'd Undef-
/dbp_01.dsm dbm_01.dsm ined

Even though the volume no longer appears in the query dbvol output, the file itself
is not deleted by the process. You should now physically remove the file from the
file system.

5.7.2 Removing the default recovery log volume

The procedure for removing the default recovery log volume is very similar to that
for removing the default database volume. You must first have enough free
space existing in the recovery log to reduce its size by the amount of the
volume’s size. The Tivoli Storage Manager server will move any active pages in
the volume that you are removing to other volumes. Use the reduce Tog
command, as shown in Example 5-16.

Example 5-16 Reducing the recovery log size

tsm: ATLANTIC>q log

Available Assigned  Maximum Maximum Page Total Used Pct Max.
Space Capacity Extension Reduction Size Usable Pages Util Pct
(MB) (MB) (MB) (MB) (bytes) Pages Util

520 520 0 512 4,096 132,608 317 0.2 0.2

tsm: ATLANTIC>reduce log 8
ANR2270I Recovery log assigned capacity has been reduced.

tsm: ATLANTIC>q log

Available Assigned  Maximum Maximum Page Total Used Pct Max.
Space Capacity Extension Reduction Size Usable Pages Util Pct
(MB) (MB) (MB) (MB) (bytes) Pages Util

520 512 8 504 4,096 132,560 321 0.2 0.2
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We see that there is enough space to reduce the log by 8 MB, the size of the
default recovery log volume. To delete the volume, use the delete Togvol
command, as shown in Example 5-17.

Example 5-17 Deleting a recovery log volume

tsm: ATLANTIC>q logvol

Volume Name Copy Volume Name Copy Volume Name Copy
(Copy 1) Status (Copy 2) Status (Copy 3) Status
/usr/tivoli/tsm- Sync'd Undef- Undef-
/server/bin/lo- ined ined
g.dsm

/tsm/Tog/primar- Sync'd /tsm/log/mirror- Sync'd Undef-
y/logp_01.dsm /1ogm_01.dsm ined

tsm: ATLANTIC>delete logvol /usr/tiveli/tsm/server/bin/log.dsm

ANR22641 Delete process initiated for recovery log volume /usr/tivoli/tsm/
server/bin/log.dsm (process id 12).

ANS8003I Process number 12 started.

tsm: ATLANTIC>q logvol

Volume Name Copy Volume Name Copy Volume Name Copy
(Copy 1) Status (Copy 2) Status (Copy 3) Status
/tsm/Tog/primar- Sync'd /tsm/Tog/mirror- Sync'd Undef-
y/Togp_01.dsm /1ogm_01.dsm ined

Even though the volume no longer appears in the query logvol output, the file
itself is not deleted by the process. You should now physically remove the file
from the file system.

5.8 Database backup

210

The Tivoli Storage Manager database is the heart of Tivoli Storage Manager—it
tracks the location of all your backed-up objects. Without it, your backups are just
a bunch of ones and zeros. It is vitally important to run regular Tivoli Storage
Manager database backups.

If the database becomes damaged or lost, you can restore it by running the Tivoli
Storage Manager server in database restore mode: DSMSERV RESTORE DB.
You will require the latest database backup media.
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If you are following the steps in this chapter, the DBBACKUPTRIGGER will
already start database backups as needed. However, we also recommend that
you run a full database backup on a regular basis (at the least, daily). If you
make a number of database configuration changes, such as we did earlier in this
chapter, you should run a backup immediately afterwards. You should not rely
solely on the DBBACKUPTRIGGER to produce your regular backups. The
DBBACKUPTRIGGER is a safeguard to stop your recovery log from filling up.
You will also see how to back up the database at least once every night as a
scheduled operation in Chapter 12, “Scheduling” on page 371.

Use the backup db command to back up a Tivoli Storage Manager database to
sequential access storage volumes. You can use backup db to run one of the
following types of backup:

» Full backup (TYPE=FULL): Backs up the entire Tivoli Storage Manager
database. Example 5-18 shows how to perform a full backup operation.

» Incremental backup (TYPE=INCREMENTAL): Backs up only those database
pages that have been added or changed since the last time the database was
backed up.

» DBSnapshot (TYPE=DBSNAPSHOT): Specifies that you want to run a full
shapshot database backup. The entire contents of the database are copied
and a new snapshot database backup is created without interrupting the
existing full and incremental backup series for the database. Example 5-19
shows how to perform a snapshot backup operation.

Example 5-18 Creating a full database backup

tsm: ATLANTIC>backup db type=full devclass=1to2-dc wait=yes

ANR0984I Process 14 for DATABASE BACKUP started in the FOREGROUND at 11:33:54.
ANR2280I Full database backup started as process 14.

ANR4554T Backed up 960 of 2001 database pages.

ANR45541 Backed up 1920 of 2001 database pages.

ANR45501 Full database backup (process 14) complete, 2001 pages copied.
ANR0985I Process 14 for DATABASE BACKUP running in the FOREGROUND completed
with completion state SUCCESS at 11:34:30.

Example 5-19 Creating a database snapshot

tsm: ATLANTIC>backup db type=dbsnapshot devclass=1to2-dc wait=yes

ANR0984I Process 15 for DATABASE BACKUP started in the FOREGROUND at 11:39:31.
ANR22871 Snapshot database backup started as process 15.

ANR45541 Backed up 960 of 2002 database pages.

ANR45541 Backed up 1920 of 2002 database pages.
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ANR45501 Full database backup (process 15) complete, 2002 pages copied.
ANR0985I Process 15 for DATABASE BACKUP running in the FOREGROUND completed
with completion state SUCCESS at 11:40:08.

The output from the two examples is very similar because the snapshot was run
immediately after the full backup.

Tip: The devclass parameter may have a different value for your installation.
You can run the query devclass format=detailed command to check the available
device classes and query library to check the corresponding libraries available
for use. You can run the backup db command at any time, without having to stop
the server.

Tip: We recommend sending the most up-to-date Tivoli Storage Manager
database backup off-site, to form a recovery position for your Tivoli Storage
Manager environment.

Although our book material uses the full and incremental features to handle
Tivoli Storage Manager database backups, you should consider also running
a DBSNAPSHOT as well. Keep the full and incremental database backups
onsite for faster recovery. The DBSNAPSHOT backup, being an out-of-band
backup and not dependent on any incremental backups, should be taken
off-site with any other off-site tapes.

5.9 Additional commands

This section details some extra commands that relate to the Tivoli Storage
Manager database.

5.9.1 DELETE VOLHIST TYPE=DBBACKUP

If you are using the Disaster Recovery Manager (DRM), your database backups
will be managed and expired automatically. You do not need to delete volume
history. However, if you are not using DRM, you need to manually delete
database backup volume history after a period of time.

A common problem reported by new Tivoli Storage Administrators is running out
of tapes. It turns out that many tapes have been used by old server database
backups, and they have never been expired. The problem can be compounded
by the fact that each database backup requires its own tape—it is not possible to
“stack” multiple backups onto a single tape.
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You should think of this as a security feature. Database backups are extremely
important—you do not want to be in the situation where the last seven days of
database backups are contained on one tape that, at the crucial moment when a
restore is required, turns out to be unreadable. That is why you have to use a
new tape each time you back up the database, regardless of whether it is a full or
incremental backup.

Use the delete volhistory command to remove the references to old database
backups from the Tivoli Storage Manager database. Depending on the options
chosen, delete volhistory can delete sequential volumes used for database
backups, storage pools, or other purposes.

When records containing volume history information about volumes that are not
in storage pools (volume types DBSNAPSHOT, BACKUPFULL, BACKUPINCR,
and EXPORT) are deleted, the volumes return to scratch status if they were
acquired by Tivoli Storage Manager as scratch volumes. For scratch volumes
with device type FILE, the files are deleted.

When records containing volume history information about volumes in storage
pools are deleted, the volumes themselves are not affected and remain in the
Tivoli Storage Manager database. In 12.2.2, “Defining the volume history
schedules” on page 380, we describe setting up a schedule to take care of
volume history deletion automatically.

Tip: Do not run the delete volhist command to delete obsolete database
backups if you are using DRM. DRM handles the expiry itself.

5.9.2 ESTIMATE DBREORGSTATS

Occasionally, if your database grows to be quite large, and has been in use for a
long period of time, it may benefit from a reorganization. Although database
dump and reload is beyond the scope of this book, a command introduced with
Tivoli Storage Manager V5.3 might assist you in determining whether your
database needs attention.

The ESTimate DBREorgstats command examines the database and determines
whether the database would benefit from a re-organization. Example 5-20 shows
how to run the command.

Example 5-20 Estimating database reorganization statistics

tsm: LOCHNESS_SERVER1>estimate dbreorgstats wait=yes
ANR09841 Process 87 for ESTIMATE DBREORG started in the FOREGROUND at 12:09:21.

ANR1782W ESTIMATE DBREORG process 87 started - server performance may be
degraded while this process is running.
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ANR1784I A database reorganization would reduce the database utilization by an
estimated 0 MB.

ANR0987I Process 87 for ESTIMATE DBREORG running in the FOREGROUND processed
940 items with a completion state of SUCCESS at 12:09:21.

ANRO381I Buffer pool statistics were successfully reset.

The output shows that reorganization would result in a zero megabyte reduction,
so we do not need to perform a dump and reload at this stage. Note the message
regarding performance degradation (ANR1782W). Ensure that you do not run
the command during periods of peak usage. Note also that the buffer pool
statistics were reset at the completion of the command.

5.10 Summary

You have now finished configuring your database and recovery log volumes to
suit your environment. The next step is to do the same for storage pool volumes,
and configure your storage devices.
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Data storage

In the previous chapters we created planning material and performed
installations, followed by database and recovery log customization. This chapter
deals with storage configuration and customization. We assume that you have
read and understood the IBM Redbook /BM Tivoli Storage Management
Concepts, SG24-4877.

In the following sections we discuss how IBM Tivoli Storage Manager manages

data storage pools and how you can define them, query them for status, and
make changes based on operational requirements.
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6.1 Example environment

The examples presented in this chapter are based on the environment shown in
Figure 6-1. The example environment contains four primary storage pools and
two copy pools. Client data backups go to the disk-based storage pool DISKDATA
and are then migrated to the sequential storage pool, TAPEDATA. OFFDATA is
set up as a copy pool for taking data off-site. Client directory structures, which
are much smaller in size, are directed to the sequential file storage pool
DISKDIRS. They are then backed up to the copy pool, OFFDIRS.

In 1.1.1, “Our support material” on page 5, we show how to load a predefined
macro into Tivoli Storage Manager. The macro, mac.stgcreate, which we provide
to create the storage pools in our book environment, is shown in “Create storage
pools” on page 738.

ON SITE OFF SITE

I
IBM Tivoli Storage (4
CLIENT_1 Manager Server

Client

= Directories Client Data
S

Storage Pools

‘mv L TAPEDATA

MIGRATION

Return
Reusable
Tapes

{

o m o m
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S (0)3 ¢ 3
3 >
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—>—Backup Storage
Pools to
Copy Pools
Send copy to vault

Eﬁﬂjw

Figure 6-1 Storage pool hierarchy for our recommended setup
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6.1.1 Primary storage pools

In our example solution we set up four primary storage pools: TAPEDATA,
DISKDATA, DISKDIRS, and NONE. Storage pool TAPEDATA must be set up
before storage pool DISKDATA, because DISKDATA refers to TAPEDATA as its
next storage pool.

The examples in this chapter set up the following storage pools:

1. A primary storage pool named TAPEDATA, with device class LTO2-DC. The
pool has collocation by node, and reclamation turned off (set to 100%).

2. A primary storage pool named DISKDATA, with a device class of DISK. It has
an upper threshold of 70% that must be reached for migration to start, and a
lower threshold of 30% that is reached or surpassed before migration stops.
The pool to which data migrated goes is called TAPEDATA. The disk pool
does not cache migrated data.

3. A primary storage pool named DISKDIRS, with a device class of FILE. It has
migration turned off and no next storage pool, keeping the client directory
structure permanently on disk. The pool has collocation by node, ensuring
that clients’ directories will be stored in separate volumes. Note that only
directories from clients where the directories have extended attributes will be
stored in the storage pool. Windows and NetWare clients have extended file
attributes. On UNIX clients, the directory entries are stored directly in the
Tivoli Storage Manager database. The reason for having a separate storage
pool for directories is so that we can guarantee the directories will be stored
on disk, and not require tape mounts when files are restored. If you do not
use the DIRMC client option to specify where directories are stored, they will
be sent to whichever storage pool is pointed to by the management class with
the longest retention period, which might end up being a tape storage pool.

4. A dummy storage pool named NONE that is simply a definition. No data will
be stored in this storage pool, and there are no volumes assigned to it. It is
simply used as a migration destination to prevent warnings when activating a
policy set. See 7.1.3, “Defining management classes” on page 272, for a
further explanation.

6.1.2 Copy storage pools

The example solution has two copy storage pools:

» OFFDATA for making copies of TAPEDATA to take off-site. OFFDATA is not
collocated, and has reclamation set to 100% to avoid the reclamation process
from starting until our scheduled reclamation. Reuse delay is set to five days.
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» OFFDIRS, for making copies of DISKDIRS to take off-site. OFFDIRS is not
collocated and also has its reclamation threshold set to 100%. Reuse delay is
set to five days.

6.2 Devices

Before defining a new device to the Tivoli Storage Manager server, the device
must first be configured under the operating system. We need the device name
that the operating system understands when configuring the device to Tivoli
Storage Manager.

Tivoli Storage Manager divides physical devices into two broad categories:
random access devices and sequential access devices.

» Random access devices: magnetic disk devices. Tivoli Storage Manager uses
disk devices for two main purposes:

— To store the database and recovery log.

— To store data from client nodes. The client data is stored in disk storage
pools.

There are two types of disk-based storage pool:
— Those with random access volumes using a DISK device class

— Those with sequential volumes using a FILE device class (See next bullet,
Sequential access devices.)

Magnetic disk devices do not need defining to Tivoli Storage Manager; they
can be referred to directly using a standard drive and path reference, for
example, CA\TSMDATA\STG\DISK_1.DSM for Windows or
/tsm/stg/disk_01.dsm for UNIX/Linux. The device type of DISK is predefined
in Tivoli Storage Manager and cannot be altered.

> Sequential access devices: tape drives, optical devices, and Write Once Read
Many (WORM) devices. Medium changers such as tape libraries are also
included, as well as sequential volumes on disk (FILE device class).

Drives and libraries must first be defined under the operating system. You
then define the library and drives to Tivoli Storage Manager before defining
storage pools that use the devices.

The FILE device type of DISK is predefined in Tivoli Storage Manager and
cannot be altered.

Device drivers

IBM supplies device drivers for each of its library and tape devices, for each
operating system the device is supported on. If you will be using another
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vendor’s device, you may require operating system device drivers for the device
from the vendor. The following points should be noted:

» On Windows 2000 and 2003, you may need to use the Tivoli Storage
Manager Device Driver.

— However, if you are using IBM tape devices, such as the TS3100, TS3200,
or TS3500 with LTO drives, you should install the IBM-supplied tape
device drivers for Windows. You do not need to install the Tivoli Storage
Manager Device Driver.

— If you have devices from another vendor that are supported by Tivoli
Storage Manager, you should install the Tivoli Storage Manager Device
Driver.

You should also disable the Windows Removable Storage (RSM) service, as it
may interfere with Tivoli Storage Manager.

Check the Windows device manager to ensure that the library appears under
Medium Changers and the tape drives appear under Tape Drives. All devices
should be working properly.

» For AIX and UNIX, IBM libraries and drives such as the TS3100, TS3200, or
TS3500 with LTO drives, require the IBM Atape.driver package to be
installed. Some IBM libraries, such as the 3494, also require the IBM atldd
package. If you have a non-IBM device supported by Tivoli Storage Manager,
you must install the tivoli.tsm.devices package.

» For Linux platforms, IBM libraries and drives require the IBM ibmtape and
ibmatl packages for the particular Linux you are using. Non-IBM devices
supported by Tivoli Storage Manager require the appropriate device driver
package installed from the Tivoli Storage Manager distribution for the
particular Linux you are using.

To use a sequential device with Tivoli Storage Manager, a number of
components must be configured. The components can be thought of in two
classes, physical and logical, and must be configured in the following order:

» Physical
a. The library (SCSI (automated) or MANUAL)

b. The library path (that is, the link from the server to the library’s operating
system device)

c. Tape drives within the library
d. Drive paths (one for each drive)
» Logical

a. Device class: Here you create a class for the library and associate it with
the device type and the library name. The device type is from a Tivoli
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Storage Manager-supported list, and common to all Tivoli Storage
Manager server platforms (for example LTO, 4MM, DLT).

b. Storage pool: This specifies the device class to use for storing data.
Storage pools have various attributes based on the device type. Many
storage pools can use the same device class.

c. Volumes: These are objects belonging to a particular storage pool. For
sequential access devices, volumes are usually tape cartridges or
magneto-optical discs. Volumes can be assigned to a scratch pool where
they are used as needed or assigned as private to a particular storage
pool.

As mentioned above, when configuring sequential access devices for use, there
is an order that must be followed. If you try to create a Tivoli Storage Manager
object that has a parameter referring to another item, that item must already
exist.

Table 6-1 on page 221 details the steps required in order to configure each
device and storage pool you wish to set up. It also shows the reference sections
in this chapter for completing the tasks.

Note: The examples in this section deal with an automated library (SCSI).
Automated libraries are the most common libraries in use.
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Table 6-1 Guide to setting up storage pools

Order of
definition

Component
class

Component

To define the type of device below, follow each
component section

Auto
library

Disk stg
pool

Sequential
disk stg
pool

Copy
stg pool

Physical

Library

6.2.1,
“Defining a
library” on
page 222

N/A

N/A

N/A

Library Path

6.2.2,
“Defining a
path to a
library” on
page 223

N/A

N/A

N/A

Drive

6.2.3,
“Defining a
drive in a
library” on
page 225

N/A

N/A

N/A

Drive Path

6.2.4,
“Defining a
path to a
drive in a
library” on
page 226

N/A

N/A

N/A
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Order of Component Component To define the type of device below, follow each
definition class component section
Auto Disk stg Sequential Copy
library pool disk stg stg pool
pool
5 Logical Device Class 6.2.5, N/A 6.2.6,
“Defining a “Defining a
device sequential
class for a file device
library” on class” on
page 228 page 230
6 Storage Pool 6.3.1, 6.3.2, 6.3.3, 6.3.4,
“Defininga | “Defining “Defining a “Definin
sequential arandom | sequential g acopy
access access access file storage
tape disk storage pool” | pool” on
storage storage on page 234 | page 23
pool” on pool” on 7
page 232 page 233
7 Volume 6.4.2, 6.4.1, N/A
“Tape “Defining
volumes” random
on access
page 241 disk
volumes”
on
page 239

6.2.1 Defining a library

There are two parts to configuring a library: defining the library and defining a

path to it. To define the library, you simply need the name you will call it, the type
(SCSI, MANUAL, 349X, and so on), whether you will share it with another Tivoli
Storage Manager server, and whether you wish unlabeled tapes to be
automatically labelled for use. Example 6-1 shows an example of the define
Tibrary command.

Example 6-1 Defining an automated SCS| library

tsm: ATLANTIC>define Tibrary 35821ib 1ibtype=scsi shared=yes autolabel=yes
ANR8400I Library 3582LIB defined.

tsm: ATLANTIC>q libr f=d

Library Name: 3582LIB
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Library Type: SCSI
ACS Id:
Private Category:
Scratch Category:
WORM Scratch Category:
External Manager:
Shared: Yes
LanFree:
ObeyMountRetention:
Primary Library Manager:
WWN
Serial Number:
AutolLabel: Yes
Reset Drives: Yes
Last Update by (administrator): ADMIN
Last Update Date/Time: 02/22/2006 12:17:50

6.2.2 Defining a path to a library

A path to a device is a link between the Tivoli Storage Manager server and the
operating system name for the device. Automated libraries have a medium
changer (also known as a robot) that performs movement operations on tapes
inside the library. The medium changer has an associated operating system
device name. You will need to find the operating system device names for each
device before you define it to Tivoli Storage Manager.

Windows 2000/2003: Open the Tivoli Storage Management Console. In the
left-hand pane, expand Tivoli Storage Manager, your server name, TSM
Device Driver, Reports, Device Information. The device is under the TSM
Name column in the right-hand pane, for example, 1b0.1.0.2.

AIX users: Run the following AIX command to find the device name, for
example, /dev/smc0:

root@Atlantic /: 1sdev -Cc tape

rmt0 Available 1Z-08-01 IBM 3580 Ultrium Tape Drive (FCP)
rmtl Available 1Z-08-01 IBM 3580 Ultrium Tape Drive (FCP)
smc0 Available 1Z-08-01 IBM 3582 Library Medium Changer (FCP)

Before defining the path, the library must already be defined, as in 6.2.1,
“Defining a library” on page 222. Paths also have a source and a destination. The
source is the name of the server or datamover from which you are defining the
path. The destination is the name of the library or drive to which you are defining
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the path. Example 6-2 shows an example of the define path command when used
to define a path from a server to a library.

Example 6-2 Defining a path to an automated library

tsm: ATLANTIC>define path ATLANTIC 3582LIB srctype=server autodetect=yes
desttype=library device=/dev/smc0 online=yes
ANR1720I A path from ATLANTIC to 3582LIB has been defined.

tsm: ATLANTIC>q path f=d

Source Name: ATLANTIC
Source Type: SERVER
Destination Name: 3582LIB
Destination Type: LIBRARY
Library:
Node Name:
Device: /dev/smcO
External Manager:
LUN:
Initiator: 0
Directory:
On-Line: Yes
Last Update by (administrator): ADMIN
Last Update Date/Time: 02/22/2006 12:32:27

tsm: ATLANTIC>q library f=d

Library Name: 3582LIB
Library Type: SCSI
ACS Id:
Private Category:
Scratch Category:
WORM Scratch Category:
External Manager:
Shared: Yes
LanFree:
ObeyMountRetention:
Primary Library Manager:
WWN: 500308C140067006
Serial Number: 0000013108231000
AutolLabel: Yes
Reset Drives: Yes
Last Update by (administrator): ADMIN
Last Update Date/Time: 02/22/2006 12:32:41
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With the path successfully created, the query Tibrary command now provides us
with some more information. We can see the SAN World-Wide Name (WWN)
and the library’s serial number.

6.2.3 Defining a drive in a library

Libraries with multiple drives must have each drive defined to Tivoli Storage
Manager. Each drive and each cartridge location in a library has what is known
as an element address. The element address is used by the device driver when it
sends a media movement command, for example, “move tape in element 4096
to tape drive at element 256”. Element information must be supplied when you
define the drive, along with the serial number and, optionally, the WWN for
SAN-attached drives. Use the define drive command to define each drive.

Element information

Element numbers can be discovered automatically when you specify the
ELEMent=AUTODetect option. However, the element number is not detected
until you run the define path command. The element address is also printed in the
manual that came with the library. Windows also has a wizard that can display
the element number.

Serial number

The serial number of the drive can also be discovered automatically by
specifying the SERial=AUTODetect option. Again, the element number is not
detected until you run the define path command. Windows also has a wizard that
can display the drive serial number.

WWN

The WWN can also be supplied if you wish. Typically, however, the WWN is
detected when the define path command polls the drive to obtain other
information.

Defining the drive

Example 6-3 shows the commands to define drives named DRO0 and DRO1 in
the library named 3582LIB that we created earlier.

Example 6-3 Defining drives in an automated library

tsm: ATLANTIC>define drive 35821ib dr00 serial=autod online=yes element=autod
cleanfreg=asneeded
ANR8404I Drive DROO defined in library 3582LIB.

tsm: ATLANTIC>define drive 35821ib dr0l serial=autod online=yes element=autod
cleanfreg=asneeded
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ANR8404I Drive DRO1 defined in library 3582LIB.
tsm: ATLANTIC>q dr f=d

Library Name: 3582LIB
Drive Name: DROO
Device Type: UNKNOWN
On-Line: Yes
Read Formats:
Write Formats:
ETlement:
Drive State: UNKNOWN
Volume Name:
Allocated to:
WWN:
Serial Number:
Last Update by (administrator): ADMIN
Last Update Date/Time: 02/22/2006 12:58:40
Cleaning Frequency (Gigabytes/ASNEEDED/NONE): ASNEEDED

Notice that the element, serial number, WWN, and read and write format fields
are not yet populated.

6.2.4 Defining a path to a drive in a library
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As for the library, use the define path command. However, specify different
options when defining a path to a drive. Example 6-4 shows the syntax of define
path for drives.

Example 6-4 Defining drive paths

tsm: ATLANTIC>define path ATLANTIC DROO srctype=server desttype=drive
1ibrary=35821ib device=/dev/rmt0 online=yes
ANR1720I A path from ATLANTIC to 3582LIB DROO has been defined.

tsm: ATLANTIC>define path ATLANTIC DRO1 srctype=server desttype=drive
library=35821ib device=/dev/mtl online=yes
ANR1720I A path from ATLANTIC to 3582LIB DRO1 has been defined.

tsm: ATLANTIC>q drive f=d

Library Name: 3582LIB
Drive Name: DROO
Device Type: LTO
On-Line: Yes
Read Formats: ULTRIUM2C,ULTRIUM2,ULTRIUMC,ULTRIUM
Write Formats: ULTRIUM2C,ULTRIUM2,ULTRIUMC,ULTRIUM
Element: 257
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Drive State:

Volume Name:

Allocated to:

WWN

Serial Number:

Last Update by (administrator):
Last Update Date/Time:

UNKNOWN

500308C140067006
1110177214

ADMIN

02/22/2006 13:59:08

Cleaning Frequency (Gigabytes/ASNEEDED/NONE): ASNEEDED

Library Name:

Drive Name:

Device Type:

On-Line:

Read Formats:

Write Formats:
Element:

Drive State:

Volume Name:

Allocated to:

WWN :

Serial Number:

Last Update by (administrator):
Last Update Date/Time:

3582L1IB

DRO1

LTO

Yes

ULTRIUM2C,ULTRIUMZ ,ULTRIUMC,ULTRIUM
ULTRIUM2C,ULTRIUMZ ,ULTRIUMC,ULTRIUM
256

UNKNOWN

500308C140067003
1110176223

ADMIN

02/22/2006 13:59:21

Cleaning Frequency (Gigabytes/ASNEEDED/NONE): ASNEEDED

When the paths are defined, the drive information is obtained. You can see in the
example that the element number, serial number, WWN, and supported format
fields are now populated. The Drive State field remains unknown at this stage, as
we have not read from, nor written to, either of the drives.

The path information for the drives can also be displayed using query path, as

shown in Example 6-5.

Example 6-5 Querying drive path information

tsm: ATLANTIC>q path * * srct=server destt=drive 1ibr=35821ib f=d

ATLANTIC
SERVER

Source Name:
Source Type:

Destination Name:
Destination Type:
Library:

Node Name:
Device:

External Manager:
LUN:

Initiator:
Directory:

DR0OO
DRIVE
3582LIB

/dev/rmt0
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On-Line:
Last Update by (administrator):
Last Update Date/Time:

Source Name:

Source Type:
Destination Name:
Destination Type:
Library:

Node Name:

Device:

External Manager:

LUN:

Initiator:

Directory:

On-Line:

Last Update by (administrator):
Last Update Date/Time:

Yes
ADMIN
02/22/2006 13:59:08

ATLANTIC
SERVER
DRO1
DRIVE
3582LIB

/dev/rmtl

0

Yes
ADMIN
02/22/2006 13:59:21

6.2.5 Defining a device class for a library
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A device class is the link between a storage pool and a particular device where

you wish to store data.

In order to create a storage pool to use our library and tape drives, we must
define a device class for the library (and its drives). A library can be defined in
many device classes, and a device class can be used by many storage pools.

To define a device class, use the define devclass command. This command has
many different options depending on the type of devices you are using. You
should read the online help (help define devclass) before defining your device

classes.

Some of the important options are:

» FORMAT defines the format in which the device reads and writes.

» MOUNTRetention specifies the amount of time a tape will remain mounted in
a drive after it becomes idle. The default of 60 minutes is generally too long
for most environments. If your environment requires frequent tape mounts,
set a low value (5 or 10 minutes).

» MOUNTWait specifies the length of time the server will wait for a tape to
become available in the library (that is, either mounted in a drive for a manual
library, or checked in to an automated library).
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Example 6-6 shows defining a device class for use with an IBM 3582 LTO2
library.

Example 6-6 Defining an LTO device class

tsm: ATLANTIC>define devclass LT02-DC Tibrary=3582LIB devtype=1to format=ultrium2c
estcapacity=400G mountretention=10 mountwait=20 mountlimit=drives
ANR2203I Device class LT02-DC defined.

tsm: ATLANTIC>q devc 1to2-dc f=d

Device Class Name:
Device Access Strategy:
Storage Pool Count:
Device Type:

Format:

Est/Max Capacity (MB):
Mount Limit:

Mount Wait (min):
Mount Retention (min):
Label Prefix:

Library:

Directory:

Server Name:

Retry Period:

Retry Interval:

Shared:

High-Tevel Address:

Minimum Capacity:

WORM:

Scaled Capacity:

Last Update by (administrator):
Last Update Date/Time:

LT02-DC
Sequential
0

LTO
ULTRIUM2C
409,600.0
DRIVES

20

10

ADSM
3582LIB

No

ADMIN
02/22/2006 14:48:51

The query devclass command shows the attributes of device classes.

You can, if you wish, define other device classes that use the same library. It is
entirely up to how you want to configure you environment. For example, you
could define another device class to be used exclusively for creating off-site

tapes.

If you are using a separate library or a z/OS server platform, you need to define a

separate device class.
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Tip: Most tape library management systems on z/OS use the dataset name to
identify tapes to be taken off-site. Tivoli Storage Manager uses the format
<prefix>.BFS for both on-site and off-site dataset names in one device class.
To choose another dataset name for off-site copies, create another device
class for the off-site copies and choose a different prefix. Set the tape library
management system to trigger on this off-site name, and off-site copies will be
identified automatically.

The command shown in Example 6-7 defines a device class named
LTO2-OFFSITE for library 3582LIB.

Example 6-7 Defining an extra device class for the same library

tsm: ATLANTIC>define devclass LT02-OFFSITE 1ibrary=3582LIB devtype=1to
format=ultrium2c estcapacity=400G mountretention=10 mountwait=20 mountlimit=drives
ANR2203I Device class LTO2-OFFSITE defined.

6.2.6 Defining a sequential file device class
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Device classes that use a type of FILE allow a random access (disk) device to
simulate a sequential device. The most common uses for sequential file storage
pools are:

» If your library has a single drive and you want to perform reclamation on
volumes in storage pools using this library. When you specify the reclamation
pool for the storage pools, it must be a primary sequential storage pool. To
use a disk for reclamation you must create a sequential file storage pool.

» Creating database backups for keeping on-site and online.

To configure a sequential storage pool, you must first define a device class of
device type FILE. When defining the device class, you need to specify which
directory to use and what the maximum size of each volume can be. Volumes in
a sequential file storage pool are, of course, files. You can specify how big each
of these files can become before the Tivoli Storage Manager server closes one
and creates another.
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As for other device classes, use the define devclass command, specifying the
DEVType=FILE option. Example 6-8 defines a device class named SEQF-DC
with a maximum capacity of 256 MB. We also create a sequential file device
class for use with directory metadata (from the directory management class).

Example 6-8 Defining a sequential file device class

tsm: ATLANTIC>define devclass seqf-dc devtype=file mountlimit=25 maxcapacity=256M

directory=/tsm/stg/seqf

ANR2203I Device class SEQF-DC defined.

tsm: ATLANTIC>q devc seqf-dc f=d

Device Class Name:
Device Access Strategy:
Storage Pool Count:
Device Type:

Format:

Est/Max Capacity (MB):
Mount Limit:

Mount Wait (min):
Mount Retention (min):
Label Prefix:

Library:

Directory:

Server Name:

Retry Period:

Retry Interval:
Shared:

High-Tevel Address:
Minimum Capacity:
WORM:

Scaled Capacity:

Last Update by (administrator):
Last Update Date/Time:

SEQF-DC
Sequential
0

FILE
DRIVE
256.0

25

/tsm/stg/seqf

No

ADMIN
02/22/2006 15:50:07

tsm: ATLANTIC>define devclass dirm-dc devtype=file mountlimit=50 maxcapacity=64M

directory=/tsm/stg/dirm

ANR2203I Device class DIRM-DC defined.

6.3 Storage pools

Storage pools are the logical entities in which Tivoli Storage Manager stores
client data. Up to now, we have configured the devices that our storage pools will
use for physically storing the data. Now we create the pools.
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Tivoli Storage Manager has two types of storage pools:

» Primary storage pools
» Copy storage pools

A primary storage pool can use random access storage (DISK device class) or
sequential access storage (tape, optical, or file device classes). A copy storage
pool can use only sequential access storage.

You can define your storage pools in any order. However, it is easier to first
create the pools that will be pointed to by others.

6.3.1 Defining a sequential access tape storage pool

232

Define a primary tape storage pool using the define stgpool command with your
defined device class (LTO2-DC in our case). Important options are:

» MAXSCRatch: This is the number of scratch tapes that the storage pool can
use before it reports that it is full. For automatic libraries, set MAXSCRatch to
a large number (for example, 1,000,000) to avoid the server stopping when
the storage pool is “full” For manual libraries with a small capacity, set
MAXSCRatch to a more realistic number.

» RECIaim: This is the percentage of empty space on a tape volume that will
cause the server to try to consolidate the remaining data to another volume.
Set REClaim to 100 to disable reclamation. This requires scheduled
reclamation for the storage pool.

» COLlocate: This specifies whether the server tries to keep data from a client,
group of clients, or client file spaces on as few tapes as possible (known as
collocation). Collocation reduces the number of tapes required to perform
restore operations, but will increase the number of tapes required to store
client data.

» RECLAIMSTGpool: If your library has only one drive, you will need another
primary sequential storage pool to permit reclamation. Note that we do not
recommend single drive configurations for production systems, as discussed
in 2.9.3, “Number of tape drives” on page 52.

Example 6-9 defines a primary sequential tape pool.

Example 6-9 Defining a primary sequential tape pool

tsm: ATLANTIC>define stgpool tapedata LT02-DC description="Primary tape pool"
reclainF100 maxscratch=1000000 collocate=node
ANR22001 Storage pool TAPEDATA defined (device class LT02-DC).

tsm: ATLANTIC>q stgp
Storage Device Estimated Pct Pct High Low Next Storage
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Pool Name Class Name Capacity Util Migr Mig Mig Pool
Pct Pct

TAPEDATA LT02-DC 0.0M 0.0 0.0 90 70

6.3.2 Defining a random access disk storage pool

Define a primary disk storage pool using the define stgpool command with the
predefined device class of DISK. Some of the options you should consider are:

»

NEXTstgpool: defines the next storage pool in the hierarchy. NEXTstgpool is
where migrated data is sent, or files exceeding MAXSIze (see below).

MAXSIze: the maximum size a file can be to be stored in the storage pool.
Any file over this size is written to the next storage pool. If NEXTstgpool is not
defined, the store operation for the file fails.

Hlghmig: the threshold at which migration starts. When the storage pool
reaches this percentage of its capacity, a migration process will begin to
move the data to the NEXTstgpool.

LOwmig: when migration stops. When migration is running, if the utilization of
the pool falls to or below this value, migration stops.

CAChe: specifies whether a copy of a migrated file is cached in the pool after
migration to the next pool. Caching files can improve restore performance,
but may cause other processes to suffer. For example, if a disk pool is full of
cached files, when a client backs up new data into that pool, the server must
find suitable cached files to remove and provide free space for the new data.

Example 6-10 defines a storage pool named DISKDATA with a high migration
threshold of 80% and a low migration threshold of 30%. We also create the
dummy pool NONE. Both use the predefined device class of DISK.

Example 6-10 Defining a random access DISK storage pool

tsm: ATLANTIC>define stgpool DISKDATA disk description="Disk storage pool"
nextstgpool=tapedata maxsize=1G highmig=80 1owmig=30
ANR2200I Storage pool DISKDATA defined (device class DISK).

tsm: ATLANTIC>define stg none DISK
ANR2200I Storage pool NONE defined (device class DISK).

tsm: ATLANTIC>q stgp

Storage Device Estimated Pct Pct High Low Next Storage
Pool Name Class Name Capacity Util Migr Mig Mig Pool
Pct Pct
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DISKDATA DISK 0.0 M 0.0 0.0 80 30  TAPEDATA
NONE DISK 0.0M 0.0 0.0 90 70
TAPEDATA LT02-DC 0.0M 0.0 0.0 90 70

Note that the estimated capacity and utilization figures are zero at this point, as
we have not assigned any volumes or stored any data as yet.

6.3.3 Defining a sequential access file storage pool

Define a primary tape storage pool using the define stgpool command with your
defined device class (LTO2-DC). Some of the options you should consider are:

» MAXSCRatch: number of scratch volumes that the storage pool can use
before it reports that it is full. For sequential file storage pools, set
MAXSCRatch to a large number (for example, 1,000,000) to avoid the server
stopping when the storage pool is full. Sequential file storage pools create
and delete volumes as required. However, when a volume is created, the
number of scratch volumes used is incremented.

» COLlocate: specifies whether the server tries to keep data from a client,
group of clients, or client file spaces on as few tapes as possible (known as
collocation). Collocation reduces the number of volumes required to perform
restore operations, but will increase the number of volumes required to store
client data.

Example 6-11 shows the definition of two sequential access storage pools.

Example 6-11 Defining sequential file storage pools

tsm: ATLANTIC>define stgpool DISKFILE seqf-dc description="Sequential file storage
pool" collocate=node maxscratch=1000000
ANR2200I Storage pool DISKFILE defined (device class SEQF-DC).

tsm: ATLANTIC>define stgpool DISKDIRS dirm-dc description="Sequential file storage
pool for directory metadata" collocate=node maxscratch=1000000
ANR22001I Storage pool DISKDIRS defined (device class DIRM-DC).

tsm: ATLANTIC>q stgp

Storage Device Estimated Pct Pct High Low Next Storage
Pool Name Class Name Capacity Util Migr Mig Mig Pool

Pct Pct
DISKDATA DISK 0.0 0.0 0.0 80 30 TAPEDATA
DISKDIRS DIRM-DC 0.0 M 0.0 0.0 90 70
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DISKFILE SEQF-DC 0.0 M 0.0 0.0 90 70
NONE DISK 0.0M 0.0 0.0 90 70
TAPEDATA LT02-DC 0.0M 0.0 0.0 90 70

Operation of a sequential access FILE storage pool

A sequential access storage pool with a FILE device class acts somewhat
differently compared to a storage pool mapped to a physical tape or optical
device. When disk is used, the server opens a file only when one is required. The
storage pool shows an estimated capacity of zero megabytes until data has been
sent to it. Following a client backup operation, we see the estimated capacity
increase. The estimated capacity is calculated as the product of the maximum
volume size (MAXCAP, 64 MB) and the maximum number of scratch volumes
allowed (MAXSCR, 1,000,000). For DISKDIRS, the estimated capacity is
64,000 GB (64 TB).

The server creates and names volumes as they are needed. Volumes do not
have to be defined in sequential file storage pools.

The first volume created in the DISKDIRS pool is named 0000001b.BFS.

Example 6-12 Sequential FILE storage pool volumes

tsm: ATLANTIC>q vol

Volume Name Storage Device Estimated Pct Volume
Pool Name Class Name Capacity Util Status

/tsm/stg/dirm/0000001B-  DISKDIRS DIRM-DC 64.0 100.0 Full
.BFS
/tsm/stg/dirm/0000002A-  DISKDIRS DIRM-DC 64.0 0.0 Filling
.BFS

From AIX shell prompt:

root@Atlantic /: cd /tsm/stg/dirm

root@Atlantic /tsm/stg/dirm: 1s -1

total 132608

-rW-=-==-- 1 root system 67108864 Feb 23 15:52 0000001b.bfs
—PW-m—m - 1 root system 786432 Feb 23 15:52 0000002a.bfs

Single drive reclamation using disk for reclaim storage pool
To perform reclamation with a single tape drive, specify the RECLAIMSTGpool
parameter when creating the tape storage pool. RECLAIMSTGpool points to
another primary sequential storage pool that can be used as the holding area for
the data being consolidated. The holding area storage pool then refers to the
original pool being reclaimed as its NEXTstgpool. Note that we do not
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recommend using single drive configurations for production environments, as
discussed in 2.9.3, “Number of tape drives” on page 52.

Example 6-13 updates the existing storage pool TAPEDATA to use DISKFILE as
its reclamation storage pool. We then update DISKFILE to change its next
storage pool to TAPEDATA.

Example 6-13 Updating storage pools

tsm: ATLANTIC>update stgpool tapedata reclaimstgpool=diskfile
ANR2202I Storage pool TAPEDATA updated.

tsm: ATLANTIC>q stg tapedata f=d

Storage Pool Name: TAPEDATA
Storage Pool Type: Primary
Device Class Name: LT02-DC
Estimated Capacity: 0.0 M
Space Trigger Util:
Pct Util:
Pct Migr:
Pct Logical:
High Mig Pct:
Low Mig Pct:
Migration Delay:
Migration Continue:
Migration Processes:
Reclamation Processes:
Next Storage Pool:
Reclaim Storage Pool: DISKFILE
Maximum Size Threshold: No Limit
Access: Read/Write
Description: Primary tape pool
Overflow Location:
Cache Migrated Files?:
Collocate?: Node
Reclamation Threshold: 100
Offsite Reclamation Limit:
Maximum Scratch Volumes Allowed: 1,000,000
Number of Scratch Volumes Used: 0
Delay Period for Volume Reuse: 0 Day(s)
Migration in Progress?: No
Amount Migrated (MB): 0.00
Elapsed Migration Time (seconds): 0
RecTamation in Progress?: No
Last Update by (administrator): ADMIN
Last Update Date/Time: 02/23/2006 09:35:08
Storage Pool Data Format: Native
Copy Storage Pool(s):

o O -
o O o

|—-|—-F§O\I\DOOO
wv
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Continue Copy on Error?:
CRC Data: No
Reclamation Type: Threshold

tsm: ATLANTIC>update stg diskfile nextstgpool=tapedata
ANR2202I Storage pool DISKFILE updated.

tsm: ATLANTIC>q stg diskfile

Storage Device Estimated Pct Pct High Low Next Storage
Pool Name Class Name Capacity Util Migr Mig Mig Pool

Pct Pct
DISKFILE SEQF-DC 0.0 M 0.0 0.0 90 70  TAPEDATA

6.3.4 Defining a copy storage pool

A copy storage pool is used to create copies (backups) of primary storage pools.

In our example solution, we have two copy storage pools: OFFDIRS and
OFFDATA.

Reuse delay

The example copy pools have a reuse delay of five days. The reuse delay must
expire before empty off-site tape volumes are moved back to the scratch pool.
The delay allows for a period of time in which the off-site tapes, even though
“empty,” may be required for a restore. For example, if your most current off-site
backups were destroyed in transit, you may need to restore from a database
backup made four days ago. The four-day-old database backup will still
reference now-empty tapes, but consider them as having data. The reuse delay
allows you to use these tapes even though they are currently considered empty.
The reuse delay is especially helpful during a long company shutdown, such as
at the end of the year, when the off-site data must remain intact in case a
disaster occurs at your main site. You should set the reuse delay equal to the
expiry period of your database backups. For example, if you are using DRM and
your DRMDBBackupexpiredays is set to 6, or you run delete volhistory
type=dbbackup todate=today-6, you should set REUsedelay on the copy storage
pools to 6 as well.
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The commands given in Example 6-14 set up the following storage pools:

» A copy storage pool named OFFDIRS, with device class LTO2-DC.
Reclamation is switched off and the reuse delay is set for five days.

» A copy storage pool named OFFDATA, with device class LTO2-DC.
Reclamation is switched off and the reuse delay is set for five days.

When defining copy storage pools, the same options as for defining sequential
pools apply, except you must specify POoltype=COpy, and reclamation is by
default set at 100 percent.

Example 6-14 Defining copy storage pools

tsm: ATLANTIC>define stgpool OFFDIRS 1to2-dc pooltype=copy description="Copy
storage pool for directories" maxscratch=1000000 reusedelay=5
ANR22001I Storage pool OFFDIRS defined (device class LT02-DC).

tsm: ATLANTIC>define stgpool OFFDATA 1to2-dc pooltype=copy description="Copy
storage pool for data" maxscratch=1000000 reusedelay=5
ANR2200I Storage pool OFFDATA defined (device class LT02-DC).

tsm: ATLANTIC>q stg pooltype=copy

Storage Device Estimated Pct Pct High Low Next Storage
Pool Name Class Name Capacity Util Migr Mig Mig Pool
Pct Pct
OFFDATA LT02-DC 0.0 M 0.0
OFFDIRS LT02-DC 0.0 M 0.0

6.3.5 Deleting the default storage pools

238

Now that you have created your storage pools as planned, you can delete the
default storage pools to tidy up your installation. The delete stgpool command
removes a storage pool, as shown in Example 6-15.

Example 6-15 Deleting the default storage pools

tsm: ATLANTIC>del stgpool archivepool
ANR2201I Storage pool ARCHIVEPOOL deleted.

tsm: ATLANTIC>del stgpool backuppool
ANR2201I Storage pool BACKUPPOOL deleted.

tsm: ATLANTIC>del stgpool spacemgpool
ANR2201I Storage pool SPACEMGPOOL deleted.
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In 1.1.1, “Our support material” on page 5, we show how to load a predefined
macro into the Tivoli Storage Manager. The macro mac.stgdelete, which we
provide to delete the default storage pools, is shown in “Delete default storage
pools” on page 739. The macro deletes the four default storage pools
automatically set up by the Windows installation, including an additional storage
pool named DISKPOOL. Note that a Tivoli Storage Manager installation on a
UNIX platform does not create DISKPOOL. You must remove the line deleting
DISKPOOL before running the macro.

6.4 Storage pool volumes

Now that our storage pools are defined, we must perform one final task for each
of them. Storage pools must contain volumes to be able to store data. For disk
storage pools, volumes are simply files (usually large) located on the server’s file
systems. For tape storage pools (both primary and copy), volumes are physical
tape cartridges. In order to write to or read from the tapes, they must be
mountable, that is, present in a library. Tape volumes are still regarded as part of
a storage pool even though they might no longer be inside a tape library (that is,
not-mountable or off-site).

This section provides examples of assigning volumes to storage pools. You can
add or remove volumes to and from storage pools without interrupting server
operations. For example, if you install a new disk drive for a disk pool, the Tivoli
Storage Manager administrator can move the storage pool data from the old pool
to the new pool without shutting down the server. Or, if you have to add space to
a storage pool, you can easily define new volumes and expand the size of the
storage pool without disrupting service.

6.4.1 Defining random access disk volumes

Disk volumes can be defined to a Tivoli Storage Manager storage pool in two
ways. Described here is the more efficient one-step process using the define
volume command with the FORMATSIZE option. The other method has two steps:
prepare the disk volume using the dsmfmt utility and then define the volume to
the storage pool using the define volume command.

By now you will have decided on your disk storage pool volume numbers and
sizes. Remember that it is better to have a number of smaller volumes than a
single large volume in your disk storage pools. Although they take up the same
amount of space, having more smaller volumes is more efficient. With a single
volume in the pool, only a single server thread can write to it at any given time.
With more volumes, more server threads can write to them simultaneously.
Multiple volumes can be spread over more physical disks, enhancing
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performance. And with more volumes, you can easily remove some from one
pool and assign to another if your requirements change during processing
(temporarily or permanently).

Example 6-16 shows the commands to define and query volumes.

Example 6-16 Defining volumes to the DISKDATA storage pool

tsm: ATLANTIC>define volume diskdata /tsm/stg/diskdata/ddvol_01.dsm
formatsize=2048 wait=no

ANR24911 Volume Creation Process starting for /tsm/stg/diskdata/ddvol_01.dsm,
Process Id 16.

ANS8003I Process number 16 started.

tsm: ATLANTIC>define volume diskdata /tsm/stg/diskdata/ddvol_02.dsm
formatsize=2048 wait=no

ANR2491I Volume Creation Process starting for /tsm/stg/diskdata/ddvol_02.dsm,
Process Id 17.

ANS8003I Process number 17 started.

tsm: ATLANTIC>define volume diskdata /tsm/stg/diskdata/ddvol_03.dsm
formatsize=2048 wait=no

tsm: ATLANTIC>define volume diskdata /tsm/stg/diskdata/ddvol_04.dsm
formatsize=2048 wait=no

tsm: ATLANTIC>define volume diskdata /tsm/stg/diskdata/ddvol_05.dsm
formatsize=2048 wait=no

tsm: ATLANTIC>define volume diskdata /tsm/stg/diskdata/ddvol_06.dsm
formatsize=2048 wait=nos

ANR0984I Process 21 for DEFINE VOLUME started in the FOREGROUND at 11:33:53.
ANR22061 Volume /tsm/stg/diskdata/ddvol_06.dsm defined in storage pool DISKDATA
(device class DISK).

ANR0986I Process 21 for DEFINE VOLUME running in the FOREGROUND processed 1
items for a total of 2,147,483,648 bytes

with a completion state of SUCCESS at 11:37:19.

tsm: ATLANTIC>q vol stg=diskdata

Volume Name Storage Device Estimated Pct Volume
Pool Name Class Name Capacity Util  Status

/tsm/stg/diskdata- DISKDATA DISK 2,048.0 0.0 On-Line
/ddvol_01.dsm
/tsm/stg/diskdata- DISKDATA DISK 2,048.0 0.0 On-Line
/ddvol_02.dsm
/tsm/stg/diskdata-  DISKDATA DISK 2,048.0 0.0 On-Line

/ddvol_03.dsm
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/tsm/stg/diskdata-  DISKDATA DISK 2,048.0 0.0 On-Line
/ddvol_04.dsm

/tsm/stg/diskdata-  DISKDATA DISK 2,048.0 0.0 On-Line
/ddvol_05.dsm
/tsm/stg/diskdata-  DISKDATA DISK 2,048.0 0.0 On-Line

/ddvol_06.dsm

tsm: ATLANTIC>q stg diskdata

Storage Device Estimated Pct Pct High Low Next Storage
Pool Name Class Name Capacity Util Migr Mig Mig Pool

Pct Pct
DISKDATA DISK 12 G 0.0 0.0 80 30  TAPEDATA

The example starts five define volume processes in the background (some status
messages have been removed to save space) and one in the foreground. Once
all six are created, use query volume to display them. Notice that the storage pool
statistics show an estimated capacity of 12 GB. You can also view the files at an
operating system level, as shown in Example 6-17.

Example 6-17 Listing the volumes from the operating system

root@Atlantic /: cd /tsm/stg/diskdata

root@Atlantic /tsm/stg/diskdata: 1s -la

total 25166232

drwxr-xr-x 2 root system 256 Feb 23 11:33 .

drwxr-xr-x 6 root system 4096 Feb 23 11:32 ..
---------- 1 root system 2147483648 Feb 23 11:36 ddvol_0l.dsm
---------- 1 root system 2147483648 Feb 23 11:36 ddvol_02.dsm
---------- 1 root system 2147483648 Feb 23 11:37 ddvol_03.dsm
—————————— 1 root system 2147483648 Feb 23 11:37 ddvol_04.dsm
—————————— 1 root system 2147483648 Feb 23 11:37 ddvol_05.dsm
---------- 1 root system 2147483648 Feb 23 11:37 ddvol_06.dsm
root@Atlantic /tsm/stg/diskdata:

6.4.2 Tape volumes

Tape volumes require a different procedure to make them ready for use. Firstly,
a tape volume has to be prepared. Most modern tape libraries rely on a barcode
label on the side of the tape cartridge to provide the robot with information about
the cartridge. Most DLT and LTO media come without labels, but typically cannot
be used (in a library) without them. You should order labels when you order your
tape supples. Labels can be made to your specifications. A label normally has
three letters (that you can choose to be meaningful if you like), and three
numbers that typically run in sequence for each label (for example, IBM0OO,
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IBM0OO1, IBM002, ... IBM999, and so on). Each tape cartridge must be supplied
with a label before you attempt to use it in a library.

Tip: Although Tivoli Storage Manager allows you to use a volume label (also
known as VOLSER or Volume ID) longer than six characters, we strongly
recommend using a maximum of six alphanumeric characters. This is to
maintain compatibility with other ANSI label systems.

Tapes with external labels on the cartridge can be loaded into the library, either
by opening the door and physically placing them in magazine or cartridge slots or
importing them into the library via the bulk loader or I/0 port. Methods of
importing cartridges into a library are specific to the library. Please consult your
documentation for instructions.

Now that the new tapes are in the library, Tivoli Storage Manager must write a
label to them before they can be used. The barcode label on the side of the
cartridge is usually used as the source for the label being written.

There are two methods to label tapes: using the administrative command 1abel
Tibvolume or using the external dsmlabel command. If you use Tabel 1ibvolume, the
labelling process can also check the tapes in to Tivoli Storage Manager’s
inventory. If you choose to use dsmlabel, you must then use checkin 1ibvolume to
check the tapes into inventory.

Once the tapes are checked in, they can be used, either in a scratch pool, or
assigned as private volumes to a particular storage pool.

If a tape already has a label written to it (that is, it has been used before), the
tape can simply be checked in to the library without having to be re-labelled.

In Example 6-18 we loaded 17 new cartridges into our IBM 3582 library. We used
the 1abel Tibvolume command to label and check the tapes into the library, and
specified the option LABELSource=Barcode to tell the labelling process to use
the barcode as the label.

Example 6-18 Labelling and checking tape into the library

tsm: ATLANTIC>label 1ibvolume 35821ib search=yes 1abelsource=bharcode
checkin=scratch
ANS8003I Process number 888 started.

tsm: ATLANTIC>q pr

Process  Process Description Status
Number
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25 LABEL LIBVOLUME ANR8805I Labelling volumes in library 3582LIB;
6 volumes(s) labelled.

The label libvolume process runs in the background, and you can check the
status using the query process command. The labelling process can take a long
time if you are labelling a whole library full of tapes. The activity log also shows
the completion messages from the label libvolume process. You can then query
the library’s contents using query 1ibvolume, as shown in Example 6-19.

Example 6-19 Querying the activity log and library volumes

tsm: ATLANTIC>q actlog begint=-00:05

Date/Time Message

02/23/2006 14:35:07 ANR8801I LABEL LIBVOLUME process 25 for library 3582LIB
completed; 17 volume(s) Tabelled, 17 volume(s)
checked-in. (SESSION: 82, PROCESS: 25)

02/23/2006 14:35:07 ANR0985I Process 25 for LABEL LIBVOLUME running in the
BACKGROUND completed with completion state SUCCESS at
14:35:07. (SESSION: 82, PROCESS: 25)

tsm: ATLANTIC>q libvol

Library Name Volume Name Status Owner Last Use Home Device
Element Type

3582L1IB 020AKK Scratch 4,096 LTO
3582L1B 021AKK Scratch 4,097 LTO
3582L1B 022AKK Scratch 4,117 LTO
3582L1B 023AKK Scratch 4,099 LTO
3582L1IB 026AKK Scratch 4,102 LTO
3582LIB 027AKK Scratch 4,116 LTO
3582L1IB 028AKK Scratch 4,104 LTO
3582L1B 029AKK Scratch 4,103 LTO
3582L1IB 030AKK Scratch 4,106 LTO
3582L1B 031AKK Scratch 4,107 LTO
3582L1B 032AKK Scratch 4,100 LTO
3582L1B 033AKK Scratch 4,109 LTO
3582L1IB 034AKK Scratch 4,098 LTO
3582LIB 036AKK Scratch 4,101 LTO
3582L1IB 037AKK Scratch 4,113 LTO
3582L1B 038AKK Scratch 4,114 LTO
3582L1B 039AKK Scratch 4,115 LTO

The Home Element column is the numerical address of the cartridge slot in the
library. The library user’'s guide has a diagram to map the address to a physical

Chapter 6. Data storage 243



slot. Note that query Tibvolume displays the inventory in order of the volume label,
not by element or slot. Note also that the Owner and Last Use fields are not
populated, as the tapes have only just been checked in and not used yet.

Replying to messages

Depending on the method used to load the tapes into the library, you may need
to answer a message generated by the server. If a message is generated, the
label 1ibvolume or checkin 1ibvolume process will not proceed until you answer the
message. The message is generated to give you time to load the cartridges.
Example 6-20 shows a checkin process via the I/O port, the request it generates,
and how to deal with it.

Example 6-20 Querying for and answering messages

tsm: ATLANTIC>checkin Tibvol 35821ib search=bulk checklabel=barcode status=scratch
ANS8003I Process number 29 started.

tsm: ATLANTIC>q pr

Process Process Description Status
Number
29 CHECKIN LIBVOLUME ANR8425I Checking in volumes in search mode in
library 3582LIB.

tsm: ATLANTIC>query request

ANR8352I Requests outstanding:

ANR8373I 001: Fill the bulk entry/exit port of Tibrary 3582LIB with all LTO
volumes to be processed within 60 minute(s); issue 'REPLY' along with the
request ID when ready.

tsm: ATLANTIC>reply 001
ANR8499I Command accepted.

tsm: ATLANTIC>q actlog begint=-00:05

Date/Time Message

02/23/2006 14:57:09 ANR8352I Requests outstanding: (SESSION: 82)

02/23/2006 14:57:09 ANR8373I 001: Fill the bulk entry/exit port of Tibrary
3582LIB with all LTO volumes to be processed within 60
minute(s); issue 'REPLY' along with the request ID when
ready. (SESSION: 82)

02/23/2006 14:57:20 ANR20171 Administrator ADMIN issued command: REPLY 001

(SESSION: 82)

02/23/2006 14:57:20 ANR8499I Command accepted. (SESSION: 82)

02/23/2006 14:58:02 ANR8430I Volume 033AKK has been checked into library
3582LIB. (SESSION: 82, PROCESS: 29)

02/23/2006 14:58:02 ANR8431I CHECKIN LIBVOLUME process completed for Tibrary
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3582LIB; 1 volume(s) found. (SESSION: 82, PROCESS: 29)

02/23/2006 14:58:02 ANR0985I Process 29 for CHECKIN LIBVOLUME running in the
BACKGROUND completed with completion state SUCCESS at
14:58:02. (SESSION: 82, PROCESS: 29)

The process actually starts before we answer the request, but there is no way to
tell that it is waiting unless you query for requests (or have an administrative
session open in console mode). The request and reply are logged in the activity
log, and we see the completion messages from our checkin libvol process.

6.5 Additional commands

The following sections provide examples of commands directly related to data
storage.

6.5.1 Auditing library contents

The audit Tibrary command verifies that the inventory of an automated library is
consistent with the server’s inventory for that library. You should audit your
library if someone accidentally or deliberately moves tapes around in their slots,
or inserts or removes volumes without using the correct Tivoli Storage Manager
commands. It is also useful as a general check if you suspect that Tivoli Storage
Manager’s own inventory of the tapes does not match the real situation (for
example, if you see messages in the activity log complaining that tapes are not
where they are expected to be). If any inconsistencies are detected, the server
updates its inventory to reflect the current state of the library. Missing volumes
are deleted and moved volumes are updated with their new location. Volumes
that are not part of the server’s inventory are not added, they must be checked
in.

The audit 1ibrary command does not perform any operations until all volumes in
any of the tape drives are dismounted (that is, the drives must be idle). You can
force volume dismounts using the dismount volume command.

By default, audit Tibrary mounts each tape and reads the label. If the labels
written on the tapes are the same as the barcodes, you can specify
CHECKLabel=Barcode. The audit process will then read the barcode only,
checking against the server’s inventory. Be aware that the audit process can be
time consuming, especially for large-capacity libraries, as it must mount and read
the label on every volume.

Chapter 6. Data storage 245



Example 6-21 shows the audit process for our 3582LIB library.

Example 6-21 Auditing library contents

tsm: ATLANTIC>audit 1ibrary 35821ib checklabel=barcode
ANS8003I Process number 34 started.

tsm: ATLANTIC>q pr

Process Process Description Status
Number
34 AUDIT LIBRARY ANR8459I Auditing volume inventory for library
3582LIB.

tsm: ATLANTIC>q act begint=-00:03

Date/Time Message
02/23/2006 15:30:46 ANR2017I Administrator ADMIN issued command: AUDIT LIBRARY
35821ib checklabel=barcode (SESSION: 82)
02/23/2006 15:30:46 ANR0984I Process 34 for AUDIT LIBRARY started in the
BACKGROUND at 15:30:46. (SESSION: 82, PROCESS: 34)
02/23/2006 15:30:46 ANR8457I AUDIT LIBRARY: Operation for library 3582LIB
started as process 34. (SESSION: 82, PROCESS: 34)
02/23/2006 15:30:48 ANR2017I Administrator ADMIN issued command: QUERY PROCESS
(SESSION: 82)
02/23/2006 15:30:51 ANR2017I Administrator ADMIN issued command: QUERY PROCESS
(SESSION: 82)
02/23/2006 15:30:53 ANR8461I AUDIT LIBRARY process for library 3582LIB
completed successfully. (SESSION: 82, PROCESS: 34)
02/23/2006 15:30:53 ANR0985I Process 34 for AUDIT LIBRARY running in the
BACKGROUND completed with completion state SUCCESS at
15:30:53. (SESSION: 82, PROCESS: 34)

6.5.2 Auditing volume contents

The audit volume command checks for inconsistencies between the database
references for objects stored on a volume, and what is actually found to be
stored on the volume. The volume must be mounted in a tape drive in order to
read its contents. The audit volume command is especially useful when integrity
errors are detected on a volume, as you can determine what, if any, files on the
volume are still readable and take appropriate action to restore it from a copy
storage pool.

246 IBM Tivoli Storage Manager Implementation Guide



By contrast, the query content command (see 6.5.10, “Querying volume contents”
on page 260) displays only the database’s view of what is stored and does not
require the volume to be mounted.

Example 6-22 audits a volume named 031AKK and logs any discrepancies to the
activity log.

Example 6-22 Audit volume process

tsm: ATLANTIC> audit volume 031AKK fix=no

ANR2310W This command will compare all inventory references to volume 031AKK
with the actual data stored on the volume and will report any discrepancies;
the data will be inaccessible to users until the operation completes.

Do you wish to proceed? (Yes/No) y

ANR2313I Audit Volume (Inspect Only) process started for volume 031AKK (process
ID 40).

ANS8003I Process number 40 started.

Specifying the FIX=No option (which is the default) reports any discrepancies to
the activity log only. No changes are made. We recommend that you run with
FIX=No first before running with FIX=Yes, just to see what will happen when the
volume is “fixed.” Example 6-23 shows the process with FIX=Yes specified.

Example 6-23 Audit volume process, Fix=Yes

tsm: ATLANTIC> audit volume 031AKK fix=yes

ANR2310W This command will compare all inventory references to volume 031AKK
with the actual data stored on the volume and will report any discrepancies;
the data will be inaccessible to users until the operation completes.

Do you wish to proceed? (Yes/No) y

ANR2313I Audit Volume (Repair) process started for volume 031AKK (process ID
42).

ANS8003I Process number 42 started.

tsm: ATLANTIC> g pr

Process Process Description Status Number

42 Audit Volume Volume 031AKK (storage pool TAPEDATA), Files
(Repair) Processed: 888, Damaged Files Found: 65, Partial
Files Skipped: 0. Current Physical File (bytes):
1,365,981,012

Current input volume: 031AKK.
tsm: ATLANTIC>q act

Date/Time Message
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02/23/2006 16:22:25 ANR20171 Administrator ADMIN issued command: AUDIT VOLUME
031AKK FIX=YES (SESSION: 110)
02/23/2006 16:22:25 ANR0984I Process 35 for AUDIT VOLUME (REPAIR) started in
the BACKGROUND at 16:38:13. (SESSION: 110, PROCESS: 42)
02/23/2006 16:22:26 ANR1199I Removable volume 031AKK is required for audit
process. (SESSION: 110)
02/23/2006 16:22:26 ANR83241 LTO volume 031AKK is expected to be mounted (R/W).
(SESSION: 110)
02/23/2006 16:28:13 ANR2312I Audit Volume (Repair) process started for volume
031AKK (process ID 42). (SESSION: 110, PROCESS: 42)
02/23/2006 16:28:13 ANR8340I Removable volume 031AKK mounted.
(SESSION: 110, PROCESS: 42)
02/23/2006 16:28:13 ANR0512I Process 42 opened input volume 031AKK (SESSION:
110, PROCESS: 42)
02/23/2006 16:38:14 ANR4132I Audit volume process ended for volume 031AKK;
3628380 files inspected, 911 damaged files deleted,
371 damaged files marked as damaged,
1282 objects updated. (SESSION: 110, PROCESS: 42)
02/23/2006 16:38:14 ANR0987I Process 42 for AUDIT VOLUME (REPAIR) running in
the BACKGROUND processed 3628380 items with a completion
state of SUCCESS at 16:38:14. (SESSION: 110, PROCESS: 42)
02/23/2006 16:38:14 ANR0514I Session 110 closed volume 031AKK. (SESSION: 110)

6.5.3 Back up a storage pool
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The backup stgpool command backs up a primary storage pool to a copy pool. If
the primary storage pool is a tape storage pool, two physical drives will be
required. The input volume from the primary storage pool will be mounted in one
drive, while the output volume from the copy storage pool will be mounted in the
other. The two drives can be in the same or different libraries. To back up a
random access storage pool to a copy storage pool requires only one drive.
Typically, the storage pool backup process is automated. We describe how in
12.2.1, “Defining an off-site backup schedule” on page 377.

Backing up from a disk pool is generally quicker than backing up from a tape
storage pool. However, current generation LTO3 drives on a SAN can
outperform disks when streaming. We recommend that you perform your storage
pool backups according to your tape hardware speed.

Nevertheless, we recommend that you size your disk pools sufficiently to hold all
the data from a normal night’s backup operation. Sufficiently sized disk pools will
prevent migration to tape during the backup period.

Typically, you would define one copy storage pool for a primary storage pool
hierarchy. In our setup, both DISKDATA and TAPEDATA are backed up to the
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copy storage pool OFFDATA. Because the backup stgpool operation is
incremental, only new files in the primary pool are copied to the copy pool. If we
first back up DISKDATA, then TAPEDATA, any files that might have migrated
from DISKDATA to TAPEDATA after we backed up DISKDATA do not get copied
a second time from TAPEDATA to OFFDATA.

Example 6-24 backs up a storage pool named TAPEDATA to a copy pool named
OFFDATA.

Example 6-24 Backup storage pool

tsm: ATLANTIC> backup stgpool tapedata offdata
ANS8003I Process number 18 started.

tsm: ATLANTIC> query proc

Process Process Description Status
Number

18 Backup Storage Pool Primary Pool TAPEDATA, Copy Pool OFFDATA, Files
Backed Up: 0, Bytes Backed Up: 0, Unreadable
Files: 0, Unreadable Bytes: 0. Current Physical
File (bytes): 1,074,198
Current input volume: ALFOO7.
Waiting for mount of scratch volume (11
seconds) .

Check the activity log to see the successful completion, as shown in
Example 6-25.

Example 6-25 Verifying that the storage pool backup completed

tsm: ATLANTIC> query actlog

02/23/06 17:54:40 ANR2017I Administrator ADMIN issued command: BACKUP
STGPOOL tapedata offdata

02/23/06 17:54:40 ANR0984I Process 18 for BACKUP STORAGE POOL started in the
BACKGROUND at 17:54:40.

02/23/06 17:54:40 ANR2110I BACKUP STGPOOL started as process 18.

02/23/06 17:54:40 ANR1210I Backup of primary storage pool TAPEDATA to copy
storage pool OFFDATA started as process 18.

02/23/06 17:54:40 ANR12281 Removable volume ALF007 is required for storage
pool backup.

02/23/06 17:54:40 ANR8324I LTO volume ALF007 is expected to be mounted
(R/W).

02/23/06 17:55:12 ANR8329I LTO volume ALF007 is mounted R/W in drive DROO
(/dev/rmt0), status: IDLE.

02/23/06 17:55:12 ANR8334I 1 volumes found.

02/23/06 17:55:15 ANR2017I Administrator ADMIN issued command: QUERY REQ
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02/23/06 17:55:15 ANR8346I1 QUERY REQUEST: No requests are outstanding.

02/23/06 17:56:02 ANR8337I LTO volume CLAOO1 mounted in drive DRO1
(/dev/rmtl).

02/23/06 17:56:02 ANR1340I Scratch volume CLAOO1 is now defined in storage
pool OFFDATA.

02/23/06 17:56:12 ANR1212I Backup process 18 ended for storage pool
TAPEDATA.

02/23/06 17:56:12 ANR0986I Process 18 for BACKUP STORAGE POOL running in the
BACKGROUND processed 1646 items for a total of 6,459,588
bytes with a completion state of SUCCESS at 17:56:12.

02/23/06 17:56:12 ANR1214I Backup of primary storage pool TAPEDATA to copy
storage pool OFFDATA has ended. Files Backed Up: 1646,
Bytes Backed Up: 6459588, Unreadable Files: 0, Unreadable
Bytes: 0.

It may be beneficial, if you have enough fast tape drives, to consider setting the
COPYSTGpools attribute of the primary disk storage pools. The COPYSTGpools
attribute causes the server to write to the copy storage pool set by
COPYSTGpools at the same time as it is storing data in the primary disk pool.
While this has distinct advantages (you do not have to back up your primary
storage pool later on, for example), the backup process can slow down from the
client’s point of view, as it waits for two writes to complete instead of one.

6.5.4 Check a tape in to a library
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The checkin 1ibvolume command can perform two functions. Firstly, it can move a
tape volume from an 1/O port on the library into an empty cartridge slot within the
library. Secondly, it updates Tivoli Storage Manager’s volume inventory for the
library. If a tape has already been placed in a slot inside the library, checkin
Tibvolume can simply search the library for the tape.

Before the next two examples, the tapes were checked out of the library and the
tape magazines removed for library maintenance purposes. The magazines
were placed back in the library in the same positions as before.

Example 6-26 shows the checkin process for scratch volumes.

Example 6-26 Checking in volumes in search mode

tsm: ATLANTIC>checkin Tibvol 35821ib search=yes checklabel=barcode status=scratch
ANS8003I Process number 8 started.

tsm: ATLANTIC>q pr

Process  Process Description  Status
Number
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8  CHECKIN LIBVOLUME ANR84251 Checking in volumes in search mode

tsm: ATLANTIC>q act
Date/Time

02/27/2006 10:54:38
02/27/2006 10:54:38

02/27/2006 10:54:38

02/27/2006 10:54:38

02/27/2006 10:54:38

in library 3582LIB.

Message

ANR8430I Volume 039AKK has been checked into Tibrary
3582LIB. (SESSION: 128, PROCESS: 8)

ANR8B430I Volume 027AKK has been checked into Tibrary
3582L1IB. (SESSION: 128, PROCESS: 8)

ANR8443E CHECKIN LIBVOLUME: Volume 022AKK in Tibrary
3582LIB cannot be assigned a status of SCRATCH. (SESSION:
128, PROCESS: 8)

ANR8431I CHECKIN LIBVOLUME process completed for Tibrary
3582L1IB; 14 volume(s) found. (SESSION: 128, PROCESS: 8)

ANR0985I Process 8 for CHECKIN LIBVOLUME running in the
BACKGROUND completed with completion state SUCCESS at
10:54:38. (SESSION: 128, PROCESS: 8)

tsm: ATLANTIC>q libvol

Library Name Volume

3582LIB 021AKK
3582LIB 026AKK
3582LIB 027AKK
3582L1IB 028AKK
3582LIB 029AKK
3582LIB 030AKK
3582L1IB 031AKK
3582L1IB 032AKK
3582L1IB 033AKK
3582L1IB 034AKK
3582LIB 036AKK
3582L1IB 037AKK
3582L1IB 038AKK
3582L1IB 039AKK

Name Status  Owner Last Use Home Device
Element Type

Scratch 4,097 LTO
Scratch 4,102 LTO
Scratch 4,116 LTO
Scratch 4,104 LTO
Scratch 4,103 LTO
Scratch 4,106 LTO
Scratch 4,107 LTO
Scratch 4,100 LTO
Scratch 4,109 LTO
Scratch 4,098 LTO
Scratch 4,101 LTO
Scratch 4,113 LTO
Scratch 4,114 LTO
Scratch 4,115 LTO

Notice that the volume 022AKK cannot be assigned a status of scratch. 022AKK
belongs to storage pool TAPEDATA (similarly with 023AKK (OFFDATA) and
020AKK (database backup)).
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To check the extra volumes in, we must check them in as private. Example 6-27
shows the checkin process for the private volumes.

Example 6-27 Checking in tapes with private status

tsm: ATLANTIC>checkin 1ibvol 35821ib status=private checklabel=barcode search=yes
ANS8003I Process number 10 started.

tsm: ATLANTIC>q act

Date/Time Message

02/27/2006 11:10:09 ANR8430I Volume 020AKK has been checked into Tibrary
3582L1IB. (SESSION: 129, PROCESS: 10)

02/27/2006 11:10:09 ANR8430I Volume 023AKK has been checked into library
3582LIB. (SESSION: 129, PROCESS: 10)

02/27/2006 11:10:09 ANR8430I Volume 022AKK has been checked into library
3582LIB. (SESSION: 129, PROCESS: 10)

02/27/2006 11:10:09 ANR8431I CHECKIN LIBVOLUME process completed for Tibrary
3582L1B; 3 volume(s) found. (SESSION: 129, PROCESS: 10)

02/27/2006 11:10:09 ANR0985I Process 10 for CHECKIN LIBVOLUME running in the
BACKGROUND completed with completion state SUCCESS at
11:10:09. (SESSION: 129, PROCESS: 10

tsm: ATLANTIC>q libvol

Library Name Volume Name Status Owner Last Use Home Device
Element Type

3582L1IB 020AKK Private ATLANTIC 4,096 LTO
3582L1B 021AKK Scratch 4,097 LTO
3582L1B 022AKK Private ATLANTIC 4,117 LTO
3582L1B 023AKK Private ATLANTIC 4,099 LTO
3582LIB 026AKK Scratch 4,102 LTO
3582L1B 027AKK Scratch 4,116 LTO
3582L1IB 028AKK Scratch 4,104 LTO
3582L1B 029AKK Scratch 4,103 LTO
3582L1IB 030AKK Scratch 4,106 LTO
3582L1B 031AKK Scratch 4,107 LTO
3582L1B 032AKK Scratch 4,100 LTO
3582L1B 033AKK Scratch 4,109 LTO
3582LIB 034AKK Scratch 4,098 LTO
3582L1IB 036AKK Scratch 4,101 LTO
3582L1IB 037AKK Scratch 4,113 LTO
3582L1B 038AKK Scratch 4,114 LTO
3582L1B 039AKK Scratch 4,115 LTO
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Notice that the Last Use column is blank, as these tapes were used before being
checked out and back in again. The Last Use column only applies to tapes that
have been used after being checked in.

6.5.5 Check out library volumes

To check out library volumes, use the checkout Tibvol command. Depending on
the library and the operation you perform, there can be up to three parts to the
checkout operation:

» Issue the command to check out the library volume.
» Check for outstanding messages requiring replies.
» Reply to the messages.

If you are checking out a single volume, you can have it moved to the 1/O port to
make it easier to remove. If you are checking out a large number of tapes it may
be easier to check the volumes out, but have the checkout process leave them in
the library for manual removal later on.

Check out the volumes
Example 6-28 shows checking out a single volume to the 1/O port of the library.

Example 6-28 Checking out a single volume from a library

tsm: ATLANTIC>checkout 1ibvolume 35821ib 033akk remove=yes
ANS8003I Process number 28 started.

tsm: ATLANTIC>q pr

Process Process Description  Status
Number
28 CHECKOUT LIBVOLUME ANR8436I Checking out volume 033AKK from
library 3582LIB.

tsm: ATLANTIC>q act

Date/Time Message

02/23/2006 14:52:50 ANR8829I Remove volume 033AKK from slot 16 of Tibrary
3582LIB at your convenience. (SESSION: 82, PROCESS: 28)

02/23/2006 14:52:50 ANR84381 CHECKOUT LIBVOLUME for volume 033AKK in library
3582L1IB completed successfully. (SESSION: 82, PROCESS:
28)

02/23/2006 14:52:50 ANR0985I Process 28 for CHECKOUT LIBVOLUME running in the
BACKGROUND completed with completion state SUCCESS at
14:52:50. (SESSION: 82, PROCESS: 28)
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Example 6-29 shows checking out multiple volumes together by separating the
volume labels with commas (no spaces). You can also specify a file name that
contains a list of volumes to be checked out.

Example 6-29 Checking out multiple volumes from a library

tsm: ATLANTIC>checkout Tibvolume 35821ib 027akk,028akk,029akk remove=yes
ANS8003I Process number 53 started.

tsm: ATLANTIC>q pr

Process Process Description  Status
Number
53 CHECKOUT LIBVOLUME ANR8436I Checking out volume 027AKK from
library 3582LIB.

Check for messages

When checking volumes out of a library such as an IBM 3582 with only a single
slot 1/O port, the checkout command will move one tape to the I/O port, issue a
message, and wait for you to reply to it.

To check for outstanding messages, issue a query request command, as shown in
Example 6-30.

Example 6-30 Checking for messages

tsm: ATLANTIC>query request

ANR8352I Requests outstanding:

ANR8322I 015: Remove LTO volume 027AKK from entry/exit port of library 3582LIB;
issue 'REPLY' along with the request ID when ready.

Reply to the message
Issue the reply command with the message number (015 from Example 6-30).

Example 6-31 Replying to a message

tsm: ATLANTIC>reply 015
ANR8499I Command accepted.

The checkout command will continue to process each volume, issuing a
message for each one.
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6.5.6 Deleting storage-related objects

To remove storage-related objects, we use variations of the delete command. To
delete objects in the storage hierarchy, you must first delete objects that depend
on the object you wish to delete.

Suppose you want to delete a library. You must first remove any references to it.
The following objects must first be removed before deleting the library:

» Paths to drives in the library
» Drives in the library
» The path to the library

If you wish to remove all objects associated with a library, you should also
remove the storage pools and device classes using the library. You do not have to
delete the device class or storage pools using the library to delete the library.

Tape volumes are bound to a device class; if you wish to delete the device class
you must first delete all the tape volumes that are bound to it. Deleting all those
tape volumes may not be desirable. However, if you wish to keep using the tapes,
you will need to create a new library that uses the same device class as the one
being deleted.

You can only delete a storage pool if there are no storage pool volumes assigned
to it. If there are storage pool volumes assigned, you need to use delete volume to
remove them first. With delete volume, you can specify whether to discard any
data stored on the volumes. Be very careful with this command. You can also use
move data to move data from one storage pool to another.

Example 6-32 shows the sequence of commands required to remove a library.

Example 6-32 Library deletion command sequence

tsm: ATLANTIC>del path atlantic dr00 srct=server destt=drive 1ibr=35821ib
ANR1721I A path from ATLANTIC to 3582LIB DROO has been deleted.

tsm: ATLANTIC>del path atlantic dr0l srct=server destt=drive 1ibr=35821ib
ANR1721I A path from ATLANTIC to 3582LIB DROl1 has been deleted.

tsm: ATLANTIC>del drive 35821ib dr00
ANR8412I Drive DROO deleted from Tibrary 3582LIB.

tsm: ATLANTIC>del drive 35821ib dr0l1
ANR8412I Drive DRO1 deleted from Tibrary 3582LIB.

tsm: ATLANTIC>del path atlantic 35821ib srct=server destt=1ibrary
ANR1721I A path from ATLANTIC to 3582LIB has been deleted.
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tsm: ATLANTIC>del Tibrary 35821ib
ANR8410I Library 3582LIB deleted.

tsm: ATLANTIC>q libvol
ANR2034E QUERY LIBVOLUME: No match found using this criteria.
ANS8001I Return code 11.

tsm: ATLANTIC>q vol devc=1to2-dc

Volume Name Storage Device Estimated Pct Volume

Pool Name Class Name Capacity Util Status
022AKK TAPEDATA LT02-DC 409,600.0 11.3 Filling
023AKK OFFDATA LT02-DC 409,600.0 11.3 Filling

Note that once the library is deleted, no library volumes are present, even though
we did not specifically check the volume out of the library before deleting it. Note
also that the volumes are still bound to the device class LTO2-DC.

6.5.7 Mounted volumes

In some cases, you may wish to view which volumes are mounted, and dismount
them before the mount retention period expires for the storage pool. Use the
query mount and dismount volume commands. As shown in Example 6-33, there are
two idle volumes mounted. We issue two dismount commands to unload them
from the drives.

Example 6-33 Dismounting volumes

tsm: ATLANTIC>q mount
ANR83291 LTO volume 023AKK is mounted R/W in drive DROO (/dev/rmt0), status:

IDLE.

ANR8329I LTO volume 022AKK is mounted R/W in drive DRO1 (/dev/rmtl), status:
IDLE.

ANR83341 2 matches found.

tsm: ATLANTIC>dismount volume 023AKK
ANR8499I Command accepted.

tsm: ATLANTIC>dismount volume 022AKK
ANR8499I Command accepted.

tsm: ATLANTIC>q mount

ANR8331I LTO volume 023AKK is mounted R/W in drive DROO (/dev/rmt0), status:
DISMOUNTING.
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ANR8331I LTO volume 022AKK is mounted R/W in drive DRO1 (/dev/rmtl), status:
DISMOUNTING.
ANR83341 2 matches found.

6.5.8 Migration

Migration is the process of moving data from one primary storage pool to the next
storage pool specified by the NEXTstgpool attribute. Migration is performed with
the migrate stgpool command. Specify a temporary low-migration threshold
(LOwmig) and a duration (DUration) in minutes for which you want the migration
process to run. The low-migration threshold, specified as a percentage value,
indicates that the migration process will stop when the storage pool utilization
reaches or is below this number. If you specify a duration, however, then the
process will stop after this time period, regardless of whether the low threshold is
reached. If you want the process to always continue until the threshold is
reached, do not specify this parameter. During the period that the migrate stgpool
command is active, the high migration threshold is ignored.

Example 6-34 shows the migration of the DISKDATA pool to TAPEDATA and the
messages you will see in the activity log. In this case, we set the migration
threshold to 0, which means that migration continues until the storage pool
utilization is 0% (that is, until the storage pool is empty).

Example 6-34 Manual migration of a storage pool

tsm: ATLANTIC>migrate stgpool diskdata Tow=0 dur=30

ANR2110I MIGRATE STGPOOL started as process 38.

ANR1000I Migration process 38 started for storage pool DISKDATA manually,
highMig=80, lowMig=0, duration=30.

ANS8003I Process number 38 started.

tsm: ATLANTIC>q pr

Process Process Description  Status
Number

38 Migration Disk Storage Pool DISKDATA, Moved Files: 0,
Moved Bytes: 0, Unreadable Files: 0,
Unreadable Bytes: 0. Current Physical File
(bytes): 4,096 Waiting for mount of scratch
volume (10 seconds).

tsm: ATLANTIC>q act

Date/Time Message
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02/24/2006 09:23:51 ANR20171 Administrator ADMIN issued command: MIGRATE
STGPOOL diskdata lTow=0 dur=30 (SESSION: 165)

02/24/2006 09:23:51 ANR0984I Process 38 for MIGRATION started in the
BACKGROUND at 09:23:51. (SESSION: 165, PROCESS: 38)

02/24/2006 09:23:51 ANR2110I MIGRATE STGPOOL started as process 38. (SESSION:
165, PROCESS: 38)

02/24/2006 09:23:51 ANR1000I Migration process 38 started for storage pool
DISKDATA manually, highMig=80, lowMig=0, duration=30.
(SESSION: 165, PROCESS: 38)

02/24/2006 09:24:13 ANR8379I Mount point in device class LT02-DC is waiting
for the volume mount to complete, status: WAITING FOR
VOLUME. (SESSION: 165)

02/24/2006 09:24:13 ANR8334I 1 matches found. (SESSION: 165)

02/24/2006 09:24:26 ANR83371 LTO volume 022AKK mounted in drive DRO1
(/dev/rmt1). (SESSION: 165, PROCESS: 38)

02/24/2006 09:24:26 ANR13401 Scratch volume 022AKK is now defined in storage
pool TAPEDATA. (SESSION: 165, PROCESS: 38)

02/24/2006 09:24:30 ANR0513I Process 38 opened output volume 022AKK. (SESSION:
165, PROCESS: 38)

02/24/2006 09:24:34 ANR1001I Migration process 38 ended for storage pool
DISKDATA. (SESSION: 165, PROCESS: 38)

02/24/2006 09:24:34 ANR09861 Process 38 for MIGRATION running in the
BACKGROUND processed 2166 items for a total of 77,815,808
bytes with a completion state of SUCCESS at 09:24:34.
(SESSION: 165, PROCESS: 38)

02/24/2006 09:24:34 ANR05141 Session 165 closed volume 022AKK. (SESSION: 165)

Note the messages regarding the selection of a scratch tape (022AKK) and
defining it in the TAPEDATA pool.

6.5.9 Moving data
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The move data command moves data from one volume to another within the same
storage pool or to another storage pool. If you are moving data within the same
tape storage pool you will require two drives free (one for the source volume, one
for the target volume).

The move data command can be used for moving any remaining data from a tape
giving errors or moving data from a non-collocated tape to a collocated storage
pool.

Example 6-35 on page 259 shows the move data command required to move data
from one tape to another in the same tape storage pool. Volume 021AKK has
data from three different nodes. We have changed the COLlocation attribute
from No to Node. The move process moves data from the single volume to three
others, keeping the data from each node separate.
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Example 6-35 Moving data from one volume to another

tsm: ATLANTIC>move data 02lakk stg=tapedata

ANR2232W This command will move all of the data stored on volume 021AKK to
other volumes within the same storage pool;

the data will be inaccessible to users until the operation completes.

Do you wish to proceed? (Yes (Y)/No (N)) y
ANS8003I Process number 1 started.

tsm: ATLANTIC>q pr

Process Process Description Status
Number
1 Move Data Volume 021AKK (storage pool TAPEDATA), Target

Pool TAPEDATA, Moved Files: 59769, Moved Bytes:
8,817,810,249, Unreadable Files: 0, Unreadable
Bytes: 0. Current Physical File (bytes):
23,018,105 Current input volume: 021AKK.
Current output volume: 029AKK.

tsm: ATLANTIC>q act

Date/Time Message

02/28/2006 09:35:07 ANR20171 Administrator ADMIN issued command: MOVE DATA
02lakk stg=tapedata (SESSION: 1)

02/28/2006 09:35:08 ANR1140I Move data process started for volume 021AKK
(process ID 1). (SESSION: 1, PROCESS: 1)

02/28/2006 09:38:53 ANR11761 Moving data for collocation set 2 of 3 on volume
021AKK. (SESSION: 1, PROCESS: 1)

02/28/2006 09:38:53 ANR0515I Process 1 closed volume 028AKK. (SESSION: 1,
PROCESS: 1)

02/28/2006 09:47:36 ANR1340I Scratch volume 030AKK is now defined in storage
pool TAPEDATA. (SESSION: 1, PROCESS: 1)

02/28/2006 09:49:05 ANR1342I Scratch volume 021AKK is now pending - volume
will be deleted from storage pool TAPEDATA after the
reuse delay period for this storage pool has elapsed.
(SESSION: 1, PROCESS: 1)

02/28/2006 09:49:05 ANR1141I Move data process ended for volume 021AKK.
(SESSION: 1, PROCESS: 1)

02/28/2006 09:49:05 ANR0986I Process 1 for MOVE DATA running in the BACKGROUND
processed 99594 items for a total of 12,903,630,500 bytes
with a completion state of SUCCESS at 09:49:05. (SESSION:
1, PROCESS: 1)
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6.5.10 Querying volume contents

You can see what files are on a volume using the query content command. The
query content command queries the database to display the contents of a volume.
It does not mount and read the volume. A volume does not have to be in a library
before running query content, since only the database is queried, not the volume
itself. The output generated by query content can be very long, but can be reduced
by specifying the COUnt option, which limits the number of files displayed to
COuUnt, or by specifying the NODE or Fllespace options.

Example 6-36 shows an example of the output from query content.

Example 6-36 Querying volume contents

tsm: ATLANTIC>q con 022akk

Node Name Type Filespace FSID Client's Name for File
Name
PARIS Bkup \\paris\c$ 1\ AUTOEXEC.BAT
PARIS Bkup \\paris\c$ 1 \ CONFIG.SYS
PARIS Bkup \\paris\c$ 1 \DOCUMENTS AND SETTINGS\ADMINISTRATOR\
NTUSER. INI
PARIS Bkup \\paris\c$ 1 \DOCUMENTS AND SETTINGS\ADMINISTRATOR-

\APPLICATION DATA\ADOBE\FRAMEMAKER\7-
.0\ MAKER.INI

PARIS Bkup \\paris\c$

1 \LOTUS\123\ICONS\ RANGE.SMI
PARIS Bkup \\paris\c$ 1 \LOTUS\123\ICONS\ RECORD.SMI
PARIS Bkup \\paris\c$ 1 \LOTUS\123\ICONS\ SCRIPTNG.SMI
PARIS Bkup \\paris\c$ 1 \LOTUS\123\ICONS\ SHEET.SMI

You can also use the COPied parameter, which will display files that either have or
have not been backed up to a copy storage pool, depending on whether the
parameter is set YES or NO.

6.5.11 Querying occupancy
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The query occupancy command displays information about where a client’s file
spaces are stored and how much space they occupy. The information provided by
query occupancy is only updated when an audit 1icense command is run. If you have
not run a license audit for some time, the results from query occupancy may not
reflect reality.
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Example 6-37 on page 261 shows the output from the query occupancy command.

Example 6-37 Querying occupancy

tsm: ATLANTIC>q occ

Node Name Type Filespace

PIERRE
PIERRE
PIERRE

FSID
Name

\\paris\c$ 1
\\paris\c$ 1
\\paris\c$ 1
\\pierre\c$ 1
\\pierre\c$ 1
\\pierre\c$ 1

Storage Number of
Pool Name Files
DISKDIRS 2,716
OFFDATA 2,166
TAPEDATA 2,166
DISKDIRS 8,624
OFFDATA 53,229
TAPEDATA 53,229

Physical Logical
Space Space
Occupied  Occupied
(MB) (MB)
1.81 1.81
73.67 73.67
73.67 73.67
5.95 5.95
2,133.66 2,133.66
2,123.66 2,123.66

The query occupancy command can also be used to determine whose file spaces
are occupying a certain device class or storage pool, as shown in Example 6-38.

Example 6-38 Querying occupancy based on device class

tsm: ATLANTIC>q occ devc=1to2-dc

Node Name Type

PIERRE
PIERRE

Filespace  FSID

Name

\\paris\c$ 1
\\paris\c$ 1
\\pierre\c$ 1
\\pierre\c$ 1

Storage Number of
Pool Name Files
OFFDATA 2,166
TAPEDATA 2,166
OFFDATA 53,229
TAPEDATA 53,229

Physical Logical
Space Space
Occupied Occupied
(MB) (MB)
73.67 73.67
73.67 73.67
2,133.66 2,133.66
2,123.66 2,123.66

6.5.12 Rename a storage pool

The rename stgpool command renames a storage pool. Note that if you change
the name of a storage pool, you must update any management class copy
groups that point to the original name.

Example 6-39 renames our DISKDATA pool to OLDRDATA.

Example 6-39 Renaming a storage pool

tsm: ATLANTIC>rename stg diskdata oldrdata
ANR22131 RENAME STGPOOL: Storage pool DISKDATA renamed to OLDRDATA.
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tsm: ATLANTIC>q stg

Storage Device Estimated Pct Pct High Low Next Storage
Pool Name Class Name Capacity Util Migr Mig Mig Pool

Pct Pct

OLDRDATA DISK 12 G 0.0 0.0 80 30 TAPEDATA

6.5.13 Reclamation

Data on tapes in sequential access storage pools will eventually expire, leaving
portions of the tapes with empty areas (also known as fragmentation). Over time,
fragmentation can cause many tapes to have very little valid data on them.
Reclamation is the process where the valid data on a number of tapes is
consolidated onto a smaller number of tapes. The tapes that are emptied by the
reclamation process are returned to scratch status for reuse. See “Data Storage”
in IBM Tivoli Storage Management Concepts, SG24-4877.

Reclamation is usually scheduled during a period of low activity because it can
be a very intensive operation, for both the server and the tape drives. However,
you can run reclamation manually using the reclaim stgpool command.

The reclaim stgpool command takes a number of options. To set the reclamation
threshold, set the THreshold parameter to a value between 50 and 99. The
THreshold value represents the percentage of reclaimable space on a volume.
To check the amount of reclaimable space on a volume, run a query volume
command. Subtract the value in the Pct Utilized column from 100 to obtain the
percentage of reclaimable space on the volume. The other parameter required
for reclaim stgpool is the DUration parameter. DUration is the length of time
reclamation will run for on the selected storage pool. If there is nothing to reclaim,
or reclamation finishes before the duration is over, the process exits.

Example 6-40 shows an example of the reclaim stgpool command.

Example 6-40 Reclaim stgpool command

tsm: ATLANTIC>reclaim stgpool offdata threshold=85 duration=30
tsm: ATLANTIC>q act

Date/Time Message

03/02/2006 11:00:28 ANR20171 Administrator ADMIN issued command: RECLAIM
STGPOOL offdata threshold=85 duration=30 (SESSION: 5)

03/02/2006 11:00:28 ANR09841 Process 1 for SPACE RECLAMATION started in the
BACKGROUND at 11:00:28. (SESSION: 5, PROCESS: 1)

03/02/2006 11:00:28 ANR2110I RECLAIM STGPOOL started as process 1. (SESSION:
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5, PROCESS: 1)

ANR4931I Reclamation process 1 started for copy storage
pool OFFDATA manually, threshold=85, offsiteRcImLimit=No
Limit, duration=30. (SESSION: 5, PROCESS: 1)

ANR27531 (RECLAIM _OFFDATA) :ANR2110I RECLAIM STGPOOL
started as (SESSION: 5)

ANR1040I Space reclamation started for volume 032AKK,
storage pool OFFDATA (process number 1). (SESSION: 5,
PROCESS: 1)

ANR27531 (RECLAIM OFFDATA):process 1. (SESSION: 5)

ANR27531 (RECLAIM_OFFDATA):ANR4931I Reclamation process 1
started (SESSION: 5)

ANR27531 (RECLAIM_OFFDATA):for copy storage pool OFFDATA
manually, (SESSION: 5)

ANR27531 (RECLAIM_OFFDATA):threshold=85,
offsiteRcImLimit=No Limit, (SESSION: 5)

ANR27531 (RECLAIM OFFDATA):duration=30. (SESSION: 5)

ANR27561 Scheduled command RECLAIM_OFFDATA started
successfully. (SESSION: 5, PROCESS: 1)

ANR10441 Removable volume 030AKK is required for space
reclamation. (SESSION: 5, PROCESS: 1)

ANR8337I LTO volume 030AKK mounted in drive DROO
(mt0.0.0.2). (SESSION: 5, PROCESS: 1)

ANR8337I LTO volume 039AKK mounted in drive DRO1
(mt1.0.0.2). (SESSION: 5, PROCESS: 1)

ANRO512I Process 1 opened input volume 030AKK. (SESSION:
5, PROCESS: 1)

ANRO513I Process 1 opened output volume 039AKK. (SESSION:
5, PROCESS: 1)

ANR1342I Scratch volume 032AKK is now pending - volume
will be deleted from storage pool OFFDATA after the reuse
delay period for this storage pool has elapsed. (SESSION:
5, PROCESS: 1)

ANR1041I Space reclamation ended for volume 030AKK.

ANR4933I Space reclamation ended for offsite volume
032AKK. (SESSION: 5, PROCESS: 1)

ANR49341 Offsite reclamation ended for storage pool
OFFDATA, Number Processes 1, Number Volumes Reclaimed 1,
Elapsed Time 179 seconds.(SESSION: 5, PROCESS: 1)

ANR4932I Reclamation process 1 ended for storage pool
OFFDATA. (SESSION: 5, PROCESS: 1)

ANR0986I Process 1 for SPACE RECLAMATION running in the
BACKGROUND processed 29315 items for a total of
2,760,732,066 bytes with a completion state of SUCCESS at
11:03:27. (SESSION: 5, PROCESS: 1)

ANR4936I Reclamation of storage pool OFFDATA has ended.
Files reclaimed: 29315, Bytes reclaimed: 2760732066,
Files reconstructed: 0, Unreadable files: 0. (SESSION: 5)
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Notice that volume 032AKK, once empty, will not be deleted from the pool until
after the reuse delay.

6.5.14 SQL commands

264

The Tivoli Storage Manager database can be queried using structured query
language (SQL) commands. The implementation of SQL within Tivoli Storage
Manager is based on the SQL-1992 and SQL-1999 standards but is not a
complete implementation; some SQL commands such as UNION, INTERSECT,
and EXCEPT are not supported.

Three system catalog tables are available for querying:

» SYSCAT.TABLES contains information about all tables that can be queried.

» SYSCAT.COLUMNS describes the columns in each table.

» SYSCAT.ENUMTYPES defines the valid values for each enumerated data
type.

For select operations, you can use TABLES, COLUMNS, and ENUMTYPES to

display the database structure:

» select tabname, remarks from tables
» select tabname, colname, typename, remarks from columns
» select typename, values, remarks from enumtypes

When selecting the column data from the columns table, it is better to use a
where clause to limit the output to that of the table you are looking for, as shown
in Example 6-41.

Example 6-41 Querying the columns of a system table

tsm: LOCHNESS_SERVER1>select tabname, colname, typename, remarks from columns
where tabname='LIBVOLUMES'

TABNAME COLNAME TYPENAME REMARKS
LIBVOLUMES LIBRARY_NAME VARCHAR Library Name
LIBVOLUMES VOLUME_NAME VARCHAR Volume Name
LIBVOLUMES STATUS VARCHAR Status
LIBVOLUMES OWNER VARCHAR Owner
LIBVOLUMES LAST_USE VARCHAR Last Use
LIBVOLUMES HOME_ELEMENT INTEGER Home Element
LIBVOLUMES CLEANINGS_LEFT INTEGER Cleanings Left
LIBVOLUMES DEVTYPE VARCHAR Device Type
LIBVOLUMES MEDIATYPE INTEGER Media Type
LIBVOLUMES OLD_STATUS VARCHAR Orig Status
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Note that the table name is a string literal (enclosed in single quotes). The name
must be supplied as it is stored in syscat.tables (that is, in uppercase). If it was
supplied in lowercase, no data would have been returned.

You can generate you own custom queries and create your own commands by
placing the queries into server scripts.

Example 1

Example 6-42 shows a select statement using the data obtained in Example 6-41
on page 264. The query generates a list of tape volumes in the library, sorted by
the slot (home_element) number.

Example 6-42 Selecting libvolume data

tsm: ATLANTIC>select volume_name as "Volume", \
cont> Tibrary name as "Library", \

cont> home_element as "Slot", \

cont> devtype as "Device type" \

cont> from Tibvolumes \

cont> order by home_element

Volume Library Slot Device type
020AKK 3582L1B 4096 LTO
021AKK 3582LIB 4097 LTO
034AKK 3582LIB 4098 LTO
023AKK 3582LIB 4099 LTO
032AKK 3582L1B 4100 LTO
036AKK 3582L1B 4101 LTO
026AKK 3582L1B 4102 LTO
029AKK 3582L1B 4103 LTO
028AKK 3582L1IB 4104 LTO
033AKK 3582LIB 4105 LTO
030AKK 3582L1B 4106 LTO
031AKK 3582L1B 4107 LTO
037AKK 3582LIB 4113 LTO
038AKK 3582L1B 4114 LTO
039AKK 3582LIB 4115 LTO
027AKK 3582LIB 4116 LTO
022AKK 3582L1B 4117 LTO
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Example 2

Example 6-43 counts the number of volumes within each storage pool. This can
be useful where you have large libraries with many volumes.

Example 6-43 Querying the number of volumes in each storage pool

tsm: ATLANTIC>select count(*) as "Number", \
cont> stgpool_name as "Storage Pool" \
cont> from volumes group by stgpool_name

Number Storage Pool
6 DISKDATA
22 DISKDIRS
5 OFFDATA
5 TAPEDATA
Example 3

Example 6-44 lists how many files have been backed up from each node. You
could query the ARCHIVES table instead of BACKUPS to see the number of files
archived from each node.

Example 6-44 Querying the number of files backed up by each node

tsm: ATLANTIC>select node_name as "Node", \

cont> count(*) as "Files" from backups group by node name

ANR2963W This SQL query may produce a very large result table, or may require a
significant amount of time to compute.

Do you wish to proceed? (Yes (Y)/No (N)) y

Node Files
ATLANTIC 85
PAMELA 12065
PARIS 4882
PIERRE 61853

Notice the warning that is displayed when a potentially complex or
time-consuming or space-consuming query is issued. You can answer no if you
prefer to run the query at another time.
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Example 4

Example 6-45 shows the volumes where a node has data stored and the storage
pool that the volumes belong to.

Example 6-45 Querying volume usage by node

tsm: ATLANTIC> select distinct node_name, \
cont> volume_name from volumeusage where node_name='PARIS'

NODE_NAME VOLUME_NAME STGPOOL_NAME
PARIS /tsm/stg/dirm/0000001B.BFS DISKDIRS
PARIS /tsm/stg/dirm/0000002A.BFS DISKDIRS
PARIS 023AKK OFFDATA
PARIS 022AKK TAPEDATA

For more information about SQL commands, use the help select command.

6.6 Summary

You have now completed the storage pool section, in which we have covered
topics related to configuring storage devices such as drives and libraries,
managing tape volumes, and various related commands.

In the next chapter we focus on defining your policies (rules) for managing your
data that has been backed up to Tivoli Storage Manager.
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Data storage policies

In this chapter we focus on the actual storage policy implementation. Before
continuing, you should have already filled out the planning sheets, and we
assume that you have read and understood the IBM Tivoli Storage Management
Concepts, SG24-4877. We have now covered planning through installation and
customizing your storage devices. Now we cover how to set up your storage
policies.

A data storage environment consists of three types of resources: machines,
rules, and data. The machines are computers containing data that must be
backed up, and the rules specify how the backup copies are to be treated.

Depending on how you need to manage your backup data, your data storage
policy can be very simple or very complex. The simplest policy would have one
set of rules that apply to all of the data in your organization, while the most
complex policy would be to have a unique set of rules for each individual file.
Most installations fall somewhere between these two extremes.

IBM Tivoli Storage Manager has entities that group and organize the resources
and define relationships between them. A client, also known as a node in IBM
Tivoli Storage Manager terminology, is grouped together with other nodes into a
policy domain. The domain links the nodes to a policy set, which consists of
management classes. A management class contains rules called copy groups that
it links to the data. When the data is linked to particular rules, it is said to be
bound to the management class that contains the rules.
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7.1 Recommended setup
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Figure 7-1 on page 271 shows the key components of our sample policy
configuration. We define two policy domains, SERVER and WORKSTN. Both
domains have similar policy sets and management classes, but their copy group
details show that the SERVER domain has more copies and longer retention
periods than the WORKSTN domain. It is not necessary to define multiple
domains, but this demonstrates that the policy is really defined in the copy
groups, and that the rest of the constructs are used primarily for flexibility.

In our environment, we want our data to be treated in the following way:

» Nodes registered to the SERVER domain will retain a maximum of three
object copies (VEREXIST), and inactive copies will be stored for a maximum
of 100 days (RETEXTRA) after becoming inactive. If an object is deleted from
a node file system, we will retain only the latest copy (VERDEL) for 100 days
(RETONLY). Primarily, we want to store only consistent backup copies
(SHRSTATIC). Files that are being changed during backup, such as log files,
should be bound to the special management class whose rules allow storing
such files, but first attempt to back them up consistently (SHRDYNAMIC).
Their retention and versioning rules are the same as for the normal data. We
will archive files for a year (RETVER). Further, we want to store a maximum
of three logical volume backups, and keep the inactive image backups for a
maximum of 120 days once they became inactive.

» Nodes registered to the WORKSTN domain will retain a maximum of two
object copies (VEREXIST), while inactive copies will be stored for a maximum
of 30 days (RETEXTRA) after becoming inactive. If an object is removed from
a node file system, we will retain only the latest copy of the object (VERDEL)
for 30 days (RETONLY). Primarily, we want to store only consistent backup
copies (SHRSTATIC). Files that are being changed during backup, such as
log files, should be bound to the special management class whose rules allow
storing such files, but first attempt to back them up consistently
(SHRDYNAMIC). Log files should be bound to a management class whose
rules allow storing changing files eventually (SHRDYNAMIC). Their retention
and versioning rules are the same as for the normal data. We will archive
objects for 30 days (RETVER). Further, we want to store a maximum of two
logical volume backups, and keep the inactive image backups for a maximum
of 30 days once they became inactive (RETEXTRA).

Obviously, your environment will have specific data protection requirements that
may differ from our setup. This is the purpose of the planning process. The
provided values here may give you a reasonable starting point for later
customizations.
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Figure 7-1 Sample policy definitions

In 1.1.1, “Our support material” on page 5, we show how to load a predefined

macro into IBM Tivoli Storage Manager. The macro mac.policy, which we provide
to define the recommended policy settings in our book environment, is shown in
“Define policy structure” on page 733.
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7.1.1 Defining policy domains

The sample configuration consists of two policy domains: for servers and for
workstations, respectively. The typical nature of the data found on each type of
machine makes this a logical division of resources and follows the administrative
boundaries used by many customers. Example 7-1 defines these policy
domains, using the define policy command.

Example 7-1 Recommended policy domains

tsm: ATLANTIC>define domain server description="Server Nodes" backretention=100
archretention=365
ANR1500I Policy domain SERVER defined.

tsm: ATLANTIC>define domain workstn description="Workstation Nodes"
backretention=30 archretention=100
ANR1500I Policy domain WORKSTN defined.

7.1.2 Defining policy sets

We recommend defining one policy set for each of the policy domains, as shown
in Example 7-2. We use the define policyset command.

Example 7-2 Defining a policy set per domain

tsm: ATLANTIC>def policyset server server description="Policy Set for Server
Nodes"
ANR1510I Policy set SERVER defined in policy domain SERVER.

tsm: ATLANTIC>def policyset server workstn description="Policy Set for Workstation
Nodes"
ANR1510I Policy set WORKSTN defined in policy domain SERVER.

7.1.3 Defining management classes

272

We have defined four management classes for each domain in the sample
configuration. These management classes are used to categorize the domain
data:

» DATA: This is the default management class for each domain. It is used for
most of the data in the environment.

» DIRECTORY: Directory objects are assigned to this class. Binding directories
to a special management class allows us to properly set their expiration rules
and control their final storage repository.

» SPECIAL: This management class is used to store files that are being
modified during backup. An application log file could be bound to this
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management class to make sure that a copy is taken. A typical example of
this type of file is an application log file that receives messages or errors.
While the application is running, it is likely that the file will be modified with
additional messages or errors while the scheduled Tivoli Storage Manager
backup or archive operations are run. Let us assume that it is determined that
it is OK to back up or archive this file, even if it is being updated, since the file
will still be valid for restore. Since we do not want to stop the application so
that the file is released cleanly for backup, we assign it to a management
class whose specifications (in the backup-archive copy group definitions)
include parameters for treatment of data that is being modified while a
backup-archive operation is being performed. One of these options allows the
file to be backed up even if it is being modified.

» IMAGE: This management class is used to store logical volume backups,
should you have such machines. This is useful if you want to handle the
retention period differently for such operations. It is also useful if you further
need to create a separate storage pool to store these backup (a tape storage
pool, for example).

HSM or Space Management clients (using IBM Tivoli Storage Manager for
Space Management) are not covered in this book, but there is a Space
Management parameter in the management class definition that we must change
to avoid problems. The MIGDESTINATION parameter specifies the name of the
storage pool for the migration of space-managed files, and it defaults to a
storage pool that we deleted during the recommended configuration steps. We
point it to a dummy storage pool called NONE, which allows us to validate and
activate the policy set without receiving any error messages.

Example 7-3 shows the management classes for the recommended
configuration defined, using the define mgmtclass command. We assign the DATA
management class as the default class for each policy set, with the assign
defmgmtclass command.

Example 7-3 Defining management classes

tsm: ATLANTIC> define mgmtclass server server data migdestination=NONE
description="Default management class for Server domain"
ANR15201 Management class DATA defined in policy domain SERVER, set SERVER.

tsm: ATLANTIC> assign defmgmtclass server server data
ANR1538I Default management class set to DATA for policy domain SERVER, set
SERVER.

tsm: ATLANTIC> define mgmtclass server server directory migdestination=NONE
description="Directory management class for Server domain"

ANR1520I Management class DIRECTORY defined in policy domain SERVER, set
SERVER.
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tsm: ATLANTIC> define mgmtclass server server special migdestination=NONE
description="Special management class for Server domain"
ANR1520I Management class SPECIAL defined in policy domain SERVER, set SERVER.

tsm: ATLANTIC> define mgmtclass server server image migdestination=NONE
description="Image management class for Server domain"
ANR15201 Management class IMAGE defined in policy domain SERVER, set SERVER.

tsm: ATLANTIC> define mgmtclass workstn workstn data migdestination=NONE
description="Default management class for Workstn domain"
ANR1520I Management class DATA defined in policy domain WORKSTN, set WORKSTN.

tsm: ATLANTIC> assign defmgmtclass workstn workstn data
ANR1538I Default management class set to DATA for policy domain WORKSTN, set
WORKSTN.

tsm: ATLANTIC> define mgmtclass workstn workstn directory migdestination=NONE
description="Directory management class for Workstn domain"

ANR15201 Management class DIRECTORY defined in policy domain WORKSTN, set
WORKSTN.

tsm: ATLANTIC> define mgmtclass workstn workstn special migdestination=NONE
description="Special management class for Workstn domain"

ANR1520I Management class SPECIAL defined in policy domain WORKSTN, set
WORKSTN.

tsm: ATLANTIC> define mgmtclass workstn workstn image migdestination=NONE
description="Image management class for Workstn domain"
ANR1520I Management class IMAGE defined in policy domain WORKSTN, set WORKSTN.

7.1.4 Defining backup copy groups
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The reasons for creating two domains (WORKSTN and SERVER) are clearly
illustrated in the backup copy group parameters. The two domains differ in the
following ways:

» VEREXISTS: The WORKSTN domain only maintains two copies of existing
data, as compared to three copies in the SERVER domain.

» RETEXTRA: The WORKSTN domain only keeps extra inactive copies for 30
days, as compared to 100 days in the SERVER domain.

» RETONLY: The WORKSTN domain keeps the last copy of deleted data for
30 days, as compared to 100 days in the SERVER domain.
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Note: For expiration control of image backups, versions deleted (VERDEL)
and retain only (RETONLY) settings do not apply. Image backups are
controlled by the VEREXIST and RETEXTRA options only. Nevertheless, in
our example we set the values of retver/retonly verexist/verdel the same for
both image management classes to avoid confusion.

Directory expiration should be governed by a separate management class. The
backup copy group retention options for both existing versions and deleted
versions for this management class should be set so that the directory objects do
not expire before the files beneath them in the directory tree. In our case, we
allow an unlimited number of directory objects to be stored within the Tivoli
Storage Manager repository for as long as a file object associated with a
directory exists in the repository. In other words, we set directory object
expiration at least as long as the longest retention for the files. It is all right to
store an unlimited number of directory objects, since they occupy insignificant
space within the Tivoli Storage Manager server repository as compared to file
and other objects. This will ensure that your clients can perform point-in-time
restores within the defined expiration period.

The SERIALIZATION parameter also illustrates the difference between the
management classes. The backup copy group for the special management class
is set up to use the serialization parameter of SHRDYNAMIC instead of
SHRSTATIC. Log files and other files where the files are always open, but that
we nevertheless want to back up, should be bound to this management class.

Tip: If some of your data require policy settings different than our
recommended defaults (for example, if you need to keep seven copy versions
of certain files), then you need to create an additional management class for
this purpose, and assign the data to it using the INCLUDE option. See
“Options file” on page 114 for further information.

In Example 7-4 we define the backup copy group for each of the management
classes, using define copygroup command.

Example 7-4 Defining backup copy group

tsm: ATLANTIC> define copygroup server server data type=Backup
destination=DISKDATA frequency=1 verexists=3 verdeleted=1 retextra=100 retonly=100
mode=modified serialization=shrstatic

ANR1530I Backup copy group STANDARD defined in policy domain SERVER, set
SERVER, management class DATA.

tsm: ATLANTIC> define copygroup server server directory type=Backup
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destination=DISKDIRS frequency=1 verexists=nolimit verdeleted=nolimit retextra=100
retonly=100 mode=modified serialization=shrstatic

ANR1530I Backup copy group STANDARD defined in policy domain SERVER, set
SERVER, management class DIRECTORY.

tsm: ATLANTIC> define copygroup server server special type=Backup
destination=DISKDATA frequency=1 verexists=3 verdeleted=1 retextra=100 retonly=100
mode=modified serialization=shrdynamic

ANR1530I Backup copy group STANDARD defined in policy domain SERVER, set
SERVER, management class SPECIAL.

tsm: ATLANTIC> define copygroup server server image type=backup
destination=diskdata frequency=1 verexists=3 verdeleted=3 retextra=120 retonly=120
mode=modified serialization=static

ANR1530I Backup copy group STANDARD defined in policy domain SERVER, set
SERVER, management class IMAGE.

tsm: ATLANTIC> define copygroup workstn workstn data type=Backup
destination=DISKDATA frequency=1 verexists=2 verdeleted=1 retextra=30 retonly=30
mode=modified serialization=shrstatic

ANR1530I Backup copy group STANDARD defined in policy domain WORKSTN, set
WORKSTN, management class DATA.

tsm: ATLANTIC> define copygroup workstn workstn directory type=Backup
destination=DISKDIRS frequency=1 verexists=nolimit verdeleted=nolimit
retextra=30 retonly=30 mode=modified serialization=shrstatic

ANR1530I Backup copy group STANDARD defined in policy domain WORKSTN, set
WORKSTN, management class DIRECTORY.

tsm: ATLANTIC> define copygroup workstn workstn special type=Backup
destination=DISKDATA frequency=1 verexists=2 verdeleted=1 retextra=30 retonly=30
mode=modified serialization=shrdynamic

ANR1530I Backup copy group STANDARD defined in policy domain WORKSTN, set
WORKSTN, management class SPECIAL.

tsm: ATLANTIC> define copygroup workstn workstn image type=backup
destination=diskdata frequency=1 verexists=2 verdeleted=2 retextra=30 retonly=30
mode=modified serialization=static

ANR1530I Backup copy group STANDARD defined in policy domain WORKSTN, set
WORKSTN, management class IMAGE.

7.1.5 Defining the archive copy group

For the sample configuration, we define archive copy groups only for the default
management classes. The data management class in the SERVER domain
keeps archived objects for a year, while in the WORKSTN policy domain,
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archives are retained for 100 days (Example 7-5). Files that are changing during
archiving are not stored. If it later turned out that we had additional archive
requirements, for example, to keep certain files for seven years, we could easily
define a suitable archive copy group in an existing or new management class.

Example 7-5 Defining archive copy group

tsm: ATLANTIC>define copygroup server server data type=archive
destination=diskdata retver=365 serialization=shrstatic

ANR1535I Archive copy group STANDARD defined in policy domain SERVER, set
SERVER, management class DATA.

tsm: ATLANTIC>define copygroup workstn workstn data type=archive
destination=diskdata retver=100 serialization=shrstatic

ANR1535I Archive copy group STANDARD defined in policy domain WORKSTN, set
WORKSTN, management class DATA.

7.2 Verifying policy definitions

To check the policy definitions, use the query copygroup command. The output
displays the policy domain, policy set, management class, and copy group
names, as well as the copy group parameters. Note that it is really the copy
group definitions that define the policy for the domain; the rest of the constructs
between the domain and copy group just provide flexibility in your configuration.

7.2.1 Backup copy groups

Example 7-6 shows how to check the settings for the recommended backup copy
groups, using the query copygroup command to display the attributes.

Example 7-6 Querying backup copy groups

tsm: ATLANTIC> query copygroup server server type=backup

Policy Policy Mgmt Copy Versions Versions Retain Retain
Domain Set Name Class Group Data Data Extra Only
Name Name Name Exists Deleted Versions Version
SERVER SERVER DATA STANDARD 3 1 100 100
SERVER SERVER DIRECTORY STANDARD No Limit No Limit 100 100
SERVER SERVER IMAGE STANDARD 3 3 120 120
SERVER SERVER SPECIAL  STANDARD 3 1 100 100

tsm: ATLANTIC> query copygroup workstn workstn type=backup

Policy Policy Mgmt Copy Versions Versions Retain Retain
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Domain Set Name Class Group Data Data Extra Only

Name Name Name Exists Deleted Versions Version
WORKSTN ~ WORKSTN  DATA STANDARD 2 1 30 30
WORKSTN ~ WORKSTN  DIRECTORY STANDARD No Limit No Limit 30 30
WORKSTN ~ WORKSTN  IMAGE STANDARD 2 2 30 30
WORKSTN ~ WORKSTN  SPECIAL  STANDARD 2 1 30 30

7.2.2 Archive copy groups

Example 7-7 shows how to check the settings for the archive copy groups. Use
the query copygroup command to get a quick look at the attributes.

Example 7-7 Querying archive copy groups

tsm: ATLANTIC> query copygroup server server type=archive

Policy Policy Mgmt Copy Retain
Domain Set Name Class Group Version
Name Name Name

SERVER SERVER DATA STANDARD 365

tsm: ATLANTIC> query copygroup workstn workstn type=archive

Policy Policy Mgmt Copy Retain
Domain Set Name Class Group Version
Name Name Name

WORKSTN WORKSTN DATA STANDARD 100

7.3 Validating and activating a policy set

The last step in setting up your policy is to validate and activate your policy set.
The commands are very straightforward and have few parameters.

7.3.1 Validating the recommended policy sets

The validate policyset command checks for completeness in the management
class and copy group definitions. It validates these policies and makes them
ready for activation.
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Example 7-8 shows how to validate the recommended policy sets.

Example 7-8 Validating policy sets

tsm: ATLANTIC> validate policyset server server
ANR1515I Policy set SERVER validated in domain SERVER (ready for activation).

tsm: ATLANTIC> validate policyset workstn workstn
ANR1515I Policy set WORKSTN validated in domain WORKSTN (ready for activation).

7.3.2 Activating the recommended policy sets

The activate policyset command makes specified policy active, as the controlling
policy within its policy domain.

Example 7-9 shows how to activate the recommended policy sets.

Example 7-9 Activating policy sets

tsm: ATLANTIC> activate policyset server server

Do you wish to proceed? (Yes/No) y
ANR15141 Policy set SERVER activated in policy domain SERVER.

tsm: ATLANTIC> activate policyset workstn workstn

Do you wish to proceed? (Yes/No) y
ANR15141 Policy set WORKSTN activated in policy domain WORKSTN.

tsm: ATLANTIC> query domain

Policy Activated Activated Number of Description
Domain Policy Default Registered
Name Set Mgmt Nodes

Class
SERVER SERVER DATA 0 Server Nodes
WORKSTN WORKSTN DATA 0 Workstation Nodes

7.3.3 Deleting the STANDARD policy domain

The installation process created a policy domain called STANDARD. Once you
have created your required policy, you should remove the STANDARD domain
information to clean up your environment. The delete domain command removes
an existing policy domain. This command is very powerful in that it also removes
the underlying policy sets, management classes, and copy groups that belong to
the domain. For this reason, the delete domain command should be used with
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caution. Example 7-10 shows how to remove a policy domain named
STANDARD.

Example 7-10 Removing the standard domain

tsm: ATLANTIC> delete domain standard

Do you wish to proceed? (Yes/No) yes
ANR1501I Policy domain STANDARD deleted.

If a policy domain contains nodes and file spaces, this command fails. You must
remove all registered nodes from a policy domain before deleting it. There are
two ways to accomplish this task:

» Delete the nodes and their file spaces.
» Move the nodes including their file spaces to another domain.

Deleting a node

To delete a node, remove the node data with the delete filespace command,
delete any backup sets registered to the server with the delete backupset
command, and remove the node definition with the remove node command.
Example 7-11 shows how to remove the file spaces and node definition for the
node DIOMEDE.

Be careful—this will remove the database information for all backed up, archived,
and migrated data from the Tivoli Storage Manager server for that client node,
including from any copy storage pools.

Example 7-11 Removing file spaces and node definitions

tsm: ATLANTIC> delete filespace DIOMEDE *

ANR2238W This command will result in the deletion of all inventory references
to the data on filespaces that match the pattern * for node DIOMEDE, whereby
rendering the data unrecoverable.

Do you wish to proceed? (Yes/No) y
ANS8003I Process number 18 started.

tsm: ATLANTIC> delete backupset DIOMEDE *
ANR23651 Backupset TRCKA_BS.18773 for node DIOMEDE has been deleted.

tsm: ATLANTIC> remove node DIOMEDE

Do you wish to proceed? (Yes/No) y

ANR2061I Node DIOMEDE removed from policy domain STANDARD.

ANR2129I Administrative userid DIOMEDE defined ONLY for authority over node
DIOMEDE has been removed.
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Moving a node

The update node command can be used to assign a node to a new domain. The
data is bound to the management classes in the new domain during the next
backup operation. The process of assigning the data to the new domain’s
management classes is called rebinding.

If the new domain has the same management class names as the old one and
providing that the copy group rules within management class definitions are the
same, very little change takes place, as the data is governed only by the
management class name and not the policy domain name. However, if the new
domain has completely different management class names, then the data is
rebound to the default management class for the domain. The first backup after
the domain change may take longer than normal, due to the rebinding process,
but it is a one time operation and returns to normal speed thereafter.

Note: Be careful when migrating a node to another policy domain. If a client
had data backed up under the old domain, the data is rebound to the same
management class in the new domain, if it exists. If the management class
does not exist in the new domain, the data is rebound to the default
management class of the new domain. If this management class does not
have a backup copy group, the data is rebound to the retention grace period
defined in the new domain. This can lead to undesired expiration of backup
versions.

Example 7-12 shows how to move the node SENEGAL from its current domain
to the WORKSTN domain.

Example 7-12 Moving a node to a different domain

tsm: ATLANTIC> update node SENEGAL domain=workstn
ANR2063I Node SENEGAL updated.

tsm: ATLANTIC> query node SENEGAL

Node Name PTatform Policy Domain Days Since Days Since Locked?
Name Last  Password
Access Set
SENEGAL WinNT WORKSTN <1 <1 No
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7.4 Enforcing your policy

Once the policy is defined, you want to enforce it using the expire inventory
command. This command makes sure that any extra copies of data in your copy
groups are removed from the database. It also takes care of data that is older
than your specified retention period. The backup copy group parameters
VEREXISTS, VERDELETED, RETEXTRA, and RETONLY are applied to backup
data through the expiration process as well as the archive copy group parameter
RETVER. Example 7-13 shows how to expire the database references from the
Tivoli Storage Manager server.

Example 7-13 Expiring inventory

tsm: ATLANTIC> expire inventory

ANS8003I Process number 22 started.

This command can be computationally intensive; therefore, it should be run
during quieter times on the Tivoli Storage Manager server.

The EXPINTERVAL parameter in the server options file specifies the number of
hours between automatic expiration processing, and is initially configured for 24
hours. With automatic expiration processing enabled, the server runs inventory
expiration at start-up and every 24 hours thereafter. We recommend setting the
EXPINTERVAL to zero (disabling automatic expiration) and defining a daily
administrative schedule to run this command at a convenient time. We show how
to do this in 12.2.4, “Defining an expiration schedule” on page 382.

7.5 Summary
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We expect that you now understand and have configured the policies for your
data retention. Next we discuss user management, to provide you with an
understanding of administration roles within Tivoli Storage Manager.
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Managing Tivoli Storage
Manager

This chapter explains the creation and maintenance of users of an IBM Tivoli
Storage Manager system.
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8.1 Management

Using the information you have gathered during the planning phase, as well as
the understanding you have gained from reading IBM Tivoli Storage
Management Concepts, SG24-4877, you should be able now define both users
and clients on your Tivoli Storage Manager server.

There are two categories of users:

» Administrators
» Client nodes

8.1.1 Administrators
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Administrators manage Tivoli Storage Manager server resources such as
storage pools, devices, and data management policies.

You need at least one administrator—and can have more with varying levels of
authority. Administrators with system privileges can perform any Tivoli Storage
Manager function. Administrators with policy, storage, operator, or analyst
privileges can perform subsets of Tivoli Storage Manager functions.

Administrators primarily use the Tivoli Storage Manager command-line interface
(CLI) or the Administration Center to enter commands acting against the Tivoli
Storage Manager server.

Administrators may also use the Web backup-archive client to perform backup,
restore, archive, and retrieve operations on behalf of other users remotely. A
typical scenario is where help desk personnel use the Web client to perform
these client tasks for their end users without needing to be physically present at
the end-user location or to log on to the client machine. They can simply perform
the operation from their browser. Use of the Web backup-archive client requires
special client access authority for the client, which will be restored.

All commands issued by administrators are logged to the server activity log. See
2.11, “Administrator IDs” on page 59, for planning considerations.

In a smaller implementation, there may be only one Tivoli Storage Administrator
performing both administrator and help desk services. In larger enterprises,
these functions are probably both functionally and geographically dispersed, so
that multiple administrators with different authorities are required.
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8.1.2 Considerations

Creating an administrator is a two-step process:

1. Define the administrator ID.
2. Grant the necessary privileges.

The register adnin command explicitly creates an administrator ID with certain
defined privileges. If an administrator with the same name as the client node
already exists during registration of a new node, then this administrator ID is
automatically updated to grant owner access to it. You can use the optional
CONTACT parameter to distinguish administrators.

The grant authority command grants the necessary privileges to an
administrator. The only required parameters are the administrator name and the
privileges being granted. You can reduce an administrator's authority by revoking
one or more privilege classes and granting other classes as needed.

The query admin command displays information about one or more administrators.
Any administrator can issue this command.

8.1.3 Default environment

During the initial server installation, Tivoli Storage Manager defines two
administrator IDs automatically, SERVER_CONSOLE and ADMIN.

SERVER_CONSOLE

SERVER_CONSOLE allows you to administer the server after Tivoli Storage
Manager is installed. At installation, the SERVER_CONSOLE ID is automatically
registered as an administrator and given system authority. You can use the
SERVER_CONSOLE ID to issue administrative commands.

When the server is started in interactive mode (or foreground), typically with the
dsmserv command, a server console is started with a command prompt running
with the assigned authority of the SERVER_CONSOLE ID. This is in contrast to
running the server in background mode, either as a Windows service or under
UNIX using the nohup command. In that case, no command prompt is presented.

In an emergency situation, administrative commands can be issued from the
server console to correct situations, such as forgotten administrator passwords
and locked IDs. This assumes your server console runs in a secure environment.
If you cannot secure your server console from unauthorized access, you should
revoke the privilege of the SERVER_CONSOLE ID, perhaps to analyst. If you do
this, you must first define at least one other new administrator ID with system
privilege. We do not recommend reducing the SERVER_CONSOLE privileges,
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since it might be the only way to recover from certain emergencies if you have
lost the password of all other administrative IDs.

You cannot:

Register or update the SERVER_CONSOLE user ID.
Lock or unlock the SERVER_CONSOLE user ID.
Rename the SERVER_CONSOLE user ID.

Remove the SERVER_CONSOLE user ID.

Assign a password to the SERVER_CONSOLE user ID.
Route commands from the SERVER_CONSOLE user ID.

vVvyYvyvyYYyypy

We recommend having at least two systems administrators. Tivoli Storage
Manager will not allow you to remove either the SERVER_CONSOLE ID or the
last administrator ID with system privilege.

ADMIN

ADMIN is an administrator that has system privileges and an initial password of
ADMIN. This administrator is used to set up your Tivoli Storage Manager
environment. You should immediately change the password from the default. For
enhanced security after your environment has been created, we recommend that
you delete or lock this administrator, since many people know of this ID’s
existence and could use it to gain access to your system.

8.1.4 Recommended administrators
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We recommend that you define the following administrators to support your Tivoli
Storage Manager environment:

System
Support
Reporting
Client

vVvyyy

We also recommend that you use the optional CONTACT parameter to
distinguish administrators. Although we have recommended certain administrator
names, you do not have to use them. You can use any name suitable for your
purposes.

In 1.1.1, “Our support material” on page 5, we show how to load a predefined
macro into Tivoli Storage Manager. The macro mac.admins, which we provide to
define administrative IDs for our book environment, is shown in “Define
administrators” on page 730.
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System

Define an ID for the Tivoli Storage Manager administrator and another for your
backup Tivoli Storage Manager administrator. These administrators should have
system privileges. You should have at least two administrator IDs with system
privileges so that if you lose the password of one, the other ID can reset it, as
shown in “Changing an administrator password” on page 290.

In Example 8-1, we define an administrator named TSMADMIN1 and a backup
named TSMADMIN2. The initial password for both administrators is TOMAZ. We
grant these IDs system privilege.

Example 8-1 Commands to create an administrator

tsm: ATLANTIC> register admin tsmadminl tomaz contact="IBM Tivoli Storage Manager
Administrator"
ANR2068I Administrator TSMADMIN1 registered.

tsm: ATLANTIC> grant authority tsmadminl classes=system
ANR2076I System privilege granted to administrator TSMADMINI.

tsm: ATLANTIC> register admin tsmadmin2 tomaz contact="IBM Tivoli Storage Manager
Administrator - (Alternate)"
ANR2068I Administrator TSMADMINZ registered.

tsm: ATLANTIC> grant authority tsmadmin2 classes=system
ANR2076I System privilege granted to administrator TSMADMINZ.

Support
Define an ID for your Tivoli Storage Manager technical support person. This ID
should have the system privilege.

In Example 8-2 we define a support administrator named SUPPORT. The initial
password for this administrator is ALINE. We also grant system privileges to
this ID.

Example 8-2 Creating a support ID

tsm: ATLANTIC> register admin support aline contact="IBM Tivoli Storage Manager
Support™
ANR2068I Administrator SUPPORT registered.

tsm: ATLANTIC> grant authority support classes=system
ANR2076I System privilege granted to administrator SUPPORT.
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Reporting

Define an ID for Tivoli Storage Manager reporting purposes. Although this
administrator has no special privileges, it does have authority to issue QUERY
commands. This is especially useful for producing regular reports through a
method such as scripts. Disclosure of this administrator's password does not
create a security exposure, because the administrator cannot change any Tivoli
Storage Manager resources.

In Example 8-3 we define a support administrator named REPORT. The initial
password for this administrator is MIKE.

Example 8-3 Creating a reporting ID

tsm: ATLANTIC> register admin report mike contact="IBM Tivoli Storage Manager
Reporting"
ANR2068I Administrator REPORT registered.

Client

Define an ID for the Web administrative client access. This administrator would
have client access authority to all nodes in the Tivoli Storage Manager
environment. In particular, this administrator can perform restore operations on
behalf of users. This is usually sufficient for smaller organizations. In larger
organizations, you might require multiple administrators with this authority.

In Example 8-4 we define a client administrator named HELPDESK. The initial
password for this administrator is LEILLA.

Later in “Granting access to client nodes” on page 294 we give this administrator
client access authority to the nodes that we define.

Example 8-4 Registering a client node

tsm: ATLANTIC> register admin helpdesk leilla contact="IBM Tivoli Storage Manager
Client Administrator"
ANR2068I Administrator HELPDESK registered.

8.1.5 Working with administrators
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In this section we explain how to perform various processes related to
administrators that you will find useful in your Tivoli Storage Manager
environment.
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Displaying administrators
Use the query admin command to display administrators. If no administrator name
is specified, all administrators are displayed. If an administrator name is
specified, only that administrator’s information is displayed.

In Example 8-5 we display the list of all administrators.

Example 8-5 Displaying administers

tsm: ATLANTIC> query admin

Administrator Days Since Days Since Locked? Privilege Classes
Name Last Access Password Set

ADMIN <1 4 No System

HELPDESK <1 <1 No

REPORT <1 <1 No

SERVER_CONSOLE No System

SUPPORT <1 <1 No System

TSMADMIN1 <1 <1 No System

TSMADMIN2 <1 <1 No System

Then, in Example 8-6, we display full details of the administrator HELPDESK.

Example 8-6 Configuration for a helpdesk administrator

tsm: ATLANTIC> query admin helpdesk format=detail

Administrator Name:

Last Access Date/Time:
Days Since Last Access:
Password Set Date/Time:
Days Since Password Set:
Invalid Sign-on Count:
Locked?:

Contact:

HELPDESK

02/07/2006 04:33:42

<1

02/07/2006 04:33:42

<1

0

No

IBM Tivoli Storage Manager Client Administrator

System Privilege:

Policy Privilege:
Storage Privilege:
Analyst Privilege:
Operator Privilege:
Client Access Privilege:
Client Owner Privilege:

Registration Date/Time:
Registering Administrator:

02/07/2006 04:33:42
ADMIN

Managing profile:
Password Expiration Period:
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Changing an administrator password

An administrative user can change his or her own password using the update
admin command. A user with system privilege can change any administrator’s
password. There is no way to determine the current password for an
administrator—if it is forgotten or lost, another administrator must reset it.
Therefore you should always have two administrator IDs at a minimum.

Example 8-7 shows changing the password for the administrator named
TSMADMIN2 to SHARKS.

Example 8-7 Changing an administrator password

tsm: ATLANTIC> update admin tsmadmin2 sharks
ANR2071I Administrator TSMADMINZ2 updated.

When this command is logged to the server activity log, the password in the log is
replaced by asterisks (*), as shown in Example 8-8.

Example 8-8 The update command logged to the server activity log

02/07/2006 05:06:45 ANR2017I1 Administrator ADMIN issued command: UPDATE
ADMIN tsmadmin2 2***? (SESSION: 74)

02/07/2006 05:06:45 ANR20711 Administrator TSMADMIN2 updated. (SESSION:
74).

Deleting the ADMIN administrator

After you have defined your required system administrators, delete the installed
system administration ID, ADMIN. Because you cannot delete an administrator if
that administrator is currently accessing the server, you must log on to Tivoli
Storage Manager as a different administrator to perform this task.

Example 8-9 shows the operation with the remove admin command.

Example 8-9 Deleting the admin administrator

root@Atlantic /: dsmadmc

IBM Tivoli Storage Manager

Command Line Administrative Interface - Version 5, Release 3, Level 2.0

(c) Copyright by IBM Corporation and other(s) 1990, 2005. A1l Rights Reserved.

Enter your user id: tsmadminl
Enter your password:

Session established with server ATLANTIC: AIX-RS/6000
Server Version 5, Release 3, Level 2.2
Server date/time: 02/07/06 09:28:42 Last access: 02/07/06 09:23:40
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tsm: ATLANTIC> remove admin admin

Do you wish to proceed? (Yes (Y)/No (N)) y
ANR2069I Administrator ADMIN removed.

Attention: You can remove administrators from the server so that they no
longer have access to administrator functions, but you cannot remove the last
administrator with system privileges and you cannot remove the administrator
SERVER_CONSOLE.

8.2 Client nodes

When the Tivoli Storage Manager server is installed, the Tivoli Storage Manager
backup-archive client and the administrative client are installed on the same
machine as the server by default. Most installations of Tivoli Storage Manager
also include backup-archive clients and application clients on other machines,
often running on different operating systems.

Typically, a node corresponds directly to a machine, as in the case of a
backup-archive client that is installed on a user's computer for file system
backups. However, multiple nodes can exist on a single machine. For example, a
system running Microsoft SQL Server contain both a Tivoli Storage Manager for
Databases (Data Protection for SQL Server) application client for database and
transaction log backups, and a regular backup-archive client for file system
backups.

Each Tivoli Storage Manager backup-archive client must be registered with the
Tivoli Storage Manager server before any backup and recovery operations can
be performed for that backup-archive client. Although Tivoli Storage Manager
provides two modes, open and closed, for registering client nodes to the server,
we recommend for security reasons that you do not change the closed mode
default.

8.2.1 Considerations

To register a client node, use the register node command. At a minimum, you
need to supply a node name and a client access password. We recommend
using the TCP/IP host name for the Tivoli Storage Manager node name. If you
define your own Tivoli Storage Manager policy domains, then you must also use
the DOMAIN parameter. Further, we recommend that you also specify the
USERID parameter.
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The DOMAIN parameter specifies the name of the policy domain to which the
node is assigned. If you do not specify a policy domain name, the node is
assigned to the default policy domain (STANDARD). Within our recommended
environment, there are two domains, SERVER and WORKSTN, and no
STANDARD domain. Consequently, if you use our environment, you must
specify the DOMAIN parameter when registering a client node.

The USERID parameter specifies an administrative ID that will be defined as an
administrator with node owner (client access) authority to the client. Node
authority allows an administrator to use the Web backup-archive client. When the
USERID parameter is omitted, an administrator with the same name as the node
is defined. This is the default. We recommend that you specify USERID=NONE
and grant node authority to the HELPDESK administrator and other
administrators explicitly through the grant authority command.

8.2.2 Default environment

Except for z/OS, one client node is registered to the Tivoli Storage Manager
server during the initial server installation. This is for the Tivoli Storage Manager
server itself. The name of this client is CLIENT, with initial password CLIENT.
The node is assigned to the STANDARD domain. To comply with our
recommendation of using the host name for each client node, you should use the
rename node command to change the name of the node from CLIENT to the host
name, and the update node command to assign it to a new policy domain.

8.2.3 Working with client nodes
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In this section we explain how to perform various processes related to client
nodes that you will find useful in your Tivoli Storage Manager environment.

Registering a client node

Use the register node command to define a client to the server. In our
environment, we supply the required parameters (node name, node password,
domain name) and an additional two parameters (contact, userid).

Table 8-1 shows a layout you can use for documenting the information needed to
register the clients, completed with a set of sample client information.

Table 8-1 Client requirements worksheet: example

Node name Contact Domain
PROPAGANDA Tomaz - First Floor SERVER
LOSGATOS Aline - Second Floor WORKSTN
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Node name

Contact

Domain

MILES

Leilla - Help Desk

SERVER

Example 8-10 shows the commands to create these nodes. We give all nodes
the same password, SHARKS.

Example 8-10 Registering a client node

tsm: ATLANTIC> register node propaganda sharks domain=server userid=none
contact="TAL (Tomaz Aline Leilla)"
ANR2060I Node PROPAGANDA registered in policy domain SERVER.

tsm: ATLANTIC> register node losgatos sharks domain=workstn userid=none
contact="Tomaz_Aline_Leilla@work"
ANR2060I Node LOSGATOS registered in policy domain WORKSTN.

tsm: ATLANTIC> register node miles sharks domain=server userid=none

contact="Tomaz@home"

ANR2060I Node MILES registered in policy domain SERVER.

Displaying client nodes
Use the query node command, as shown in Example 8-11, to display client nodes.
If you do not specify a node name, all nodes are displayed. If you do specify a

node name, only that node’s information is displayed.

Example 8-11 Displaying client node summary

tsm: ATLANTIC> query node

Node Name Platform Policy Domain Days Since Days Since Locked?
Name Last Access Password Set

LOSGATOS WinNT WORKSTN <1 <1 No

MILES AIX SERVER <1 <1 No

PROPAGANDA AIX SERVER <1 <1 No

Example 8-12 shows the full details of the node named LOSGATOS.

Example 8-12 Displaying full client node details

tsm: ATLANTIC> query node losgatos format=detail

Node Name:
Platform:

LOSGATOS
WinNT

Client 0S Level:
Client Version:

5.00
Version 5, Release 3, Level 2.0
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Policy Domain Name:

Last Access Date/Time:

Days Since Last Access:
Password Set Date/Time:

Days Since Password Set:
Invalid Sign-on Count:

Locked?:

Contact:

Compression:

Archive Delete Allowed?:

Backup Delete Allowed?:
Registration Date/Time:
Registering Administrator:

Last Communication Method Used:
Last Session:
Last Session:
Last Session:
Last Session:
Last Session:
Last Session:
Optionset:
URL:

Node Type:
Password Expiration Period:
Keep Mount Point?:

Maximum Mount Points Allowed:
Auto Filespace Rename :
Validate Protocol:

TCP/IP Name:

TCP/IP Address:

Globally Unique ID:
Transaction Group Max:

Data Write Path:

Data Read Path:

Session Initiation:
High-level Address:

Low-Tevel Address:
Collocation Group Name:
Proxynode Target:

Proxynode Agent:

Bytes Received
Bytes Sent
Duration of
Pct. Idle Wait
Pct. Comm. Wait
Pct. Media Wait

WORKSTN

02/07/2006 17:52:24
<1

02/07/2006 17:43:44
<1

0

No
Tomaz_Aline_Leilla@work
Client

Yes

No

02/07/2006 17:43:44
TSMADMIN1

o O O oo
o o o
o O o

0.00
AIX_LIST

Client

No

1

No

No
IBM-ATLANTIC

34.90.42.30.95.07.11.da.bb.e3.00.40.96.32.2d.a7
0

ANY

ANY

ClientOrServer

Granting access to client nodes

An administrator can perform all client operations on behalf of the user through
the Web backup-archive client. The administrator needs node authority to
perform those operations. An administrative user with system privilege can grant

that authority.
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Example 8-13 shows how to grant node authority for all nodes to a client
administrator named HELPDESK.

Example 8-13 Granting access to client nodes

tsm: ATLANTIC> grant authority helpdesk classes=node node=*

ANR2126I1 GRANT AUTHORITY: Administrator HELPDESK was granted ACCESS authority
for client LOSGATOS.

ANR21261 GRANT AUTHORITY: Administrator HELPDESK was granted ACCESS authority
for client MILES.

ANR21261 GRANT AUTHORITY: Administrator HELPDESK was granted ACCESS authority
for client PROPAGANDA.

Now if we display the administrator details, with the query admin command, we can
see it has client access privileges, as in Example 8-14.

Example 8-14 Administrator has client access privilege

tsm: ATLANTIC> query admin helpdesk format=detail

Administrator Name:

Last Access Date/Time:
Days Since Last Access:
Password Set Date/Time:
Days Since Password Set:
Invalid Sign-on Count:
Locked?:
Contact:
Privilege:
Privilege:
Privilege:
Privilege:
Privilege:
Privilege:
Privilege:
Date/Time:
Registering Administrator:
Managing profile:

Password Expiration Period:

System

Policy
Storage
Analyst
Operator
Client Access
Client Owner
Registration

HELPDESK

02/07/2006 18:33:42

<1

02/07/2006 18:33:42

<1

0

No

IBM Tivoli Storage Manager Client Administrator

LOSGATOS MILES PROPAGANDA

02/07/2006 04:33:42
ADMIN

If you create additional nodes and you want administrators to have authority to
those nodes, the grant authority command must be reissued.
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Changing passwords for client nodes

An administrative user with either system privilege, unrestricted policy privilege,
or restricted policy privilege for the policy domain to which the client node is
assigned can change the password of a client node.

In Example 8-15, we change the password for the client node named MILES to
LAND, using the update node command.

Example 8-15 Changing passwords for client nodes

tsm: ATLANTIC> update node miles land
ANR2063I Node MILES updated.

Tip: You can only change a node password if that node is not currently
accessing the server.

Deleting file spaces for a client node

An administrative user with either system privilege, unrestricted policy privilege,
or restricted policy privilege for the policy domain to which the client node is
assigned, can delete node file spaces. File spaces contain a client’s backup and
archive data. There are one or more file spaces for each client.

The delete filespace command creates a server process that deletes one or more
file paces as a series of batch database transactions. If the delete filespace
process is canceled or if a system failure occurs, a partial deletion can occur. In
this case, a subsequent delete filespace command for the same node will delete
the remaining data. You must delete all backup and archive file spaces that
belong to a client node before you can delete that client node.

Important: Use the delete filespace command with caution. It deletes the
client’s backed up and archived data from the Tivoli Storage Manager server,
including any data in copy storage pools.

Example 8-16 displays the file spaces for the client LOSGATOS.

Example 8-16 Querying file spaces for a client node

tsm: ATLANTIC> query filespace losgatos

Node Name Filespace FSID Platform Filespace Is Files- Capacity Pct
Name Type pace (MB) Util

Unicode?
LOSGATOS / 1 AIX JFS2 No 32.0 44.9
LOSGATOS /opt 2 AIX JFS2 No 128.0 76.1
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In Example 8-17 we delete the file space /opt for the client LOSGATOS. Note that
we are not deleting any files on the client itself—we are deleting all records of
any files backed up or archived in that file system on the Tivoli Storage Manager
server.

Example 8-17 Deleting file spaces for a client node

tsm: ATLANTIC> delete filespace losgatos /opt

ANR2238W This command will result in the deletion of all inventory references
to the data on filespaces that match the pattern /opt (fsId=2) for node
LOSGATOS, whereby rendering the data unrecoverable.

Do you wish to proceed? (Yes (Y)/No (N)) y
ANS8003I Process number 14 started.

File space deletions can run in either the background or the foreground.
Example 8-17 was run in the background. To monitor the process, use the query
process command. You can view messages from the process in the server activity

log.

To run file space deletion in the foreground, add the WAIT=YES parameter to the
command. Foreground processes write messages directly to your CLI session. If
the file space contains a large number of files, we recommend running the
deletion in the background.

Example 8-18 shows the results of deleting file spaces in the foreground.

Example 8-18 Administrative command to delete file spaces

tsm: ATLANTIC> delete filespace losgatos * wait=yes

ANR2238W This command will result in the deletion of all inventory references to the
data on filespaces that match the pattern * (fsId=1) for node LOSGATOS, whereby
rendering the data unrecoverable.

Do you wish to proceed? (Yes (Y)/No (N)) y

ANR09841 Process 15 for DELETE FILESPACE started in the FOREGROUND at 14:12:46.
ANRO800OI DELETE FILESPACE * (fsId=1) for node LOSGATOS started as process 15.
ANR08021 DELETE FILESPACE * (fsId=1) (backup/archive data) for node LOSGATOS started.
ANRO8061 DELETE FILESPACE * (fsId=1) complete for node LOSGATOS: 12 objects deleted.
ANR09871 Process 15 for DELETE FILESPACE running in the FOREGROUND processed 12 items
with a completion state of SUCCESS at 14:12:46.

tsm: ATLANTIC>q filespace losgatos

ANR2034E QUERY FILESPACE: No match found using this criteria.

ANS8001I Return code 11.

Deleting a client node

An administrative user with either system privilege, unrestricted policy privilege,
or restricted policy privilege for the policy domain to which the client node is
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assigned, can delete a client node. Before removing a client node, you must
delete all its backup and archive files. Use the remove node command, as shown in
Example 8-19.

Example 8-19 Deleting a client node

tsm: ATLANTIC> remove node losgatos

Do you wish to proceed? (Yes (Y)/No (N)) y

ANR2061I Node LOSGATOS removed from policy domain STANDARD.

ANR2129I Administrative userid LOSGATOS defined ONLY for authority over node
LOSGATOS has been removed.

8.3 Client option sets

A Tivoli Storage Manager client session has a set of options that are used during
backup, archive, restore, or retrieve processes. Options can be specified in two
ways:

» In the client options file, which is created during the setup of a client (see
“Options file” on page 114). A client options file is a set of Tivoli Storage
Manager client options stored in one or two (UNIX/Linux clients only) files on
the client.

» Using the client option set. (This is optional.) A client option set is a set of
Tivoli Storage Manager client options stored in the Tivoli Storage Manager
database. An option set can be associated with one or more Tivoli Storage
Manager clients, but a client can be associated with only one option set.

8.3.1 Considerations
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We recommend using client option sets to make administration easier,
particularly in environments with a large number of clients, and as the number of
available options grows. Using client option sets centralizes the management of
those options and clients. It is easier to update a client option set once than to
perform the same update to the local client options file on each node.

Which value takes priority

The options defined in a client option set are a subset of the available client
options. Options such as communications are still stored on the client machine.

When the same option is specified in both the local options file and the option
set, the client options file value takes priority by default. However, you can
specify that individual options in an option set cannot be overridden in the client’s
local options file, using the FORCE=YES parameter when defining the option.
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Include-exclude rules

If you put include-exclude statements in the client options set, these will always
override the include-exclude statements in the client options file. You can
imagine that the client options set include-exclude statements are added at the
bottom of the client options file, so that they are evaluated first. The sequence
number attached to each include-exclude statement in the client option set
determines the order in which it is added to the existing include-exclude
statements at the end of the client options file. Include-exclude statements in a
client option set will always be seen and processed during backup first, before
any statements in the client options file. Therefore, one set of default values can
be defined for each type of client in a client option set, yet the client machines
can still be customized, within acceptable limits.

For example, suppose you have the following statements in a client option set:
include c:\test\* seq=1

exclude c:\working\* seq=2

And, suppose you have the following statements in a client options file:
exclude c:\test\*

include c:\working\*

The complete set of include-exclude specifications would be:

exclude c:\test\* (second to last statement from the client options file)
include c:\working\* (last statement from the client options file)

include c:\test\* (sequence number 1 from the client option set)
exclude c:\working\* (sequence number 2 from the client option set)

Reminder: Include-exclude statements are processed from bottom to top.

Processing using this set of include-exclude statements would result in the files
under C:\working not being backed up, and those files under C:\test being
backed up.

8.3.2 Default environment

There are no client option sets created by default in a Tivoli Storage Manager
environment.

8.3.3 Recommended client option sets

In our environment, we use multiple client option sets. All option sets are built
from the base option set, which we called “redbook”. This option set contains
options other than the include-exclude specifications. All other option sets are
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based on the client platform. Each is built from the base option set with the
addition of specific include-exclude recommendations for that platform.

8.3.4 Working with client option sets
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In this section we explain how to perform various processes related to client
option sets that you will find useful in your Tivoli Storage Manager environment.

Creating a client option set
To define a client option set:

1. Create the option set.
2. Populate it with client options.

You create a new client option set with the define cloptset command or you can
clone an existing option set with the copy cloptset command. You can add an
option to an option set with the define clientopt command. You can remove an
option from an option set with the delete clientopt command. You need system
privilege or unrestricted policy privilege to issue these commands.

In Example 8-20 we define a client option set named WINDOWS and populate it
with options.

Example 8-20 Creating a client option set

tsm: ATLANTIC> define cloptset windows
ANR2046I DEFINE CLOPTSET: Optionset WINDOWS defined.

tsm: ATLANTIC> define clientopt windows compression yes
ANR2050I DEFINE CLIENTOPT: Option COMPRESSION defined in optionset WINDOWS.

tsm: ATLANTIC> define clientopt windows maxcndretries 4
ANR2050I DEFINE CLIENTOPT: Option MAXCMDRETRIES defined in optionset
WINNT_LIST.

tsm: ATLANTIC> define clientopt windows verbose ''
ANR2050I DEFINE CLIENTOPT: Option VERBOSE defined in optionset WINDOWS.
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Example 8-21 shows how to clone the client option set named WINDOWS to
another named WINDOWS_CLONE, replacing the VERBOSE option with the
QUIET option.

Example 8-21 Copying client option sets

tsm: ATLANTIC> copy cloptset windows windows_clone
ANR2055I COPY CLOPTSET: Optionset WINDOWS copied to optionset WINDOWS_CLONE.

tsm: ATLANTIC> delete clientopt windows_clone verbose
ANR20531 DELETE CLIENTOPT: Option VERBOSE, sequence number 0,has been deleted
from optionset WINDOWS_CLONE.

tsm: ATLANTIC> define clientopt windows_clone quiet '’
ANR2050I DEFINE CLIENTOPT: Option QUIET defined in optionset WINDOWS_CLONE.

8.3.5 Associating a client node with a client option set

The client node definition should be updated to use a client option set. You need
either system privilege, unrestricted policy privilege, or restricted policy privilege
for the policy domain to which the client node belongs to use the required update
node command.

Use the SQL select command to view the names of all the client option sets, as
shown in Example 8-22.

Example 8-22 Select command for client option sets

tsm: ATLANTIC> select * from cloptsets

OPTIONSET_NAME DESCRIPTION LAST_UPDATE_BY PROFILE

AIX Include/Exclude TSMADMIN1
list for AIX
Systems

WINDOWS Include/Exclude TSMADMIN1
list for Windows
System

Example 8-23 shows how to associate the client node named MILES with the
client option set AlX.

Example 8-23 Associating a client with a client option set

tsm: ATLANTIC> update node miles cloptset=aix
ANR2063I Node MILES updated.
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Deleting a client option set
You need either system privilege or unrestricted policy privilege to delete a client
option set with the delete cloptset command.

In Example 8-24 we delete the option set WINDOWS.

Example 8-24 Deleting client option sets

tsm: ATLANTIC> delete cloptset windows_list

Do you wish to proceed? (Yes (Y)/No (N)) y
ANR2048I DELETE CLOPTSET: Optionset WINDOWS deleted.

The association between a node and a client option set is removed automatically
when that client option set is deleted. The node is not associated with another
client option set until and unless you reissue the update node command.

8.4 Summary
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You have now established administrative roles within your Tivoli Storage
Manager server, which will allow the control, monitoring, and management of the
data flow from the clients through the final storage media. Next we discuss
licensing options for your environment.
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Licensing

In this chapter we describe the tasks of licensing an IBM Tivoli Storage Manager
system and monitoring its compliance. We discuss the process of registering,
activating, and monitoring your licenses (but not the marketing or packaging of
your licenses). This process is the same for each feature, no matter which
package or product offering is purchased. The features will still need to have
their respective licenses registered.

The method of packaging IBM Tivoli Storage Manager for purchase changes
from time to time, which also changes entitiements of the product. Licenses by
client versus purchases by processors are marketing issues and not license or
product issues.
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9.1 Licensed features
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The base Tivoli Storage Manager server license supports an unlimited number of
administrative clients, one backup-archive client using named pipes or shared
memory protocol, and a selection of removable media devices. Table 9-1 lists all
currently available licensed features you can add on to your base IBM Tivoli
Storage Manager server license at V5.3 (for V5.2 options, see 9.6, “Tivoli
Storage Manager V5.2 license features” on page 309).

With V5.3, you do not register licenses for any of the Tivoli Storage Manager
agents (for example, Tivoli Storage Manager for Databases, Tivoli Storage
Manager for Mail). Agent license validation is done on the client side,
independent from the server.

Table 9-1 Tivoli Storage Manager 5.3 licensed features

Licensed feature License files

The base IBM Tivoli Storage Manager license: basic backup-archive | tsmbasic.lic
with the base client and server.

IBM Tivoli Storage Manager Extended Edition: additional advanced | tsmee.lic

functions including:

» Disaster recovery manager

» Large libraries (greater than 3 drives or 40 slots)

» Tape Library Sharing over LAN

» NDMP backup and restore for NAS appliances including IBM N
series

» Server-free data movement

IBM System Storage Archive Manager has additional functionality dataret.lic
in:

» Data retention protection

» Event-based Retention Management
Expiration/Deletion suspension (Deletion hold)

v

The enroliment certificate files for all Tivoli Storage Manager licenses that can be
registered with the server are on the Tivoli Storage Manager installation
CD-ROM. You register those licenses that you need (and are entitled to) using
the register 1icense command, specifying the name of the enroliment
certificate file. When registered, the licenses are stored in a file named nodelock
in the current directory.
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Tip: Tivoli Storage Manager V 5.3 and newer servers that have data retention
protection enabled and have access to a Network Appliance or IBM N series
filer with the SnapLock licensed feature (Data ONTAP 7.1 or later) can store
data in storage pools with RECLAMATIONTYPE set to SNAPLOCK. Data
created on volumes in these storage pools will be managed by a retention
date.

9.2 Registering licensed features

If you received a Tivoli Storage Manager evaluation (try-and-buy), the license
registration is done automatically during the installation of the server and you do
not need to do anything further.

If you bought a base Tivoli Storage Manager server license, you can buy
licenses for licensed features, and register those licenses by specifying the
license files using the register 1icense command.

You can register any or all of the features shown in Table 9-1 on page 304. For
example, if you want to register the Tivoli Storage Manager Extended Edition
license, issue the commands shown in Example 9-1.

Example 9-1 Registering licenses

tsm: ATLANTIC>reg license file=tsmbasic.lic

ANR2852I Current Ticense information:

ANR28531 New license information:

ANR2828I Server is licensed to support Tivoli Storage Manager Basic Edition.

tsm: ATLANTIC>reg license file=tsmee.lic

ANR2852I Current Ticense information:

ANR2828I Server is licensed to support Tivoli Storage Manager Basic Edition.
ANR2853I New Ticense information:

ANR2828I Server is licensed to support Tivoli Storage Manager Basic Edition.
ANR2828I Server is licensed to support Tivoli Storage Manager Extended Edition.
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Note: The register 1icense command has changed with the Tivoli Storage
Manager V5.3. You now have far fewer options. You can register licenses for
server components. This includes Tivoli Storage Manager (base), Tivoli
Storage Manager Extended Edition, and IBM System Storage Archive
Manager. You cannot register licenses for components that are licensed on
the basis of processors (for example, Tivoli Storage Manager for Mail, Tivoli
Storage Manager for Databases, Tivoli Storage Manager for ERP, Tivoli
Storage Manager for Copy Services, Tivoli Storage Manager for Advanced
Copy Services, Tivoli Storage Manager for Space Management).

Your license agreement determines what you are licensed to use. Even if you
are not using the REGISTER LICENSE command to register all components,
you are expected to comply with the license agreement and use only what you
have purchased. Use of the REGISTER LICENSE command implies that you
agree to and accept the license terms specified in your license agreement.

9.3 Saving your licenses

When license registration is complete, the licenses are stored in a file named
nodelock in the server start directory.

Keep the installation CD-ROM that contains the license certificate files in a safe
place to be used if you need to reregister your licenses. This might occur if:

» The server is corrupted.
» The server has moved to a different machine.
» The NODELOCK file is destroyed or corrupted.

9.4 License compliance

If license terms change (for example, if a new license is defined for the server),
the server conducts an audit to determine whether the current server
configuration conforms to the license terms.

The server also periodically audits compliance with the license terms. The results
of this audit are used to check and enforce license terms. If 30 days have
elapsed since the previous license audit, the administrator cannot cancel the
audit.

If the server uses a licensed feature but the license is not registered, the function
fails. When you issue a command associated with an unlicensed feature, Tivoli
Storage Manager does not issue a warning message, and the command fails.
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If a Tivoli Storage Manager system exceeds the terms of its license agreement,
one of the following occurs:

» The server issues a warning message indicating that it is not in compliance
with the licensing terms.

» Operations fail because the server is not licensed for specific features.

In either case, you must contact your IBM account representative or authorized
IBM Software reseller to modify your agreement.

9.5 Monitoring licenses

There are two commands to monitor the license registration on your Tivoli
Storage Manager system:

> query license
» audit license

9.5.1 Displaying license information

Use the query license command to display details of your current licenses and
determine licensing compliance, as shown for a Tivoli Storage Manager V5.3
server in Example 9-2.

Example 9-2 Displaying license information

tsm: ATLANTIC>q license

Last License Audit: 02/16/06  14:53:43

Number of TDP for Oracle in use:

Number of TDP for Oracle in try buy mode:
Number of TDP for MS SQL Server in use:

Number of TDP for MS SQL Server in try buy mode:
Number of TDP for MS Exchange in use:

Number of TDP for MS Exchange in try buy mode:
Number of TDP for Lotus Notes in use:

Number of TDP for Lotus Notes in try buy mode:
Number of TDP for Lotus Domino in use:

Number of TDP for Lotus Domino in try buy mode:
Number of TDP for Informix in use:

Number of TDP for Informix in try buy mode:
Number of TDP for SAP R/3 in use:

Number of TDP for SAP R/3 in try buy mode:
Number of TDP for ESS in use:

Number of TDP for ESS in try buy mode:

Number of TDP for ESS R/3 in use:

Number of TDP for ESS R/3 in try buy mode:

[=NeNeleolololoNeoNeoNoNoNoNoNoNoNoNo N
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Number of TDP for EMC Symmetrix in use:
Number of TDP for EMC Symmetrix in try buy mode:
Number of TDP for EMC Symmetrix R/3 in use:
Number of TDP for EMC Symmetrix R/3 in try buy mode:
Number of TDP for WAS in use:
Number of TDP for WAS in try buy mode: 0

Is IBM System Storage Archive Manager in use ?: No

Is IBM System Storage Archive Manager licensed ?: No

Is Tivoli Storage Manager Basic Edition in use: Yes

Is Tivoli Storage Manager Basic Edition licensed: Yes

Is Tivoli Storage Manager Extended Edition in use: No

Is Tivoli Storage Manager Extended Edition Ticensed: Yes
Server License Compliance: Valid

O O O oo

9.5.2 Auditing licenses

An administrator can monitor license compliance by issuing the administrative
command audit licenses, as shown in Example 9-3. This command is used to
compare the current configuration with the current licenses.

Example 9-3 Auditing licenses

tsm: ATLANTIC>audit license
ANR28171 AUDIT LICENSES: License audit started as process 143.
ANS8003I Process number 3 started.

9.5.3 Scheduling automatic license audits

Use the set Ticenseauditperiod command to specify the number of days
between automatic audits performed by the Tivoli Storage Manager server. In
Example 9-4, we set the audit period to 30 days.

Example 9-4 Defining a audit tomfooleries

tsm: ATLANTIC> set licenseauditperiod 30

308 IBM Tivoli Storage Manager Implementation Guide



9.6 Tivoli Storage Manager V5.2 license features

For reference purposes, Table 9-2 on page 309 shows the license features for

Tivoli Storage Manager V5.2.

Table 9-2 Tivoli Storage Manager 5.2 licensed features

Licensed feature

License files

Additional backup-archive clients: The base IBM Tivoli Storage xclient.lic
Manager license supports one backup-archive client;

Licensing additional clients with any number of clients

(replace x with valid number of clients)

IBM Tivoli Storage Manager for Space Management; spacemgr.lic
Hierarchical storage management (HSM) clients, also known as

space-managed clients

IBM Tivoli Storage Manager Disaster Recovery Manager drm.lic
IBM Tivoli Storage Manager for Databases; oracle.lic
Tivoli Data Protection for Oracle

IBM Tivoli Storage Manager for Databases; mssql.lic
Tivoli Data Protection for MS SQL Server

IBM Tivoli Storage Manager for Mail; msexch.lic
Tivoli Data Protection for MS Exchange

IBM Tivoli Storage Manager for Mail; Inotes.lic
Tivoli Data Protection for Lotus Notes®

IBM Tivoli Storage Manager for Mail; domino.lic
Tivoli Data Protection for Lotus Domino®

IBM Tivoli Storage Manager for Databases; informix.lic
Tivoli Data Protection for Informix®

IBM Tivoli Storage Manager for Applications; r3.lic

Tivoli Data Protection for ERP

IBM Tivoli Storage Manager for Hardware;
Tivoli Data Protection for EMC Symmetrix

emcsymm.lic

IBM Tivoli Storage Manager for Hardware;
Tivoli Data Protection for EMC Symmetrix for R/3

emcsymr3.lic

IBM Tivoli Storage Manager for Hardware; ess.lic
Tivoli Data Protection for ESS
IBM Tivoli Storage Manager for Hardware; essr3.lic

Tivoli Data Protection for ESS for R/3
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Licensed feature

License files

Managed libraries library.lic
Library sharing libshare.lic
IBM Tivoli Storage Manager for Applications; was.lic
Tivoli Data Protection for WebSphere® Application Server

IBM Tivoli Storage Manager for NDMP ndmp.lic

Managed System for SAN use

mgsyssan.lic

Managed System for LAN use

mgsyslan.lic
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Administrative client

In the previous chapters we discussed the various stages from planning through
implementation of the server and clients, then moved on to the storage setup,
licensing, and administrative roles. Here we describe administrative interfaces
available in IBM Tivoli Storage Manager.

With V5.3 of Tivoli Storage Manager, a new Web-based administrative interface
for the Tivoli Storage Manager environment is available. This is the
Administration Center, which is hosted in the Integrated Solutions Console (ISC)
framework. Administration Center has replaced the previous server-bound Web
administrative interface, which is no longer supported in V5.3 and later, since it
uses a completely different administrative API.

We briefly cover the installation and setup of the ISC with the Administration
Center component, as well as the command-line administrative client. Further,
we demonstrate capabilities of both tools regarding managing and monitoring
Tivoli Storage Manager environments.

IBM Tivoli Storage Manager has always provided a command-line interface,
called the administrative client, that allows you to manage and monitor one or
more IBM Tivoli Storage Manager servers and resources. Various graphical
interfaces (GUIs) on different versions have also been available.

For details on ISC and Administration Center setup, refer to IBM Tivoli Storage
Manager Version 5.3 Technical Guide, SG24-6638.
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10.1 Administration Center

The Administration Center Web-interface provides an easy way to manage
multiple server instances from a single browser window. It is available since
Tivoli Storage Manager V5.3, and is hosted in the Integrated Solution Console
(ISC) framework. ISC is a general framework, supporting multiple modules that
serve different purposes. The Administration Center module enables you to
manage and monitor your Tivoli Storage Manager environment specifically.

10.1.1 Installation

312

Both products, Administration Center and Integrated Solutions Console, are
distributed separately. ISC is available via regular system order, while the
Administration Center is available via the normal IBM service FTP site. To install:

1. Install the ISC.
2. Install the Administration Center into ISC.

Since ISC is built on top of WebSphere Application Server and PortalBase, it
requires significant system resources. We recommend installing it on a different
machine than the one running the Tivoli Storage Manager server.

Essentially, there are three ways to install ISC: You may run the Java-based
installation wizard; console installation wizard; or perform silent, unattended
installation. The complete installation procedure (for ISC and the Administration
Center) is covered in detail, including graphics, in IBM Tivoli Storage Manager
Version 5.3 Technical Guide, SG24-6638. We provided a summary of the
installation procedure in 3.6, “Integrated Solution Console and Administration
Center” on page 83.

After installing the ISC, you can install the Administration Center. Again, you can
use the installation wizard, console installation wizard, or silent installation
method. Note that the ISC must be running when installing the Administration
Center.

After a successful installation, the following URL will be launched automatically,
displaying the ISC logon screen:
http://<machine name>:<Web Administration Port>/ibm/console

If you set up ISC with the default values, the port number is either 8421 for HTTP
connection or 8422 for secure Web administration port.

For complete details on software and hardware requirements on all supported
platforms, time needed to set up ISC and the Administration Center, and known
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limitations, refer to the IBM Tivoli Storage Manager Administration Center
Readme.

10.1.2 Administration Center interface

To access the Administration Center, type
http://<machine_name>:<port>/ibm.console in your browser, as shown in Figure 10-1.
We installed the ISC and Administration center on the system DIOMEDE.

2} Integrated Solutions Console - Microsoft Internet Explorer 101 =l

J File Edit ‘Wiew Fawvorites Tools  Help i
J $Back ~ = - () ) | iChsearch S Favorites  lfMedia £ %v@g B “Links »

| Address [&] http: {diomede: 3421 fibmidefaultconsole/utip/oxmlji4_Sj95PykssyDxPLMOME0vMDY_QizkL ™ | @G0

Integrated Solutions Console

Uszer IC:

Iiscadmin

Password:

I********

|
=
4

& | Done T N ’_ ’_ ’_ (5. Local inkranet

Figure 10-1 ISC login screen

Enter the ISC administrator ID and password and click Log In to start the
Administration Center (see Figure 10-2 on page 314).

Tip: ISC administrator IDs are discussed in the section ISC User and Group
Management in Chapter 12 of IBM Tivoli Storage Management Concepts,
SG24-4877.

Now you are ready to manage your Tivoli Storage Manager Server. The
Administration Center allows you to define server connections, which means to
set up a connection between the Administration Center and a Tivoli Storage
Manager server instance. Remember, the Administration Center is not of itself a
server instance, it is a standalone product, and therefore you have to define the
connection.
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Before you can use the Administration Center, you rust install and start at least one Tivali Storage Manager Wersion 5.3 serer. See
the Installation Guide for instructions.
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Figure 10-2 Administration Interface welcome window

The Administration Center is a task-oriented interface that guides you through
the administration of Tivoli Storage Manager servers. Without a deep knowledge
of Tivoli Storage Manager internals and exact command syntax, you may easily
define and configure all the components of a Tivoli Storage Manager server,
including:

» Storage devices: This includes storage pools, volumes, libraries and drives,
and so on.

> Policy domains client nodes: This includes policy sets, management classes,
and copy groups, as well as registering nodes to the domains, defining their
central client option sets, and scheduling tasks to be executed on clients.

» Server Maintenance: This helps you to define and schedule basic server
maintenance procedures, such as backing up primary storage pools and
database, identifying copy storage pool and database backup volumes to be
moved to the off-site location, as well as migration and reclamation
processes.

» Health Monitor: This assists you with determining the overall status of server
operations; helps you to obtain detailed information about client node
schedules, the server database and recovery log, and the status of storage
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devices managed by the server. The Health Monitor also provides access to
the server activity log, so you can view messages generated during server
operations.

» Disaster Recovery Management: If your servers are licensed for Tivoli
Storage Manager Extended Edition, you can use this function to automatically
generate a disaster recovery plan and track media.

Figure 10-3 shows the defined connections to our servers and their status as
seen by the Health Monitor. As you can see, you can manage all your enterprise
environments from just one place, with just a TCP/IP connection to your servers
from the Administration Center.
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